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Preface

This document provides a general overview of the PortaBilling® admin
web interface.

Where to get the latest version of this guide

The hard copy of this guide is updated upon major releases only, and does
not always contain the latest material on enhancements that occur in-
between minor releases. The online copy of this guide is always up to
date, and integrates the latest changes to the product. You can access the
latest copy of this guide at www.portaone.com/support/documentation/.

Conventions

This publication uses the following conventions:
e Commands and keywords are given in boldface.

e Terminal sessions, console screens, or system file names are
displayed in fixed width font.

Exclamation mark draws your attention to important actions that must
A be taken for proper configuration.

NOTE: Notes contain additional information to supplement or accentuate important
points in the text.

Z Timesaver means that you can save time by taking the action described
here.
6»()f Tips provide information that might help you solve a problem.

Gear points out that this feature must be enabled on the Configuration
server.

5
¢
Gas

Trademarks and Copyrights

PortaBilling®, PortaSIP® and PortaSwitch® are registered trademarks of
PortaOne, Inc.
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Document Objectives

The target audience of this document is system administrators, VolIP
engineers, and system or helpdesk operators who will be managing your
services via the PortaBilling® web interface.

How to Get Technical Assistance

The dealer from whom you purchased this product is the firs? place you
should go for technical assistance. The dealer is usually the most qualified
source of help, and is the person most familiar with your system and how
this product should be installed. Many dealers have customer service and
technical support programs that offer varying levels of support,
depending on your needs and computer knowledge.

If your dealer cannot assist you

If you cannot get assistance from your dealer, the vendor provides varying
levels of technical assistance.

PortaOne’s Customer Support Setvice (email: support@portaone.com)
can supply quick answers to specific inquiries regarding product features
and technical questions. You can visit http://www.portaone.com for more
information.

Hardware and Software Requirements

Client System Recommendations
e OS: MS Windows XP or above, Linux/BSD, Mac OS X 10.6 or

above.
e Web browser:
o Internet Explorer 8.0 or above, Mozilla Firefox 24 or
above.
o JavaScript and cookies must be enabled.

e Spreadsheet processor: MS Excel, OpenOffice Calc,

LibreOffice Calc, Google Sheets.
e Display settings: A minimum screen resolution of 1024 X 768.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com E
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PortaBilling’s front-end design and functionality are simple and intuitive.
The web interface of the PortaBilling® home page is the main point of
entry to all system objects and tools. Divided into eight functional blocks,
the icons below link to pages containing tools for system management,
VoIP networking, billing, customer help and generating statistics. Each
second-level page contains a link back to the home page.

PortaBilling - Main Menu

» ] Logout
My Company 7)) Destinations Nodes System Load
Access Levels 0o Destination Group Sets Call Handling
Users Tariffs Dial Plan ASR
Mailing List Yolume Discount Plans Service Policies Cost / Revenue
Templates Bundle Promotions Internet Services Custom Reports
web Interface Subscription Plans 1P Device Profiles vendar xDRs
Quick Forms Products 1P Device Inventory
Customer XDRs
DID Inventory
Geo/Risk Profiles Invoices
Services Representatives Route Categories Trace Session
Currencies Distributors Routing Plans Active Sessions
Exchange Rates Resellers Test Dialplan BE Log Viewer
Customer Classes Customers Routing Criteria SIP Log Viewer
Payments Yendors I¥R Applications
Custom Taxes Connections Account Info

These are the eight functional blocks:

Global system maintenance tasks, such as adding
administrative users, defining access levels and creating
mailing lists, templates and quick forms.

=

anagement

Tasks related to billing, such as managing the list of
services provided and the rate plan definition;
maintenance of currencies and exchange rates.

=

o

=g

=
R

Tasks related to charging customers for services, such
as managing destinations, destination group sets, tariffs,
products and discount plans.

Q0
| DO

=
o
.
=
[0}

Tasks related to different entities in the system, such as
representatives, distributors, resellers, customers,
vendors and account management.

I

articipants

Configuration of network components: registering new
nodes (network endpoints) in the system; configuration
of IP device profiles; tools for configuring and testing
call routing.

Z

etworking

Configuration of various parameters which affect call
routing, and a tool to check how routing will be done
for a particular destination number.

=

outing

A variety of statistics and reports are available,
reflecting the status of the system or providing
information on call records, costing and revenue.

X

Statistics

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 8
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Tasks available to help desk staff for assistance in
0 troubleshooting problems that clients may inquire

Help Desk  2POUt

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 9
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PortaBilling Security

PortaBilling® is compliant with Visa Security Standards.

User interface

e Inactivity logout
¢ Unconditional logout

User passwords:

e The minimum password length is six (0) characters and the
maximum password length is sixteen (16) characters.

e Passwords include both alphabetical and numerical components.
e Passwords are stored under irreversible encryption.
e The user’s last six (6) passwords cannot be re-used.

e Passwords must 7oz be changed within one (1) day of a previous
change.

e The initial password must be changed on the first login.
e Passwords must be changed at least once every 30 days.

Credit card information

e Credit card information is displayed as 1234xxxxxxx567.

e Credit card information is stored using the same encryption as for
the Payment System password.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 10
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Common Features

All of the functions available from the home page (main menu) are also
available using the drop-down menus:

My Company
Access Levels

Users

Mailing List
Templates
Web Interface
Quick Forms

The £ Home icon on the left also contains a menu with shortcuts to all
the other PortaBilling® web interfaces:

Admin — Shortcut to this interface; same result as clicking the
Home icon.

Customer Self-Care Portal — Customer self-care interface
CC-Staff — Customer Care Staff interface.

Account Self-Care Portal — Interface for account owners (end
users).

Vendors — Interface for your termination partners.
Representatives — Interface for your sales agents or distributors.

The top right-hand side of the interface provides users with the following
information:

1 2 3

==

Eﬂ;' Logout Ed_ug

S

Time Zone (1) — The time zone where the current user operates.
Click on this link to select a time zone for your current session.
Login (2) — The login name of the currently logged in user.
Help (3) — Context help for the current page. Click this link to
open the help page.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 11
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¢ Logout (4) — Click to end the current session or, when necessary,
to re-login as another user.

¢ Log (5) — This link is only available to users with corresponding
access rights and where applicable. Click to view all logged
activities performed.

The toolbar often also shows a list of available actions relative to the
current page:

= | @ Save | gl Save®&Close | @ Close

This toolbar acts as the equivalent of the “File” menu for the application,
1.e. the usual location for the “Save,” “Close” and “Add” operations.

Delete an object in the database

If you see the [Micon next to an object name in the list of objects, this
means it can be deleted from the system. Note that only objects which are
not used elsewhere in the system may be deleted. For instance, in the
screenshot below, the DID supplier costs, Prepaid cards and SIP
Phone Subscribers tariffs can be deleted, whereas the rest of tariffs are
being used by some product or connection.

= Tariff Management
» | B Add | ® close | & Off-Peak Periods | B #DR Re-rating LCR Rates P Logout | B Leg

Applied To Service Managed By Search

e (9] (9] o

Rates Hame Currency  Applied To  Service Managed By Routing  Desecription  Delete
DID supplier costs uso vendor  Voiee Calls Mo |
Internet Access usD Wendor Broadband o

Prepaid cards usD Customer  Voice Calls  Administrator only ™
SIF Phone Subseribers usD Customer  Voise Calls  Administrator only ™

Show objects

The Obijects icon is only available to the Root user; when selected next to
any web element (such as a data field or select menu) it displays an ACL
control. Move your mouse over the ACL control for the given element to
see the object properties, as illustrated below. These object properties can
be used by the administrator when configuring access levels for certain
users in the system. See the Access Levels section for more information.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 12
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Edit Customer 'EasyCall Ltd.'

I Save | [ Save&Close | ® Close | B xDRs | i Batches | & Sites | (E) Accounts | [l E-Paymentslog | [ Invoices oI Logout aL
ogou og
[B Out-Of-Turn Invoice | E3 Terminate ‘ Objects ‘ { T 1

Customer ID Easycall Ltd.

Customer Class ’
Balance Control Postpaid

Balance 648.04000 USD

Current Credit Limit 1000.00000 USD

Life Cycle | Taxation ‘ Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts | Trouble Tickets ‘ Notepad | Service Configuration ‘ Permitted SIP Proxies | Override Tariffs

Address Info | Balance Adjustments ‘ Web Self-Care | Additional Info ‘ Payment Info ‘ Extensions | Huntgroups ‘ Custom Fields
Company Name |EasyCall Ltd. Contact John Doe
Mr./Ms./ Mr Phone
First Name Jehn Fax
LI Alex Alt. Phone
Last Name Dos Alt. Contact
Address Suite 408, 2963 Glen E-Mail

Drive ace
v Description
Province/State  |5c
Postal Code
City
Country/Region Canada

Edit Customer 'EasyCall Ltd.'

e save | gl Save&Close | @ Close | E] xDRs | {{f} Batches | d& Sites | (5] Accounts ] E-Paymentslog | [] Invoices
*l Logout B Leg
[B Out-Of-Turn Inveice | E3 Terminate ‘ j

Customer ID  [agy] [FasyCall Ld. Customer Class [agy] | Default customer class
Balance Control [aey Postpaid
Balance [acU 548 04000 [act USD
Current Credit Limit [%d 1000.00000 [aed USD

Life Cycle | Taxation ‘ Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts | Trouble Tickets ‘ Notepad | Service Configuration | Penmitted SIP Proxies ‘ Override Tariffs

Address Info | Balance Adjustments ‘ Web Self-Care | Additional Info ‘ Payment Info | Extensions ‘ Huntgroups ‘ Custom Fields
act]
Company Name (o Contact oe
Mr.iMs.J... [azy] Mr Phone |f|
First Name [agL] [Tohn
M. e [Atex Fax l
Last Name D
B [Dee AlL. Phone
A Suite 4@8, 2963 Glen éﬂ
Drive Alt. Contact
= p E-Mall @
Province/State  [asy BC Bec &
Postal Code  ae i
=1 =
Country/Region [setl [cansda e *

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Edit Customer "EasyCall Ltd.'

e save | [l Save& Close | @ Close | E] xDRs | {{i} Batches | s& Sites | (5 Accounts | & E-Paymentslog | [] Invoices
> P Logout B Log
[B Out-Of-Turn Inveice | E3 Terminate ‘ Objects ‘
Customer 1D [asy [EasyCall Ltd. . Customer Class e | Default customer class
Balance Control |acy Postpaid
Balance [ncu 548.04000 [aed USD
Current Credit Limit [acu 1000.00000 |aed USD
Life Cycle | Taxation | Abbreviated Dialing | Subscriptions | Volume Discounts | Trouble Tickets ‘ Notepad | Service Configuration | Permitted SIP Proxies ‘ Override Tariffs
Address Info Balance Adjustments ‘ Web Self-Care Additional Info ‘ Payment Info Extensions ‘ Huntgroups Custom Fields
& lac) lac]
;ompany Name Casycall Lt Contact [lohn Dpa
Mr/Ms.J.. facy |Mr Phone ==L
First Name lag John
faci]
M.1. &eL] Alex Fax
Last Name lacy Doe laey|
Alt. Phone
Address Suite 4@8, 2963 Glen
Drive Alt Contact [0
4]
B P E-Mail
Province/State [acL BC BCC acL
Postal Code lacy
City lacL
 laey
Country/Region [ag Canada Cemgiziay
¥ Connect Disconnect Duration,
lon . . . Acd
Time Time min:ses
atch 24 pug 2002 24 Aug 2002 000
Bs 01:35:35 01:35:35 '

atch 23 Aug 2002 23 Aug 2002

B 20:51:50 21:30:12 3822

atch == a0 2one 22 Ann POAF

This feature is available for all xDR browsers in order to sort the
displayed information according to different criteria, where necessary. The
table header cell with the orange triangle shows the sorted row. A triangle
pointing downward indicates descending order, while a triangle pointing
upward means ascending order.

Sorting is available for all columns with a bi-directional white arrow in the
top left-hand corner of the header cell. To sort a column, simply click on
the header; click the same column again for the opposite sorting order.

Another handy feature for sorting tables is that the table header is always
visible, even if you scroll to the bottom of a large table which does not fit
completely on the screen.

Multiple-language support

Currently, in addition to English as the main language, the PortaBilling®
administrative interface is available in the following languages:

e Arabic
e Chinese (traditional and simplified)
e (Czech

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 14
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e [Estonian

e French

o German

o Hebrew

e Hungarian
o Italian

e [atvian

e [Lithuanian
e Norwegian
e Polish

e Portuguese (from Portugal and Brazil)
e Russian

e Serbian

e Slovenian
e Spanish

o Swedish

Translations are continually maintained and improved upon by the
community of PortaOne customers. New languages may easily be added
upon request; please contact PortaOne support to obtain the XML
template files if you would like to make and submit a translation.

Every user of the system (admin user, account, customer, vendor,
customer care admin) can choose the language of the administrative web
interface for his session. This does not, of course, affect other users; thus
user John can work with the system using English as his interface
language, while user Peter can make use of Chinese simplified as his

language.

Edit User ‘demoroot’

el Save | gl Save & Close | & Close

] Logout

demoroot Time Zone

Login

Pasgword il

grm)
=l

‘Web Interface Language

Access Level | demoroot

Output Format

Address Info | Web Self-Care ‘ Life Cycle ‘ Mailing List ‘ Trouble Tickets | Notepad ‘

imerica/Vancouver [v]

en - English [v]
zh - Chinese Simplified
zh-tw - Chinese Traditional
o5 - Czech

en - English

=t - Estonian

fr - Fremch

de - German

Date 2003-12-31

Time HHZ4:MI: 5§ User Defined

Date & Time TrOY-MM-DD HHZ4:M1:55 User Defined

Input Format

he - Hebrew
[Yhu - mmgarian
it - Italian
[¥1v - Lavvian
1t - Lithuanian
[¥no - Norwegian
pl - Polish
Pt - Portuguess
pe-br - Porcuguese Brazilian

Date 2003-12-31

Time HHZ4:M1:55 User Desfined

ru - Bussian
[ - sernian
es - Spanish

[~

oy - Suedizh
T

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Editar Usuario 'demoroot’

> I Guardar | [g) Guardar & Cerrar | 3 Cerrar b Cerrar sesion | B Registro

Direccién | Interfaz del Usuario ‘ Ciclo de Vida ‘ Mailing Lista | Trouble Tickets | Block de Notas

Login demaraot " Zona Horario imerica/Vancouver [»]
Contrasefia  [*xwrvaer ) Lenguaje de la WEE-Interface |=s - Spanish [v]
Hivel de Acceso | Raot. [+]

Formato de Salida

Fecha 2003-12-31 [+]
Hora HH24:M1:55 Usuario Definido [v]
Fecha &Hora  YYYY-MM-DD HHZ4:M1iSS Usuario Definido [v]

Formato de Entrada

Fecha 2003-12-21 >

Hora HHzamEs Usuario Definido =

For customer and account self-care interfaces, our officially supported
languages are English, French, Spanish and Chinese. We encourage
PortaOne customers to make translations into other languages as we’ve
witnessed that this kind of localization approach is very effective. I'TSPs
with the same background are the perfect candidates for making
translations targeted to their specific audiences since they use the same
terminology.

Tab controls

Some forms (e.g. customer or account information) contain so much
information that it is not feasible to display it all on a single screen. The
standard practice in this case is to divide the information between multiple
tabs, each of which contains only a portion of the information and can be
individually selected for display. To provide a better user experience with
a high number of tabs, PortaBilling® provides two rows of tab controls.

I i = s e Edit Customer "EasyCall Ltd'
el save | lgl Save & Close | ® Close | 5] xDRs | {if Batches | s Sites Accounts | {f| E-Payments Log | [] Invoices
[& Out-Of-Turn Invoice | [ Terminate ‘

] Logout | B Log

CustomerID [Easycall Ltd - Customer Class Defsult customer class -
Balance Control Postpaid
Balance 2482 74584 USD

Current Credit Limit 3000.00000 USD

Life Cycle | Taxation | Abbreviated Dialing | Subscriptions | Volume Discounts ‘ Trouble Tickets | Notepad | Service Configuration | Permitted SIP Proxies
Address Info ‘ Balance Adjustments ‘ Web Self-Care ‘ Additional Info | Payment Info | Auto-Pay i group:
Company Name Contact
MriMs /. Phone
First Name Fax
M. Alt. Phone
Last Name Alt. Contact
Address E-Mail
BCC
Description

Province/State
Postal Code
City
Country/Region

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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When you click on a tab’s name, it is selected (black font on a white
background) and you can see the associated information. Note that even
if a tab from the upper row is selected, the row order does not change,
and all the tabs stay in their original location. Thus you can always
remember where a particular tab control is located on the form; see below
for an example where a tab from the upper row has been selected.

Edit Customer "EasyCall Ltd"

Il Save | [l Save & Close | @ Close | Bl xDRs | {fif Batches | o Sites | (5} Accounts | & E-PaymentsLlog | [] Invoices

*l] Logout | B Log
[E Out-Of-Turn Invoice ‘ B Terminate |

Customer ID EasyCall Ltd - Customer Class Defzult customer class -l
Balance Control Postpaid
Balance 248274584 USD
Current Credit Limit 3000.00000 USD

Life Cycle ‘ Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Velume Discounts ‘ Trouble Tickets | Notepad ‘ Service Configuration ‘ Permitted SIP Proxies

Address Info | Balance Adjustments ‘ Web Self-Care | Additional Info ‘ Payment Info ‘ yments ‘ E» i ‘
EEim Legal Intercept No - Call Parking He h
Conferencing

RTP Proxy Tse Dafault - | ParkPrem
Data Senvice
Dial-up Internet Accept Caller ldentity None - Release Prefix
IPTV Supply Caller Identity o - First Login Greeting Ho -
Messaging Service MusiconHold No Frills Cumbia {(c) 2001 Kev 4 Limit simultaneous calls Ho -

Internet Access

Quantity Based
Session Based

Max number of simultaneous calls

Max number of incoming calls

Voice Calls Max number of outgoing calls
Incoming Calls Max number of forwarded calls
Qutgoing Calls Codec connectivity profile
Eraud Deteclion Max bandwidth
Dialing Rules

Max incoming bandwidth
Wi-Fi
Max outgoing bandwidth

Date & Time format

PortaBilling® allows users to define both the input and output formats
for date and time.

Output Format

Date [eo-mm—rrer | s1-12-2008 =l
Time [HHz4:m1:58 |User Definea |
Date &Time  [DD-MM-vryy HH24:MI:S5 |User Definea |
Input Format

Date [eo-mm-rrer |21-12-2008 =l
Time [HHz4 M52 |User Defined =l

Making changes to the date and / or time format on this page enables
users to enter dates and times in the desired format throughout the entire
PortaBilling® web interface. Correspondingly, all pages generated at a
user’s request will contain the date and time in the previously set-up
format.

Date / Time format strings are composed using specifiers that represent
the values to be inserted into the formatted string.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 17
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In the following table, the specifiers are given in upper case. Formats are

case-insensitive.

Specifier Value | Description
Date
DD 01-31 Day of the month
D 1-31 Day of the month without a leading 0
MM 01-12 Number of the month
MON Jan-Dec Name of the month
MONTH | January- | Full name of the month
December
YYYY 2003 + Year
YY 00-99 Last two digits of the year
Time
HH, HH24 | 0-24 Hours
HH12 0-12 12-hour time format; requires AM/PM
specifier
MI 0-60 Minutes
SS 0-60 Seconds
AM, PM, AM, PM
AM/PM
Separators
A separator can be any symbol except for letters and digits, or may be
left blank
Example Value
DD/MM/YYYY 12/03/2003
MON-DD-YY MAR-12-03
HH:MI:SS 12:30:00
HH12 MI:SS WRONG! AM/PM specifier is missing
HH12mi pM 1230 AM

Current release and build information

In the bottom left corner of the main menu page, you can see information
about the maintenance release and build of the software currently
installed, e.g. MR46-1 means “Maintenance Release 46 and “Build 17.

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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PortaBilling - Main Menu

Custom Taxes

Connections

[ 3 I Logout
My Company Destinations Nodes System Load
Access Levels Destination Group Sets Call Handling
Users Tariffs Dial Plan .
Mailing List Volume Discount Plans Service Policies Cost / Revenue
Templates Bundle Promotions Internet Services ‘Custom Reports
We_b Interface Subscription Plans b De'v»oe Profiles Vendor xDRS
Quick Forms Products 1P Device Inventory
‘Customer XDRs

DID Inventory

GeojRisk Profiles o
Services Representatives Route Categories Trace Session
‘Currencies Distributors Routing Plans Active Sessions
Exchange Rates Resellers Test Dialplan BE Log Viewer
‘Customer Classes Customers Routing Criteria SIP Log Viewer
Payments Vendors IVR Applications

Account Info

MR46-0-3 © 2001-2015 PortaOne, Inc. All rights reserved.

2> Credits and links

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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m System
Management
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My Company

The My Company info page allows the administrator to maintain
corporate information relating to your business. This data will be included
on reports such as invoices.

Legal Info

Edit Company Info

» | @ Save | [gl Save &Close | ® Close *f Logout | Bl Log

Legalinfo | Tnvoicing | Report info

Name PortaOne Demo
Address PortaOne, Inc. Suite 408
2963 Glen Drive
City Coquitiam
Country CANADR -
Province/State BC - British Columbiz -
Postal Code V3B 2P7
Tax D

The Legal Info tab allows you to enter information about your company
that could be used for any legal transactions, e.g. for taxation purposes.

Field Description

Name Proper, legally-recognized form of the company’s
name.

Address Address where this company name is legally
registered. Two lines are provided.

City City in which the company is legally registered.

Country The country in which the company is legally
registered.

Province/State The province or state where the company is
registered may be selected from a list, depending on
the Country option selected.

Postal Code Postal code for the company’s registered location.

Tax ID Locally-designated tax number.
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Invoicing

[ 3 & save | [l Save & Close | @ Close

Edit Company Info

*l) Logout | B Log

‘ Legal info | Invoicing | Report info

Company Name PortaGne Dema

Address Portadne, Inc. Zuite 408
2963 Glen Drive
Coguitlam BC V3B 2P7

Country CANADA [»]
Fhone

Fax

Email contact@partaona.com

Web

Invoice Number Sequence | Indivianal for Envirommen{v|

The information provided in the Invoicing tab is typically used on

reports as the primary point of contact for your vendors and customers.
This information is the same as that which appears on your letterhead and
business cards, for example.

Field Description

Company The conventional form of your company’s name. (For

Name example, “EasyCall, Inc.”)

Address Street address of the company.

Country The country may be selected from a list.

Phone Primary telephone number for the company.

Fax Primary fax number.

E-mail Primary email contact for the company. If defined,
this email address will appear in the From: field of all
outgoing emails, e.g. statistics / invoices ot low credit
warnings sent to your customers.

Web Web address of the company.

Invoice PortaBilling® can generate invoices for all customers

Number with sequential invoice numbering distributed

Sequence throughout the environment. In some cases, you may

want to have more than one sequence of numbers.
For example, your legislation may demand strict
sequential invoice numbering for every customer or
reseller. Select an invoice number sequence that will be
used by default for the whole environment:

¢ Individual for Environment — Sequential
invoice numbering throughout the
environment.

e Individual for Reseller — Sequential invoice
numbering throughout the environment for
direct customers, distributors and resellers,
though the reseller will have his own
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sequential numbering for all of his
subcustomers.

¢ Individual for Customer — Every customer
(direct customer, distributor, subcustomer and
reseller) will have his own sequential
numbering.

Report Info

Edit Company Info

[ 3 & save | [l Save & Close | @ Close ®l Logout | B Log

‘ Legal info | Invoicing | Report info |

Time Zang Auerica/Vancouver [»]
Reconciliation Period | paily [v]

Currency uso

The data contained in the Report Info tab may be used for any financial
reports, e.g. for invoicing or taxation purposes.

Field Description
Time Zone Time zone in which global reports for the
environment (e.g. Cost / Revenue Report) will be
generated.
Reconciliation Defines how frequently the global reports (e.g.
Period Cost / Revenue Reports) will be generated. This

will also set up the periodicity of the Unresolved
xDRs. (See the Statistics section.)

Currency The company’s internal currency. You can use
different currencies for your customers or
vendors, but Cost / Revenue Reports will be
generated in this currency. The value for this
parameter is set permanently for the new
environment, and cannot be changed later.

Access Levels

Introduction to the ACL System

Different types of users have different responsibilities within the billing
system. Some users may not be allowed to use or see certain portions of
the system. To this end, PortaBilling® supports the concept of Access
Control Lists (ACL). ACLs allow the PortaBilling® administrator to
decide, for example, that a particular sales representative can look at
customers’ data, but cannot create new custometrs.
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ACLs allow you to control what users of your site can and cannot do.
Without such restrictions, it is almost impossible to guarantee that users
will see or change only the information that they are allowed to.

There are default ACLs defined in the PortaBilling® system. You can use
default ACLs or create new ones to fit your needs.

ACL Types

An access level can be of the following types:
e Account (to be applied to your account)
e CC Staff (to be applied to your customer care support)

e Component (cannot be assigned to users; used only as a building
block to construct other access levels)

e Customer (to be applied to retail customers or subcustomers)
e Distributor (to be applied to your distributor)

e Representative (to be applied to your representative)

e Reseller (to be applied to your resellers)

e User (access level for users of the admin interface)

e Vendor (to be applied to your vendors)

These access levels are composed of permissions and, optionally, other
components (as dependencies). Permission is a basic unit in the ACL
system.

Newly created ACLs will be available in the Access Level select menu of
the corresponding form when creating a new object or modifying an
existing object’s details. For instance, a User ACL will appear in the
Access Level select menu of the Add User form (see below), a Customer
ACL will be available when creating or editing a customer, and so on.

b Logout

Limits | Notifications

Address Info | Web Self-Care ‘ Life Cycle

Login Nevr Time Zone furcpe/Prague v
Password Auto ‘Web Interface Language Default Language v
Access Level Admin v

Allow login from

Eookkeeper
Helpdesk
APl token access No access
Root
| Root--
Output Format

Date YYYY-MM-DD 2003-12-31 hd
Time HH24:MLSS user pefined hd
Date & Time YYYY-MM-DD HH24: MI: S5 user pefined v

Input Format

Date VYYY-MM-DD 2003-12-31 hd
Time HH24:MLSS user Defined hd

ACLS’ Visibility under Reseller

Normally you would not want reseller A to be able to use ACLs, which
were designed for reseller B. To ensure that this never happens, ACLs are
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not visible to resellers by default. To allow a certain reseller to use the
ACIL, include this reseller in the ACL’s Visible To tab:

Edit Access Level 'ACL for Customer1®

» | [d Save | [0 Save&Close | & Close *l Logout | B Log

Name * |ACL for Custornerl

Tyvpe Custamer

visible To ‘ Components | Object/attribute permissions ‘ Notepad ‘

Available Resellers Included Resellers

ABC Shuttle Ltd. Reseller
Deseller

Visibility can be applied for Customers, Accounts, Representatives and
CC Staff ACLs.

Components

As was mentioned before the system includes a set of default ACLs that
consists of components. These are used as a building block for
constructing other access levels. Components will be made up of zero or
more permissions, and can include other components (as dependencies).
If access level ACLX includes access levels ACL1, ACL2 and ACL3 (o,
in other words, is derived from ACL1, ACL2 and ACL3), then ACLX will
contain all the permissions defined in ACL1, ACL2 and ACL3 (along with
all of the access levels they in turn are derived from).

What happens if there is a contradiction; for example, if ACL1 denies
read access to Accounts.password and ACL2 grants it? In such a case,
the first available definition will be used. Thus, in the example above,
access will be denied according to ACL1, which is first in the list of
included access levels. Keep in mind that the sequence of ACLs matching
is held top-down. In addition to these, a component has several other
aspects.

When editing a component, you will first see a page as on the following
screenshot:
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@] Edit Access Level 'Access to the "ASR" reports'

» | @ Save | E Save&Close | ® Close M Logout | B Log
Name* [Access to the "ASR" reports
Type Component
J Components | Object/attribute permissions ‘ Notepad |
Available Included

- 213123213 = - Access to Predefined Custon Reports -
New access levell2dz Accouncs RBeceivable Report Full Access

= ACL prototypes = Accumulated Costs Report Full Aocess
Aduin Charges Summary Report Full Access
Admin Access Custon Report - Admin Mode DEf
hdvanced Reseller Custon Beport - Admin Mode On
Bookkeeper Custon RBeport System Full Aceess
Bockkesper access Indude-> ||Customer Statement Repore Full hecess Up
Distributor Generated Revenue Report Full Access
Distributor access <-Remove ||Most Popular Countriss Repore Full hecess Down
Helpdesk Most Popular Dest Report Full hocess
Helpdesk access Payuents Report Full Access
New access levelgdez Revenue Report Full Access
No access Routing LCOR Report deny
Representative Routing LCR Report Full Access
Representative access Customer Classes full
Reseller Customer Classes reseller limited
Reseller access Customer Custom Fields deny
Retail Customer Custom Fislds full
Retail customer access - Customer Custom Fields readonly ~|

Including components as dependencies within other components gives
the system its power. Here we see that the “Admin access” level is defined
by over a dozen dependent components. Note that this component does
not actually define permission itself, but rather relies on the
implementation of its dependents.

By deriving new components from the existing ones in the system, you
can implement fine-grain access control and define User ACLs specific to
your operational environment.

Permissions

Permission is the fundamental unit of exchange in the PortaBilling®
security model. Permissions are composed of an access type,

Allow / Deny permission (whether or not this is an allowed action), the
relevant object, and the relative attribute of the object. To browse the
permissions available for a certain page on the web interface, click the
Objects icon.

NOTE: The Objects icon is available for root users only.
Let’s take the example. An access level called “Access to ‘ASR’ reports™ is

provided within the PortaBilling® installation. It defines only one
permission, which appears as in the following screenshot:

Edit Access Level "Access to the "ASR" reports"

» | @ Add | [ Save | [0 Save &Close | ® Close

M) Logout

Name* [Access to the "ASR" reports

Delete

Type Component
Components | Dbject/attribute permissions | Notepad
Edit Accesstype AllowDeny Object * Attribute *
[ Ja || Exeeea | [
[E] Read Allow WebForms ASR
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The “Access type” is set to “Read,” and the permission to “Allow.” This

permission applies only to “WebForms” objects which have the attribute
“ASR.”

There are four possible access types:
e Read - View the specified resource.
e Update — Modify the resource.

Insert — Create new instances of the resource type.

Delete — Remove instances of the resource from the system.

The Allow/Deny field defines whether this permission has been granted
or withheld.

You should never have to provide fine-grain permission information
yourself, as all possible permissions are already encapsulated in the
components of your PortaBilling® installation. For this reason, we will
not discuss the “Object” and “Attribute” fields further in this section.
However, it may be useful to know that wildcards can be used in these
tields. For example, to allow Read access to all web pages, an ACL could
be defined with the following permissions:

e Access type — “Read”.

e Allow/Deny — “Allow”.

e Object — “WebForms”.

e Attribute — 7.

As may be guessed, the “*” in the Attribute field means “all attributes.”

NOTE: Should you find it necessary to create new components, please contact
PortaOne Support. We can provide you with a list of Object and Attribute resources, or
otherwise assist you in maintaining ACLs.

Access Level Management Interface

In this discussion of the ACL system, we have proceeded by starting with
the fundamentals and building up your skills from there. Now we will
discuss the entry point for ACL management. On the PortaBilling®
admin interface you will find a link to “Access Levels.” This link takes you
to the Access Level Management main page.

This page is similar to many others in the PortaBilling® system, including

a search interface at the top and a results listing at the bottom. You may
search for ACLs using any combination of Name and Type.

In the results listing, you may also see the IEI Dependencies icon and

the IE' Delete icon. ACLs can only be deleted when they are not in use.
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If a component contains any included components, you will be able to
click on the dependencies and see search results for all dependents. The
following screenshot shows all dependents for “Accounts full access.”
Note that some of the dependents have their own dependencies.

Access Level Management
» | @ Add | @ Close o Logout | B Log

Hame Type

s w] Cabamas)

Dependencies Hame Type Visible To  Delete

Adrnin User
Arcess level new Account Iz‘
Access tothe "ASR" renorts  Companent |Z|
ACL Tor Customer Custamer >
ACL for Cenfrex Custormer Customer E
Advanced Reseller Reseller

I@ Bookkeeper Cormponent

Access Level Dependencies

» @ Add | ® Close ¢l Logout | B Log

Hame Tvpe

| T

Dependants of ‘Bookkeeper”

Dependencies  Hame Tvpe  \Visible To Delete

Bookkeeper Component IE‘

Add / Edit a New User ACL

From time to time you will find that the PortaBilling® predefined user
ACLs (Admin, Helpdesk, and so on) offer too few, or too many,
restrictions for a particular class of user. In such a case, it is time to create
a new user ACL.

The easiest method is to take an existing access level and create a new one
modeled on it, and then modify it to fit your needs. You should examine
the permissions granted to the model access level, and verify that you
want to grant access to those resources.

Next, you can include other components to suit your needs. As a style
recommendation, we suggest that you first create a component containing
the dependent components you wish to utilize.

Finally, create a new user ACL which includes only this new component.
Now you can assign this ACL to new users.
1. On the Access Level Management page, click Add.
2. On the New Access Level page, specity the following
information:
e Name — Type the custom name for this ACL.

e Type — Select the entity this ACL is applicable for.
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¢ On the Components tab, define which components will
be included in this ACL and in which order by using the
Include, Remove, Up and Down buttons.

@

Click Save.
4. If required, on the Object/Attribute Permissions tab, define

any additional permissions for this ACL.
5. Click Save.

The PortaBilling® ACL management system contains style conventions
which you would be well-advised to follow:

e The name of a component should be descriptive, based on the
actions which it allows (for example, “Delete a node,” “Currencies
read-only,” and “Access to Vendor Reports”).

e By convention, when defining a new user ACL (for example,
“DemoUser”), we append “access” to the name of a component
(“DemoUser access”) that includes dependent components.

Components order

We have already talked about the necessary parameters for creating or
editing components, but we have not yet discussed component inclusion
in detail.

Each access level may have zero or more dependent components. These
components are ordered, and likewise are applied in order until the first
matching permission is reached. Keep in mind that the sequence of
components matching is held top-down as shown on the screenshot:

Edit Access Level 'Access to the "ASR" reports’

[ 3 & Save | &) Save & Close | & Close | [fI] Dependencies Pl Logout | B Log
Name * |Access to the "ASR" reports
Tyvpe Companent Y
®
“
- p o .
J Components | Object/attribute permissions | Natepad ‘ s®
_ TN
Available Included e®
Rates read-only ~ ALccess to the 'ASR' reports
= Reportz = 1 Access to the 'Cost Revenue' reports
Access teo account failed xDRs Access to the 'Database’ reports
Access to account xDRs Access teo the 'Customers Reports'
Access to all xDRs Access teo the 'Vendors Reports'
ALccess te Conmection Load graph deny
Access to customer failed xDRs
iecers te custoner wDRs
Access to the 'Connection Load' reports
Access to the 'Connections' reports
Access to the 'On-Net calls' reports
Access to the 'System load' reports
Access to the invoices stored in the system
Access to the Scatistic Custom Query
Access to vendor xDRs
Reports full access
= Representariwes =
Representative access to accounts
Pepressntative access to CUstomers
Pepressntatives full access A

In order to understand this better, we will use the previous example.
Suppose a user is trying to view ASR reports. His access level must allow
reading of “WebForms.ASR” (object “WebForms,” attribute “ASR”). For
A the sake of simplicity, we will say that his access level includes “A,” “B,”
and “C,” where “B” allows this permission, but “C” explicitly denies it. In
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this case, the user’s ability to view these reports is based on the ordering
of these components. If “B” appears before “C,” then it will work. In the
opposite case, he will not have access.

This may sound complex, but in practice the user interface is quite simple.
Two columns are shown on the Components tab of the edit page for
each access level. On the left, you have a list of the available components,
while on the right are the included components. Between these two
columns you have the Include-> and <-Remove buttons, which move
selected items between the two lists. As for ordering, the Up and Down
buttons on the far right-hand side of the page allow you to rearrange
selected elements of the Included column.

You should now have the skills necessary to implement the PortaBilling®
security model and customize it to suit your business environment.

Default ACLs

Default user ACLs
PortaBilling® is supplied with the following predefined ACLs:

Name Description
Root Super User, read and write access to all PortaBilling®
objects.
Admin Like Root user, but with some limitations:

e (Cannot create new users.
e Cannot modify company info.

e Read-only access to Destinations,
Currencies, Nodes.

Bookkeeper Read-only access to billing information (Tariffs,
Products); can change balances for

accounts / customers, block / unblock; no access to
xDRs; access to reports.

Helpdesk Read-only access to billing information (Tariffs,
Products); can modify customer and cccount
parameters; access to Trace Call

Default customer ACLs

PortaBilling® is supplied with the following predefined ACLs for
customers (or subcustomers):

Name Description

Retail Access to xDRs, reports and invoices, ability to
change customer information (such as password,
address info etc), make online payments, access
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information about all accounts under this customer
and view their xDR history.

Default reseller ACLs

PortaBilling® is supplied with the following predefined ACLs for
resellers:

Name Description

Reseller Ability to set up online payment processors, change
rates in the subscriber’s tariff, modify parameters of
the subscriber’s product, create subcustomers and
accounts under them, make online payments, and
create CC staff accounts.

Advanced Same as above, plus read-only access to customet’s
Reseller own tariff (the tariff used by the PortaBilling® owner
to charge the reseller).

Default customer care ACLs

PortaBilling® is supplied with the following predefined ACLs for
customer care administrators:

Name Description

Customer Care | Maintenance tasks, such as changing password and
personal info, ability to see subcustomer, distributor
and account information and change service
parameters, give refunds (daily and transaction limits
applied), make payments towards accounts and in
favour of subcustomers and distributors, and trace a
call and see the call details.

Default vendor ACLs
PortaBilling® is supplied with the following predefined ACLs for

vendors:

Name Description

Vendor Access to CDR data and the vendor’s information.

Default representative ACLs

PortaBilling® is supplied with the following predefined ACLs for
representatives:

Name Description

Representative | Read-only access to customer information, customer’s

xDR records, and account information.
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Default account ACLs

PortaBilling® is supplied with the following predefined ACLs for

accounts:

Name Description

Account Access to xDR history, ability to change password
and account info, make online payments and
recharging using voucher.

Default distributor ACLs

PortaBilling® is supplied with the following predefined ACLs for
distributors:

Name Description

Distributor Access to xDR history, reports and invoices, access to
information about all accounts and customers, ability
to change password and customer info, make
payments towards accounts and customers, activate
inactive accounts.

Components and Permissions of Default
ACLs

In order to view a default ACL’s components and permissions, select
Admin from the ACL.Mode list on the configuration server web interface.
We recommend that you set this option for a separate virtual environment
in order to view information for predefined ACLs within this specific
virtual environment only (i.e. the one used for experiments and tests).
Then you can perform the following actions on the administrative web
interface:

1. Select Access Levels from the Management functional block.

2. Open an ACL you are interested in.

3. View components and permissions included in this ACL.

If this ACL contains any other components you can open them from the
Access Level Management page and view their components and
permissions.

The Access Level Management page within .4dnin mode has some
additional fields:

Name Description

Dependencies | This allows you to see the other ACLs that this
particular ACL belongs to.
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Subsystem This is mainly used by the developers to define the
subsystem an ACL belongs to.
Group All ACLs are combined in groups depending on what

area of the system an ACL is connected to. The
Group column shows which group a particular ACL
belongs to.

Hidden When creating a new ACL, you can mark it as
Hidden. Hidden ACLs will be visible in the ALC list
to root users only.

Note: Once defined, the Hidden status cannot be undone.

Here’s an example: let’s say you need to assign an ACL to your new
employees and you want to see exactly which rights they will have. In this
case you would do the following:
1. Enable the Admin ACL mode on the configuration server web
interface.
2. Open the Access Level Management page.
3. Type “Bookkeeper” in the Name field and click Show ACLs.

Access Level Management

[ @ Add | ® Close Objects P Logout | B Log
Hame Subsystem Group Type
prm— - - -

4. Click on the ACL that you found, and you will see a component
named Bookkeeper access.

Access Level Management

> [ Add | @ Close Objects M Logout | B Log
Name Subsystem Group Type
Frmmm— = - =
Dependencies Name Subsystem Group Type Hidden Visible To Delete
Bookkeeper FB100 ACL prototypes User No E
;
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Edit Access Level 'Bookkeeper’

* Logout

Hame* Bookkseper Subsystem*  PE100 PB100 -
Type  User Group * ACL pi v acL -
Hidden m

C Object il issi ‘ Notepad ‘

Available Included

= ACL prototypes « - Bockkeeper access B
Admin [
Admin Access
Advanced Reseller
Distributer
Distributer access
Helpdesk

Ho access

Representative
Representative access

Reseller

Reseller access

Retail

Revail customer access
oot

Seniox

Senior CC Staff access
UM admin access

UM Bockkeeper Access - b Go To

5. Open the Bookkeeper access ACL.

Access Level Management

Name Subsystem Group Type

Bookkeeper access - - ANY « | ShowacLs

Dependencies Hame Subsystem Group Type  Hidden Visible To Delete
M Bookkeeperaccess  PB100  ACL prototypes Component  No

Edit Access Level 'Bookkeeper access'

» el Save | (gl Save & Close | ® Close | [l Dependencies Objects *] Logout | B Log
Name* Bookkesper sccess Subsystem* PB100 oB100 -
Type Component Group* ACL prototypas ACL prototypes -
Hidden [l

Components | Object/Attribute Permissions ‘ Notepad |

Available Included
« ACL prototypes * Company info read-only -
dmin Currencies full access B
Admin Access Vendors read-only
Advanced Reseller Modify address for a vendor
Distributor Modify balance for a vendor
Distributor access Modify notes for the vendor .
Helpdesk Customers read-only 1
Helpdesk access Distribucozs resd-only
No access Resellers read-cnly
Representative Modify address for a customex
Representative access Modify balance for a customer -
Reseller Modify notes for the customer
Reseller access Access to the 'Cost Revenue' reports
Retail Access to the 'Vendors Reports’
Retail customer access Access to the 'Customers Reports’
oot Access to the 'Cn-Het calls’ reports
Senior Access to the invoices stored in the system
Senior CC Staff access Tariffs read-only
W admin access Products read-only
Wt Bookkeeper Access = Block a - GoTo

6. View all the components and make sure that the user will be able
to view the tariffs but not modify them, and then open the Tariffs
read-only component. There you can view the following
permissions:

Access Allow/ Object Attribute
Type Deny
Read Allow Tariffs *
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Read

Deny

Tariffs

i_tariff_template_download

Read

Deny

Tariffs

i_tariff_template_upload

Read

Allow

*

Tariff Notepad

Read

Allow

WebForms

Tariffs

g

Edit Access Level 'Tariffs read-only'

> [ Add | [@ Save | [g] Save & Close | ® Close | [ Dependencies | 45 Objects

] Logout | B Log

Name*  Tariffs read-only

Type Component

« Object,

Edit Access Type AllowiDeny
Read Allow
E Read Allow Tarifis
[=] Read Deny Tarifis
IE‘ Read Deny Tariffs
[=] Reao Allow Tarifi_Notepad
[E] Read Allow WebForms

Subsystem *  PEL100 PB100 -
Group* Tariffs Tariffs -
Hidden ]
=
Object* Attribute * Delete

]

i_tariff_template_download

i_tarif_template_upload

K]
L
K|
™

Tariffs

There is one more component inside of the Tariffs read-only
component: the Rates read-only component.

Edit Access Level 'Tariffs read-only"

[ 3 el Save | [o] Save & Close | & Close | 1] Dependencies Objects

) Logout | B Log

Name* Tariffs read-only

Type Component

Subsystem* PE100

Tariffs

]

Group *
Hidden

Components | Object/Attribute Permissions ‘ Hotepad |

EBL00 -

Tariffs -

Available

Included

« ACL prototypes *
Distributor
Distributor access
No zccess
Represencative
Representative zccess
Retail
Retsil customer access
Roct
T =dmin sccess
UM Bookkeeper Access
Vendor
Vendor access

* Rccess to ACLs +

Access to all ACLs
ACL Management deny

* Accounts »
Access to account's self-care info

Access to subseriber info full

Access eonly to ACLs visible to the xeseller

»

Rates read-only

Include->
<-Remove

- Go To

The Rates read-only component includes the following permissions:

Access Type

Allow / Deny

Object

Attribute

Read

Allow

Rates
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[ 3 @ Add

Edit Access Level 'Rates read-only"

& Save | &l Save & Close | ® Close | [ Dependencies Objects *I) Logout | B Log

Name® Rates resd-only Subsystem® PB100 =B100 -
Type Component Group * Rates Rates -

Hidden (=]

Components | Object/Attribute Permissions ‘ Notepad ‘

Edit Access Type Allow/Deny Object* Attribute * Delete

IE‘ Read Allow Rates * E

For system stability purposes, you may not edit default components and
permissions. However, you may use them to create your own custom
components and / or access levels and modify permissions within them.

Override the PortaBilling® Predefined ACLs

You can assign a new individual set of default ACLs for each virtual
billing environment. You can also assign a new set of default ACLs for all
of the environments together. PortaBilling® remembers these settings
and keeps them throughout system updates.

To override a PortaBilling® predefined ACL do the following:

1.

Create an ACL that includes the required permissions on the
PortaBilling® admin interface. (For information about how to
create access levels, please refer to the Add / Edit a New User ACL
section of this guide.)

Specity this newly created ACL as the value for the corresponding
options on the configuration server web interface. (For
information about how to do this, please refer to the How o define
new defanlt ACLs section in the PortaSwitch Configuration Server
Web Reference Guide.)

When you override default ACLs for a virtual billing environment, the
system behaves the following way:

From now on for each new entity that you create in this virtual
billing environment, the previous default ACLs will no longer
appear in the Access Level list.

If there are entities that were assigned previous default ACLs
within this billing environment, they will keep their assigned ACLs
until you assign them the new ones. After that, the previous
default ACLs will disappear from their Access Level lists.

You can override default ACLs for the following types of participants:

Account (the DefaultAccountACL option on the configuration
server web interface)

CC Staff (DefaultCCStaffACL)
Distributor (DefaultDistributorACL)
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e Representative (DefaultRepresentativeACL)
e Customer (DefaultRetailACL)

e Vendor (DefaultVendorACL)

e Reseller (DefaultWholesaleACL)

Note that some of these types of participants have more than one
PortaBilling® predefined ACL. For example, there are two predefined
ACLs for resellers: Reseller and Advanced Reseller. But when you
override the PortaBilling® predefined ACLs, you can assign only one new
default ACL per participant type.

You cannot redefine the PortaBilling® predefined ACLs for the User and
the Component entities), i.e. the following PortaBilling® predefined

ACLs:
e Root
e Admin
e Bookkeeper
e Helpdesk

e Component

ACL for the New Self-care Interface

In order to create an ACL for the new self-care interface, follow these
steps:

1. Open the Access Levels page.

2. Click the Add button.

3. Select “Account” or “Customer” from the Type field.

4. On the Components tab include the following components,

depending on the ACL type:
o Account Self-Care Permissions and Account Self-Care or

o Customer Self-Care Permissions and Retail Customer Access
5. To restrict user access to certain pages (hide or make read-only)
specify the name(s) of these pages on the Object/Attributes
Permissions tab.
6. After saving the newly created ACL you will be able to assign it to
a Customer or an Account, respectively.

NOTE: You can use test customer / account in order to view the Objects / Attributes
of the pages of the new self-care interface. In order to allow this customer / account
to do this add the ID of the customer / account as the ACL TipsForAccounts or

ACL TipsForCustomers option value respectively on the configuration server web
interface.

Let’s take an example in order to see how to limit user access to certain
pages of self-care interface. For example, if you would like to hide the
Call Recording tab on the customer self-care interface, follow the steps
below:
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1. Using a test customer, go to the self-care interface and point the
cursor at the exclamation mark near the Call Recording tab in
order to see the Object / Attribute of this page (in our example,
the Object is SeffCare and the Attribute is call_recording).

Customer Self-Care Portal

Balance: 195.50 USD Credit Limit: 1000.00 USD| en - English ~ | EasyCall{ Logneasycal) | ] Logout +

Bpsshboard & By profile 32 B1p centrex Biling mFormation

J)¢ General

Paging/Interconn

g
S\n\; ..... General Paging/Tntarcarn Prefic
it ¥ Edtensions
5 -\D"'the Lres Extension Mumber Length ]

# © Edemal Numisers
& ¥ bising Rues
© 3 P nconing calls
%F' ‘D Outgoing Calls
b P ¢ seifcare.call_revording
& P o
& Y jentay

& Music On Hold

[ save

2. Go to the PortaBilling® admin interface and create an ACL for
the customer self-care interface with the following parameters:

e Type — “Customer”.

e On the Components tab include Customer Self-Care Permissions
and Retail Customer Access components.

New Access Level

» | [ Save | [d Save & Close | ® Close *ll) Logout

Name * [ACL (Custemer self-care partal)

Type

Components

Available Included

havanced Reseller ~ Custousr Self-Care Fermissions
Bockkeeper Retail cus 55
Bookkeeper access
Distribucor

Distribucor access
Helpdesk

Helpdesk access
Wo aceess [ e ]
Representative

Representative access
Reseller

Reszeller access

Retail

Root.

Benior

Senior CC Staff access
UM aduin access

M Eookkeeper Access

Vendor

Vendor access v

3. Click the Save button.
4. Open the Object/Attribute Permissions tab.
5. Click the Add button and specify the following settings:

e Access Type — “Read.”
e Allow/Deny — “Deny.”
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e Object — “SelfCare.”
e Attribute — “call_recording.”

Edit Access Level "ACL {Customer self-care portal)'

[ 3 [# Add | & save | gl Save & Close | & Close M Logout | B Log

Name * [ACL (Customer self-care partal)

Type Customer

visible To | Components | Object/attribute Permissions | Notepad ‘
Edit Access Type AllowDeny Object * Attribute * Delete
[Bead | Deny | selfcare | [call_recording IR

6. Click the Save button to save the changes.
7. Assign a newly created ACL to a customer.

Now the Call Recording tab will be hidden within the customer self-care
interface.

Customer Self-Care Portal
Balance: 2,719.11 USD Credit Limit: 3,000.00 USD| &n - English v | EasyCall Ltd ( Login: EasyCall) | (] Logout ~

Dashboard & My Profile 223 TP Centrex Billng Information
A
<(0)2 General © Hep
R

Paging/Intercom
£z3General

3 Extensions
&7 Sites Extension Number Length
“3iPhone Lines
#20Ds.
& Abbreviated Dialing
@, Diaing Rules
> &4 Incoming Calls
¥ Outgoing Calls
& Huntgroups
&g ientity

&f? Music On Hold

Paging/Intercom Prefix

User Management

The User Management page shows existing users registered in the
system, and also allows you to edit current user information or add and
delete users. To add a new user, click the 1 Add button on the User
Management page. The user list table contains the following information
and operations:

User Management

» [ Add | ® Close ¢l Logout | B Log
Login  Access Level E-Mail Description Status Delete
demoroot Root com ROOT - created on installation please change the password m
helpdesk Admin infof@easycall.com A E‘
iohn Admin ohn. doe@arail com A @
sales  Admin salesi@abe-shutie com ™
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Column

Description

Login

The username for log in and user identification. It is
provided as a link to the edit page where you can view
and edit the information about that particular user.

Access Level

The privilege level or role assigned to the user. See the
Access Levels section for more information.

E-mail

An email contact for the user. For convenience, this is
provided as a link, so you can send an email to the
user directly from this page.

Description

A short description associated with the user.

Status

The status of the uset’s account. The user can have
the following statuses:

e Expired A& _ Is assigned when Expiration
Date has already passed.

e Inactive A _ Is assigned when the Start
Using date has not yet arrived.

Delete

The Delete button appears next to all users except
for the superusers and the last root user in the
environment. This permanently deletes the user from
the system.

Add / Edit User

The Add User page allows you to enter details to create a new user
account. The Edit User page allows you to change details for a particular
user account.

Address Info

Edit User 'demoroot’

» | | Save | ol Save&Close | ® Close Objects *l Logout | B Log

Mr./Ms./
First Name
M1
LastName
Address

Province/State
Postal Code
City

Address Info | Web Self-Care ‘ Life Cycle | Limits | Notifications

Company Name PortaOne

Mr

Dee

Jason

suite 408, 2963 Glen E-Mail demorcot@pertacne.com

Drive

British Columbia

VIE 2P7

Coguitlam

Country/Region |Canada

Contact Dee Jason
Phone

Fax

Alt Phane

Alt. Contact

Description |Docs and Demo root

Mandatory field for user contact information:
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Field Description
E-Mail An email contact for this user. The user will receive
notifications for which he is subscribed via this email.

Web Self-Care

Edit User 'demo’

™l Logout | Bl Log

Address Info | Web Self-Care | Life Cycle | Limits | Notifications | Trouble Tickets | Notepad ‘

Login demo Time Zone America/vancouver A
Password = |Feeesess Auto Web Interface Language en - english v
Access Level Root M
Allow login from Any IP address

* Specific IP addresses/networks

152.165.192.8/24;
123.25.57.280

APl token access L
APl authentication token 00103472-8272-4493-bEd6-6| | Generats

Field Description
Login The new user ID to be used at login and elsewhere
throughout the system.
Password The password for this login. A secure and hard-to-

guess password may be automatically generated by
clicking the Auto button.

Access Level | The privileges or role associated with this user. See the
Access Levels section for more information.

Allow login You can ensure that access to the PortaBilling®

from administrative web interface only occurs from physical
locations that you define. For example, you can
specify IP addresses that belong to your network. If a
user tries to log in from outside your network,
PortaBilling® denies that access and the user cannot
log in.

The following formats can be used to permit access
from specific IP addresses or networks:
e Asingle IP address: 10.10.10.1
e A network in IP prefix (slash) notation:
192.168.192.0/24
o An IP address and a netmask:
192.168.192.0/255.255.255.0

You can enter multiple definitions, with each starting
from a new line and ending with semicolon.

API token You should use tokens instead of standard login-

access password pairs for authenticating your applications
integrated with PortaBilling via API.

API Input the combination from this field into your

authentication | application and remove the password from it (the

token AuthInfoStructure and LoginRequest API structures
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have the #ken property).
Time Zone The time zone in which this user will be operating.
Web Interface | The language to be used on the admin web interface
Language for this user.

For a description of the input and output formats, please refer to the
Common Features section.
Life Cycle

This allows the administrator to set up the user account’s activation and
expiration dates.

Edit User "demoroot’

» [l save | (gl Save & Close | @ Close M) Logout | B Log

Address Info | Web Self-Care ‘ Life Cycle ‘ Limits | Notifications ‘

activation_date  2015-02-05 i ,
YYY¥-MM-DD @ Calendar - Mozilla Fire. |00 {20 e
Expiration Date
[Ispecific_date = ‘ & hitps://akweb.portaone.com/cal/cal.hitr
YYYY-MM-DD 2015 Februszy o

Mo Tu We Th Fr Sa Su

The account will not expire if the Expiration Date field is left blank.

Limits

The Limits tab provides an opportunity to assign values for different
types of individual user credit.

Edit User 'demoroot’

» | Il save | [l Save&Close | ® Close Objects * Logout | B Log

Address Info | Web Self-Care | Life Cycle

Limits ‘ Notifications

Daily creditirefund limit 200 usD
Transaction creditrefund limit |10 usb

#| Authorized to increase Temporary Credit Limit

upto|i0 (=00 4
for period up to |30 days
Field Description
Daily credit / Defines the amount that a user can assign during a
refund limit 24-hour period. Note that by default this value is

unlimited for all users. The only exceptions are CC
Staff users whose default daily credit / refund limit
equals zero.
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Transaction Defines the amount that the user cannot exceed per
credit / refund transaction. Note that by default this value is
limit unlimited for all users. The only exceptions are CC

Staff users whose default transaction credit /
refund limit equals zero.

Authorized to Defines the amount of the credit limit increase
increase (either as an absolute value or as a percentage of
Temporary the permanent credit limit), and the credit usage’s
Credit Limit valid time span.

NOTE: If the Authorized to increase Temporary Credit Limit check box on the
User management page is not selected, the temporary credit limit increase is
unavailable for this user.

Notifications

Notifications are the text messages (email or SMS) that are sent from
PortaBilling® to the users: about accounts generation, custom repotts,
DID upload, etc. The Notifications tab allows you to manage
notification templates and define which email and / or SMS notifications
to send to the users.

[ R P o Edit User "demo’

[ el save | [ Save&Close | ® Close Objects P Logout B Log

Address Info ‘ Web Self-Care ‘ Life Cycle ‘ Limits ‘ Notifications

Mail SMS
Notifi ation Send  Template  Send | Template
= Account Generator (15 Items)

Accounts generation error, excesded generation attempts

=

System
System
System
System
System
System
System
System
System
System
System
System
System
System

System

Accounts generation error, cannot access directory
Accounts generation efror, cannot open fie
Accounts generation error, wrong product
Azcounts generation error, wrong accounts amount
Accounts generation error, bad environment
Accounts generation error, bad Amount

Accounts generation finished

Accounts generation error, wrong customer

Azcounts generation error, bed Length

EREEEREEE
5

Accounts generation error, number of available atcount excesded

=

Accounts generation error, batch exists
Arcounts generation error, unknown customer

Accounts generation error, cannot create new batch

BEE
»

Azcounts generation error, cannot creste directory
= BE Mailing List (10 Items)

No remote P authentication on your gateway
Rejected attempt to authorize for simultlaneous use

Mot defined or empty Called-Station-Id

13O

Among the available notification types and their conditions of activation
are as follows:

Notification Type Description
Adaptive routing The adaptive routing module detects that
penalty threshold some qualitative parameters of the connection
reached have dropped below the specified acceptable
level. The vendor is penalized, and the
connection is temporarily moved to the
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bottom of the routing list.

Adaptive routing
warning threshold
reached

The adaptive routing module detects that
some qualitative parameters of the connection
have dropped below the specified level.

Error in translation rule

A translation rule could not be properly
applied, due to a programming error.

General billing
misconfigurations

A debit account made a call that cost more
than its available funds; an unresolved call was
detected (unresolved calls may be normal
when they are on-net calls, but in most cases
they indicate connection misconfiguration);
and so on.

Mismatch in the
Destinations or Rates
table

The cost of a call could not be determined,
because no matching rate was found in the
specific tariff.

Missing critical billing
information (Account /

Tariff)

A call could not be billed due to missing
information (e.g. unable to identify the
account which is to be charged for the call).

No currency exchange
rate found

Unable to do cost / revenue reconciliation for
some calls, since no exchange rate is defined
for the base currency and currency used for
those calls.

No remote IP
authentication on your
gateway

It seems that your gateway accepts all
incoming VolP calls. See the Implement
Authentication for Incoming 1/0IP Calls section in
the Configuration Examples for Cisco Gateways
handbook for more details.

No routes to

Customer attempted to place a call to a

destination destination, which is covered by his tariff
plan — but there are no valid routes for it in
the system.

Not defined or empty | The Called-Station-ID (DNIS) field is empty

Called-Station-1D

in the request, so PortaBilling® is unable to
determine which number was dialed. This
might happen due to a firmware problem on
Quintum.

Periodic Payment error

Unable to perform periodic payment (credit
card is blocked or no funds are available).

Profit monitor event
detected

Sends an alert if the call cost (amount charged
by a vendor) is greater than the revenue
(amount charged to the customer).

Rejected attempt to
authorize for
simultaneous use

Sends a notification if PortaBilling® cannot
establish one more simultaneous session due
to overdraft protection.

Replication problems

Database replication may be performing
poorly or not at all, so that CDRs for the most
recent calls are absent from the slave database.
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Task rejected

A deferred task (such as account generation)
could not be run.

Time problems (NTP /

Format / Suspicious)

This alert may be generated if the time in the
accounting record is in the wrong format or
seems suspicious (such as a point in the future,
or one too far in the past).

User error report

Your customer support may discover a
problem they are unable to solve themselves
(e.g. only the network administrator can do it)
and thus may need to escalate this problem to
your technical staff. When they send an error
report from the web interface, it will be
received by the admin users subscribed to this
mailing list.

To add different notifications for a specific user, select / clear one or
more check boxes next to the Notification type.

Column

Description

Notification

The notification type.

Mail

Upon clicking on the Custom / System link you will
be redirected to the Edit Notification Template

page.

Send — If this is checked, the corresponding
notification will be sent to user via email.
Template — This shows the template status:
System (the default template) or Custom (the
modified one).

SMS

Upon clicking on the Custom / System link you will
be redirected to the Edit Notification Template

page.

Send — If this is checked, then the
corresponding notification will be sent to your
users via SMS.

Template — This shows the template status:
System (the default template) or Custom (the
modified one).

The Edit Notification Template page allows you to modify the subject,
body, format and post processing rule for variables (PP Rule on the

admin interface).
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[ el save | [ol Save&Close | @ Close | [ Send mea Copy | <& Objects

Edit Notification Template

Variables

= none (8 Ttems)
payment_processor
payment_method
errcode

errstr

customer
store_name
content

customer_info

Description:

Customer info

‘Options Type Payment processing error
Format | Text v Subject | Payment error

PP Rule
BCC admingmycompany . com

Error occurred during processing payment using <% Spayment

Errol

Field

Description

Type

The notification type.

Subject

The subject as it appears in an email to a customer.

BCC

The area to put email addresses of persons who want
to receive a copy of this notification. You can specify
more than one valid email address; make sure you
separate them with commas.

Body

The content of the message.

Variables

Shows a list of available variables.

Options

e Format — The format of the variable.

e PP Rule — Post processing rule for variables
that can be specified using regular expressions
in Perl.

Description

The description of the selected variable.

Superusers

“Ordinary” administrator-level users can be promoted to “superuser”
status — this is done by adding their numeric IDs (i_user) to the
Superusers variable that is managed from the configuration server web
interface. Superuser status permits certain operations that ordinary users
do not have access to. One of the most important abilities of a superuser
is switching between virtual environments. This is why superuser status
cannot be configured via the web interface: by giving a virtual
environment to someone, you allow him full control of that environment.
However, he should not be able to re-configure his account to “jump”
into another environment.
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= (5] B (8] FE B [~ PortaBilling - Main Menu

Login into other env. »I) Logout
Admin
Destinations Nodes System Load
Customer 1"'[3"3 Portal Destination Group Sets call Handling
Reseller Tariffs Dial Plan S
cCstaff Volume Discount Plans Service Policies Cost / Revenue
! Bundle Promotions Internet Services Custom Reports
Account Seff Care Portal Subscription Plans IP Device Profiles T
Vendors I Products IP Device Inventory Customer XDRS
DID Inventory
Representafives Geo/Risk Profiles Tnvoices
Sel .ios Representatives Route Categories Trace Session
Cuifencies Distributors Routing Plans Active Sessions
Exchange Rates Resellers Test Dialplan BE Log Viewer
Cudfomer Classes ‘Customers Routing Criteria SIP Log Viewer
Payments Vendors IVR Applications
C@m Taxes Connections Account Info

@ Environment Navigator
[ ) Logout
Environment Node
Listof Users
Login i_env Hame P Type Name
B 1p0 10.10.11.11 BroadSoflBS  BS-XDRs po-root

193.28.87.213  PortaOne/PortaSIP porta-sip-1_env-1
193.28.87.214  PortaOne/PortaUM poria-um-1_env-1

= 2 PortaOnelnternal 193.28.87.217  PortaOne/PortaSIP prota-sip-1_env-2  chill-admin
193.28.87.218  PortaOneiPortalM poria-um-1_env-2

NOTE: Only user, who is on the superusers list, can modify the information about
another superuser.

Mailing List

The Mailing List Management page allows you to define which email
alerts are to be sent to different users (see Notifications).

Mailing List Management

» | & Close Objects ¢ Logout | B Log
User Subject
All usezs ¥ | |all types -]
User Subject
demo-root --NONE--
helpdesk --NONE--
keeper Adaptive routing penalty threshold reached
Adaptive routing warhing threshold reached
GG Staff Error Reporis
Error in translation rule
Fraud detection (Ack 1 Rej [ Erry
General hilling miscanfigurations
Merchant account errar
Mismaich in the Destinations or Rates tahle

Select a user from the User list to view which mailing lists a particular
user is subscribed to. Select a mailing list from the Subject list to view all
users subscribed to a particular mailing list.

Templates

The purpose of templates is to maintain all data downloaded from the
system. Templates automate the processing of user input and create
customized output in various data and media formats.
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5 , Read more about using the templates functionality in the PortaBilling
Templates Guide.

Add a New Template

To add a new template, select the [ Add button.

» | e Save | [xl Save &Close

Add Template

® Close Objects P Logout

Name Generic tariff dovmload

Type Tariff Download -~

Media @ [ ©

@ Normal
Options *) Quantity Based
© Routing

Field

Description

Name

The logical name of the template object.

Choose one of the following template types:
e Invoice
o Upload External Template
o Design Template using Built-in
Editor
e Tariff Download

Media

Choose one of the following media types:

laj | .csv — Comma Separated Values (only applicable
for templates of the Tariff Download type).

.xsl — Excel Binary File Format (only applicable for

templates of the Tariff Download type).

Options

(only for Tariff
Download

hpe)

Permits the changing / altering of the default column set
for the created template. The following options are
available:

e Normal — This is a traditional-style template with

a default column set.

¢ Quantity Based — The template has a set of
fields that are typical for the quantity based tariff
(e.g. Minimum Threshold, Rounding, Unit
Price Initial, etc.).

¢ Routing — When selected, the fields Route

Category, Preference and Huntstop are
enabled by default.
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Pages e A single page with totals only — This is a
(only for traditional-style invoice. It consists of a single
Invoice type) page with an invoice header (your company
name, customer name, etc.), invoice fields
(invoice number, invoice date), and invoice footer
(subtotal, total).

e First page with totals + usage details
attached on additional pages — This template’s
first page is identical to the A single page with
totals only invoice template. Additionally, it
contains multiple pages with details of calls
related to the invoice.

Subtotal This allows you to calculate (and respectively, show in

per Service | the invoices) subtotals per service.

(only for

Invoice type)

Taxation This allows you to choose the taxation method. The

(only for following options are available:

Invoice type) e Via Taxation Plugin — The plug-in module will
be used to make tax calculations.

e Tax Already Included in xDRs — In this case,
back calculations from the total amount are
made. If this option is selected, a list of taxes with
an inline-editor will allow you to create, edit and
delete up to 5 types of taxes.

Managed e By default — Administrator only.

By ( only for e The template can be assigned to a reseller so that

Invoice hpe) it is visible in the list of available invoice
templates on the reseller self-care interface.

Template This allows you to upload a previously designed invoice

File (only for | template from an .html / .css file.

Upload

Excternal This simplifies the process if the invoice template is

Template) created by an external design agency (that does not have

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

access to PortaBilling®) and allows advanced template
customizations (e.g. arrangement of data to exactly match
“legacy” invoices or insertion of dynamic content such as
banners) by third-party developers.

Image (only
Jor Upload
External
Template)

You can add an image to (or update an image in) the
invoice template.

For example, to upload an zzage.gif file and display it in
customer invoices, the template should contain code
similar to the fOHOWirlg <img src="[% image path
%]image.gif"/>.
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To enter editing mode for this template, save your input using the
the Il Save&Close button. Next, select the template you would like to
edit on the Templates page.

You may also create a new template as a clone of an existing one. For this,
open the template you want to clone and click the & Clone button. The
cloned template inherits all of the parameters from the original template
and can then be customized as desired.

Edit Template 'Retail customers'

» | [d Save | [gl Save&Close | ® Close | @ Clone M) Logout | B Log
Name Retail customers - Features
Type Invoice

Printable Form Managed By ABC Shuttle Ltd

Media ‘ Header ‘ Fields ‘ Columns ‘ Footer |

Layout Designer

Edit Template

Edit Template 'Default CSV'

» | e Save | [l Save & Close | ® Close o) Logout | B Log
Name |Default G5 " Media CaY
cav Type Tariff Download Timezone | Auto ﬂ

Media ‘ Header | Fields ‘ Columns ‘

CSY Delimiter [, (conma) =1
C8Y Text qualifier [ (double quotes) Rall|
Mo Header r

Header Data StatAtRow [z
Header Title W

Mo Fields r

Fields Data Start At Row 5

Fields Title 3

Columng Data Start At Row |8

Colurnns Title W

Once a new template is saved, the document’s Media, Type and
Managed By properties cannot be changed.

Each template object consists of several logical components. For example,
the Invoice template’s components are Media, Header, Fields, and
Footer.

The Media tab is present for all types of templates, and shows the media
available for download. For tariff download in .csv format, it is important
to know what delimiter was used, whether there is a header, or in what
row the tariff information starts. For Invoices, the Media tab contains a
link to the PortaBilling® Layout Designer, which allows you to customize
the appearance of your invoices and receipts.
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Edit Template 'Default XLS'

» | il save | [l Save&Close | @ Close

Name [Default KLS ) Media  Excel

Erel Type Tariff Download Timezone | suto =l

‘ Media | Header | Fields ‘ Columns |

Description CT =BEl Format Other Format Rule Post Processing Rule

olumn

Message 1 [Wone — ~] | =T [
Message 2 [Wome | | 2 || I
Off-peak Period [a711 ] [Texe =]
OfFPeak Deseription  [B (21 v | [Text =]
Destination Group Set \l: (3) j \Texc j [

PostCall Gurcharge  |E 151 «| {1ze4. 1zs48iv| [

[
[
I
Free Secands [0 14y =] [see =T I
I
I
I
[

i 1234.10
Lagin Fee F (8) * 234,10 I
1,238.10
[sm =]|is
Connect Fee (7 Tiaa I
Formula H (g) | l234.12345 I

Other:

The content of the Header, Fields, Columns, and Footer tabs is
arranged in a similar way, and allows flexible mapping of information
related to user documents and information in the PortaBilling® database.

Column Description
Description Description of template components.
Target Column Defines the mapping of template information
to the original / destination document.
Format Data format.

e Choose a format from the list, or

e select Other if the desired format is
not available. Provide a format
definition in the following field.

Other Format Rule Perl code. Active only if Format = “Other:”

Post Processing Rule | Perl code.

Layout Designer

The Layout Designer allows you to customize the appearance of all types
of printed output in PortaBilling®.
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& E @ == e Template 'SuperCall invoice'

0 n N n 12 n 12 n 14 n 15 | 18 i 17 i 18

& BB 7 puldfs

E BEE B Smomin i
EIEIE . | vowcompioslege Swie400,2063 GlnDrwe | oo |nvolce:

e Coquitlam, BC : : - - : : Date: Tavoic #

. U3 7PI Caada [N

* March 1, 2006 © B

(==
1
&
LY

| .
| Page Header ¢ Footer

= [fora ] Statement Period — N

Feom | S Te : S Termis ‘ D{ Fields »

1
@
b
&

 February 1, 2006 | Tehriary 28, 2006 - Py fidl :‘ Mard  Footer » Period To Date
T T 7| Insert Row

Terns

: : : : : : : : : -|th Inserr col
Previous Balarice * : : : CIHUED '8 Remove Row Due Date

5
.1}
B
@

Pamotts - : : : : CmmusD

: - arSend Back

Chiasges this peiio : : S mETm - [EaBring To Froms
H B clone

S| X pelete

B

Total due : : : : : ©8549TSD -

Layout Designer (LD) Quick Start

To launch, click the Layout Designer button on the Media tab on the
Template Management page. The sliding toolbar on the left side
provides most of the controls for manipulating content in the editor area.
There are three different states for most of the toolbar icons: normal,
active, and not available.

Icon state Description

Normal — Click to activate.

Active — Click to deactivate.

| [=]§=!

Not available.

Icon Description

Add Picture — Click to select a picture (e.g. your company logo)
from a file select dialog box. Click the Open button to place the
picture on the worksheet. To remove the picture, right-click on it
and choose Remove. Another way of deleting a picture is to
press Delete on your keyboard.

Lock Aspect — Fixes image proportions during scale operations.

0] | Preview — Click to preview your work in a browser window.

Add Table — Click to place a table on the worksheet. A table can
be removed by using the context (right-click) menu or by
E] | pressing Delete on your keyboard. Click the table cell to make it
active. To add another table, click on the worksheet to deactivate
the currently active object. Read more about tables below.

El Text Align — A section of nine buttons used to align text in an
active table cell.
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2L | Word Wrap.

Text controls — The tools and selects from this section control
T font attributes such as font style (bold, italic, underline), font

I family (serif, sans-serif, cursive, fantasy, monospace), and font

size.

Foreground Color — Change the text color by selecting from
this list.

Background Color — Change the color of the active table cell by
selecting from this list.

Border — A section of six buttons for showing or hiding the
border of the active table cell.

Stroke — A section of three controls for changing the active cell’s
border weight, style and color.

Grid — On by default; click to turn off the grid.

Snap to Grid — On by default; click to allow arbitrary
positioning of elements on the worksheet.

Envelope Window — Two half-transparent gray boxes
displaying the positions of envelope windows; click to turn off.

=

K Undo — Click to cancel the last action.

Save and Close — For convenience in editing the bottom of the
worksheet, these controls duplicate the main toolbar controls.

-1

5 , A straight line in the Layout Designer can be simulated by using a table
with only one visible border.

Table

The main Layout Designer object is the table, which is a placeholder for
all inserted information. A table or a table cell within a table can be
moved and scaled by dragging the cell handlers. Double-click a table or a
cell within a table to enter cell editing mode, where you can type in or edit
a cell’s text. To change the attributes of a cell’s text, make sure the cell is
selected (8 black square handlers are visible) and set the text attributes in
the toolbar on the left.

Changing the text attributes of a cell in the toolbar will affect all text in

Z the current cell. To change the attributes of part of the text, enter cell
editing mode (double-click), select that part of the text, and use the
keyboard shortcuts listed below.
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Context Menu

Header L4
Fields 4
Footer 4

48 Insert Row

il Insert Cal

‘B Remove Row

i1 Remove Col

T4 send Back
'tllBring To Front
[ clone

X Delete

The context (right-click) menu provides you with
greater control over tables and other objects, and
allows certain data located in the PortaBilling®
database to be displayed in the table cell. To show
the menu, right-click on a table or cell. The three top
elements of the context menu correspond to the
template components (tabs); in the case of an
invoice, for example, these would be Header, Fields
and Footer. Users can also set the order of all

objects in the window and clone or delete selected
objects.

Select one of the menu elements to activate a submenu containing a list of
all the fields specified in the template editing window. The selected item
will appear in the selected cell as the item’s value. Double-click the cell to
enter editing mode; the cell now displays the corresponding variable.

Page / print setup

The page context menu (right-click on the worksheet) provides access to
the Web-Page Dialog for page, envelope and print setup.

https://demo?.portaone.com - Porta... g (m]

Paper size:

Envelope:

Marg

Lesser |v|

£9-9903 Z wnd

(2]

Left:

Top:

Header:

0.25in

0.25in

0.25in

Right:

Bottom

Footer.

0.25in

0.25in

0.25in

Open your browser prior to printing. In your browser’s File menu, select Page Setup.
In the dialog box, set up the paper size (A4 or Letter), delete all Header and Footer
symbols, and set all margins to zero or a value close to zero.

Envelope Formats: America

Envelope Envelope Window Window | Window
Measurements size From Left From
Bottom

#6-3/4 3-5/8" x 6-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2"
#7 3-3/4” x 6-3/4” | 1-1/8" X 4-1/2” 7/8” 1/2"
#7-3/4 3-7/18"x7-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2"
#8-5/8 3-5/8” x 8-5/8” 1" X4 1” 3/4”
#9 3-7/8" x 8-7/8" | 1-1/8" X 4-1/2” 7/8” 1/2"

#10 4-1/8" x 9-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2"
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#11 4-1/2” x 10-3/8” | 1-1/8” X 4-1/2” 7/8” 1/2"
#12 4-3/4” x 117 | 1-1/8" X 4-1/2" 7/8” 1/2"
#14 5" x11-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2

Double-window envelopes

Envelope Window Size Location Placement
TOP WINDOW
#9-9903 37/8" x 8 7/8" From Left 3/8”
From Top 1/2”
BOTTOM WINDOW
35/8”x85/8” P From Left 7/8"
From Bottom 5/8”
TOP WINDOW
# 8-5/8 7/8” x 3-1/2" From Left 5/8”
From Bottom 21/4”
BOTTOM WINDOW
35/8°x85/8” x4 From Left 5/8”
From Bottom 5/8”
TOP WINDOW
#9-13036 7/8” x 3-1/4” From Left 3/8”
From Bottom 2-1/2”
BOTTOM WINDOW
37/8x87/8” T e From Left 12’
From Bottom 7/16”
TOP WINDOW
#9-13037 7/8” x 3-1/4" From Left 3/8”
From Bottom 2-1/2”
BOTTOM WINDOW
37/8x87/8” x4 From Left 1/2”
From Bottom 3/4”
TOP WINDOW
#9-13038 718" x 31/2" From Left 3/8”
From Bottom 2-3/8”
BOTTOM WINDOW
37/8x87/8” P From Left 3/8”
From Bottom 5/8”

NOTE: Envelope #9-9903 (3 7/8" x 8 7/8") is QuickBooks compatible.

Envelope Formats: Europe

Format Size [mml] Content Format
cé 114 X 162 A4 folded twice = A6
DL 110 x 220 A4 folded twice = 1/3 A4
C6/C5 114 x 229 A4 folded twice = 1/3 A4
C5 162 x 229 A4 folded once = A5
c4 229 X 324 A4
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DIN 680 specifies that a transparent address window should be 90 X 45
mm in size, and the window’s left edge should be located 20 mm from the
left edge of the envelope. For C6, DL, and C6/C5 envelopes, the bottom
edge of the window should be 15 mm from the bottom edge of the
envelope. For C4 envelopes, the top edge of the window should be either
27 or 45 mm from the top edge of the envelope.

Keyboard shortcuts

Shortcut Action
Z Arrow keys | Move objects with grid size increments.
Ctrl — arrow | Use to scale table cells or images with current grid size
key increments.
Cell editing mode

Ctrl-A Selects all objects in the Template window if nothing is
selected, or selects all text in an active table cell.

Ctrl-C Copy selected text.

Ctrl-V Paste clipboard text starting from the current cursor
position.

Ctrl-X Cut highlighted text.

Ctrl-I Change selected text style to I7alic.

Ctrl-B Change selected text style to Bold.

Ctrl-U Change selected text style to Underline.

Ctrl-K Hyperlink selected text (opens hyperlink editing dialog).

Netscape or Mozilla users may experience the lack of a movable cursor
6‘()/‘ allowing them to select text from the keyboard in cell editing mode. Press
the F7 key to turn the edit cursor (caret browsing) on and off.

Users with a small screen resolution may enjoy the benefits of their
browser’s full-screen mode. Simply press the F11 key to switch your
Mozilla, Google Chrome or IE into full-screen mode.

Web Interface

The Web Interface page is for managing various parameters that affect
the look and feel of the information presented on the PortaBilling®
admin interface.

Custom Fields

It is possible to store a set of extra attributes (e.g. driver’s license ID or
tax code) to supplement the standard PortaBilling® information. This tab
allows you to create your own custom fields and give them whatever
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name you like, set a field type, and so on. Custom fields are treated like
any other field; they can be set on the Customer / Account Info page
and used for search queries. Custom fields are also added to Invoice
templates under the Header section and it is possible to add custom
fields in Layout Designer (right-click=>Header).

Administrators can manage extra user information with the help of the
Custom Fields tab on the Web Interface page. For each new custom
field, the following attributes must be set:

Field

Description

Object

Defines whether the custom field applies to the
customer ot the account.

Name

The descriptive name of the field. This is the name
that will be displayed next to the custom field on the
Edit Customer or Account Info pages.

Type

Choose the type of field:

e Text — Basic single-line input field.

¢ Number — Input field used to store and
validate numerical values.

e Date — Field type used to store dates.

e Date & Time — Custom field that stores
dates with a time component.

e List — Single select list with a configurable set
of options.

NOTE: Once a custom field is created, the Type field cannot
be changed.

Properties

Enables you to customize properties of the field that
define its form, appearance, or value. These properties
are specific to the field type. Click Properties or

the £# Wizard icon to invoke the wizard. This will
enable you to define a new field format or change an

existing one and to specify the default value a custom
tield should have.

Default

Read-only attribute which must be specified in the
Properties attribute.

Mandatory

Defines the mandatory status of the field.
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Web Interface

» | [@ Add | e Save | [d Save&Close | & Close

* Logout

Custom Fields

Edit
el
[E] Account
E‘ Account
[ 5] sccount
E Account
[E] Account
[E] customer
E‘ Customer
[E] customer
E‘ Customer

Object *

Date

Hame * Type *

*

Field Pr prrues

THFY-MM-D0 HH24M1:55

[ From Date Time
[ To Date Time
[ Default Date Time

Default Mandatory Delete

(o o] Lo o] Lo [e] (e ] [ [

&o”

also be deleted then.

Quick Forms

You can delete a custom field at any time. All records of its values will

A quick form is used to simplify and make faster the process of creating
new customers and accounts and avoid mistakes when filling in
parameters. The administrator fills in most of the important details

(e.g. customer class, currency or product for an account), so that later the
person entering data only has to input a few remaining ones

(e.g. customer name) to create a customer and an account (or multiple

accounts) under it.

The Quick Forms page shows the quick forms currently in the system.

[}

Quick Forms

P Logout

Currency Customer Class. Search
e i 0
Hame Currency Customer Class State  Delete
Create Custorner  USD Default custorner class Ready E‘
Create Account USD  Default customer class Ready E
Add a New Quick Form

To add a new quick form, click the H Add button.

Quick Forms

I Logout

B Log

Py yepa—

Currency Customer Class Search
) ~
Hame Currency Customer Class State  Delete
Create Customer usD Default customer class REQEW E
Create Account usD Default customer class REQEW E
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v
o] |
{
@®
a
%

Add Quick Form

B R ——

P Logout

Name Quick Form for EasyCall Customer Class Default customer class v
Managed By  administrater only v Currency UsSD - US Dollar v

#| Display Summary Upon Creation State Pending

Visible To
Available ACLs Included ACLs
Bookkeeper Admin
CC staff New Distributor

Helpdesk
No access
Modifi

istributor Access
1ler

=5

Include->

<-Remove

[ Choose Controls | [l Save | [l Save & Close | ® Close P Logout | B Log
Name Quick Form for EasyCall Customer Class Default cusiomer class
Managed By Administrator Only Currency uso
| Display Summary Upon Creation State Pending

Controls ble To

cted. Please add available controls via “Choose Controls’

No controls have

After creating the initial quick form definition, you need to specify which
fields in the customer and account information will be pre-populated, and
which are to be filled in later by a data entry person. To do this:

1.
2.

@

Click on [l Choose Controls on the toolbar.

Enter the details that customers (being created by this quick form)
have in common.

Click el Save on the toolbar to save the details.

Now click on Accounts on the toolbar to enter the details that
accounts (being created by this quick form) have in common.
Then click bl Save on the toolbar.

If you want to use this quick form to create several accounts, click
Next on the toolbar to access the information page for the next
account, then click bl Save.

Repeat step 6 until all the information for all accounts has been
entered.

Finally, click Close on the toolbar to return to the Quick Form

page.
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Custemer Controls / Quick Form 'Quick Form for EasyCall'

=) Accounts Objects P Logout
.. 5
s customerm | | Customer Class Default customer class
Blocked Balance Control Postpaid +
Currency USD - US Dellar |

w Permanent Credit Limit

Address Info | Web Self-Care ‘ Additional I'D ‘ Billing ‘ Payment Info | Service Configuration
[]

Login I Time Zone The same a5 billing cime ¥
"

Passwaord I Auto Yweh Interface Language Default Language v

Access Level Retail L M
u

Output Format l

[

Date [TrYY-MM-DD I 2003-12-31 v

Time HH24: MI:55 i User Defined v

Date & Time: YY-MM-DD HH24 ML S5 User Defined v

Input Format !

Date [TrTY-MM-DD I 200%-12-31 v
w

Time HHZ4:MI:55 v User Defined v

3 kel Save | (o] Save & Close | ® Close Objects 5] Logout
@ Account ID . Opening Balance 10
Blocked
Account Info | Products | Web Self-Care | Subscriber | Additional Info ‘ Life Cycle | Service Configuration
# Login Accaunt 1D Time Zone Awerica/Vancouver v
< Password S3qrayred Auto Web Interface Language en - Englizh v
Access Level Account self-care A

Output Format

Date [T -MM-DD Z003-12-31 v

Time HHZ4:MI:55 User Definsd v

Date & Time TT-MM-DD HH24 1 M1:55 User Defined v
Input Format

Date [T -MM-DD 2003-12-31 v

Time HHZ4:MI:55 User Defined v

The check box next to the field defines its status with regard to data entry.
If the check box is selected, this means that the data entry person will be
prompted to enter a value for this field (you can still specify a default
value for this field). If the check box is not selected, you must provide a
value for this field when defining the quick form, which will then be
inserted into the database.

NOTE: Values for some fields must be entered by the data entry person, since they
must be unique (e.g. Customer Name.)

Please refer to the Customer Management and Account Management sections of
this guide for a detailed explanation of individual fields in the forms.
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3- Adjusting
Billing
Parameters
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Services

Services in PortaBilling® define the naming and billing parameters of the
physical services you offer to customers. Each service is associated with a
particular service type (which defines what the customer is actually

doing — making a phone call, sending a message, using Wik, etc.).
Services allow you to specify which parameters are used to calculate
charges and, finally, what the rates for each service are.

For your convenience, PortaBilling® now provides a set of pre-defined
services with all the required parameters. You can easily change an
existing service name to make it more descriptive for your administrators
and customers; or you can define new services.

Add / Edit Services Online

Click the 1 Add button to add a new service. Services you create can be

edited later by clicking the [=] Edit icon. Standard PortaBilling® services
cannot be changed, and are shown in gray. Click the bl Save button to
save your work when done.

Services

> Add | @l Save | [g] Save &Close | & Close o Logout | B Log
Edit Hame * Service Type * Rating Base * Base Unit * Billing Unit * Billing:Base Ratio*  Charge For Usage * Taxation Code  Delete
[ ] | B [ ] ] ] ]
(seconds)
Conferencing Caonferencing ?S,Eesjc:sg:‘)ma secand minute B0 Yes
Data Service [KB] Data Serice ?QJ\:S:;’ bwte kilahyte 1024 Yes
Data Service MB]  Data Service ?;;gy;’ bte megabyle 1048576 Yes
Dial-up Dial-up Internet E‘S;S;;’;‘)me second minute 60 Yes
Name Service name.

Service Type Choose the service type (physical service) supplied to
the customer. See below for a description of the
available service types.

Rating Base Specification of which particular parameter is used to
calculate charges, e.g. “session time”, “amount of
data transferred” and the like. Where applicable, the
rating base selection also defines what is to be used as
the base unit; e.g. for the Internet Access service
you could use bytes, kilobytes or megabytes as the

base unit.

Base Unit A customer-visible name for the units in which
service use is measured; this also would be the

smallest possible unit you can use in the rating

configuration.
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Billing Unit A customer-visible name for the units used to
calculate service charges. You will use these units to
specify your rating prices, and the usage details in
xDRs will be shown in these units.

Billing:Base If billing units are different from base units, this
Ratio parameter defines how many base units make up one
billing unit (for instance, 1024 bytes makes 1
kilobyte). This parameter is extremely important, as it
affects calculations in all xDRs for this service.

If you decide to deploy a new service with a different
ratio between units (e.g. 1 kilobyte equaling 1000
bytes), a new service type must be created before you
attempt to do any further configuration.

Taxation Code | When adding a new service, you can also specify the
taxation code that will be used by EZtax®, formerly
known as BillSoft®, (it should be in the following
format — 12:35) or SureTax® (an ordinary number is
used here, for example — 050105) taxation plug-ins.

Supported Service Types

Once installed, PortaBilling® supportts the service types shown in the
table below. The Rating Base column refers to the applicable rating base
options. S (“session-based”) means that the service type is charged based
on the duration of its use, while Q (“quantity-based”) means that some
other numerical parameter supplied by the network node is used, e.g. the
amount of data transferred.

Name Rating Description
Base

Conferencing S Rating conference calls via PortaSIP® Media
Server (or some conferencing server).

Data Service Q Data transfers rated using the amount
transferred as the billing parameter.

Dial-up S Dial-up Internet access sessions, rated based on

Internet session duration.

IPTV Q IPTV services, like pay-per-view movies, rated

based on the number of views.

Internet Access S, Q Internet access sessions (DSL, PPPoE, etc.),
rated based on session duration or the amount
of transferred data.

Messaging Q Rating messages (text, SMS, MMS, other) based
Service on the number of messages sent.
Quantity Based Q Generic quantity-based service type; can be used

to apply charges for any service use expressible
in numerical form (e.g. the number of pizzas
ordered).
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Session Based

S Generic time-based service type; it can be used
to apply charges for any service use based on the
length of time the service was accessed.

Voice Calls S Rating telephony calls (incoming or outgoing)
made via PortaSIP®, VolP gateways or other
equipment.

Wi-Fi S Wireless Internet access sessions, rated based on
session duration.

Currencies

The Currencies page allows you to define a method for determining
exchange rates between currencies. Supported methods include explicitly
defined exchange rates or the use of external services such as yahoo.com

Oofr Xe.com.

NOTE: Before relying on an external exchange rate service, read its terms of use
thoroughly, as the rates it provides are usually given at a delay of at least fifteen

minutes from the actual values.

To define an exchange rate source for a currency, first click B Add on the

toolbar.

Currencies

» | B Add | [d Save | [ol Save &Close | ® Close

) Logout | B Log

150 4217
Edit Name
alpha  num

Dec.
digits

Search

(cuneney ) (_cureney name | [_country

Remittance
Payment System

Exchange Rate
Source *

Minimum
Payment *

. Payment
Major Minor e Payment Method Delete

Currencies

* | @ Add | [d Save | [d Save&Close | @ Close

» | @ Add | [d save | [l Save&Close | ® Close * Logout | B Log
L]
u Seareh
L Cunrency | [ Gurrency Hame ][ Country |
L]
]
. Isog17 Dee. . Exchange Rate Payment Remittance Minimum
Edit BTl I Name aigits. Major Minor o e = - Payment Method Pt Delete
N ] vl Iv] |
[§] us® 840 USD-USDollar 2 dollar cent gromeey CuvelTest Payment i ([@®][@") 1.00000
L] XE.com
. Yahoo_con
. Chimsny S EvERae e source you agree e XE.GOM Trms of Use
L]
u

Currencies

0 Logout | B Log

[CGurreney ] [ Gumency name | [ Gountry
150 4217 Dec. - ~ Exchange Rate Payment Remittance Minimum
Edit o T Hame digits Major Minor Source " s Payment - Payment Method Payment Delete
wUR -[v. T v 2 v Kl
[§] wusD &40 USD-USDallar 2 dollar cent Exchange Rate ([@®][@5] 1.00000

Search

Choosing Please specify currency Exchange Rate a5 of Use

1EUR = 1.28990 “usD
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From the Exchange Rate Source list, select Manual, yahoo.com, or
xe.com. (The specific exchange rate is defined in the dialog box when
adding a new currency or changing the exchange rate source for an
existing one.)

The next list shows all payment systems registered by the system’s
administrator. Choose one which will be responsible for all payments in
this currency using the payment methods chosen for it. If this is not
required, select an empty value. It is possible to add multiple
combinations of the same currency with different payment systems; in
this case, all of them will use the same exchange rate source.

Currencies

M) Logout | B Log

Search

150 2217
Edit lame

Dec. Exchange Rate Payment Remittance Minimum
alpha  num digits

Major  Minor e . Payment Syetem Payment Method Payment» Delete

E EUR 478 EUR - euro 2 Euro euro-cent Manual AuthorizeMet

[@®) @] 100000
[@®)[@] 1.00000

[E] USD 84D USD-USDollar 2 dollar  cent Manual CoverTest Payment
System

Choosing XE COM as exchange rae swrce you agree n the YE.COM Brms of Use

Please note that it is not allowed to have multiple payment systems
assigned to the same currency using the same payment method.
Because of charges for the use of online payment systems, it is
recommended that a non-zero value be entered in the Minimum
Payment field.

Column Description
ISO 4217
alpha Official three-letter currency code (e.g. USD).
Num Numeric currency code according to ISO standard.
Name Commonly used name of the currency.
Dec. digits Maximum number of decimal places allowed by the

currency, e.g. for US dollars or euros it will be 2, since
the smallest unit is one cent (0.01), while for yen it will
be 0, because an amount in yens can only be a whole

integer.
Major The main currency unit, e.g. dollar.
Minor The lesser currency unit (if applicable), e.g. cent.
Exchange Defines the method of entering the exchange rate for

Rate Source | this currency: updated either manually by an
administrator, or by PortaBilling® from exchange rate
sites such as xe.com or yahoo.com.

For an existing row in the table, click on the underlined
xe.com or yahoo.com line in a column to immediately
fetch the current exchange rate.

Payment Selects an online payment processor to process
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System payments in this currency.

Remittance Defines a payment remittance system. Select the
Payment corresponding payment remittance system to allow
System your customers who maintain their balances in this

currency to transfer funds from their accounts in
PortaSwitch to a mobile phone’s balance in another
country.

Note that one currency entry can be assigned to a
payment or remittance system or to neither of those

options.
Payment Read-only column; lists all available payment methods
Method (e.g. VISA) for the selected payment system.
Minimum The smallest allowed amount for an online payment (in
Payment the corresponding currency), in order to prevent

service abuse.

Select el Save or click the el Save icon in the Edit field to make your
changes take effect.

The ISO 4217 currency code is normally composed of a country’s two-
character ISO 3166 country code plus an extra character denoting the
currency unit. For example, the code for Canadian Dollars is simply
Canada’s two-character ISO 3166 code (“CA”) plus a one-character
currency designator (“D”). Currency unit names (major and minor) are
not defined in ISO 4217, and are listed in the table only for user
convenience. Visit BSI Currency Code Service (ISO 4217 Maintenance
Agency) website http://www.bsi-global.com/for more information.

Obsolete currencies

In the course of time, some currencies become obsolete (e.g. coupons).
The obsolete currency cannot be added to the system or selected as a base
currency. But if it was added and used in the system before becoming
obsolete the system will continue working with this currency as before.
Note that when updating the list of exchange rates for existing currencies,
if there are any exchange rates for obsolete currencies they will not be

updated.

Exchange Rates

All exchange rates used within the system are listed. The Effective list
allows you to define whether only current exchange rates (Now) or all
exchange rates ever used (->Now) will be shown. The following
information is provided in the exchange rate listing:
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Exchange Rates

> [l save | [ Save & Close | % Close | % Update Pl Logout | B Log
»  Effective
How |v|
Edit lame Exchange Rate, USD*  Source Timestamp x
[E] canagian Doltar 1 CaD = 0.98060 Yahoo.com 2011-12-28 09:00:06
IE‘ eurn 1 EUR = 1.30617 XE.com  2011-12-28 09:00:07
S Dollar 1 USD = 1.00000 Manual Entry 2011-11-05 09:00:25
Field Description
Edit Click the [ =] Edit icon to modify the given exchange

rate. Select e Save or click the Il Save icon in the Edit
field to make your changes take effect.

Name The currency unit name (for example, “Canadian
Dollar™).

Exchange Currency exchange rate. Defines the number of units of

Rate the base currency equal to one unit of the foreign

currency. (For example, with British Pounds as the
foreign currency and U.S. Dollars as the base currency
the base currency units would be “1.5326” and the value
of this column would be “1 GBP = 1.5326”)

Source Shows the exchange rate source for the given currency
as defined on the Currency page.

Timestamp | The effective date for the given exchange rate. Newer
exchange rates supersede older ones.

Click the (=] Edit icon to modify an existing exchange rate. This will copy
the content of the current row into the table header. The source will be
changed to Manual. Enter the new exchange rate, then select either

lel Save Edit, il Save or el Save&Close to save changes.

Customer Classes

A customer class is a definition of various properties (e.g. invoice terms)
which can be easily applied to a large number of customers.

On the Customer Class Management page, you can view a list of all
currently defined classes. This list provides the following information:

Customer Class Management

» [ Add | ® Close *) Logout | B Log
Managed by Search
sar? ]
lame Currency Managed by Deseription Delete
ABC Shuttle Lid usD ABC Shuttle Lid IE‘
Default customer class Administrator only
Enterprise usD Administrator only IE‘
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Column Description
Name Name of a specific customer class.
Currency Currency that is used for a particular customer class.
Managed by e Administrator only (default) means that this

class will be used for your direct customers, and
is accessible only to your administrators.

e Sclect a PortaBilling® reseller to assign this class
for use by a particular reseller.

Description | A logical description of this customer class.

Add / Edit Customer Class

Customer classes allow you to define a set of parameters to be shared
among a certain category of customers. For example, you can create two
separate classes — one for your retail customers and the other for your
business customers, plus define the relevant parameters for each class.
After that, you only need to assign the required customer class to all
customers of a given category to ensure that all of them have the same
parameters (such as grace period, invoice template, taxation, notification
list, etc.).

The Add Customer Class page allows you to define a new customer
class within PortaBilling®.

The following parameters are available:

Field Description
Name Name of the customer class.
Currency Select the currency for this customer class.

Note that a customer class with currency can be
assigned only to those customers that are charged in
the same currency as the currency of the customer
class.

Leave this option empty if you are going to assign
this customer class to customers with different

currencies.

NOTE: Once saved, the currency cannot be changed.

Managed by Define whether the customer class is intended to be
used by a reseller.

e Sclect Administrator only if this class will be
assigned to your direct customers, resellers,
etc. and only users of the admin interface will
have access to it.
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e Sclect a particular reseller that can have access
to this customer class on the reseller self-care
interface. This customer class will be used
only for this reseller’s subentities (customers,
subresellers). Admin interface users will be
able to view and edit this customer class as
well, but won’t be able to assign it to anyone.

General Info tab

» | i save Save& dlose | & close | <] Objects

Edit Customer Class 'Prepaid Customers'
M Logout | B Log

Name
Managed By  Ac

Currency  USD

[ Generatinfo | Taveices | Taxation | Hotications

@on Oon

Days after Provisional Termination

Invoice for
Recurring Fees

Field Description
Invoice e On — Select this option to enable the
Generation generation of invoices for all customers that
belong to this customer class.

e  Off — Select this option to disable the
generation of invoices for all customers that
belong to this customer class.

Separate Enable this option to generate an additional out-of-

turn invoice that will only cover subscription charges
and taxes calculated for these recurring charges. The

out-of-turn invoice is then automatically paid by the

customet’s credit card.

Note that an out-of-turn invoice can only be paid
with a credit card and cannot be paid manually via
the web interface. Therefore make sure that the
Auto-charge invoice balance to credit card option
for the customer class is also enabled.

Taxation
Method

e Select Taxes included into the rate if rates
that will be used to charge customers of this
class incorporate the applicable taxes.

e Sclect EZTax (US, Canada) to use the
external taxation module from EZtax, Inc.

e Sclect SureTax (US, Canada) to use the
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corresponding external taxation module.
e Select Fixed VAT Rate to add a certain
percentage of value-added tax to the charges.
e Select Custom taxation to add a certain
percentage of tax to the charges. This
taxation method is similar to the Fixed VAT
Rate but allows the application of some
custom named taxes.
e Select GST (Malaysia) to use the
PortaBilling® internal taxation plug-in that
handles the Malaysian goods and services tax.
For more information about taxation methods please
refer to the Processing Taxes section in the
PortaBilling® Administrator Guide.
Statistics ® On — Select this option to enable statistics
Generation

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

calculations for all customers that belong to
this customer class.

e  Off — Select this option to disable statistics
calculations for all customers that belong to
this customer class.

Send statistics
via email

This option is available only when statistics
generation is enabled for the customer class
(Statistics Generation is set to On).

It defines what kind of xDR statistics should be
delivered to the customer by email:
e Full Statistics — Send a .csv file with a
complete list of xDRs.
e Summary Only — Do not send a full list of
xDRs, only a brief summary.
e Do Not Send — This option prevents the
delivery of event statistics to the customer via
email.

For more details, see the Additional Info tab subsection
of the Add / Edit Customer section in this guide.

Billing period
is closed

Define whether a billing period should automatically
be closed or only after an administrator’s approval.

e Automatically — Select this option to
automatically close a billing period at the end
of the billing cycle and immediately generate
the customer’s invoice.

e Upon Administrator’s Approval — Select
this option to close a billing period only after
an administrator’s approval. Customer

10
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balance adjustments can be made during the
time pending for an administrator to approve
it. These adjustments will be included in the
still-open billing period and on the customer’s
current invoice.

But no later
than ... days
after the period
is over

This option is available only when you choose to
close a customer billing periods after the only after an
administrator’s approval (Upon Administrator’s
Approval is selected for Billing period is closed).

Type how many days PortaBilling® waits for the
administrator’s approval before closing a billing
period.

Suspend On
Insufficient

Funds For
Subscriptions

This option allows you to suspend all customers that
belong to this customer class when their balance or
available funds are insufficient to cover subscription
charges of subscriptions assigned to them directly.

e Yes — Customers who have insufficient
available funds are automatically suspended.
When they are suspended, they no longer
receive the service and therefore no
subscription charges are generated. As soon
as funds become available, the service is
resumed and new charges are generated.

e No — The subscription’s full amount will be
charged regardless of the current balance
status. It may happen that a customer’s
balance exceeds the credit limit or the amount
of available funds (in this case the negative
value of available funds appears).

Close
customer’s
account

Type how many days after provisional termination
passes until the customer’s account will be
permanently closed (if the administrator does not
manually restore this customer within this period).

Description

Type an informative and helpful description of this
customer class.

Invoices tab

This tab is available when invoice generation is enabled for the customer
class (the Invoice Generation option on the General Info tab is set to

On).
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6 B8 Edit Customer Class 'Prepaid Customers'
» | i@ Save | [ Save&Close | ® Close | 4 Objects 1) Logout | B Log
Managed By  Administrator Only
General Tnfo | Tnvoices | Taxation | Notfications
otz i Sty i
© After review and approval by admin
Auto-charge invoice balance to credit card e
Invoice rounding OO KOO0 Bl
ey oor— s bt e
Re-send unpaid invoice 1,36 Days after due date
Soaesnavmns oot 5 Do dr e o
Field Description
Invoice Select one of the predefined invoice templates. For
Template how to create an invoice template please refer to the
Templates section of this guide.
Send invoices | Define when to send invoices by email to a customer.
via email e Automatically — Select this option to

automatically send a .pdf copy of the invoice
to a customer when a new invoice is created.

e After review and approval by admin —
Select this option to send a .pdf copy of the
invoice to a customer only after an
administrator has reviewed and approved the
invoice.

o Hold for review for ... Days — Type
the number of days PortaBilling® will
wait for an administrator to approve
an invoice before sending the invoice
to the customer.

e Never — Select this option if you don’t want
to send a .pdf copy of the invoice to the

custometr.
Auto-charge Select this check box to automatically charge the
invoice balance | customer’s credit card for the full amount due when
to credit card his billing period is closed; as a result, an invoice will

be created with a zero amount due.
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Invoice A pattern that defines the rounding of the invoice
Rounding total.

This pattern takes the form of XXXXX.XX000.
An X (to the left) means that the digit(s) in this
position will be unchanged, while a 0 (to the right)
means that this position will be rounded off.

For example, XXXXX.XX000 means that the
amount will be rounded up two decimal places, so
that 1.2345 becomes 1.24. Note that rounding off is
always done upwards.

Payment is
expected
within ... Days
after invoice
generation

Type how many days after invoice generation a
payment is expected.

Do not charge
if the amount
due is less than

This option is available only when the currency for
the customer class has been defined.

Type the minimum charge threshold required for
creating an invoice. If the amount due on an invoice
is lower than the specified threshold, no payment is
required immediately and notifications concerning
the invoice will not be sent yet.

If no payment is made, the balance is applied to the
next invoice(s) until the amount due on the new
invoice crosses the threshold. The status of such an
invoice on the web will be reflected as “Do not pay.”

For example, if the collection threshold is $300:

e For invoice #1 with charges for the first
billing period equal to $100 and an invoice
total of $100, the invoice status is “Do not
pay,” no suspension warnings.

e For invoice #2 with charges for the second
billing period equal to $100 and an invoice
total of $200, the invoice status is “Do not
pay,” no suspension warnings.

e For invoice #3 with charges for the third
billing period equal to $100 and an invoice
total of $300, the threshold is reached and
notification concerning invoice #3 includes
the amount to pay equal to $300.

e If the customer pays $100, then invoice #1 is
paid. The next notification about invoice #3
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includes the amount to pay (equal to $200). If
the customer makes a $50 payment, then
invoice #2 is partially paid.

e For Invoice #4 including charges for the
fourth billing period (equal to $100), with
$150 paid and an invoice total of $250, the
status of the invoice is “Do not pay,” no
suspension warnings. But invoice #3 must
still be paid, with an amount due equal to
$150 and suspension warnings are sent to the
customer.

Notify
customer about
upcoming due
date

This option is available only when you set the
minimum threshold for creating invoices (i.e. Do not
charge if the amount due is less than is not

empty).

Type how many days prior to the invoice due date a
notification regarding an unpaid invoice should be
sent. Use comma to separate values.

For instance, “14, 7, 3 means that the customer
should receive a notification 14, 7 and 3 days before
the due date. (Obviously, if the customer pays after
the first notification, no further notifications will be
sent).

Leave this field empty to disable notifications
completely.

Re-send
unpaid invoice

Type how many days after the invoice due date a
notification regarding the overdue invoice should be
sent. Use comma to separate values.

For instance, “0, 7, 14” means that the customer will
receive a notification on the due date and then 1 and
2 weeks later. (Obviously, if the customer pays after

the first notification, no further notifications will be

sent).

Leave this field empty to disable notifications
completely.
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Charge credit
card if invoice

Type how many days after the invoice due date an
attempt should be made to charge a customer’s credit

is unpaid card for the invoice amount due. Use comma to
separate values.
For instance, “0, 3, 10” means that PortaBilling® will
attempt to charge the customer’s credit card on file
on the due date and then 3 and 10 days later.
(Obviously, if one of the charge attempts succeeds,
no further attempts will be made).
Leave this field empty to disable re-collect attempts
completely.
Send This option is available only when you set when to
suspension suspend the customer’s service if the invoice is
warning if unpaid (i.e. Suspend customer’s services if invoice
invoice is is unpaid ... Days after due date is not empty).
unpaid ...

Days after due
date

Type how many days before the suspension date (or
before the customer is automatically suspended for
the second time if the suspension was delayed by the
administrator) notification will be sent to the
customer.

Note that the number of days specified here must be
less than or equal to the number of days specified in
Suspend customer’s services if invoice is unpaid
... Days after due date.

Leave this field empty to disable such notification.

Suspend
customer’s
services if
invoice is
unpaid ...
Days after due
date

Type how many days after the due date the
suspension of customer’s services will take place if
the invoice is still unpaid.

Note that the number of days specified here must be
less than or equal to the number of days specified in
Suspend customer’s services if invoice is unpaid
... Days after due date.

Leave this field empty to disable service suspension.
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Send closing
warning if
invoice is
unpaid ...
Days after due
date

This option is available only when you set when to
close the customer’s account if the invoice is unpaid
(i.e. Close customer’s account if invoice is unpaid
... Days after due date is not empty).

Type how many days before the closing date
notification will be sent to the customer.

Note that the number of days specified here must be
less than or equal to the number of days specified in
Close customer’s account if invoice is unpaid ...
Days after due date.

Leave this field empty to disable this notification.

Close
customer’s
account if
invoice is
unpaid ...
Days after due
date

Type how many days after the due date the
customet’s account will be closed if the invoice is still
unpaid.

Note that the number of days specified here must be
greater than or equal to the number of days specified
in Suspend customer’s services if invoice is
unpaid ... Days after due date.

Leave this field empty to disable automatic account
closing.

Taxation tab

On this tab you can configure the taxes to be applied to the customers of
this class. The content of this tab depends on the taxation method
selected for this customer class on the General Info tab.

Taxes included into the rate

Edit Customer Class 'Prepaid Customers’

Currency USD

Tax rate:
Svalue = Porta:Format:Number:backcalcTax(value, 7 +7.5,7);
$value = Porta:Format:Number-backcalcTax(Svalue, 7 + 7.5, 75),

When you enter rates into PortaBilling®, you can define them in such a
way that they incorporate the necessary charges and applicable taxes. For
example, if your price is $0.10 per minute and there is 7% tax, the rate will
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be entered as $0.107 ($0.10 + 7%). When the invoice is created, the tax

information must be propetly presented to the customer. Since the total
amount of the invoice and the tax rate are known, the actual amount of
tax and the pre-tax amount can be “back calculated”.

Field Description
Name The name of the tax as defined in the assigned
invoice template.
Tax rate The formula for back calculating the tax.
Fixed VAT Rate

Edit Customer Class 'Prepaid Customers'
» | Save | @ Save&Close | ® Close | 43 Objects D Logout | B Log

Name Prepaid Customers P Currency USD
Managed By  Administrator Only

General Tnfo | Tnvoices | Taxation | Notifcations

Apply taxes at the moment of payment (for prepaid customers and debit accounts only)

ExemptFromTax [
VAT percentage 20 %
TaxxDR Per Senice

Fixed VAT rate is a taxation system that is used worldwide. The Fixed
VAT Rate allows you to add a certain percentage of value-added tax to
the charges.

Field Description
Apply taxes at | With this option selected, the taxes for services will
the moment of | be calculated and applied to prepaid customers based
the payment on the tax rate and the top up amount. The total sum
(prepaid of payment will be increased by the calculated tax
customers and | amount (e.g. a user enters a $10 payment to top up
debit accounts | the balance. The system calculates the taxes and adds
only) them to the entered amount, increasing the sum total.
The user is provided with full payment information:
the entered amount, the tax amount and the sum
total.)

Upon payment processing, the customer’s balance is
increased by the actual amount ($10), excluding taxes.

Exempt from The customers from this customer class are exempt

Tax from tax charges. This field deactivates all other
fields.

VAT This shows the value-added tax in percent. The

percentage numerical value ranges from 1 to 100.

Tax xDR per This allows you to calculate taxes per service (and

Service respectively show them in the invoices).
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EZtax (US, Canada)

Edit Customer Class 'Prepaid Customers'

Name Prapaid Customers ° Currency USD
Managed By Administrator Only

Coneaie s | aran | oo

Resellers Status inthe State of Sale  ©) Regulated  © Unregulated
VolP Taxation © Normal Aggressive
Type Business  © Residential
Incorporated City Area Inside © outside
Taxation Hods @ Non-switched ) Switched

[l Federal Taxes
[l state Taxes
] County Taxes
[l Local Taxes

Exempt From

When the EZtax (US, Canada) taxation method is selected, the
following will be done for all customers in this assigned customer class:

1. All accumulated transactions (xDRs, refunds, etc.) will be sent to
EZtax® (formerly known as BillSoft®) suite along with the
customer’s information (used to determine tax jurisdiction).

2. EZtax will calculate all applicable taxes and send the information
to PortaBilling® so that it can be inserted as extra xDRs for the
specific customer (each type of tax will produce a separate record;
thus if both state and city taxes are applicable, there will be two
separate transactions).

3. PortaBilling® will then proceed to generate the invoice as usual.

SureTax (US, Canada)

Edit Customer Class 'Prepaid Customers”

» | save | i@ Save&dlose | ® Close | 4 Obiects »1) Logout | B Log

Name. Prepaid Customers ° Currency USD
Managed By  Administrator Only

Corertit | aves | Toaton | roictions

Regulatory Code  vore -
Sales Type Business -
Summary Type Summary by Federal, State and Local Taxes

DecimalDigs 2
Tax Exemption

ocal Right of Way Fees (ROW) Exempc 2

SureTax is another taxation system that allows you to accurately and easily
calculate taxes for your US and Canada customers. You can use this
taxation method to tax voice call services and subscriptions.

When you select SureTax as a taxation plug-in, you can define such
parameters as:
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e type of customer
e summary type
e type of tax exemption

Custom Taxation

Edit Customer Class 'Prepaid Customers'

Currency  USD

General Tnfo | Tnvoices | Taxation | Notications

Apply taxes at payment (for prepaig d B

Apply Name Tax rate (%) Applied to
VAT 2000 Al Charges
[ HST 1300  AllCharges

This taxation plug-in is similar to VAT, but allows you to specify more
than one tax and rate. When a check box is selected, the customer in this
assigned customer class is charged a corresponding tax.

For how to define custom taxes that are listed when this taxation method
is selected please see the Custom Taxation section of this guide.

Field Description
Apply taxes at | With this option selected, the taxes for services will
the moment of | be calculated and applied to prepaid customers based

the payment on the tax rate and the top up amount. The total sum
(prepaid of payment will be increased by the calculated tax
Customers amount (e.g. a user enters a $10 payment to top up
only) the balance. The system calculates the taxes and adds

them to the entered amount, increasing the sum total.
The user is provided with full payment information:
the entered amount, the tax amount and the sum
total.)

Upon payment processing, the customer’s balance is
increased by the actual amount ($10), excluding taxes.

Note that only those custom taxes that apply to All
Charges will be calculated at the moment of
payment.

GST (Malaysia)
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Edit Customer Class 'Prepaid Customers’

» | Il save | [l Save&Close | ® Close | 4] Objects *) Logout | B Log

Name Prapaid Customers o Currency USD
Managed By  Administrator Only.

R

No options

This PortaBilling® internal taxation plug-in handles the goods and
services tax (GST) that was implemented in Malaysia in April 2015.

The plug-in provides the option to specify the appropriate tax transaction
code for each subscription and manual transaction, takes into account tax
relief certificate information, calculates tax for different service subtypes
individually.

Notifications tab

The Notifications tab allows you to manage notification templates and
define which email and / or SMS notifications to send to your customets.

Edit Customer Class 'Prepaid Customers’
» | i Save | ) Save&Close | ® Close | 4] Objects *1) Logout | B Log

Name Prepaid Customers. ° Currency  USD
Managed By  Administrator Only

Coreraiiot | avoees | Tocaion | Roieatons

Mai sus
Notifcation

g

Tempate  Send  Template

3 Account Generator (15 Ttems)

Sutem
System
System
System
System
Sutem
System
System
System
System
System

‘Accounts gener encration attempts

Accounts generation

FENEENEEESEEEEEE

Faled o clone product

Swem [ Swsen
Siem  []  Susien

=)

successfuly

3 Clone Rates (1 Ttem) >

For more information about notification templates, please refer to the
Notification Templates per Customer Class and APPENDIX D. Available
Notification Templates sections of the PortaBilling Templates Guide.

Field Description
Notification The notification type.
Mail
Send Select this check box to send the corresponding
notification to customers via email.
Template This shows the template status:
e System — The default template.
e Custom — The modified one.
Upon clicking on the Custom / System link you will
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be redirected to the Edit Notification Template

page.

SMS

Send Select this check box to send the corresponding
notification to customers via SMS.

Template This shows the template status:

e System — The default template.
e Custom — The modified one.

Upon clicking on the Custom / System link you will
be redirected to the Edit Notification Template

page.

How to edit a notification template

To edit an email notification template, click the Custom / System link in
the Mail column and specify all the required parameters on the Edit
Notification Template page.

To edit the SMS notification template, click the Custom / System link in

the SMS column and specify all the required parameters on the Edit
Notification Template page.

Edit Notification Template

This page allows you to modify the subject, body, format and post
processing rule for variables (PP Rule on the admin interface).

Edit Notification Template

[ e save | [ol Save&Close | ® Close | [ Send mea Copy Objects

Vvariables ‘Options Type Payment processing error
= none (8 Items) Format | Text e Subject  Payment error

ayment_processor PP Rule

S BCC admin@mycompany. com
payment_method
errcode Body )
errstr o
customer
store_name
content
customer_info
Description:
Customer info

. . .
Field Description
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r's

A list of available variables for this template. Click on
the variable to see its description in the Description
area.

Options

Format

The format of the variable.
e Sclect one of the predefined formats from the
list.
e Sclect Other to define your own format for
the variable.

Rule

This option is only available when Other is selected
for the Format.

Type the definition of the required format for the
variable.

PP Rule

The post processing rule for variables that can be
specified using regular expressions in Perl.

Description

The description of the selected variable.

Type

The notification type.

Subject

The subject as it appears in an email to a customer.

BCC

The area to put email addresses of persons who want
to receive a copy of this notification. You can specify
more than one valid email address; make sure you
separate them with commas.

Body

The content of the message.

Payments

Payment Systems

Payment Systems tab

When you open this tab, you see a list of payment systems that contains
only the basic details — the name of the payment system, processor,and

payment methods.
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Payments

* |[@ Add|® Close | E-Payments Log bl Logout B Log

Name Processor Payment Methods Test Mode Delete
+  AuthorizeNet TestProcessor b 3
+ Moneybookers Moneybookers
+ eSELECTplus eSELECTplus @T[ST
+ Sunde_test_one_time AuthorizeNet E @ x
+ Orbital Chase Paymentech s x
+ testProc TestProcessor ] dfprest x
+  Test AuthorizeNet @ Bhres x
+ payflowproi PayflowPro i st x

Page 1 of 1 C Displaying 1-8 of 8

How to see full payment system information

& Payments

* |@ Add|& Close | @) E-Payments Log M Logo 8 Lo
——

Name Processor Payment Methods v Test Mode Delete
®  AumoriCeNet TestProvessor = . = T

MoneyBookers Moneybookers = e = [

#SELECTRIUS SSELECTpIuS s

General Info Payment Methods

Name: * eSELECTps

Fayment Frocessor

Processor * ¢SELECTphus

Logn: * stomt

Store Credit Gard Information

Sunde_les!_one_tme
+  Oemal
POC

el

partowprel

Page 1 oft

AumorizuNet

Chass P

ymanten
Tesrocessts
AuthorizeNet

PFaytowFro

‘ [
W 5 WER ViSA
el —
DIRECT
DEBIT

Adaitional Info

VW required
) 55 x
@ x
ol - lEal=T B x
= @ x
@ B x
Disglaying 1- B4 6

To see full details, click the plus sign next to the payment processor name.
In the expanded area you will see the payment system information

organized in sections by type of preference. Click the minus sign to

collapse the expanded area into a single line again.

How to modily payment system information

To modify payment system information, type or select different values for
the fields and options in the expanded area. Two buttons appear at the

bottom of the expanded area: Update and Reject changes. Click
Update to save changes. Click Reject changes to return to previously

saved information.

How to add a new payment system
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To add a new payment system, click [#1 Add on the toolbar and specify all
required information in the dialog box. Click Add at the bottom of the
dialog box to save changes. Click Cancel to discard changes.

After adding the payment system, it is necessary to assign it to one or

A several currencies in which payments will be processed using the chosen
payment methods (see the Currencies section). Only after doing so can this
payment system be used for payments by customers and accounts defined
in these currencies.

Please note that several (more than one) systems may not be assigned to
the same currency using the same allowed payment method, i.e. you
cannot have two systems with VISA as the allowed payment method
assigned to the currency USD. However, you can assign both a system
with VISA as the allowed method and another with MasterCard as the
allowed method to the currency USD. Similarly, you can assign one
system with VISA to the currency USD and another with the same
method to the currency EUR.

How to remove a payment system

To remove a payment system, click the Delete button.

How to check e-payments logs

To check information about credit card or direct debit charge attempts
for the whole environment, click & E-Payments Log on the toolbar.
Please see the E-payments I og section for further details.

Field \ Description

General Info

Name A descriptive name of the payment system. This field
is mandatory and may contain 1—-64 characters.

Payment Processor

Processor A real-time transaction processing system that
functions as a payment service and uses a secure
transaction server on the Internet. This field is
mandatory.

Login A username, a login ID that uniquely identifies your
payment processor account. This field is mandatory
and may contain 3—64 characters.

Password A password for your payment processor account. This
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field may contain 4-64 characters.

Test Mode

This mode allows you test the payment processor
settings without processing live card data. We
recommend using this mode when you configure a
new payment system or change the settings of an
already configured one.

Store Credit Card information

Full credit card
information

except CVV

Select this option if you want PortaSwitch® to save a
full credit card information (except card security code,
which can’t be saved for security reasons).

Note that this option appears dimmed for external
payment processors.

Token only

Select this option if you want PortaSwitch® to save
only the token obtained from the payment processor.

For more information about token-based payments

please see the Recurring Payments Without Storing Credit
Card Info paragraph in the PortaBilling Administrator

Guide.

Note that this option appears dimmed for external
payment processors.

Payment Methods

Select one or more payment methods for the payment
system to process.
Available payment methods are the following:

e American Express

e E-check (direct debit from bank account)

e Direct Debit

e Discover

e Switch / Maestro

o MasterCard

e VISA

Note that different payment processors may support
different payment methods. Please refer to the
corresponding payment processor documentation for
information about supported payment methods.

Additional Info

URL suffix

This option is applicable for PayPal configuration and
permits the PayPal payment processor to function in
multiple virtual environments. This field may contain
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32 charactets.

CVV Required

When a service provider’s merchant account which is

interconnected with the selected payment processor is
configured to check card security codes, this must be

indicated in PortaBilling®.

Select this check box if a card security code is required
for payments via this processor.

NOTE: When a card security code (CSC, CVV, etc.) is required
for every transaction, the configured auto payments are
rejected by the payment processor since PortaSwitch® doesn’t
store such codes and therefore can't automatically pass them
to the payment processor when payments are made.
Consequently, repeated unsuccessful payment attempts only
create additional load on the system.

To avoid this, when the CVV Required option is selected, the
system discards all previously configured auto payments via
this payment processor.

Note that this option appears dimmed if you indicate
that PortaBilling® must save only the token. For
token-based payments, a card security code is entered
and passed to the payment processor only once for
each new credit card — at the time of the first
transaction. After that the payment processor issues a
token for this card and subsequent transactions do not
require additional CV'V verification.

Supported Payment Processors

One or more payment systems may be utilized for electronic payments. In
order to make use of these services, you must first register with one of the
currently-supported payment processors.

NOTE: Supported means that a corresponding Business: OnlinePayment plug-in
module is available at www.cpan.org. This does not guarantee that the module will
support all the required features, and some extra work may be required to integrate it
into the solution and perform testing. Please contact support@portaone.com for a
current list of payment modules which have been thoroughly tested and work “out of
the box”, such as AuthorizeNet.

Name Web Page External Token-
based
payments
support
AuthorizeNet www.authorize.net Yes
Beanstream www.beanstream.com
Chase www.chasepaymentech.com
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Paymentech
Cielo www.cielo.com.br
eSELECTplus www.moneris.com
GlobalCollect www.globalcollect.nl
LinkPoint www.linkpoint.com
Luottokunta www.luottokunta.fi Yes
Moneybookers www.moneybookers.com Yes
Netaxept www.paynet.no
NetaxeptBBS www.betalingsterminal.no/N
etthandel-forside/
Ogone www.ogone.com
PayflowPro www.verisign.com/products- Yes
services/payment-
processing/online-
payment/payflow-pro/
PaymentExpress | Www.paymentexpress.com Yes
PayNearMe www.paynearme.com Yes
PayPal www.paypal.com Yes
ProxyPay3 www.eurobank.gr
SecureHosting | www.securehosting.com Yes
SecurePay www.securepay.com.au
TripleDeal www.docdatapayments.com
WorldPay www.worldpay.com
Invisible
Woﬂdpay Junior www.worldpay.com Yes

EXxternal payment processors usage notes

For PayNearMe, PayPal and Luottokunta external processors a customer
chooses payment methods on the payment processor side.

For Moneybookers and WorldPay Junior external processors you define
which payment methods will be used when you add the payment system.

What is a payment processor?

A payment processor is a real-time transaction processing system that
functions as a payment service using a secure transaction server on the
Internet. Merchants with a valid merchant account at an acquiring bank
(“payment system”) can use this system to submit, authorize, capture and
settle credit card or eCheck transactions without the need for a separate
transaction terminal.

Payment system basics

This section is provided for information purposes only. The terms and
conditions of your payment system are subject to agreement between you
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and your bank or merchant service provider, and should be consulted for
specific information relating to your payment system.

A payment system is required to accept credit cards using the system. A
payment system is a special account with a bank that is a member of the
Visa and MasterCard associations (American Express may also be part of
your payment system). Such a bank has been certified by the Visa and
MasterCard associations and can provide you, as the merchant, with all
the services related to your payment system.

You must have a credit card payment system in order to use a payment
processor for credit card transaction processing. The payment processor
system is separate from your payment system, but it may be purchased at
the same time from the bank or merchant service provider which is
creating your payment system.

The merchant service provider normally does the following:

e Assigns you a payment system number.

e Sets up your payment processor account.

e Assigns you a login ID and password for use with your payment
processor account.

e Acts as your main point of contact for basic issues regarding your
merchant and payment processor accounts.

e Enables you to add certain types of credit cards to your payment
system.

e If the merchant service provider is also your payment processor
reseller, it also activates the processing capability for these cards
on your payment processor account.

e Deposits credit card funds to your account.

Your merchant service provider may also provide you with MID and TID
numbers. The payment processor does not need these numbers, but some
third-party solutions (such as certain Shopping Cart providers) may
require them.

Once your payment system is set up and “live” on the credit card system,
you can begin accepting credit cards from customers. It is your
responsibility to configure the payment processor to meet your own
needs, and to provide a hosting environment which is appropriate for the
choices you have made within the payment processor.
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Payment Remittance

Payment Remittance tab

On the Payment Remittance tab, you can enter information related to
payment remittance systems that allows your customers to transfer funds
to users of mobile operator services in different countries.

One or more payment remittance systems may be utilized to transfer
funds. In order to make use of these services, you must first register with
the currently-supported payment remittance processor TransferTo.

Payments

Edit | Name Processor Login Password TestMode | Delete

B  Transtermo TransferTo transferto_Login e P%3

1MR49-0-1 ©2001- Inc. All 2 Credits and links

How to add a new remittance system

To add a new payment remittance system, click Hl Add and enter the
account name, login, password and processor in the edit row at the top of
the listing.

Test Mode is a special mode of interaction with the system. It is useful
during the initial setup phase, when a merchant may want to test its setup
without processing live card data.

What is a remittance processor?

A remittance processor (such as TransferTo) is a transaction processing
system that delivers international top-up services. You create an account
with an online remittance processor, provide it with your company
information and establish the method of transferring funds from you to it
on a periodic basis. In return, you receive credentials (username,
password, etc.) for initiating transactions via the remittance API. Now
your application can connect to the API server and, upon providing valid
authentication information, request that funds be transferred to a
customer of a mobile carrier.
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Bitcoins

Bitcoin tab

On the Bitcoin tab, you can enable Bitcoin payments. To do this, select
the Accept Bitcoin Payments check box, type the address of a
centralized Bitcoin wallet that will store all Bitcoins received and define
the minimum payment.

NOTE: This tab is only available if the Bitcoin option is enabled on the Configuration
server and BTC currency is added on the Currencies page.

*» |l Save |® Close | & E-Payments Log *I) Logout B Log

Payment Systems Payment Remittance Bitcoin

Accept Bitcoin Payments: M

Bitcoin Wallet Public Address: 156g5xP15QcUX3o4nhkfdbgyo\WEFMomJ4rZ

Minimum payment: 0.01 BTC

Custom Taxes

On this page you can add new custom taxes or modify existent ones.

Custom Taxes

» | @ Add | ® Close Objects Bl Logout | B Log
Edit Name * Tax rate (%) Appliedto® Alias * Delete
[=] Fusr 12.30 Usage Charges Only 100
IE‘ GCT 25.00 Usage Charges Only 101
Field Description
Name The descriptive name of the tax in the system (will be

present in xDRs and in taxation configuration for
individual customer or customer class).
Tax rate (%) A percentage rate value for this tax.
Applied To This field shows which services this tax is applied to.
Here select one of the available options:
e Usage Charges Only — All charges except
for subscriptions and credits / adjustments.
e All Charges — Applied to all charges
including subscriptions and credits /

adjustments.
e All Recurring Charges — Applied only to
subscriptions.
Alias The unique identifier for the tax (it is unique for a

specific environment).
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Delete

Click this button to remove this custom tax from the
system.

NOTE: Custom taxes are not applied to other taxes specified for this customer.
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Destinations

Destinations are a list of all possible phone number prefixes to be used in
your system, which will later be used in creating price lists (Tariffs). For
convenience, destinations are grouped in alphabetical order by country.

In the case of a non-telephony service (e.g. video-on-demand),
destinations define various service categories (e.g. VIDEO-
NEWRELEASE and VIDEO-FOREIGN), and so a different rating may
be defined. For some services (e.g. WiFi access) you would only need one
destination for the whole service, since there is no further differentiation.

Destinations may be edited and, if a destination is not being used in any
tariff, it will also have the Delete button. Of course, it is not necessary to
include every destination in a given price list; only enter the prefixes
(destinations) used by this particular vendor or customer.

PortaBilling® can support different numbering plans, but it is highly
recommended to keep all of your destinations in the E.164 numbering
space. The Destinations table contains the valid E.164 prefixes.
Different standardization and governmental bodies control the E.164
numbering space, and some private numbering spaces also exist.

Click here to view the Official ITU Dialing Procedures document (.pdf)

PortaBilling® is supplied with a file containing a basic set of destinations.
It covers all countries of the world and some of the major destinations in
each country, linking prefix information to:

e Country (if applicable)
e Subdivision (if applicable)
e Description

Of course, you can edit the supplied destinations list according to your
needs. Also, you can always add more destinations later, if needed.

Add / Edit Destinations Online

To add new destinations, click the [l Add button. The Save New
icon will appear on the Destinations form. Enter the prefix and choose a
country from the list. After selecting the country, the subdivision field will

be refreshed. Choose a subdivision if necessary. Click the Save New
icon to save the new destination.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 93


http://www.itu.int/rec/T-REC-E.164/en�

Porta|4Billing® Rating

Destinations

» | @ add | | Save | ® Close | ¥ Download | ¥ Get default set | @ Upload * Logout | B Log
* |B114 Przﬂx‘ Cnuntwl Descri plmnlb ABCDEFGHIJKLMNOPQRSTUYWXYZ
Edit Prefix* Country Subdivision Description Delete

[ \ | =l

[3] e114 AUSTRALIA Mabile

E 61140 AUSTRALIA AUSTRALIA
[3 B1144 AUSTRALIA AUSTRALIA
E 611451 AUSTRALIA AUSTRALIA
E 611452 AUSTRALIA AUSTRALIA
[E] B11453 AUSTRALIA AUSTRALIA
E 61146 AUSTRALIA AUSTRALIA
[5] e1148 AUSTRALIA AUSTRALIA
E 61140 AUSTRALIA AUSTRALIA

To edit an existing destination, enter a prefix, country or description (i.e.
proper, mobile, etc.) in the search field and click the corresponding
button. You can also select a country alphabetically from the top right-
hand part of the interface. Choose the destination you wish to edit from

the list by clicking the [=] Edit icon. The content of the row will be
copied into the Destinations table, and the ﬁ Save Edit icon will
appear in the first column. Choose subdivision from the refreshed list and
type in the description, if any. Save your work by clicking the Save Edit

icon.

Destination access levels

User Type Access Description
Root, or if ACL Full access.
includes Use
country code
during upload
ACL which allows | Can perform all types of operations with
read / write destinations excep? for manually specifying a
operations on country during upload. If administrator uploads a
Destinations, e.g. new destination, the system chooses the
Admin appropriate country automatically, using the

longest match from the available destinations.

all other types Read-only.

Destination Upload / Download Procedures

Upload

The .csv file header contains the following fields: Action, Prefix,
iso_3166_1_a2 Description.
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Field Description

ctio or delete; encoded as and “=” or 7a an
Action Add or delete; ded as 7+ and “~” or ”add” and
“remove.”

Note: Only unused destinations that do not appear in the
Rates table can be deleted. If the action is “+" and the prefix
is already in Destinations, then the update action will be
performed.

Prefix Value to be stored in Destinations.

Two-letter ISO | Value to be stored in Destinations.iso_3166_1 a2.
Country Code

Note: Ignored if the uploader is not Root or does not have
“Use country code during upload” in his ACL; in this case, the
system chooses the appropriate country automatically, using
the longest match from the available destinations. If you
would like to set the Country property as “Not Applicable,”
then the value must be encoded as “-".

If the field is empty and the uploader’s access level is Root,
then the system chooses the appropriate country
automatically, using the longest match from the available
destinations.

Description Value to be stored in Destinations.

Download

The .csv file header contains the following fields: Action, Prefix,
Country Code (iso_3166_1_a2), Description.

Field Description
Action Add or delete, encoded as “+”’.
Prefix Missing prefix
All other fields | Empty

NOTE: For tariff uploads, new destinations will be emailed as a .csv attachment in an
error report using the Destinations Upload format: Action, Prefix, Country Code
(iso_3166_1_a2), Description.

Uploading destinations

The system is supplied with a predefined set of countries and the most
common destinations for those countries. If required, new countries may
be inserted into the database manually. When uploading new destinations,
a super user can specify the country using its ISO country code. If empty,
the system tries to find a country via existing destinations.

For example, if “16045” is uploaded, the system finds that “1604” is
already in the database as “Canada.” If it is not possible to find the
country in this way, or if the country is “N/A,” the destination will not be
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imported. An uploaded file with such a destination will be sent back for
correction in a format suitable for upload.

ISO 3166-1 Country Codes

For more information on this standard, visit the ISO 3166 Maintenance
Agency website.

The complete title of ISO 3166-1 is “Codes for the representation of
names of countries and their subdivisions.”

Country Codes

e ISO 3166-1 gives coded representations of more than 230 names
of countries or areas dependent on a country.

e ISO 3166-1 contains a two-letter code (Alpha-2-code), a three-
letter code (Alpha-3-code) and a three-digit numeric code,
(Numeric-3-code) for every entry in its list of country names.

ISO 3166-1 does not code:
e Names of languages (e.g. Gaelic)
e Names of nations or peoples (e.g. Dutch)
e Names of groups of countries (e.g. Scandinavia)
e Names of continents (e.g. Asia)
e Names of organizations (e.g. OAS, NAFTA, WHO)
e Top-level Internet domains

Applications

ISO 3166-1 codes are used in many applications in all branches of
industry, trade and statistics worldwide. One example of their use are the
“code elements from ISO 4217 codes for currencies and funds, which
are based on the ISO 3166-1 Alpha-2-Code (e.g. USD for US Dollars,
where US comes from ISO 3166-1).

ISO 3166-2 Country Subdivision Codes

ISO 3166-2 “Country Subdivision Codes” establishes a code for the
names of principal administrative subdivisions within countries coded in
ISO 3166-1. ISO 3166-2 was published on December 15, 1998.

The code elements used consist of the Alpha-2 code element from ISO
3166-1 followed by a separator and a further string of up to three
alphanumeric characters.

The names of the subdivisions are given in more than one language if the
country has more than one official language (and if the alternative
language versions were available to ISO). In Uzbekistan, for example,
there are two official languages, Uzbek (uz) and Russian (ru), so the
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subdivision names are also listed in these two languages. The
Romanization systems used to convert the country subdivision list from
non-Roman to Roman script (e.g. from Cyrillic, in the case of Uzbekistan)
are also given. The abbreviations and language codes (ISO 639) used in
the header preceding the subdivision list for each country are explained in
annexes to the standard.

Destination Group Sets

Very often a logical destination (e.g. Czech Republic — Mobile) will consist
of multiple prefixes (420601, 420602, 420604, 420732 and so on). It
would be quite inconvenient to repeat the same “create a new rate”
operation for every individual prefix, since all of the price parameters are
the same. Thus you could create a destination group “CZ-Mobile” and
then perform “create a new rate” only once, with the rates for all of the
prefixes being created automatically. However, since different carriers
might include different prefixes in the “Czech Republic — Mobile”
category, we need to be able to maintain different sets of destination

groups.
Creating a new destination group set

To add a new destination group set, click the 1 Add button.
The Al Save New icon will appear next to the name.

Destination Group Sets

» | @ Add | [ Save | [l Save&Close | @ Close *l Logout | B Log

IE‘ H-Telecom IE‘

After the destination group set has been saved, click on the hyperlinked
name to manage the destination groups included in this set.

Creating a destination group

Edit Destination Group Set 'X-Telecom'
[ [ Add,) @ Save | [gl Save & Close | @ Close | ¥ Download | (&) Upload P Logout | B Log

Search

v
Yy
",
L Iy . . Name Prefix
v,y
Y.

Fdit Destination Group Hame * Prefixes Delete

Cz-Mabile |

v
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Edit Destination Group Set 'X-Telecom'

» | @ Add | @ Save | [l Save&Close | @ Close | ¥ Download | (& Upload [ Logout | B Log
Search
[ Mame | Prefix
Edit Destination Group Hame * Prefixes Delete
—
[E] cz-Mohile K|
Column Description
Destination Convenient short name for the destination group, e.g.

Group Name UK-Mobile. This will be used to enter new rates for
this group of destinations.

Prefixes List of prefixes included in this group. For a
destination group with many prefixes, only the first
few will be displayed. Click on Destination Group
Name to see a complete list of destinations
belonging to this group.

Managing destinations (prefixes) within a group

Click on the hyperlinked destination group name to edit its contents. Click
on [f Add to add more prefixes to the destination group.

] Edit Destination Group 'CZ-Mobile’
[ [Fmadd | ® Close ) Logout | B Log
[]
| | > Prefix Country Description | ABCDEFGHIJKLMNOPQRSTUYWXY?Z
[ ]
: Prefix Country Description Delete
[ ]
[
u

Add Destinations to Group 'CZ-Mobile"

» | i@ Save | ® Close *f Lagout

» |220% Prefix | Gountry | Description

Prefix Coygtry Description

o]

» | il Save | ® Close *l Logout

> 4209 Prefix Country Description | Selectall found destinations

Selectall Prefix Country Description
r 420 CZECH REPUBLIC Proper

4202 CZECHREPUBLIC Prague
42060 CZECHREPUBLIC Mohile
420601 GZECH REPUBLIC Mobile

< 7171

<l

420802 CZECH REPUBLIC Mobile

<l

420603 CZECH REPUBLIC Mobile
420604 CZECHREPUBLIC Mohile
420605 CZECH REPUBLIC Mobile

<l

)

<l

4208068 CZECH REPUBLIC Mobile
420608 CZECH REPUBLIC Proper

CUN |

42072 CZECHREPUBLIC Mobile

<l

42073 CZECHREPUBLIC Mobile
42077 CZECHREPUBLIC Mobile
42093 CZECHREPUBLIC Mohile
42086 CZECH REPUBLIC Mobile

i)

Grrrrrrrnnr s
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Edit Destination Group 'CZ-Mobile’

: 3 Prefis Country Description |» ABCDEFGHIJKLMNOPQRSTUYWXYZ
n

u Prefix Country Description Delete
: 420601 CZECH REPUBLIC Mobile K
. 420602 CZECH REPUBLIC Mobile &
u 420603 CZECH REPUBLIC Mobile &
n

= 420604 CZECH REPUBLIC Mobile |
] 420605 CZECH REPUBLIC Mobile &
. 42072 CZECH REPUBLIC Mobile &
n

= 42073 CZECH REPUBLIC Mobile K
] 42077 CZECH REPUBLIC Mobile &
|

| |

Pl Logout

Search

Name Prefix
Edit Destination Group Hame * Prefixes Delete
————
[=] cz-Mohile 420601, 420602, 420603, 420604, 420605, 42072, 42073, 42077 [¥]

Tariffs

A tariff is a collection of individual rates, a rate being a per-destination
price. Each tariff has its own set of rates. Call billing is based on billing
units. You can define two billing units for each destination: the first billing
unit (interval) and the next billing unit (interval). Billing unit precision is
one second, and the minimum length of each unit is likewise one second.

Typical billing unit configurations include 60/6 (the first unit, i.e. the
minimum charged call duration, is one minute, and subsequent intervals
are one-tenth of a minute, i.e. six seconds) and 1/1 (per-second billing).

Tariff Management

@ xDR Re-rating LCR Rates bl Logout | B Log
Applied To Service Managed By Search
Y - ANY - ANY -
Rates  Upload Name Currency  Applied To Service Managed By Routing  Description Delete
o] DID supplier costs usb Vendor Voice Calls No
1] Internet Access usb Vendor Broadband No
o] Prepaid cards usb Customer Voice Calls Administrator Only
1] SIP Phone Subscribers usb Customer Voice Calls Administrator Only

The main Tariff Management page shows a list of all existing tariffs.
Tariffs can be located using the Search form, by selecting a reseller from
the list, or choosing the tariff’s name.

To edit a tariff, click on its name in the list. Click the L'l Edit Rate icon
to edit individual rates for the given tariff.

Click the @] Upload icon to upload rates into the given tariff.
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The [¥] Delete icon will be visible only when the tariff is not in use (not
assigned to any customer or vendor and not being used in any product’s
rating entry), and enables permanent deletion of the given tariff.

Add / Edit Tariff

To add a new tatiff to the system, select 1 Add to go to the Add Tariff
page. Existing tariffs can be edited by clicking on the tariff’s name in the

list.
LULRE
» el Save | gl Save & Close | ® Close ¢ Logout
Hame EasyCzll outgoing ©  Currency USD - US Dellar -
Applied To Customer ~  Senice Voice Calls -
Managed By Administrator Only -
General Info
Default Ofi-Peak Period NOT DEFINED -
Destination Group Set ~ USaCanada -
Free Seconds o
Post Call Surcharge 0.00000 %
Login Fee 0.00000
ConnectFee 0.00000
Round Charged Amount 0000¢.xx000 | 2]
Default Formula. P
Update Usage Time Always -
Short Description
Description What we charge customers with the
EasyCall product for outgoing
calls.
. . .
Field Description
Name The logical name for the tariff.
Currency Indicates the currency in which pricing information is

defined. All pricing information for a single tariff must
be defined in the same currency.

Applied To | Designates whether this tariff will be used to charge
your customers or resellers or to calculate costs
associated with your vendors. You must select a value
here to get access to certain fields that are available only
for a specific type of tariff.

Service Select the service for which this tariff will be used (by
default the Voice Calls service will be selected).
Managed By | Allows you to designate this tariff as managed by the
administrator only (so this tariff will be applied to your
direct customers), or by a specific reseller (so this tariff
will be used to charge the reseller’s subcustomers).

Only available for tariffs of the Customer type.
Routing The tariff contains information about the carriet’s
routing preferences, in addition to the usual cost data.
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Only available for tariffs of the Vendor type.

Default Off- | Allows to select one of the previously defined off-peak

Peak Period | periods. If you do not differentiate between peak and
off-peak rates, just select Not defined.

Destination | A set of destination groups (UK-Mobile, CZ-Mobile,

Group Set etc.) you would like to use for more convenient rate
entry.

Free Number of free seconds granted for each call. In order

Seconds to claim free seconds, the length of the call must be at
least one billing unit (i.e. the first interval; see the ‘Enter
Rates’ section above).

Post Call Increases the total call cost by the given value.

Surcharge

Login Fee Amount to be charged immediately after the first user

authentication.

Connect Fee

Amount to be charged for each successful call, in
addition to other charges.

Round
Charged
Amount

Pattern that defines the rounding of a charged amount
in an individual xDR.

This pattern takes the form of XXX000. An X (to the
left) means that the digit in this position will be left
unchanged, while a zero (to the right) means that this
position will be rounded off.

For example, XXXXX.XX000 means that the amount
will be rounded up two decimal places, so that 1.2345

becomes 1.24. Note that rounding off is always done

upwards.

Default
Formula

Default call rating formula applied to new rates.

Note that the value of this parameter is only used when
a new rate is inserted. Modification of this parameter
has no effect on existing rates.

Update
Usage Time

This determines when the First Usage and the Last
Usage fields get updated.

e Only by billable records — The fields will be
updated by generating a successful toll call /
event.

e Always — The fields will be updated by the
successful usage of any toll-free services.

Short
Description

While the name of a tariff is for your internal use, and is
usually created according to your internal rules, you can
also add a name meaningful to your reseller.

For example, for the tariff name aABC-SmartCall-
USD-1800, the short description will be Smart call
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using a toll-free number.

Description | Tariff description.

Free Seconds, Connect Fee and Post-Call Surcharge are only applied
when the default rating method is used. For more about different call
rating methods, see the PortaBilling Administrator Guide.

Web Upload & Download

Choose appropriate templates for web upload / download of tariffs. Read

morte about this in the Templates and Managing rates offline sections.

Email Upload

Edit Tariff 'EasyCall outgoing’

» | @ Add | [ Save | [ Save&Close | @ Close | ¥| Download | & Upload Rates Test | [ Clone *l Logout | Bl Log

Name EasyCall outgoing *  Currency USD

Applied To  Customer Service  Voice Calls

Managed By Administrator Only

General Info | Web Upload & Download | Email Upload | Notepad ‘

Edit Disabled Delete

(=R

From* Key* Template *

csv-tariffs@mydomain com Sdgahj2tsfenwaush €SV Upload -

Tariffs can be uploaded to the system from an email received with an
attached document in either .csv or .xIs format.

Field Description

Edit Click the Edit icon to copy the current row in the form
above for editing.

Type Uploaded document type, either .csv or .xIs file.

From Sender’s email; to prevent unauthorized access, only
trusted email will be allowed.

Key Security key; tariff will be accepted only if the correct
key is specified in the message’s subject line or body.

Template Select a template to map information in the uploaded
file using PortaBilling®. Read more in the Templates
section.

Disabled Disable receipt of tariffs from this source.

Delete Click the Delete icon to remove this source.

NOTE: You need to add an email alias (to which you will send tariffs for upload) to
the EmailUploadAlias field on the Configuration Server web interface. For example,
if the PortaBilling Web Server name is web.yourcompany.com and you added the

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

“tariffupload” alias, you will send emails with tariffs to
tariffupload@web.yourcompany.com for upload. Also make sure that your mail server
redirects emails sent to the above address to the PortaBilling Web Server and that port
25 is not blocked by a firewall.
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Off-peak periods

Peak and off-peak prices

It is possible to have two different sets of prices, one for peak and one for
off-peak time. In fact, you can have two separate off-peak periods

(e.g. nighttime and weekends), meaning there are three separate sets of
prices. A call is always billed using one particular rate; this also applies to
calls starting in the off-peak period and ending in the peak period, or vice
versa, i.e. there is no proration.

Off-peak periods are defined using the powerful yet flexible Time: : Period
module. The Off-Peak Period Wizard is also available to help you create
a period definition easily.

You can create a master list of various off-peak periods (e.g. one from

9 p.m. to 7 a.m. including weekends and another from 8 p.m. to 8 a.m.
daily) and then use these definitions for specific tariffs or rates inside the
tariff.

Off-peak period definition wizard

To manage the available off-peak periods, select Off-Peak Periods on
the Tariff Management page.

Tariff Management

» @ Add | & Close @_nn—peak Periods | [ #DR Re-rating LCR Rates ol Logout | B Log
n
m Applied To Service Managed By Search
ot el [l o
|}
| |
Rates g Hame Currency  Applied To  Service Wanaged By Routing  Deseription  Delete
BDID supplier costs usD vendor  Voice Calls Mo K|
Mntermet Avcess usp vendor  Broadband Mo
Eveua\d cards uso Customer  Vaice Calls  Administrator anly [
gEIP Phone Subscribers usD Customer  Vaice Calls  Administrator anly 5|
™
|}
L]
B B Off-Peak Periods
» | @ add | ® Close *l Logout | B Log
w
n
u Off-Peak Periods
n
- Hame Description Managed By 1ot Delete
[ = Period
u OFF PEAK 1:
[ ] From 01:00 wntil 02:00 ’ 1est
. Hight oy G G G e Administratar anly [ |Z|
. OTHERUISE PEAK
[ ] PERIOD: o
n Oft-peaklime From 05:00 until 15:00 Administrator only LS|
. any day of any month
n
n
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Off-Peak Period Definition

The Off-Peak Period wizard provides users with a flexible tool for
defining a new off-peak period. On a sequence of pages, the user may
select a time interval, day of the week, day of the month, and month;
multiple select is allowed. The following example illustrates the process of
creating an off-peak period that starts at 6 p.m. every day and lasts until
6am the next morning. Another off-peak interval is on weekends. We will
also include some holidays, i.e. January 1% and December 24-26.

On the first page, select 6 p.m. in the From column, and 6 a.m. in the
Until column. Now click the Next button. The two text areas on the
right of the page give the user a display of the current period definition.
The top text area displays a verbal definition of the period — From 6:00pm
until 6:00am, and the bottom one contains this same information in a
format that can be parsed by PortaBilling -- hr { 6pm-5am} . This sets up
the first period; in order to continue, skip the following pages by clicking
the Skip or Next button until the “Period definition completed” message
is displayed, then click the Add button to add another definition to this
period. The wizard now returns to the first page.

NOTE: Time::Period module treats all formula elements as “inclusive.” Thus, in the
example above, 6pm to 6am will be represented as hr {6pm-5am}. This is perfectly
correct, since 5am actually means “all of the 5" hour — 05:00:00 ... 05:59:59."

Now for the weekends: by clicking the Skip or Next button, go to the
second page and select Weekend, or, holding down the <Cttl> key,
select Saturday and Sunday from the list. Click the Next button and skip
until the “Period definition completed” message is displayed. Click the
Add button to add another definition to this period.

To include January 1% in the off-peak period definition, skip to the Day of
Month page, and select 1. Click the Next button. Now select January,
click Next, skipping forward to the next page. Follow the same steps to
select the December 2426 interval. Hold the <Ctrl> key down to select
multiple entries.
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On the next page, you can choose how the system will charge calls which
overlap with your off-peak period, i.e. cover both peak and off-peak time.
There are three options you can choose from:

e If the call starts in the off-peak period, it will be charged using off-
peak rates (even if part of the call was made during peak time).
This method is the easiest and most transparent for end-user
authorization of outgoing calls.

e If the call finishes during the off-peak period, it will be charged
using off-peak rates; it does not matter whether it starts within the
off-peak period or not.

e Or, the off-peak rate will only be used if the call both started and
finished during the off-peak period. In this case, any call which
partly extends into the peak period will be charged at the peak
rate.

To evaluate your work, look at the top text area. The following text
should be displayed:

From 6:00pm until 6:00am
any day of any month
OR Sunday and Saturday
of any month
OR 1
of January
OR 24-26
of December

If the definition is correct, click the Finish button.

Test the off-peak period

If you are unsure whether you have created a correct off-peak period
definition, you may use the test utility to check if a specific moment in
time fits into the period or not. In order to run the off-peak period test,

cither click the & Test Period icon on the off-peak periods page, or use
the Test Period button on the last page of the Off-Peak Period wizard.

Test Period |
* | & Close
Date and Time @ Yyvy-mw-00 HH24:M1
[2o09-12-26 | [pzson |

Period” [starkstop hr{1-3y wd{mo-fr |
Period Descriplion [prom 01:00 until 04:00,

Torkdays

of any month

Now simply enter any time / date and click the Test! button to check
whether this moment fits into the off-peak period definition.
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Rates

Managing rates online

Managing rates online is very convenient for maintaining existing rate
tables and for reference purposes. In the case of new price lists or major
updates, the offline method is better.

Rates for Tariff "EasyCall'

» @ Add | [@ Save | ® Close | & upload Tariff | < Clean up Rates *f Logout | B Log
Effective From Destination
Tow ¥ [Chumber | Cerefix | [Caroup | [Ccountry |
Country Interval, seconds * Price, UsDiminute * (T} Effective From i
Edit Destination * Type vrvv-mmop  # & [ i @ petete
Description Fisst  Next  First  Mext  HHz4MLSS*
CZECH REPUBLIC 021
F Peak 1 0.15000 20140206
Proper 13:41:49
UNITED KINGDOM 2014-02-06
E " Proper Feak ! B 13:42:00
UNITED STATES OF AMERICA - 02-1
E 1212 Peak 1 013000 201502.00
Mew York Mew York 13:42:19

On the Tariff Management page, click the [ Rates icon for a tariff.

The filter at the top of the page allows you to view rates depending on
their Effective From date or Destination. The Effective From list
allows you to define which rates to show:
e All shows all rates (used until now including current rates and
scheduled for the future).
e ->Now shows rates used until now including current rates.
e Now shows only currently effective rates.
e Now-> shows current rates and those that will become effective
in the future.
To edit an existing rate, click the (=] Edit icon next to it to copy rate
details into the form. Note that if a tariff contains peak and off-peak rates
there will be two rows of fields: the top one is for peak rates, and the
bottom one is for off-peak rates.

Usually you will enter rate data for each destination separately. However,
if the tariff has a Destination Group Set defined, by clicking on G in the
Destination column header you can switch into Destination Group
mode. Now you can enter a destination group name (e.g. UK-Mobile)
instead of a prefix, and the system will automatically create rates for all of
the destinations in that group.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 1“5



Billing®

Rating

The Clean up Rates button allows you to remove rates that have an

‘effective from’

date set in the future.

Customer rates

[ER e

Rates for Tariff "EasyCall'

» | @ Add | @ Save | ® Close | @ Upload

Tariff | < Clean up Rates * Lagout | B Log

Edit Destination *

Effective From Destination

| [hamber | [(prefin | [(Group | [(Country |

[How | |

Interval, seconds * Price, USDiminute * (1 Effective From

vrresmop % & [ i @ pelete
HHZ4:MI:55 ™

Country
Type

Description First Hext First Hext

CIECH RERUBLIC

= roper Pk 1 CE T i
ST B Lt
D o AT L mgme
Field Description
Destination | Destination prefix. May be entered directly, e.g. “47” for
Norway; or you can access the destinations directory by
clicking the Destination link. In the destinations
directory dialog box, you can search for the desired
prefix by country name.
Set Inter / Switches between normal and inter / intra state rates for
Intra State US destinations.
(only for US
destinations) / | Click Set Inter / Intra State if price per minute
Set Normal | depends not only on the actual destination (area code
Rating and exchange), but also on whether the caller resides in
the same state as the called party.
Country Country corresponding to the current destination.
Description | A short description of the specified destination.

Type

Specifies the off-peak period for this particular rate.

First interval

First billing unit in seconds.

Next interval

Next billing unit in seconds.

Price first

Per minute price for first interval.

Price next

Per minute price for next interval.

Off-peak First billing unit in seconds for off-peak time.
First interval

Off-peak Next billing unit in seconds for off-peak time.
Next interval

Off-peak Per minute price for first interval in off-peak time.
Price first

Off-peak Per minute price for next interval in off-peak time.
Price next

Second Off- | Per minute price for the first interval during the second
peak Price off-peak time.

first
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Second Off- | Per minute price for the next interval during the second
peak Price off-peak time.

next

Effective Exact time when the rate becomes effective. Click

Time the 1 icon to make the rate effective immediately. Click

the DD-MM-YYYY link to set up the desired date
using the calendar.

ﬁ e Indicates if this rate uses a call rating formula.
The B icon indicates that there is no formula,
thus old-style rating is used.

e The (& icon indicates that the rate already has a
formula defined. Click on the icon to invoke the
call rating formula wizard.

Rate . . & Payback Rate — This means that

Properties the customer is credited for using

certain services, rather than paying for them (e.g.
the service provider receives the termination

fee for his own subscribers and wants

to encourage his users to receive more calls

by passing on a certain portion of these savings).

o Hidden — This means that the rate is
excessive (e.g. there are usually more than 500
rates for Argentina mobile because of different
prefixes). This flag does not affect usage of the
rate by the billing engine. It simply indicates that
this rate may be omitted when making a list of
rates for the end user.

° ?j Discontinued — This means that the rate
will stop being active immediately or from the
specified time-stamped date. To deactivate the
rate in the future, specify a certain date and time
in the Effective From field.

° § Forbidden — This means that no calls are
authorized for this particular destination.

Delete Click the Delete icon to delete this rate. Only rates

which are not yet active can be deleted.

Vendor rates

If you create a Routing type tariff, it will define the routing and
termination costs for a connection to a vendor.
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Rates for Tariff 'ABvendor’

» | @ add | @ save | ® Close | (& wpload | [5) Tariff | < Clean up Rates | 4] Objects Pl Logout | B Leg
How [ Number | [ Frefix | [ Group | [ Country
Caurntry Routing Interval, secands” Frice, UsD/minute’ (F Effective From
S T | [ e | e | e [ | ) 1 R
E 3356745 F:’:::: Peak Default 5 30 1 025000 2::‘5362;:6
IE| (] Not Applicable  peak PEX 5 1 0.01000 2::3:;'1“ 3
E 48123000 P:;;V\;D Peak Defautt 5 1 0.03000 2:::‘:;26:;::6
E 44118000 UNEEDN:::i:‘OM Peak Default 5 B0 1m 050000 010000 2::‘:;:6]-.75
Field Description
Route You can split rates into categories such as “Premium,”
Category “Cheap,” etc. and use these categories in routing plans.

See the Route Categories section for more info.
Preference Routing priority (0—10), higher values mean higher
priority, 0 means do not use this rate for routing at all.
See the Call Routing section of the PortaBilling
Administrator Guide for more info.

Huntstop If one of the routes has huntstop enabled, then all
routes with a lower route category or preference will be
ignored.

US Inter / Intra state rates

PortaBilling® offers a simple solution for identifying and billing US

inter / intra state VolP traffic. In order to apply LCR propetly

and calculate call costs in accordance to rates applied by vendors,
PortaBilling® determines whether a call is intra- or inter- state and applies
the correct rate.

Within a new environment, the setup option for US inter / intra state
rates is off by default. To activate it (permanently for the environment),
click Enable US Intra-State on the Tariff Management page.

Tariff Management
- Add | @ Close | & Off-Peak Periods | 5 Enable US Intra-State | (@] xDR Re-rating | [ LCR Rates | 4] Objects ) Logout B Log
Applied To l Service Managed By Search
Y S | v Y - Search

In order for PortaBilling® to recognize whether the call is intra / inter
state, you must specify whether the destination belongs to one of those
categories by clicking the Set Inter / Intra State button.

Rates for Tariff "EasyCall’

*» | B add | @ save | ® close | & upload Tariff | « Clean up Rates D Logout | B Log
Effective From Destination
, e ] | ) Crarmear ) Coref ) [arowe ) (o]
1 Country . N " . 3 Effective From
Interval, seconds Price, USDiminute o
Edit 5 Destination* Twne wyvmmop & & © Delete
. Deseription HHZ4MESS ™ L
O - rvvsdinay |
UNITED STATES OF AMERICA | wot pzrzED v [t I | #0000 [¥
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NOTE: The activation of Inter / Intra State is possible only when the destination
number starts with “1.”

Once the Inter / Intra State option is set, you may specify the individual
rates for these calls in the corresponding fields.

Rates for Tariff "EasyCall’

* | @ Add | e Save | @ Close | & Upload Tariff | < Clean up Rates 0 Logout | B Log
Effective From Destination
ru v
Country 3 Effective From
Edit Destination * Type Interval, seconds " Price, USDiminute * wyv-nmop %5 &) [ ff @ pelete
Description HHZ4:ML:55
O — 0.0z immediately
UNITED STATES OF AMERICA (e Gl T > ®#0000
: I Stts s e :

Call Rating Formula Wizard

Because of the extreme flexibility of the call rating formula, it has a quite
complex syntax. To avoid possible errors, the call rating formula wizard
allows you to design a call rating formula easily.

The top table allows you to edit rate parameters (such as interval or price
per minute) directly; below it, the current formula is displayed (read-only);
and, finally, there are two tabs for managing different formula parameters:

Rating Sequence

Here you can construct the actual call charge plan by defining a sequence
of charge elements such as time intervals, surcharges and call disconnect.

Please consult the Charging Calls — Rating Formula Method section of the
Unified PortaSwitch Handbook Collection for more details.

The following categories are available in the (Available) list on the left.
e Interval — Sets rounding and prices for certain call intervals.
¢ TFixed Surcharge — Adds a fixed amount to the total call cost.

e Relative Surcharge — Increases the total call cost (for all charge
elements from the beginning of the call to the moment of the
surcharge application) by the specified percentage.

e Call Disconnect — Forcibly disconnects calls.
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Rate Formula Wizard for '446 UNITED KINGDOM' ‘
[ 3 & save | [g) Save & Close | @ Close

Interval, sec. Price, USDimin
First" Nest ™ First" lext ©
1 1 0.30000 0,40000

Formula:

Rating Sequence | Call Duration

Available . Rating Sequence
Count
‘ Ngpricel intervals of First interval ssconds

Custom ® times | NepriceN intervals of Next interval zaconds
Relaris

vy
Call Disconnect Unlimited () until the end of the call

Duration”

Custorn ® ser.
FirstInterval O
Mest Interal O

Price”

Custorn ® uso
FirstPrice O
NextPrice O
Pricer (9]

Include Remove

Choose the element type from the list on the left (Available).
Fill in the element parameters (such as interval duration, price,
etc.).

3. Click the Include button to add this element to the formula.

N —

Interval
Field Description
Count Number of rounding periods in the interval.
Duration Rounding period (in seconds).
Price Price per minute automatically prorated according
to the rounding period duration.

Fixed Surcharge

Field Description
Custom Defines the amount to be added to the total call
cost at a specified moment.
Tariff Connect Fee | If enabled, the amount specified in the tariff
Connect Fee field will be applied.
Tricky If enabled, a fixed surcharge will be left out when
the call duration is announced to the end user.
Apply randomly Randomly applies a fixed surcharge using a
percentage chance (defined below).
Probability Defines a percentage chance for applying a fixed
surcharge (only available if the Apply randomly
field is enabled).

Relative Surcharge

] Field | Description \
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Custom If specified, the total call cost (for all charge
elements from the beginning of the call to the
moment of the surcharge application) will be
increased by a specified percentage.

Tariff If enabled, the total call cost (for all charge

Post call surcharge

elements from the beginning of the call to the
moment of the surcharge application) will be
increased by the percentage specified in the
tariff’s Post Call Surcharge field.

Tricky

If enabled, a fixed surcharge will be left out when
the call duration is announced to the end user.

Apply randomly Randomly applies a relative surcharge using a
percentage chance (defined below).
Probability Defines a percentage chance for applying a

relative surcharge (only available if the Apply
randomly field is enabled).

Disconnect Call

Field Description
Probability Defines the percentage chance for disconnecting
the call.
Dispersion The interval in seconds during which the call

disconnection will occut.

Call Duration:

NOTE: This option must be enabled on the configuration server web interface; by
doing so, you accept the responsibility for any legal issues related to use of this billing

feature.

Rate Formula Wizard for *446 UNITED KINGDOM* |

» [# Add | [ save | [ Save & Clase

® Close

Interval, sec.
First” Hext” First”
1 1 0.30000

Formula:

Rating Sequence | Call Duration

Price, USDimin

0,40000

Hext”

Do notbill calls shorer than |5 sec

Call Duration Modifiers
Edit UpDn Interval, sec.
seconds
[5] & First300 seconds
IE‘ EE Following 300 seconds
=l

IE‘ Remaining call duration

Following 600 seconds

Extend By, % Delete

K]
K]
K]

Do not bill calls shorter than — For a detailed description of this feature,
see the Too short calls section of the PortaBilling Administrator Guide.
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Field Description
Interval, sec. The duration of a specific call interval to which
“add duration” should be applied. Initially there
will be only one row in the Add Duration table,
defining the rule to be applied to the whole call.
Click the 1 Add button to add a rule for another
interval. Intervals are interpreted according to the
order in which they appear in the table, e.g. the
first row covers the fzrsz 300 seconds, the second
row covers the following 300 seconds, and so on.
Extend By, % Defines how the call duration for this interval
should be changed (increase in percentage; a 0
value means that the call duration should not
change).

Managing rates offline

The rates table may be prepared using a spreadsheet processor (e.g. MS
Excel) and can then be easily imported into PortaBilling®.

This is very convenient if your termination partner sends you a file with
rate updates that must be entered into PortaBilling® in order to calculate
costs and route your customers’ calls properly. This can be done with the
help of the Rate Upload functionality. To upload your rates file, perform
the following steps:

1. On the Tariff Management page, click on the tariff name.
In the Edit Tariff page, click the & Upload icon.
In the Upload Rates page, click Browse.
Locate the Tariff-sample.csv file, then click Open.
On the File Upload page, select all required options:

e Add rates from the file to existing rates or

ARl

e Replace all of the existing rates with the rates from
the file — The default option is to add new rates. If there
is at least one parameter that differentiates a new rate from
the existent one then the new rate will override it. If a rate
for a certain prefix exists in the tariff but is not present in
the file you received from the carrier, it will remain
unchanged. The replace mode uploads all the new rates
from the file and marks all the existent rates as
discontinued.

e Rates with ‘effective from’ date in the past should be
uploaded as ‘effective immediately’ — Sometimes you
might receive a file with rates later than expected, when
the moment at which the rates were supposed to become
effective has already passed. By default this check box is
not selected and a rate that has an ‘effective from’ date
that has passed will be rejected and not included in the

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 113


javascript:Padd()�
javascript:csv()�

Porta|4Billing® Rating

tariff. Alternatively, you may choose to insert these rates
into the tariff and make them effective from the current
moment; to do so select this check box.

e Skip rates with the same data — Sometimes carriers will
include all prefixes in a rate update file, even if no change
in pricing has occurred for some of them. In order to
prevent the creation of duplicated rate rows, simply select

this check box.

e Template — Here you select an existent template or
choose the Create New Template option to create a new
template. For the latter case, the settings for this file
format are stored in a template, so the next time you get a
rate update from the carrier you simply upload this file
into PortaBilling® using this template.

e Timezone — Here you choose a time zone for which the
rates from the uploaded file will become effective.

6. On the Review File Parsing page, verify whether the file was
parsed properly and, if necessary, change file parsing parameters
such as delimiters.

7. On the Review Data Fields Definition page, specify where the
individual data elements, such as destination prefix, price, payback
rate, etc. are located in the file.

8. On the Review Rate Information page, review the data for
accuracy and view the results, comparing the new rates with the
existent ones. Adjust the prices and mark the desired rates as
Payback if necessary.

9. In case there are new destinations in the uploaded file, approve
the automatic creation of them and assign a country and
destination group for these destinations on the next Create New
Destinations page.

10. On the Summary page, view information about the number of
rate records to be processed.

e Save as template — Here you specify a name for the
template (if you previously selected the Create New
Template option).

e Send notification to — Here you specify an email to
which a notification about the result of the rate upload
procedure will be delivered.

11. On the Summary page, click Start Import.
12. In the Edit Tariff page, click Close.

You can verify your work on the Rates page. For more details regarding
rate upload, see the PortaBilling Templates Guide.
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Test Rating

This page allows testing of the rating formula and shows the resulting cost
and duration of the call. The formula can be used both ways: either to
calculate the call’s cost given its duration, or to see how long a call ought
to last given its cost.

Edit Tariff 'EasyCall'

» | Il save | ol Save& Close | & Close | ¥ Download | & Upload Rates Test | [E Clone Pl Logout | B Log
W
L}
Name Easycall ® Currency Usil
Applied To  Customer Service VnmE Calls
Managed By Administrator only n
L}

General Info | Web Upload & Download | Email Upload | Nﬂmpad ‘

Default Of-Peak Period | weekend [+] -

L}
Destination Graup St X-Telecom [ m
=
LJ

Test Rating for Tariff 'EasycCall’

> ® Close *I) Logout
3 YYYY-MM-DD HH2&MIESS Result of the testin:
3 [}
DateandTime /.5 1520 23:37:08
Formula:
[re0452e il || Expanded Formula: MIN = 1]SEQ = 60x1x0.02 & BN 02

@ gimulate session charges based on the session duration

Ch d nt; 0.2 USD
O simulate authorization based on the available funds LRLL o

Real charge history: +1x60x0.02+80x6x0.02

Session time HHMESS, MISS or 55
.
n
-

Test Rating for 1 ariff "EasycCall'

= D Uose - I Logout
M yy¥v.mm.pn HH24:MI:SS Result of the testing
. i 9
Date and Time |2m9712729 |23:37:n5 ‘
Formula:
|16045 03546 ‘ Expanded Formula: MIN = 1|SEQ = B0x1x0.02 & fxNx0.02

O simulate session charges hased on the session duration

@ gimulate autharization based on the available funds BT SN O G ess)

Announced credit time: 500 min. 0sec. (30000 sec)

Available funds usD Real charge histary: +1160x0.02+4990x6x0.02
Announced charge higtory: +1x60x0,02+4990x6x0.02
Field Description
Date and Time The date and time when the call is initiated.

Click on M icon to set the current time. The
YYYY-MM-DD link opens a calendar that
can be used to select a date.

Destination The phone number to call.

Session time Simulate rate for the specified call duration.

Available funds Simulate authotization for the situation, when
user has the entered amount of available
funds.

Results of the testing

Formula The rate formula used for the given
destination.

Expanded Formula The rate formula with the real interval and

price values.

If the formmula calenlates the call cost based on its duration
Charged amount Charged amount for test call
Real charge history A short description of how the Charged
amount was calculated
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If the formmula calenlates the call duration based on available funds

Real credit time The true maximum call duration.
Announced credit The announced maximum call duration.
time

Real charge history A short description of how the Real credit
time was calculated.

Announced charge A short description of how the Announced
history credit time was calculated.

Clone Tariff

To minimize the amount of work required to create new tariffs,
PortaBilling® allows you to create them as clones from existing ones. The
new tariff will have exactly the same parameters as the old tariff.

To clone a specific tariff, click the 'El Clone button on the toolbar on the
Edit Tariff page. Give the new tariff a name, define whether the cloned
tariff will be managed by the administrator only (so this tariff will be
applied to your direct customers) or by a specific reseller (so this tariff will
be used to charge the reseller’s subcustomers), and then click the Clone
button.

Note that the Manage by option is only available for cloning Customer type tariffs.

12t Edit Tariff 'EasyCall outgoing'

[ 3 il save | (gl Save & Close | ® Close | ¥ Download | [&] upload Rates Test | [@ done M Logout | B Log
Name EasyCall outgoing ©  Currency USD
Applied To  Customer Service \Voice Calls

Managed By Administrator Only

General Info | Web Upload & Download | Email Upload | Notepad |

Default Off-Peak Period NOT DEFINZD -

Destination Group Set ~ USaCanada -

éll_-_l_!_

Edit Tariff "EasycCall outgoing'

» & save | [l Save & Close | @ Close | #] Download | ] Upload | 5| Rates Test | (& Clone *I) Logout | B Log
Name EasyCall outgoing °  Currency USD
Applied To  Customer Service Voice Calls

Managed By Administrator Only

‘General Info | Web Upload & Download ‘ Email Upload ‘ Notepad ‘

Default Of-Peak Period NOT DEFINEL -
Clone Tariff

Destination Group Set USaCanada

TR EES o Enter new tariff name

Post Call Surcharge 0.00000 Managed By Administrator Caly +
Login Fee 0.00000

Connect Fee 0.00000
Round Charged AMOUNt G000 XX000

Default Formula i

Update Usage Time Rlways -

Short Description
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XDR Re-rating

The xDR re-rating page allows you to fix the most common problem:
incorrect pricing information entered into a tariff. This may happen, if, for
example, someone sends you the wrong pricelist, or your administrator
simply clicks the wrong button, resulting in incorrect charges in the
database.

The PortaBilling® xDR re-rating feature can perform re-rating in two
different modes. Please consult the xDR Re-rating section of the
PortaBilling Administrator Guide for more details.

To run the re-rating task, click the B xDR Re-rating button on the

Tariff Management
» | B Add | ® close | & Off-Peak Periods | B ®DR Re-rating LCR Rates P Logout | B Leg
-
— n
Applied To I Service Managed By Search

e (v e (o] o]
]
n

Rates Hame m  Cumency AppliedTo  Service Managed By Routing  Desecription  Delete

DID suppliercosts uso vendor  Voiee Calls Mo |

Internet Access u usD Wendor Broadband o

Prepaid cards : usD Customer  Voice Calls  Administrator only ™

SIP Phone Subscribers g usD Customer  Voise Calls  Administrator only ™
-
]
| |

xDR Re-rating

» | ® Close ) Logout

[ From Date [z009-12-26 |¥v-WH 00 0000000 |HHes:MIss

% ToDate  [waw v | |z ™
Tariff Type | customer v
Customer ® Al

O |
Semice |voice ralls v
Wrong Tarfi | Basycall v
Correct Taif | Aazdveip v

Rates Effective ® g5 atthe specific time

[How | vrev-ma-oo | HHz4:MI:55

O atthe time of call

Field Description
From Date Specify the start of the time interval for xDRs

to be re-rated. Click the # Calendar icon to
set up the desired date using the calendar.
To Date Specify the end of the time interval for xDRs
to be re-rated. Click the & Calendar icon to
set up the desired date using the calendar.

Tariff Type Select a specific type of tariff. Can be of the
following type: Customer, Reseller or
Vendor.

Customer / Reseller / | Select the specific customert, reseller or vendor

Vendor due to the Tariff Type specified to narrow
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the set of xDRs to be processed.

Service Choose the service for which xDRs should be
re-rated.

Wrong Tariff Select the “original” tariff with incorrect
pricing information entered.

Correct Tariff Select the tariff with correct pricing

information entered. This tariff should be of
the same type as the Wrong Tariff one.

Rates Effective Choose the time when the rates associated
with Correct Tariff become effective.

Click the Create Task button to launch the re-rating task.

Re-rating and volume discount counters

If volume discounts are used when calculating call charges, it is no longer
possible to treat such calls separately from others, since the way one call is
charged affects all other calls made subsequently. For instance, if a call is
charged $5, this is the amount added to the volume discount counter. If
the charged amount is then changed to $1 during re-rating, this will affect
all other calls in the same destination group, since a different discount
would now apply to them.

To overcome possible confusion when volume discount counters are
involved in re-rating, this process should always be run from a specific
moment in the past (when the error occurred) to the present moment. In
this case, all discount counters will be rolled back before recalculation
actually starts, and then updated with each re-rated call.

NOTE: Re-rating with volume discount counters only works with XDRs generated
following an upgrade to the MR16 version, since older versions of XDR data do not
have the full information required to roll back volume counters.

LCR Rates

You may click the 2 LCR Rates button on the toolbar to quickly create a
new Routing info — LCR blending report.

NOTE: This type of report is available for root and admin users only.

Please consult the Routing Info — LCR Blending section of the Unified
PortaSwitch Handbook Collection for more details.
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Volume Discount Plans

Volume discount plans allows you to dynamically modify your rates
depending on how much traffic a customer has already sent you. For
instance, after he makes calls for 200 minutes (charged at the normal rate)
he will get a 10% discount for every minute he calls over this limit.

A discount plan includes one or more discount schemes applicable to a
certain destination group. “First 200 minutes for free, then normal rate
with 10% discount over 500 minutes” is one such discount scheme, and it
may be applied to the destination group “Asia,” which includes China,
Hong Kong, Singapore, Thailand and other countties.

Discount Plan Management
> [# Add | ® Close M) Logout | B Log

Managed By Search

e -
Hame Currency  ManagedBy  Description Delete

Europe free 500 min~ USD  Administrator anly

Russia 3% usD  Administrator only E

Use the main Discount Plan Management page to list all existing plans.
Plans can be located using the search form, by selecting a reseller from the
list, or entering the plan’s name.

How to add a discount plan

To add a new discount plan to the system, click Add and specify all the
required information on the Add Discount Plan page.

How to delete a discount plan

To edit a discount plan, click on its name in the list and specify all the
required information on the Edit Discount Plan page.

How to delete a discount plan

The Delete icon will be visible only when a discount plan is not in use
(not assigned to any customer, account or product), and enables
permanent deletion of the discount plan.

How to clone a discount plan

To clone a discount plan, follow these steps:
1. On the Edit Discount Plan page, click the Clone button on the
toolbar.
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6 B8 FEEFQ Edit Discount Plan '100 Minutes Free' e
» | o Save | ld Save&Close | & Close | 5 Clone | 4f Objects M) Logout | B Log

PlanName 100 Minutes Free Currency USD

Managed By Administrator Only

= |
Clone Discount Plan

Managed By 35C snuccle -
Charged Amount Re

Description Clone Cancal

2. In the Clone Discount Plan dialog box, type a name for the
cloned discount plan and select who will manage it — an
administrator or one of the resellers.

Add / Edit a Discount Plan

Add Discount Plan

- & Save | [ Save & Close | & Close P Logout

Plan Name  SmartCall Prepaid Promeotion Currency USD - US Dollar -t

Managed By Administrator Only -

General Info

Destination Group Set US:Canada

Destination Group Lookup

0 same Destination As Rate
Tipe

@ By Prefix of Rate Destination
@ By Full Rating Pattern Match

Charged Amount Rounding K 0000 -
Description SmartCall Prepaid Promotion
Field Description
Plan Name The logical name of the discount plan.
Currency Indicates which currency is used for billing calculations.

All discounts in a plan are to be defined in this currency.
A discount plan can only be assigned to customers,
accounts and products using the same currency.
Managed By ¢ By default — Administrator only.

e The plan can be assigned to a reseller (Managed
by NNN) so that it is manageable from the
reseller self-care interface.

Destination | Discounts can be defined for individual groups (e.g.

Group Set US&Canada, Asia, Western Europe) within this set.

Once chosen for discount plan creation, the destination

group set cannot be changed later on.

Destination e Same Destination As Rate — This requires
Group exactly the same prefix as the one in the tariff in
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Lookup order to be used in the destination group for the

Type volume discount definition. For example, if the
tariff has a rate for destination 4202, and this
rate is used to charge the call, while the volume
discount only contains a destination 420, this
discount will not be applied.

e By Prefix Of Rate Destination — This
provides more flexible matching: the destination
used in the tariff must be equal to or more
specific than the destination used in the volume
discount definition; so in the example above, the
discount would be applied. This puts more load
on the billing engine, since an extra pattern
match must be performed.

e By Full Rating Pattern Match — Match the
originally dialed phone number against all
available destinations in the volume discount
plan. Needless to say, this is the most resource-
intensive option.

See the details below regarding the different matching

models.
Charged A pattern that defines the rounding of the amount
Amount charged for a volume discount.

Rounding
This pattern takes the form of XXXXX.XX000. An X
(to the left) means that the digit(s) in this position will
be unchanged, while a 0 (to the right) means that this
position will be rounded off. For example,
XXXXX.XX000 means that the amount will be
rounded up two decimal places, so that 1.2345 becomes
1.24.

Note that rounding off is always done upwards. This
parameter is only applicable for discounts based on the
amount of money.

Description | Short description of discount plan.

Phone number matching in discount plans

When volume discounts are involved alongside “normal” rating as per the
tariff plan, the billing engine must obviously match the ID of the service
used (e.g. the phone number dialed) with one of the destination groups
used in the volume discount definition.

The fastest and the most efficient way is to check whether the destination
in the customer’s tariff applicable to this call is included in any destination
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groups in the volume discount plan, and then keep using this volume
discount. For instance, if a customer makes a phone call to
4206025551234 and a matching rate is defined in his tariff for 420602
(Czech Republic, Mobile), the billing engine will search whether any
discounts in the volume discount plan are assigned to a destination group
containing 420602.

But what if you would like to include the whole Czech Republic in your
volume discount? One option would be to simply list all applicable
prefixes (420, 4202, 420602, etc.) in a destination group, then use this
group in the volume discount definition. Alternatively, you could use the
other discount plan lookup option — “by prefix.” In this case, the billing
engine will look not for the exact same prefix, but rather for a destination
group which contains a matching prefix. So if a call is made to
4206025551234 and there is a 420602 rate applied in the tariff, the billing
engine will search for a destination group in the volume discount plan that
includes a prefix matching 420602; such matching prefixes could be
4200602, 420, or even 4. In this case you could just enter 420 in your
volume discount definition, and it will then be used for calls rated by
different tariff rates (e.g. 4202 and 420602).

Such extensive lookups put a higher load on the billing engine, so they
should be used with caution, and only in volume discount plans where
they are truly needed.

Another possibility is a full rating pattern match. This method disregards
the destination used in the tariff entirely, and simply performs a lookup of
applicable destinations in the volume discount plan using the phone
number dialed by the customer. This is done in the same way as a rate
lookup is done in a tariff; thus if the customer dialed 4206021345678, the
billing engine will choose a discount with a destination group that includes
420, 420602, or any other destination matching the dialed number. Since
several matches can potentially be found (e.g. a first discount is defined
for destination group A, which includes 420, and a second discount for
destination group B, which includes 420602), the longest match is used (in
our example, this would be the second discount). As noted above, this is
obviously the most resource-intensive option.

Defining Discounts for Individual Destination
Groups

After a volume discount plan has been saved, the Discounts tab will
become available. To add a new discount to the plan, click the B Add
button.
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™l Logout | Bl Log

Edit Destination Group

[ s 1 = )

Plan Name SmartCall Prapaid Promotion

Managed By Administrator Only

Currency USD

Service Type Usage Type Peak Level Discount Scheme: Delete

The Discount Wizard opens.

Discount Wizard

The discount wizard provides users with a flexible tool for defining
threshold values and corresponding discount values. A threshold defines
the maximum counter value (call duration or charged amount) within
which the current discount may still be applied. If the last available
discount is to be applied regardless of the counter value (e.g. first 200
minutes — normal rate, up to 500 minutes — 10% discount, and 20%
discount after that) then this last discount will be created with a special
“unlimited” threshold.

» | [ Add | [8 Save | [ol Save&Close | @ Close

Discount Wizard ‘

Peak | Off-Peak | 2nd Off-Peak

Destination Group UK MOBILE

Service © Voice Calls -
Type” Volume, minute -
Usage Period ~ Weekly -
Prorate Thresholds for First Usage Period

Combine With Other Discounts Never

Rollover Unused Minutes to the Next Usage Period []

Edit

L] Lo [] (]

Threshold = Discount, % * Notification Split xDRs Delete
Unlimited
200 100 Y ¥ =
800 0 Y ¥ =
1300 10 Y ¥ =
Unlimited 20 Y Y &

3 I 2
Id Save | [l Save &Close | ® Close | [E Clone

Edit Discount Plan 'UK Mobile discount’

*l] Logout | B Log

Plan Name UK Mobile discount Currency USD

Managed By Adminisirator Only

at  Destestimcioun || Seris = Usege T pesk Lovel Discount chem Deite
=) ukwome WiceCals  Voume,mme  RepestWeeky,  NA E;;Eﬁfn;l').?&f"““m'wm”mm 3
Field Description
Destination | Enter the name of a destination group manually, or click
Group the column header link (Destination Group) to choose
a group from a searchable list inside the dialog box.
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Service Choose a specific service (voice calls, messaging, data
transfer, etc.) that this volume discount will apply to.
You can bundle discounts for multiple services into the
same volume discount plan.

Type Select the threshold type: will you use thresholds based
on the charged amount, or on the total call time?

e Amount means the threshold is measured in
currency units (e.g. USD), and the counters will
go up by the amount which the customer should
have been charged for the call before the
volume discount was applied.

e Volume means the unit is minutes, and the
counters will go up by the same value as the
charged call duration.

Note the difference between call duration and
charged call duration. For instance, if a rate
specifies 5 minutes rounding and a customer has
spoken for 3 minutes 42 seconds, he will be
charged for 5 minutes and the counter will go
up by 5 minutes as well.

Usage This defines how often the volume discount is reset.
Period

For example, if you have defined a “500 minutes for
free” offer for your customer then the volume discount
counter will be reset when the customer’s next usage
period begins. In our example, the customer will receive
500 free minutes during every usage period (day, week,
month, etc.)

The following types of usage periods are available:

e One time — A volume discount is applied one
time only; this option may be used in add-on
products to top up usetr’s quota while remaining
unused minutes are preserved.

e Daily — A volume discount is applied every day;

e Weekly — A volume discount is applied every
week;

e Bi-weekly — A volume discount is applied every
two weeks;

e Monthly — A volume discount is applied every
month.
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Prorate
Thresholds
for First
Usage
Period

This prorates volume discount thresholds according to
the number of days remaining in the first usage period
after the volume discount assignment.

For example, if a volume discount plan is created with a
100% discount for up to 1000 minutes, a regular rate

is applied after that. If a customer has a zonthly usage
period and the volume discount plan is assigned

on October 20th, then the threshold becomes 367
minutes since there are 11 days remaining in October.
For the following month the threshold becomes 1000

minutes.

Combine
with Other
Discounts

Defines the possibility of combining various discount
plans when more than one discount plan is applicable
for the same session (call):

e Never — The full override, when the higher
priority discount prevents the use of lower
priority ones.

e Always — The discount is added, up to 100%
(we never give money back for the call). For
example, two 30% discounts will result in a 60%
discount, 70% + 40% discounts will only add up
to a 100% discount.

¢ When discount lower than 100 is active — As
long as a higher priority discount defines a 100%
rate, 70 lower priority discounts are applied.
Only after the volume exceeds the 100%
discount threshold, can the rest of the discounts
be applied. For example, Germany discounted
calls by 100% for 50 minutes exclusively,
followed by 1000 minutes at a 50% discount,
while another discount for the EU is at 30%.
The EU discount will only become applicable if
the 50 minutes are used up, and then the total
discount will be 30+50=80% discounted for a
call to Germany.

e After reaching the last threshold limit — The
higher priority discount prevents the use of
lower priority ones until the last limited
threshold is reached (regardless of discount
rate). For example, Germany 100% discounted
calls for 50 minutes exclusively, followed by
1000 minutes of 50% discount rate, while
another discount for EU has 30% discount rate.
The EU discount will only become applicable if
the 1050 minutes are used up.
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Rollover If at the end of the usage period (e.g. at the end of the
Unused month) there is unused traffic left (i.e. minutes, Internet
Minutes to traffic, messages, etc.), it can be rolled over to the next
the Next usage period.

Usage

Period For example, a customer has signed up for 100 bundled

monthly minutes of free calls to Canada. By the end of
the month, only 90 minutes have been used up. The 10
minutes remaining are rolled over to the next month, so
during the next month 110 free minutes will be available
for the customer.

Please note that if you change the customer’s discount
plan (e.g. change an add-on product), then the unused
minutes will transfer only if the new discount plan has
the same discount entry (same destination group, service

and thresholds.)
Allow no The maximum number of usage periods that unused
more than traffic can be rolled over.

For example, if the usage period is monthly and you
select 2, the unused traffic left from the first month will
be rolled over to the second month and if not used
completely, to the third month (2 rollovers). If unused
traffic is not completely used by the end of the third
month, it will expire.

Note that if unused traffic from two or more usage
periods is rolled over to the next one, the quota with the
earliest expiration time is used first.

Threshold The threshold value is measured either in currency units
or time units (minutes), according to the type of
discount. The value entered must be numeric (with a
period allowed) and greater than zero.

To provide a special unlimited value for the threshold,
select the Unlimited check box.

You cannot have two discount rows with the same
threshold values.

Discount The percentage discount value must be numeric (with a
period allowed) in the 0—100 range. A 0% discount
means “standard rate applied,” while a 100% discount
means “free call.”

Notify This allows you to set up different notifications for your
Customer customers.
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Warning When selected, this option allows you to define an
additional threshold. When that threshold is reached, an
email or SMS notification is sent to your customers
informing them that the volume of services consumed is
approaching the discount threshold.

Threshold When this option is selected, an email or SMS

reached notification is sent to your customers informing them
that the discount threshold has been crossed and the
discount no longer applies.

Split xDRs When a session spans several rating periods (e.g. covers
both peak and off-peak periods) it is divided into
portions.

Select the Split xDRs check box and then multiple
xDR records will be produced for sessions like this one.
Each xDR record will be linked to the applicable
discount level / rate.

Service This column is only available for services based on the
Restriction Internet Access service type. In this case, when the
discount period is active and the threshold has been
crossed, the level of service provided can also be
adjusted. The possible values are:

e No restriction.

e Limit usage (customer can still use the service,
but with limits, e.g. the upload / download
speed is significantly decreased).

e Block service — Refuse to provide any further
service.

Typically, this is done to reduce the amount of available
bandwidth when the data transfer quota has been
reached.

Peak Level | N/A indicates that the discount is provided regardless
of whether the service is used in a peak or off-peak
period. Otherwise, this column contains the period

names.
Discount Contains a definition of the discount structure for each
Scheme period (peak and off-peak ones) in a separate row.

The billing engine decides which discount is to be applied, depending on
whether the counter for the given destination has reached one of the
defined thresholds. Note that the “charged amount” counters record
charges as they are defined in the tariff, i.e. before a volume discount is
applied. If there is no “Unlimited” threshold discount, and the counter
exceeds the last (i.e. biggest) threshold, any further calls will be billed
according to the standard tariff rate.
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For example:
Discount type — 1 olumse, minutes

A. The discount is defined as 0..100 — 50%; 100..200 — 20%;
200..unlimited — 10%

The first 100 minutes are billed at a 50% discount (half the price specified
in the tariff), the next 100 minutes are billed at a 20% discount, and
thereafter all calls receive a 10% discount.

B. The discount is defined as 0..100 — 100%

The first 100 minutes are free; all minutes above that are billed at the tariff
rate.

Discount type — Amount, USD

C. The discount is defined as 0..10 — 0%; 10..20 — 10%; 20..unlimited —
20%

When the customer begins making calls, each call is charged according to
the normal rate until the total charged amount exceeds $10. After that, the
customer is given a 10% discount on calls. When the total charged
amount exceeds $20, all calls receive a 20% discount.

NOTE: Let’s look at a situation in which a customer’s balance is $10.00 (and the
volume discount counter is also $10.00). The customer makes a 30-minute call, and
the tariff rate is $0.20/min. The call is charged as 30 * 0.20 — 10% = $5.40, and this
value is stored in the CDR for the call. Thus the customer’s balance will be modified by
$5.40, to become 15.40. At the same time, the volume discount counter will go up by
the amount without the discount. Thus the counter will go up by $6, to become
$16.00.

Bundile Promotions

The Bundle (Inter-service) promotions feature allows you to offer
promotional discounts based on monthly amounts spent and apply
charges based on usage minimum.

Bundle Promotion Management

> | @ add | ® close

Managed By
ANY

Edit Name Currency  Managed By

[=] corporate Pus

]

Search

Description

E 10% voice calls digc. on $1000 USD  Administrator Only 10% discount forvoice calls on minimum epending of $1000
USD  Administrator Only upto $50- no discount, up ta $100 - 10%, over- 20% discount
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Add / Edit a Bundle Promotion

To add a new bundle promotion, select Add to go to the Add Bundle
Promotion page. An existing bundle promotion can be edited by clicking
on the Edit button next to its name.

Add Bundle Promotion

» H Save | [l Save & Close | @ Close *I) Logout
[ ]
L] Name * Rasidential Plus Description 310 dollars on SMS - SHS
= Managed By * Administracor Only [+] product fee walved. $50 on
] calls or on SNS - all
™ currency * USD - US Dollar [¥] wonthly fess waived.
u Destination Group Set * Corporate - World [+]
[ ]
[ ]
L

Edit Bundle Promotion "Residential Plus’

» [ add | [ save | (gl Save&Close | ® Close P Logout | B Log
Name * Residential Plus Description |$10 dallars on SHS —
S o o e s
Currency * - all monthly fees
Destination Group Set * waived.
) Analyze Criteria Apply To
i Service Destination Group Apply  [7]Strusture Invoice Comment Service Subscription fotte
Voice Calls [v] [v] creait  [v| 0.50USD - |Usage cradit Subscriptions [v] BN
Field Description
Name The name of a bundle promotion to be used in the
System.
Managed By e By default — Administrator Only.

¢ A bundle promotion can be assigned to a
reseller (Managed by NNN) so that it is
manageable from the reseller self-care interface.

Currency Indicates which currency is used for billing calculations.

All charges and credits in the bundle promotion are to

be defined in this currency. A bundle promotion can

only be assigned to customers and accounts using the
same cufrency.

Destination | A set of destination groups (UK-Mobile, CZ-Mobile,

Group Set etc.) you would like to use for more convenient

promotion application.

Description | An extended description of this bundle promotion.

Analyze These columns indicate which service and destination

group will be used to analyze how much money the

customer has spent on services during the billing period
to credit or charge customer accordingly.

Service Specifies for which service xDRs will be analyzed.
Destination | Specifies which destination group xDRs will be
Group analyzed.

Criteria These columns indicate a promotion scheme, credit or

charge amounts and a comment shown on the
customet’s invoice.

Apply Indicates whether a customer should be charged or
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credited for the promotion.

Structure To configure a flexible promotion scheme click on the
column header or the &1 icon in order to launch the
promotion wizard (see the section below).

Invoice Specifies what comment customer will see on his

Comment invoice for this promotion transaction.

Apply To These columns indicate where to apply the promotion.

Service Indicates whether to apply the promotion to a service, a
whole bill, payments, taxes, credits / adjustments or
subscriptions (all or one in particular).

Subscription | If the Subscriptions option was selected from the
Service list you may either select a specific subscription
here (to apply the promotion to) or leave this list empty
to apply the promotion to customer’s own subscriptions
and a// of his credit accounts’ subscriptions.

Promotion Wizard

The promotion wizard provides the administrator with a flexible tool for
defining promotional discounts based on amounts spent during the billing

period.
Promotion Wizard
Promotion Amount Parcentage -
Edit Threshold, USD * Credit, % * Delete
H Unlimitad Unlimited 10 E
[ 5] 1000 0 [¥]
Ok ] [ Cancel
Field Description
Promotion Defines whether the promotion is based on a
Amount percentage or a fixed sum of money:
e Fixed — Increases or decreases service payment
by a fixed amount of money.
e DPercentage — Increases or decreases service
payment by a defined percentage.
Threshold This field defines the maximum amount of money to be

spent for a service to apply a corresponding credit or
charge. Value entered must be numeric and greater than
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zero. To provide a special “unlimited” value for the
threshold, select the Unlimited check box.

Credit / This field defines a credit or charge amount (either fixed
Charge or percentage based) that is applied when customer
spends a corresponding amount of money for a service.

Examples:

Bundle promotion based on the amount of money spent

The promotion discount is defined as 0..1000 USD — 0%,
1000..Unlimited USD — 10%.

» | @ Add | [d Save | @ Save & Close | ® Close Objects o Logout | B Log
Name * 10% voice calls disc. on $1000 Description s g1scount for voice

calls on minimum of

Managed By *
L £1000 spent

Currency *

Destination Group Set*

Analyze Criteria Apply To
Edit — Delete
Service Destination Group Apply ./ Structure Invoice Comment Service Subscription
Conferencing Credit Whole Bill
0.1000USD-0%
[ =] voice calls World Credit T ] T Whole Bill ™

For Voice Calls service usage up to $1000 no discount will be provided, a
10% discount will be applied to the entire bill if the Voice Calls service
usage exceeds the $1000 threshold.

Bundle promotion with multiple discount thresholds

The promotion is defined as 0..50 USD — 0%, 50..100 USD - 10%,
100..Unlimited USD - 20%.

» | [ Add | il Save | [x) Save & Close | ® Close | 4f] Objects *f Logout | Bl Log
Hame * [cerporats Plus Description . t5 $50 - no
discount
Managed By * M
ged By up to $100 - 10%,
Currency * over - 20% discount
Destination Group Set*
Analyze Criteria Apply To
Edit _— Delete
Service Destination Group Apply 7 Structure Invoice Comment Service Subscription
Conferencing Credit Whole Bill
0.50 USD-0%
[ =] voice cails Asia Credit 50.100 USD-10% Voice Calls [

100..Unlimited USD - 20 %

For Voice Calls service usage up to $50 no discount will be provided;
from $50 up to $100 a 10% discount will be applied; for service usage
above $100 a 20% discount for the Voice Calls service will be applied.
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Mandatory minimum for service usage

The mandatory minimum for service usage is defined as 0..1000 USD —

1000 USD.

Edit Bundle Promotion "$1000 usage minimum’

[ [@ Add | [ Save | gl Save&Close | & Close

M) Logout | B Log

Name * $1000 usage minimum

Managed By *

Administrator Only
Currency * USD - US Dollar

Destination Group Set” usA

Analyze Criteria

Edit

Service” Destination Group Apply” [ structure”

Eroadband v v |[credit ¥
[E] veice Calls

USA Charge

Description

Apply To

Invoice Comment Service”

Jhole Bill v

0..1000 USD - 1000 USD Mandatory minimum for service usage Voice Calls

— Delete
Subscription

v

K|

A customer commits to spending $1000 minimum per month on voice
calls. For Voice Calls service usage of below $1000 a deficient amount is
added this customer’s invoice. For example, if the customer spends only
$800, the deficient $200 is added to his invoice so that it equals $1000.

Bundle promotion based on a defined percentage

The promotion is defined as 0..100 USD — 0%, 100..Unlimited USD —
100%.

» | @ Add | [@ Save | [g] Save &Close | ® Close Objects ) Logout | B Log
Name * User charge vmive over $100 Description 35ve customer's
Managed By * monthly user charge on
minimum spending of £100
Currency *
Destination Group Set* Residentizl - World
Analyze Criteria Apply To
Edit Delete
Service Destination Group Apply /| structure Invoice Comment Service Subscription
Conferencin Cred: Whole Bill
- 0.100USD-0 % 5 3
E Voice Calls World Credit 400_Unlimited USD - 100 55 USer charge waive over $100 Subscriptions User Charge - Residential Plus |E|

For Voice Calls service usage below $100 no discount will be applied to
subscriptions; for service usage above $100 a 100% discount will be
applied to a specific subscription. In other words, the user will receive a
subscription for free after spending more than $100 on Voice Calls.

Subscription Plans

With subscription plans, you can charge customers recurring (e.g.
monthly) fees for using the service. For example, the fee is $30 per month
for an IP Centrex phone line. You can include subscription plans in
customer products (both main and add-on ones).

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

132



Billing® Rating

= Subscription Plan Management
» | @ Add | ® Close Objects B Logout | B Log
Managed By search
any v Search
Name Currency  Managed By Type Discounts Description Delete
EasyCall Subscription  UsD  Administrator Only In Advance Multi-Month Discounts $15 activation fee, subscription for 6 months
Eguipment Rental US> ABC Shuttle Ltd. Postpaid $5 activation fee, subscription for 6 months
Linksys Phone Rental 13D Administrator Only Postpaid Promotional Periods  $5 activation fee, subscription for 1 month
Spring Pramo USD  Administrator Only Progressive $10 activation fee, subscription for 3 months
Subscription plan usD ABC Shuttle Lid. Postpaid currently is notused

Use the Subscription Plan Management page to list all existing plans.

Add / Edit a Subscription Plan

To add a new subscription plan to the system, select Add to go to the
Add Subscription Plan page. An existing subscription plan can be edited
by clicking on its name in the list.

Add Subscription Plan

» el save | [0l Save&Close | ® Close P Logout
Subscription Plan Name Equipment Rental Currency UsD - US Dollar v
Subscription Plan Name PP ——— -
visible to End User Equipment Rental Managed By Administrator only

General Info | Periodic Fee | Promotional Periods | Taxation Info

Charge Suspended Customers v

Can be applied more than once ¥

Subscription Is Activated Upon the account's first usage v
Activation Fee 0.00000 usD

Minimum Subscription Period 12 Manths

Early Cancellation Penalty ® Fixed |so usD

Remaining subscription charges
Subscription Charges Applied At the end of the billing period v
Periods in Advance
Round Charged Amount XHHHHLXKOOD ~| [~

Description Equipment Rental

Field Description

Subscription | The logical name of the subscription plan.
Plan Name

Subscription | A clear subscription name shown to end users on
Plan Name | invoices and on their self-care interfaces (e.g. the
Visible to internal subscription name is “Phone Book™ while the
End User name visible to end users is “Telefonbuch”).

Managed By e By default — Administrator only.

e The plan can be assigned to a reseller (Managed
by NNN) so that it is manageable from the
reseller’s self-care interface.

Currency Indicates which currency is used for billing calculations.
All fee amounts in the plan are to be defined in this
currency. A subscription plan can only be assigned to
customers, accounts and products using the same
currency.
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General Info tab

Field Description
Charge e Select this check box to enable subscription
Suspended charges for suspended customers (in this case,
Customers subscription fees are always fully applied

disregarding user status).

e Clear this check box only when applying
subscription charges for those days when the
customer wasn’t suspended. (Note that
customer’s invoice will contain a transaction for
the entire billing period subscription fee and a
transaction showing the compensation for those
days when the customer was suspended.)

For new subscriptions, the Charge Suspended
Customers option is off by default (so that subscription
charges will 7ot be applied for those days when services
were suspended).

Can Be Select this check box to assign the same subscription
Applied multiple times to one account.

More than

Once Note that you can use this option only when you are

adding a new subscription plan.

For new subscriptions, the Can Be Applied More than
Once option is off by default (so that subscription
charges will 7ot be applied multiple times for one
account).

Subscription | If the subscription is assigned to an account, this

Is Activated | parameter specifies the date upon which the
subscription charges will apply:

e At the given start date — The first billed day is
the subscription start date. The start date can be
specified for subscriptions assigned to a
customer or account directly. When assigned to
an account with the status Not Yet Active (i.c.
such an account has the activation date defined
as sometime in the future) via the main or add-
on product, the subscription will only start to be
charged after such accounts are activated.

e Upon the account’s first usage — Charges are
applied when the account is first used (e.g. a
user has made a first call).

Activation A one-time fee applied when the subscription is
Fee activated.
Minimum Time interval (in months) during which the subscription
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Subscription
Period

must remain uninterrupted so as to avoid penalties.

Early
Cancellation
Penalty

If the subscription is cancelled earlier than the minimum
subscription period a one-time fee is applied. The
following options are available:
e Fixed — A fixed charge is applied without taking
account of when the subscription was cancelled.
¢ Remaining subscription charges — The
charge will depend on the time when the
subscription was cancelled.

For example: a subscription plan has a $30
monthly subscription fee and a 12-month
minimum subscription period. A customer signs
up on September 10" and cancels the
subscription on October 1% (he has only used
the service for 20 days.) In this case, the
subscription will be charged for 11 months and
10 days, that is $30*11 + $30/30*10 = $330 +
$10 = $340.

Subscription
Charges
Applied

Defines the way subscription charges are applied to a
customer’s account:

e At the end of the billing period — The
customer is charged the full subscription fee at
the end of the billing period.

e DProgressively — A prorated service charge is
applied on a day-by-day basis, depending on the
time the service was used during this period.

For example, if the monthly subscription fee is
$9.99, a progressive charge of $0.33 will be
made daily, so that on the 10" day the
subscription charges will total $3.33.

e In advance — Subscription charges are applied
in a such way that when a billing period is
closed, the customer is charged for N
consecutive billing periods following the current
one.

For instance, if N is set to 2, and the customer
has a monthly billing period, subscription
charges for May and June will be made when the
April billing period is closed.

Periods In
Advance

Only available for subscription plans charged in
advance; specifies for how many periods advance
charges should be made.
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Round A pattern that defines the rounding of the amount

Charged charged for a billing period (e.g. when the monthly

Amount subscription amount is $10.00, but the service was only
used for 10 days, it is desirable to round the applicable
charge of $3.33333).

This pattern takes the form of XXX000. An X (to the
left) means that the digit(s) in this position will be left
unchanged, while a zero (to the right) means that this
position will be rounded off.

For example, XXXXX.XX000 means that the amount
will be rounded up two decimal places, so that 1.2345

becomes 1.24. Note that rounding off is always done

upwards.

Description | An extended description of this subscription plan.

Periodic Fee tab

Add Subscription Plan

» | il Save | [l Save&Close | ® Close ] Logout

Subscription Plan Name Equipment Rental Currency UsD - US Dollar

Subscription Plan Name
2 Administrator Onl;
visible to End User Equipment Rental Managed By Administrator Only

General Info | Periodic Fee | Promotional Periods | Taxation Info

Periodic Fee " |19.39 usp Show rates for | monthly ¥ | billing periods

Field Description
Periodic Fee | The value of the periodic fee that will be applied to the
customer while a subscription is active if no special
promotional fees or bulk discounts are defined.
Show rates Shows how the defined periodic fee will be applied to
for customers with a specific billing period (e.g. if a $10
periodic fee is defined for customers with a monthly
billing period, a $2.33333 periodic fee will be applied to
customers with the weekly billing period and so on.)

Promotional Periods tab

In this tab you may define specific fees for different promotional periods.
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Add Subscription Plan

[ (¥ Add | d Save | gl Save&Close | ® Close Objects P Logout

Subscription Plan Name Equipment Rental Currency usD - us Dollar M

Subscription Plan Name N P — -
visible to End User Equipment Rental Managed By Administrator only M

General Info | Periodic Fee | Promotional Periods ‘ Taxation Info

Edit Up/Down |Promotional Periods” |Fee, USD* Delete ~ SNOW rates for | monthly ¥ | billing periods
E| First & month(s) 1000000 [%]

Standard rate 19.99000 USD will apply after & month(s) of promotional period

Field Description

Promotional Periods | Promotion span — the number of billing periods
covered by this fee.

Fee Amount of the fee.

Show rates Shows how the defined promotional fee will be
applied to customers with a specific billing period
(e.g. if a $10 promotional fee is defined for
customers with a monthly billing period, a
$2.33333 promotional fee will be applied to
customers with a weekly billing period and so
on.)

After you have edited a specific row, click sl Save to confirm that you
have finished editing this row. (You still need to save the whole form —
use Il Save on the toolbar for this).

Note: You can change the order of the promotional periods by clicking = and =
arrows.

Taxation Info tab

Add Subscription Plan

[ 3 el save | [ Save&Close | % Close Objects P Logout

Subscription Plan Name Equipment Rental Currency UsD - us Dollar M

Subscription Plan Name . 8 ;
visible to End User Equipment Rental Managed By Administrator only v

General Info | Periodic Fee | Promotional Periods | Taxation Info

Taxation Method SureTax (US, Canada) v
Transaction Code

Activation

Cancellation

Usual

Field Description
Taxation Tax legislation may require that taxes be calculated
Method individually for different types of services (voice calls,

equipment rental costs, etc.). It can be done by means of
special taxation plug-ins. These plug-ins link each type of
fee to the relevant taxation rule via a tax code. Select
whether one of such taxation plug-ins is to be used for
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taxing this subscription plan.

e Sclect None if taxes are already included in the
subscription fees, or if the Custom taxation or
Fixed VAT Rate taxation methods are used for
taxing this subscription.

e Select EZtax (US, Canada) to use the external
taxation module from EZtax, Inc.

e Sclect SureTax (US, Canada) to use the
corresponding external taxation module.

e Sclect GST (Malaysia) to use the PortaBilling®
internal taxation plug-in that handles the
Malaysian goods and services tax.

Note that the corresponding taxation method must be
defined for a customer or for a customer class that will
use this subscription.

For more information about taxation plug-ins please see
the Processing Taxes section in the PortaBilling®
Administrator Guide.

EZtax (US, Canada)

Transaction / | Each subscription can include up to three separate fees:
Service an activation fee, a periodic fee and a cancellation fee.
Each fee may consist of charges for one or more
different services. It is the responsibility of the service
provider to describe the service bundles (i.e. which
services a subscription covers and in what proportion
subscription fees are distributed among these services) to
the tax company and acquire corresponding tax codes.

e Activation — Type the tax code associated with
services covered by a subscription activation fee
(e.g. 20 feet of cable cost, administrative costs).

e Cancellation — Type the tax code associated
with services covered by a subscription
cancellation fee (e.g. administrative costs).

e Usual — Type the tax code associated with
services covered by a periodic subscription fee
(e.g. SIP phone rent and voice calls).

SureTax (US, Canada)
Transaction For general information, see EZtax (US, Canada) section,
Code Transaction / Service description.

e Activation — Type the tax code associated with
services covered by a subscription activation fee
(e.g. 20 feet of cable cost, administrative costs).

e Cancellation — Type the tax code associated
with services covered by a subscription
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cancellation fee (e.g. administrative costs).

e Usual — Type the tax code associated with
services covered by a periodic subscription fee
(e.g. SIP phone rent and voice calls).

GST (Malaysia)

Tax Select the tax transaction code that indicates how services

Transaction | covered by this subscription are to be taxed.
Code

Multi-Months Discounts tab (only available for
Subscriptions charged in advance)

To improve your cash flow, you can now encourage your customers to
pay monies in advance by providing them with bulk discounts for
subscriptions that are charged in advance (e.g. “Pre-pay for 6 months and
get 20% off for Internet” or “Pay for 12 months and save $100 for
IPTV!).

An administrator can set the number of billing periods and choose a
discount value, which will either be a percentage (e.g. 20%), or a fixed
sum (e.g. $20).

Add Subscription Plan

[ 3 [ Add | @ Save | I Save&Close | ® Close P Logout
Subscription Plan Name Equipment Rental Currency USD - US Dollar v
3;?;;!{5‘2:1dl’£z:hme Equipment Rental Managed By Administrator Only R

General Info | Periodic Fee | Promotional Periods | Multi-Month Discounts | Taxation Info
Percentage
Fixed Amount
Edit months Standard Fee, USD | months Discount, % Discount Fee, USD / months  Delete
E & 119.94 USD /6 months. 15 101.949 USD /6 months. lz‘
E 12 239.88 USD / 12 months 25 179.91 USD / 12 months lz‘
Field Description
Discount Defines whether a discount is based on a percentage or on
type a fixed sum:

e DPercentage — The discount is provided as a
defined percentage, calculated from the standard
periodic fee.

¢ Fixed amount — The discount is provided for a
defined amount.

Months Shows the number of months this bulk discount applies
to.

Standard Shows the value of the standard periodic fee for the

Fee specified number of months.

Discount The percentage discount value. It must be numeric (with a
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period allowed, e.g. 33.3) in the 1-100 range. A 100%
discount means “free service.”

Discount Shows the auto-calculated fee value with the defined

Fee discount applied. If Fixed amount discount type is
selected, then specify the amount of the discount fee here.

Products

A product is a combination of services that you provide to a customer for
a price. For example, you decide to sell calling cards with 10 cents/minute
calls to the Czech Republic for calls to a local access number in New
York, and 15 cents/minute + 50-cent connection fee for calls to a toll-
free line. In this case, your product will include two types of service:

e access via the local New York number, and
e access via the toll-free line,

with price parameters associated with each service.

Rating entry is the main component of a product definition. It specifies
where your customers are allowed to use a service and how they should
be charged for it. Rating entry allows you to specify the following
parameters which define an access point:

1. The type of service provided.

2. The node on which the service is used. What exactly does “node”
mean in this context? If, for example, a customer calls to gateway
A, enters his PIN, and makes an outgoing call which is terminated
on gateway B, is he using a service on node A, node B, or both?
The correct answer is that the service is regarded as having been
provided at the point where authorization was performed. In this
example, since PIN authorization is performed on node A, it is
node A which must be listed in the rating entry.

3. A tariff with a complete set of rates. Thus it should include every
possible destination allowed by your customers’ service plan (e.g.
in the case of a telephony service, every destination to which you
want to let them call).

4. Identification of the access code (method) on that node. This
parameter allows you to use different rate plans for the same
service. For example, you may choose a rate plan according to the
PSTN access number (local or toll-free) that the customer has
dialed. Or you may use different rate plans for outgoing, incoming
and forwarded calls in your IP calls service. (While for services
such as prepaid cards the access code is a number, for other
services any string may be used, so long as it is one provided by
the application handling the call).
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5. Originating line information (this is applicable only to the voice
call service, where the call originates on the PSTN network). You
can separate rating entries based on originating line information
(e.g. whether the call was made from a home phone or a pay
phone). Make sure your telecom provider supplies you with this
information in the call setup.

6. A service consumption policy for suspended customers. For
example, you may want to allow such customers to continue
receiving incoming calls (since they are free.)

7. 'The rate match mode that allows you to rate calls based either on
their destination or on the caller’s number.

New Product
» | @ Close Objects *] Logout | B Leg
Kﬁ Product Name: * EasyCall
<

Product Name visible o o) residential
to End User. * :

Product Type: * Main Product
Add-on Product
Curreney: * USD - US Dollar -
Managed By Administrator Only hd

Included Services Service Configuration Usage Charges  Volume Discount  Recuming Charges  Additional info Notepad

Senvice type: Voica Calls N
System built-in services: ] Voice Calls

Service type: Data Service

System built-in services Data Service [KE] Data Service [MB]
Service type: Intemet Access

User-defined services Broadband

Service type: Quantity Based

System built-in services Quantity Based

Service type: Wi-Fi
System built-in services Wi-Fi -

The basic information for defining a product is as follows:

Field Description
Product The internal product name.
Name
Product A clear product name to be shown to end users on their
Name self-care interfaces (e.g. the internal product name is
Visible to “Phone Book” while the name visible to end users is
End User “Telefonbuch”).
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Product The product type can be the following:

Type e Main Product — A basic product that assigns all
the basic services that are available to your
customers.

¢ Add-on Product with precedence level —
An additional product by which you can
increase or limit the services provided to your
customers.

Add-on products have precedence over the main
product, so no matter what is defined within the main
product, it will be overridden by settings defined within
add-on products (this applies only to the options that
are supplied with add-on products).

In order to differentiate the add-on products there is
also a precedence level parameter for each add-on
product. If there are more than one add-on products
assigned to an account they will be sorted according to
the specified precedence level.

Managed By e Administrator only (default) means that this

product will be used for your direct customers
and is accessible only to your administrators.

e Sclect a PortaBilling® reseller to assign this

product for use by a particular reseller.
Currency The currency in which the product will be maintained.
To edit a currency, delete all rating entries for this
product.

Included Services Tab

You can define which service types are available for all accounts that this
product is assigned to.
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New Product
» | @ Close ‘Objects *] Logout | B Leg
@ Product Name: * EasyCall
A==

Product Name visible

to End User. * EasyCall residential

Product Type: * Main Product
Add-on Product

Curreney: * USD - US Dollar -
Managed By Administrator Only hd
Senvice type: Voica Calls N

System built-in services: ] Voice Calls

Service type: Data Service
System built-in services: || Data Service [KB] || Data Service [MB]

service type: Intemet Access
User-defined services | Broadband

Service type: Quantity Based
System built-in services: || Quantity Based

Service type: Wi-Fi
System built-in services: || Wi-Fi =

oo [ |

Service Configuration Tab

You can define the default values of service attributes for all accounts
which this product will be assigned to (naturally, you can override them at
the account level later on).

Edit Product "EasyCal
» | @ Close Rate Lookup Clone Objects *lll Logout | B Log
@ Product Name: * EasyCall
@’

Product Name visible

to End User. * ‘ EasyCal

Services T Voice Calls
— Voice Calls Fair Usage Policy -
Fraud Detection Feature Status Disabled -

| ing Call
neeming Lalls Feature can be edited by: | Administrators _| End-users

Qutgoing Calls

Call Recording
Feature Status. Disabled -
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Field | Description
The [oice Calls service type
Fair Usage To prevent fraud and service abuse of products that
Policy provide your customers with free calls, you may

define limits for simultaneous calls that can be
applied to all accounts with this product.

Feature Status

Select Enabled from the list to activate the Fair
Usage Policy feature.

Max number of
incoming calls

Allows only a specific number of concurrent
incoming calls for accounts with this product.

Max number of
outgoing calls

Allows only a specific number of concurrent
outgoing calls for accounts with this product.

Max number of
simultaneous
calls

Allows only a specific number of concurrent calls
(regardless of their type, such as incoming or
outgoing) for accounts with this product.

Max number of
forwarded calls

Allows only a specific number of concurrent
forwarded calls for accounts with this product.

Call Recording

Enables the recording of calls made or received

by this customet’s accounts. The user can start and
stop recording a specific phone conversation after it
has already started by using various phone controls.

Feature Status

Select Enabled from the list to activate the Call
Recording feature.

Auto Record
Outgoing Calls

Automatically records outgoing calls made

by this customer’s accounts. Note that calls made to a
voice mailbox to retrieve messages will not be auto-
recorded.

Auto Record
Incoming Calls

Automatically records calls received by this
customet’s accounts.

Auto Record
Redirected
Calls

Automatically records calls redirected by this
customer’s accounts.
Note that:

e Redirected (transferred or forwarded) calls are
only recorded if the XDR for this call is
created for the redirecting party.

e (Calls diverted to voicemail will not be auto-
recorded.

The Incoming Calls section

Unified
Messaging

Allows the account users with this product to access
the unified messaging system. See the PortaSIP Media
Server Administrator Guide for more details.

Feature Status

Select Enabled from the list to activate the Unified
Messaging feature.

Mailbox Limit,
MB

Allows you to define / change mailbox limit.

Fax-only mode

Allows you to configure accounts with this product
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as a dedicated fax machine.

¢ When the Fax-only mode is set to Yes
(e.g. for an account that represents a DID
number), every incoming call to this number
will be answered with “start fax” tones,
indicating that it will only receive fax
messages. Thus the phone line will serve as a
dedicated fax line, emulating the behavior of a
legacy fax machine.

e When the Fax-only mode is set to No, the
voicemail mode is enabled for the phone line
and allows a caller to leave a voice message
which can be listened to later.

Present Caller
Info

Display caller info on incoming calls.

Feature Status

Select Enabled from the list to activate the Present
Caller Info feature.

Call Waiting

This activates the Call Waiting functionality.

Feature Status

Select Enabled from the list to activate the Call
Waiting feature.

Caller ID
(CNAM)
Lookup

This option shows the actual name of the caller
retrieved from the database of the CNAM provider
for incoming calls.

Feature Status

Select Enabled from the list to activate the Caller
ID (CNAM) Lookup feature.

Call
Forwarding

Assigns call forwarding mode to the accounts with
this product.

Feature Status

e No Forwarding — Disables call forwarding
entirely.

e Follow-Me — Enables the standard follow-
me forwarding.

e Advanced Forwarding — Activates the
advanced call forwarding mode.

e Forward to SIP URI — Your customers can
enter a forwarding destination as a CLD@]IP.

e Simple Forwarding — Allows you to specify
a single phone number to which all calls will
be sent.
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Maximum
Forwards

Type the number of concurrently active forwarding
destinations allowed.

Please note that you do not have to limit the total
number of phone numbers entered, but rather the
number of phone numbers active at any given
moment of time.

For instance, a user may have a list of 20 numbers,
each active in its own time period, some temporarily
turned off, and so on. When call forwarding is done,
PortaBilling® will compute a list of numbers which
may be used at that moment, and choose only the
first N in the list, where N is the number specified in
Maximum Forwards.

This option is active only when call forwarding is
enabled.

Forward by
DTMF

This option is active only when one of the several call
forwarding modes is selected. It allows a user to use
DTMF tones to transfer calls forwarded to the user’s
mobile phone from the user’s IP Centrex extension,
and to stay on the line until the other party picks up.

Thus, if a user receives a call to his mobile phone and
needs to transfer it to his colleague at Extension
1002, he dials *661002#, and when his colleague
confirms that she is free to take the call, he hangs up.

Call Screening

Enables call screening / conditional call forwarding
features.

Feature Status

Select Enabled from the list to activate the Call
Screening feature.

Auto Attendant

Activates the auto attendant functionality for
accounts with this product.

Feature Status

Select Enabled from the list to activate the auto
attendant functionality.

The Outgoing Calls section

Individual
Routing Plan

This enables the selection of the routing plan to be
used for outgoing calls when the end user dials a
number without using a specific selection code.

Feature Status

Select Enabled from the list to activate the
Individual Routing Plan functionality.

Individual Select the required routing plan from the list.
Routing Plan
Eol Activates emergency services for accounts with this

product.

Feature Status

Select Enabled from the list to activate the E911
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feature.

Call via IVR

This feature enables calls to be processed in an
assigned IVR-capable voice application.

For example, the Pass-through IVR application plays
a “time left” warning when a specified number of
seconds is left — before the call is disconnected — or it
can announce the maximum allowed call duration to
the destination and then connect the call.

Feature Status

Select Enabled from the list to activate the Call via
IVR feature.

Voice
Application

If Call via IVR is enabled, select a voice application
for processing the calls. Typically this is a special
pass-through IVR application for voiceover
announcements during the call, but any standard IVR
application can be selected to intercept the outgoing
call.

Phone Book

Activates the Phone Book feature. This allows an
account user to maintain its own set of frequently
dialed numbers, assign speed dial codes to them and
define a list of favorite numbers.

Feature Status

Select Enabled from the list to activate the Phone
Book feature.

Speed Dial This enables the use of a speed dial code to call

Code favorite numbers.

Maximum The maximum allowed length (1-9) of speed dial

Speed Dial codes.

Length

Maximum You may allow an account user to define a list of

Favorite favorite numbers. This field specifies the maximum

Numbers amount of numbers that the account can mark as
favorites.

Favorite This defines the period in days during which the

Numbers favorite numbers cannot be changed. Thus when a

Locking new favorite number is added (or an existent one is

Interval changed) by an account user, the number will be

locked for a specified period of days. When this
period ends, the favorite number can be either
changed or deleted.
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Favorite This is a comma-separated list of patterns for
Numbers numbers which an account user can mark as
Allowed favorites. For example, to allow an account user to
Patterns mark Moscow, Russia destinations as favorites, input

“7495, 7499” here.

This field can contain the following special symbols:
e % — wildcard for any number of symbols,

and

e _ —cquivalent wildcard for one symbol.

If this field is empty, then any number can be marked

as a favorite.

Hide CLI This allows you to remove CLI (ANI) information

for outgoing calls.

Feature Status

Select Enabled from the list to activate the Hide
CLI feature.

Hide CLI by
Default

e No — Show caller ID by default.
e Yes — Hide caller ID by default.

Note that when making a call, you can dial the special
feature access code before dialing the phone number
to override the default setting.

For more information, please see the Feature Access
Codes table in the Dialing rules section of this guide.

Call Barring

Activates the Call Barring feature for accounts with
this product. Call barring allows your customers to
prohibit outgoing calls to specific destinations.

Feature Status

Select Enabled from the list to activate the Call
Barring feature.

CPS Limitation

This allows you to enforce the calls per second (CPS)
limitation. The CPS limitation defines how many
dialing attempts per second can be made by an
account with this product assigned.

Feature Status

Select Enabled from the list to activate the CPS
Limitation feature.

Allowed rate

Set the limit of dialing attempts per second for this
product. If the limit is exceeded, new dialing attempts
are blocked. The allowed values are from 1 to 1000.

The Internet Access service type

Access Policy

Allows to limit bandwidth according to the required
rule. For more information please see the Internet
Services section of this guide.

Feature Status

Select Enabled from the list to activate the Access
Policy feature.
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Intetnet Access
Policy

e Sclect the appropriate internet access policy
from the list, or

e Sclect None if you do not want to limit the
bandwidth on the account with this product.

Hotlining

Select Enabled if your NAS supports a hotline.

Feature Status

Select Enabled from the list to activate the
Hotlining feature.

Static IP

Select Enabled if you want to assign a static IP
address to accounts with this product.

Feature Status

Select Enabled from the list to activate the Static IP
feature.

Session Limit

Defines the maximum number of concurrent
sessions that can be initiated.

Feature Status

Select Enabled from the list to activate the Session
Limit feature.

Max Specity the maximum allowable number of
Simultaneous concurrent sessions (only available when the Session
Sessions Limit feature is enabled).
The IPT1” service type
Channel This feature defines a set of broadcast channels that
Package are available to accounts with this product.
Activation PIN | Specifies a numeric code to be entered from end
user’s STB (Set-Top Box) remote controller to
activate IPTV services.
The Wi-Fi service type
Limit Allows you to limit bandwidth for the accounts with
Bandwidth this product.

Feature Status

Select Enabled from the list to activate the Limit
Bandwidth feature.

Max Upload Specifies the maximum upload rate for the accounts
Rate with this product.

Max Download | Specifies the maximum download rate for the

Rate accounts with this product.

Fraud Detection section

Geo-IP Fraud Detection can be enabled for individual products, thereby
allowing IP verification to be performed on all accounts using this
product. This allows you to apply Geo-IP verification to specific business
and residential VoIP products, and skip it for other products (for
backward compatibility or simply because it does not fit the business
model, for instance, for a service similar to Skype, where users can register
and use the service anywhere in the world.)
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Edit Product "EasyCall"

to End User: *

Service Types

Included Services Service Configuration

Usage Charges

Fraud Detection

Volume Discount

Recurring Charges

» |l Save |l Save &Close (& Close Rate Lookup | [ Clone e Logout B Log
Product Name: * EasyCall
Product Name visible EasyCall

Additional info

Notepad

= Voice Calls
Outgoing Calls Geo-IP Fraud Detection
Fraud Detection Feature Status: Enabled -
Incoming Calls Feature can be edited by: /| Administrators End-users
Location change allowed every: 60 minutes
After passing screening VR, allow 10
normal calls for: minutes
Geo/Risk Profile: Business Customers -

Edit Geo/Risk Profile 'Business Customers'

» | e save | i Save&Close | ® Close ™l Logout | B Log

Name Business Customers * Description

Managed By Administrator Only -

No Restrictions @ Suspicious @ High-risk @

[ Select Al [ Select Al [# Select Al

»

Internal Network ALBANIA
ANGOLA
ARGENTINA
AZERBAIIAN

RUSSIAN FEDERATION

AFGHANISTAN

[

Not Applicable
ALAND ISLANDS:
ALGERIA
AMERICAN SAMOA
ANDORRA
ANGUILLA
ANTARCTICA.
ANTIGUA AND BARBUDA.
ARMENIA

ARUBA
AUSTRALIA
AUSTRIA

Anonymous Proxy
EGYPT

SOMALIA

SYRIA

AsialPacific Region

BAHAMAS

BAHRAIN

BANGLADESH

BARBADOS

BELARUS -

Note: Use Drag&Drop to move destinations around. Keep Cirl key pressed to select two or more destinations

Field
Feature Status

Description
Select Enabled if you want to apply IP verification
to be performed for all accounts using this product.

Location Allows the end user to change location once per
change allowed | specified time interval without inputting the PIN
every again.

After passing
screening IVR,
allow normal
calls for

Geo / Risk
Profile

Allows the end user to make calls for a specified
period of time after passing the screening IVR
without inputting the PIN again.

Choose a geo/ risk profile depending on the area
where you sell the service and what type of service it
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is. Click the rightmost down arrow to edit the chosen
profile.

To create a new Geo / Risk profile, choose Click
wizard icon to create ... from the list and click the
rightmost down arrow.

Usage Charges Tab

Rating list on Usage Charges tab defines where users of this product can
use the service, and how they will be charged for it.

Edit Product "EasycCall"

P Logout H Log

e Product Name: * EasyCall
Product Name visible EasyCall
to End User: *
Service Used At Charges Applied
Edit Log Delete
Node Access Code Service Tariff Ag":nnf.fge 4
Overdraft Protection: ~/
Add @ Help
Breakage: 0.00 usD

» | jd Save | [g] Save & Close | % Close Rate Lookup | ) Clone | & Objects P Logout B Log
(®: Product Name: * EasyCall
Product Name visible EasyCall
to End User: *
Service Used At Charges Applied
Edit Log Delete
Node Access Code Service Tariff Adc\g?ﬁc: d
Service type: Unknown
e [ PoraSIP - Voice Calls + | EasyCall outgoing - ‘ » x
Update Cancel
Overdraft Protection: +/
© Help
Breakage: 0.00 usD

> —
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Edit Product "EasyCall"

» | @ Save | [l Save &Close | @ Close Rate Lookup | [E Clone | ¢ Objects *J Logout B Log
" Product Name: * EasyCall
Product Name visible EasyCall
to End User: *
Service Used At Charges Applied
Bt oo Node Access Code Service Tariff Ag\ga':lr:::d pelete
Service type: Voice Calls
"4 (=] " Porasip Any code " Voice Calls . EasyCall outgoing » x
Overdraft Protection: +/
Addy [Eh:Help Breakage: 0.00 usb
B B
Field Description
Node The node on which the service is provided to the
end users.
Tariff A tariff is applied to end users to charge for the
provided service.
Access Code Identification of the access code (method) on that

node. This parameter allows you to use different
rate plans for the same service.

For example, you may choose a rate plan
according to the PSTN access number (local or
toll-free) that the customer has dialed. Or you
may use different rate plans for outgoing,
incoming and forwarded calls in your SIP calls
service using the OUTGOING, INCOMING
and FOLLOWME access codes, respectively.
(While for services such as prepaid cards the
access code is a number, for other services any
string may be used, so long as it is one provided
by the application handling the call).

Overdraft e Disabled — When the locking of funds is

Protection requested, this is done separately for each
session and does not affect other
sessions. Effectively, there are no
“locked” funds. For obvious reasons, it is
not recommended for general use.

e Enabled — Fund locking is done for all
account types.

Adpanced Config

Service Allowed to | This parameter allows / disallows end users to
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Suspended Users | use certain services when their accounts are
suspended:

e None — No services are provided to
suspended users.

e Zero Charged Only — Allows your
customers to continue using free services
during suspension periods. For example,
if their account is suspended and you
allow them to continue receiving
incoming calls (since they are free), select

this option.
Originating line This parameter allows accounts to be billed
information depending on where the call originates from.

Simply associate the corresponding tariff with any
OLI in Usage Charges. Please note that the
gateway should be configured to support OLIL.
Rate Match Mode | This parameter allows you to rate calls either
based on the destination or the caller’s number:
e Default — Rating based on the
destination number.
e Calling number — Allows the use of the
caller’s number to calculate billing charges
(e.g. for charging the owner of a toll-free
number for incoming calls).

Overdraft Protection
Remaining e When set to Positive amount available,
balance account should have some available funds
requirement to use the service, regardless of the

service itself being provided for free (e.g.
tree calls).

e Switching this option to Positive
amount greater than breakage allows
you to set the minimum available funds
required for using the service to the
product’s breakage value.

e The option No restriction allows a
session to start without first verifying the
account’s available funds.
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Lock at least Select this check box to set the funds for each
individual session to be locked when it reaches a
certain amount (effective only if the specified
amount is higher than the computed deposit
amount required for the session authorization).

If an account’s available funds fall below a certain
value, you can use this option together with the
Remaining balance requirement option to
restrict usage to only one session at a time (even
for free sessions), thus providing additional
overdraft protection.

Or you can use this option together with the
Each fund lock allocates no more than option
to provide additional protection for simultaneous
session use. (For example, select the Each fund
lock allocates no more than option from the
Lock at least list and more funds will be locked
without changing the sessions’ duration).

Limit maximum Select to reduce the funds to be locked for each
locked funds for individual session but does not restrict the
each session to session itself (effective only if the specified value

is lower than the computed funds required for
session authorization). This option weakens the
strictness of overdraft protection, so the user can
use funds above the limit to initiate several
simultaneous sessions.

You can use this option to fine tune the strictness
of overdraft protection for postpaid services
where a certain overdraft can be allowed. In this
case, the funds above the limit can be used for
several simultaneous sessions.
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Each fund lock In the case of a single session, this determines the
allocates no more | maximum amount of account funds to be used
than for the session, and in the case of dynamic

reauthorization, this determines the extension
(chunk) of already consumed funds. This option
limits the maximum amount of funds requested
by the NAS, thus allowing more strict protection.
It may be used for static authorization in order to
leave some account funds unlocked and
accommodate simultaneous usage of other
services.

If dynamic reauthorization is unavailable and
there is a big price difference in the tariff, this
option can’t be applied effectively (e.g. if this
option has low value, expensive calls would be
limited to very short durations; if it has high
value, cheap calls would be authorized with
overly long durations, unnecessarily blocking the
account from simultaneous usage). In this case,
you can use this option to fine tune the strictness
of overdraft protection.

Send alerts when Attempts to use the services simultaneously while
overdraft is all funds are locked by a session can signal a fraud
detected attempt (for services such as calling with prepaid

cards). This can be the result of inaccurate
overdraft protection constraints. Turn this option
on in order to receive real-time email alerts about
these attempts.

Tariff per access point

By default, you define different ways of charging for your service based
on the way the service is accessed (a combination of parameters such as
node, access code, etc.). For example, when a user calls your gateway via a
toll-free access number, a different (more expensive) tariff will be applied
than if he were calling via a local access number.

To add rating entry:

1. Click the B Add button to access the Add Usage Chatges page.
Choose a Service.
Choose a Node where the service will be provided.
Type in the Access Code value (if required).
In the Tariff list, you can choose a specific tariff that should be
applied to the customer.

ARl

e Tor the Voice Calls service type, you can also choose the
special entry Assign Tariff per Routing Plan, in order to
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define additional tariff — routing plan combinations. A
specific tariff will be applied based on which routing plan
was used for a particular call.

6. Configure overdraft protection for this product. Use the #
Advanced Config button to define the overdraft protection

settings.
7. Click the il Update button.

Assign tariffs per routing plan

For a voice call service, you can also choose to apply a different tariff
based on which routing plan (i.e. which set of vendors — cheaper or more
expensive ones) was used to terminate the call. Thus if a customer
chooses to use premium routes, he will be charged more, while if he uses
a routing plan that includes low-cost carriers, he will be charged less.

Edit Product "EasyCall"

» | @ Close Rate Lookup Clone Objects *l] Logout | B Log

Product Name: * EasyCall

Product Name visible
to End User: * BasyCall

Included Services Service Configuration UEELER® BTSN Volume Discount  Recurring Charges  Additional info Notepad
Service Used At Charges Applied
Edit | Log Delete
Node Access Code Service Tariff Ané:)anr;]:;d
Service type: Unknown
[ 74 & Anynode - Voice Calls - - ‘ » b4
o Assign Tariff per Routing Plan ‘ - -
EasyCall
Incoming
Premium
Prepaid Cards
@ Help Qver SIP Phone Subscribers -
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Switching from the “simple” use of one tariff for outgoing calls,

Assign Tariff to Routing Plans

Edit | Routing Plan Tariff Delete
I Al Available Routes ' Incoming b 4
"
Add
=

Assign Tariff to Routing Plans

Edit | Routing Plan Tariff Delete
[E Al Available Routes : Incoming x
B ’ EasyCall / EasyCall b4
174 " Premium " Premium x
Add

== > 8

regardless of the routing plan, is a step that requires attention to detail.
You are already able to assign any routing plan to any customer; and all
accounts will automatically be assigned the same routing plan that was

previously assigned to their customer. If the administrator now

reconfigures the product to use “tariff per routing plan”, but does not
take into consideration that some customers had a particular routing plan
assigned to them, and thus omits that routing plan from the rating list, an
unpleasant situation may arise. Now when a customer with an account
whose routing plan has been omitted tries to make a phone call without
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specifying a selection code, the call will be rejected, since the product’s
rating list effectively says: “We don’t want customers of this product to
use this routing plan!” In order to prevent this happening through an
operator error, PortaBilling® pre-populates the table for routing

plan / tariff mapping with @// the routing plans currently assigned to
accounts of this product. You then have a clear overview of all the routing
plans that are being used, and can decide which tariff should be applied to
each of them.

To edit the rating list:

1. Click the ¥ Edit button,
Choose the service, node, and tariff from the lists.
Type the access code value, if any.

Change the overdraft protection parameters, if necessary.
Click the bl Update button.

AN

Volume Discount Tab

Edit Product "EasyCall"

*I) Logout | B Log

'{r“} Product Name: * EasyCall

Product Name visible
EasyCall
to End User. * aeyta

Included Services  Service Configuration Usage Charges [WIIGERVELLILIEE Recurring Charges  Additional info  Notepad

Default Discount Plan none -

[ [E——
Field Description
Default Specifies a discount plan to be applied to all accounts by
Discount default.
Plan

If at the end of the usage period (e.g. at the end of the month) there is
unused traffic left (i.e. minutes, Internet traffic, messages, etc.), it can be
rolled over to the next usage period. For example, a customer has signed
up for 100 bundled monthly minutes of free calls to Canada. By the end
of the month, only 90 minutes have been used up. The 10 minutes
remaining are rolled over to the next month, so during the

next month 110 free minutes will be available for the customer.
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Please note that if you change the customer’s discount plan (e.g. change
an add-on product), then the unused minutes will transfer only if the new
discount plan has the same discount entry (same destination group,
service and thresholds).

Recurring Charges Tab

This tab allows you to define the subscription plan that is mandatory for
this product, so that this subscription will be automatically applied to
every account to which this product is assigned.

Edit Product "EasyCall"

Rate Lookup [ [ Clone o Logout

Product Name: * EasyCall

Product Name visible
1o End User. * EasyCal

Subscription EasyCall plus -
Conditions Fees Promations
Subseription Is Activated 1 Activation Fee 0.00 usp Promotional Pericds No

Minimum Subscription Period 0 Months Periodic Fee 10.00 USD) Monthly Multi-Periods Yes

Subscription Charges Applied In advance Cancellation Fee . Usp

fe=] e
Field Description
Subscription The name of the subscription plan.
Conditions This shows the main parameters of a subscription

plan. This field contains the information about
the activation period, minimum duration period
and charging pattern of a subscription plan.
Fees This shows an overview of the fees defined
within a subscription plan:

e Activation Fee — A one-time fee applied
when the subscription is activated

e DPeriodic Fee — Fees that are applied
while a subscription is active.

e Cancellation Fee — If the subscription is
cancelled before the end of the minimum
subscription period, a one-time fee is
applied.

Promotions This shows information about promotional

periods and discounts defined within a

subscription plan:

e Promotional Periods — Indicates if any
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promotional periods have been defined
within a subscription plan.

o  Multi-Periods — Indicates whether a
subscription plan contains bulk discounts.

To add a subscription plan to the product, choose the subscription plan
from the Subscription list. You will see brief information about this
subscription plan below. Click Next.

NOTE: To define a flat rate for provided service(s) and avoid discrepancies that may
arise between subscription plans with different configuration parameters — only one
subscription plan per product is allowed (for both main and add-on ones).

Additional Info tab

AEEREEREFDQ Edit Product "EasyCall"

» | @ Cose Rate Lookup Clone | 4] Objects *l Logout | Bl Log

@ Product Name: * EasyCall
&

Product Name visible
to End User * EasyCall

Included Services Service Configuration Usage Charges  Volume Discount BESTGLGER PG Additional info Notepad
Product Group:

Breakage: ==

- Create New
Account Default ACL. ire -
Group —

Descripticn visible to SMS Bundles
End User
Voice calls ( i

Info URL:

Description:

S [
Field Description
Product This option takes effect if the Allow Self-care Sign-up
Group option is enabled for add-on products.

e Select the product group an add-on product will
belong to. It is then reflected as a component of
the corresponding product group on the
account self-care interface.

e None — The product will not belong to any
group.

e Create New Group — When selected, an
additional field appears where you can specity
the name of a new group. This group will be
managed by the same entity as this product.
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Breakage

This value should be set by the administrator based on
the currency and minimum price per minute. It is used
in Account Management to obtain a summary of
“depleted” (practically unusable) accounts.

How it works: An account user could have a very small
balance, e.g. 0.015. This is not enough to make calls to
most destinations, except perhaps calls to technical
support and certain local calls. Thus, even though the
account’s balance is not yet zero, the account is basically
unusable (and the customer will probably never use it).
The administrator is interested in how many accounts
are in this state, i.e. how many accounts are depleted.

Account
Default ACL

Specifies an ACL to be assigned to new accounts
created with this product.

Allow Self-
care Sign-up

Takes effect only to add-on products. When enabled,
this allows end users to sign up for the add-on product
by themselves on their account self-care interface.

Description
visible to
End User

Description to be shown to end users on their account
self-care interface.

Info URL

URL to an external website describing product features.
Customers can access it by clicking on the Product
Info link in the main menu of their self-care interface.

Description

Product description.

Allowed With

Every add-on product has a list of allowable main products that are
compatible with it. On this page you can define this list.

Edit Product "Asia-100"

» | il save | [dl Save&Close | ® Close | [ Clone

*l Logout | B Log

Product Name: * Asia-100

Product Name visible
to End User: * Asia-100

Allow Name Description
Siptrunking
1 SmartCall

Smartnet Termination

Page 1 of1 C

Included Services RLLUGERGTELGDO I Allowed With Volume Discount Recurring Charges  Additional info Notepad

Displaying 1- 41 of 41

Rate Lookup

PortaBilling enables you to use the Rate Lookup feature, with which you
can easily view rate information for a tariff(s) of a particular product. To
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use this feature, click the Rate Lookup button on the Edit Product

page. Alternatively, you can click on the ] Rate Lookup icon next to
the product name on the Product Management page. Then on the
Product Rate Lookup page use search filters to display (a) specific
rate(s):

M Logout | B Log

L ]
Product Name: * SIP Subscribers ~

Product Name visible

SIP Subscrib
to End User: * ubseribers

LRSI Service configuration  Usage Charges  Volume Discount  Recurring Charges  Additional info  Notepad

Service type: Voice Calls

System built-in senvices: 1 Voice Calls

Senvice type: Data Senvice
System built-in services:  [[] Data Senice [KB] Data Senice [MB]

Senvice type: Internet Access
User-defined senices: Broadband

m

Senvice type: Quantity Based

System built-in senvices: Quantity Based

Senvice type: Wi-Fi

System built-in senvices: Wi-Fi

Senvice type: Dial-up Internet

System built-in senvices: Dial-up

Senvice type: Messaging Senvice

System built-in senvices: Messaging Service

2t Product "SIP Service' Rate Lookup
Tarift Search Country
»Ball [»] [Cey number | [_Prefix ] [ Gountry ] [ Description ] » ABCDEFGHIJKLMNOPQRSTUVWXYZ
.

Product 'SIP Service' Rate Lookup

» | ® close ») Logout
\d
1‘;.3« Search Country
» (a1 PR IE &y nurmber | [_Prefix | [_Gountry | [_Deseription | » ABCDEFGHIJKLMNOPQRSTUVYWXY2
J
Interval, sec. Price, USD/min
$7 Destination Country Description ~ Features Tariff
First  Hext First Hext
= UNITED STATES OF AMERICA 1 1 1.00000USD 11.00000 USD B8 S8 & SIP Senices

In addition to the mandatory rate information (e.g. Destination,
Country, Interval and Price) there may also be icons that indicate
features which have been applied to the rate, such as Maintenance Fee,
Surcharges, Payback Rate and Call Rate Formula (this indicates if the

rate uses a call rating formula). To get more information click the &]
icon.
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Product groups

When you provide various add-on products and allow end users to sign
up for add-ons via the account self-care interface, you may also want to
provide them with effective product management tools.

This can be done by organizing your add-on products in groups. After
add-on products have been assigned to a corresponding group by your
administrators or resellers, these products become available for end users
on the Products Configuration tab of the account self-care interface,

thus simplifying the product search and self sign-up for them.

Product Management

» | 3 add ProductGroups | ® Close | ¢f] Objects

* Logout | B Log

»

Managed By rNY -
w

Nﬁml

Calliff Cards

EasyLall

Franlg
Posliald services

Premyum_TV

SIP lubscribers

e e @ g

€

Type: ANY - Status:  ANY - Search:
Managed By Type Currency Description
Administrater Only Main uso
Administrator Only Main usb
Administrator Only Add-on uso
ABC Shuttle Ltd Main usp
Administrater Only Main usD
Administrator Only Main usb
c

Delete

Displaying 1- 13 0f 13

» | @ Add | ® Close | <f5 Objects

Product Groups

*] Logout | B Leg

Edit | Name T

% SMS Bundles
e ABC Shuttle Ltd
E  Intemet Access

g Voice Calls

Page 1 of 1

Managed By
Administrator Only

ABC Shutt Update Cancel
ABC Shuttle Ltd

Administrator Only

Delete
- X

Displaying 1-7 of 7

Field Description
Name The name of a product group.
Managed by | Specify the owner of a product group.

e Administrator only (default) means that this
group can be assigned to products provided to

direct customets.

e Seclect a particular reseller to hand this group

over to the resellet’s use.

Once the owner has been specified, it cannot be

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

163



Porta4Billing® Rating

| | changed. |

Clone product

Product configuration is an important step, since you need to specify all
the rating entries properly in order to ensure the correct functionality. To
minimize the amount of work required to create new products,
PortaBilling® allows you to create them as clones of existing ones. In this
case, PortaBilling® will copy all the tariffs used in an old product and
generate a replica of it. The new product will have exactly the same rating
entries, except that they will now refer to the newly created tariffs.
Administrators can clone all existing products within the environment,
while resellers are limited to cloning only those products they have access
to. Any modifications in the newly created product will not affect tariff or
rate data configuration within the old product. However, it is important
not to make changes in the old product while a new one is currently being
cloned.

To clone a specific product, click the "= Clone button on the toolbar on
the Edit Product page. Give the new product a name, then click the ldl
Save button.

*l] Logout

Product Narme: * SIP Subscribers ‘N

MMV ESTW IS Service configuration  Usage Charging ~ Volume Discount  Recurring Charging ~ Additional info  Notepad

Senice type: Voice Calls

>

System built-in services: " Vaice Calls

User-defined senices: Incoming Domestic International

Senvice type: Data Service
System built-in services Data Service [KB] Data Semice [MB]

Senice type: Internet Access

User-defined serices: " Intemet LTE Internet Access

Service type: Quantity Based
System built-in senices:  +7 Guantity Based

Senvice type: Wi-Fi
Systern built-in services: Wi-Fi

Senice type: Dial-up Internet

System built-in services Dial-up

Senice type: Messaging Service

System built-in serices:  + Messaging Service

Senice type: Conferencing

Syster built-in services:  + Conferencing v
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Clone Product [x]

Product Name: * SIP Subscribers (cloned)
Managed By: Administratar Only -
Default Discount Plan: EasyCall Ltd - Standard -

+ Clone All Tariffs

' Clone All Subscriptions

NOTE: Cloning may take a significant amount of time, depending on the amount of
data involved. The new product will appear in the product list only after the cloning is
complete.
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Representatives

You may need to track income associated with people with whom you
have a business relationship. These people may sometimes be employees,
while in other cases they are dealers, partners at a law firm, or
independent contractors.

NOTE: Representatives do not participate in billing or revenue sharing. They are listed
for information purposes only, as required when PortaBilling® is integrated into back-
office CRM for calculating commissions and the like.

Each sales representative is assigned initials. Their names and initials
appear on sales forms, allowing you to associate specific sales reps with
specific sales in order to track their income.

Add Representative

» | [ Save | [gl Save &Close | ® Close *l] Logout

B Representative Peter Smith = Currency |USD - US Dollar []"
" nitials Ps = Is mactive []
[ ]
m  Managed By Administrator only [»]
[ ]
[ ]
n Address Info | Additional info | Web Self-Care ‘
[ ]
n Tax 1D
=
[ ]
[
@& EH B Representative Management
[ [ Add | ® Close ¢ Logout | B Log
Wanaged By Search
e =
Initials  Name  Resellers Customers Distributors Currency E-mail  ManagedBy  Status Delete
PS PeterSmith L8 Lo usp Administrater only [

NOTE: Once a new representative is created, the Currency and Managed By
properties cannot be changed.

Distributors

The Distributor model is designed to expand sales activities by involving
extra agents and enlarging the point-of-sale network without significant
costs and risks.

The Distributor Management page shows the distributors currently in
the system.
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Distributor Management

» | @ add | ® close * Logout | B Log
Tvpe Customer Class Search P —
[Direct Distribators ) [t | | [Sear ) Seatch
xDRs n Subdistributor Customers Accounts Currency Balance Control Available Funds  Balance Credit Limit  E-Mail Status Delete
(D] John Barring LN 2 (] usp Postpaid - 50.00000 100.00000
9] Mary Distributar = L) & Postpald - 500000 10000000

Add a New Distributor

To add a new distributor to the system, click 1 Add to go to the Add
Distributor page.

Add Distributor

» Il Save | [gl Save & Close | % Close P Logout

Customer ID John Distributor Customer Class Defzult customer class -
Blocked 1} Currency USD - US Dollar -

Permanent Credit Limit

Address Info | Web self-Care | Additional Info | Life cycle | Payment Info

Default Sale Commission * 15 % Send statistics via email 2As defined by the Customer Cl:
Default Payment Commission* 12 % Invoice Template 23 defined by the Customer Cl: 4
Subscription Discount Rate 5 o% Send Invoices 2= defined by the Customer Cl: &
Representative oo Defined Invoice Number Sequence Default -

TaxID Suspend On Insufficient Funds For Subscriptions A= defined by the Customer Cl: 4

The following are associated with a distributor:
e Default Sales Commission (this is applied when an account is
created or a distributor is assigned);
e Default Payment Commission (this is applied when payment is
entered).

To save the new distributor, click el Save.

When a customer or account is created or activated under the distributor,
the distributor’s balance increases by the account’s balance, minus his
commission. For example, if the distributor’s commission percentage is
15% (default sales commission), and a new account with a $10 balance has
been created, then the distributor is charged $8.5 and has a $1.5 profit.
When the distributor applies payment of $10 towards an account, and his
payment commission is 10% (default payment commission), then the
distributor is charged $9 and has a $1 profit.

When the distributor makes a payment in favor of his customer, the batch
commission rate is used by default, except in the following cases:

e The batch has not been assigned a commission rate;
e The debit account does not belong to any batch.

In these cases, the distributot’s commission rate is used.
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The distributor will be charged:
e When he applies payment toward a customer or an account.

e When he is assigned to an active account.

e When an account to which he has been assigned is activated (or
when a new account is created in the active state).

To generate a batch of accounts, you can use the account generator and

assign the distributor to these accounts. The account generator only
permits the creation of an inactive debit when a distributor has been

selected.

Customer Management

On the Customer Management page, you can view a list of all registered
customers, or use search filters to display a specific set of customers only.

Filter value

Description

Direct Customers

Customers directly owned by your company
(who have a business relationship with you,
receive bills from you, and pay to your
accounts).

All Customers

All customers; this includes your own
customers and those of your resellers.

Subcustomers of

All subcustomers of a specific reseller.

Reseller NNN

Customers of All customers of a specific distributor.

Distributor NNN

Search Filter by name and contact details. When you
enter a value in the search field, all customers
who have the search string in their customer
name, company name, first / last name or
contact info (e.g. state, city, country, zip code,
phone, email, login) will be displayed.

Advanced Search Allows you to specify complex search

conditions (see more info below)

The following search filter is only available for Resellers:

All Resellers

| Only customers of the reseller type.

The following search filter is only available for Distributors:

All Distributors Only customers of the distributor type.
Distributors of All distributors of a specific reseller.
Reseller NNN

The page provides the following information and activities:
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@ E B

» | @ add | ® close

Customer Management
¢ Logout | B Log

Type Customer Class Search Advanced

[pizace Castonars ) [aare = | (Saaren ) Seareh
one 0 Aocouna Gurtoney Bolanca ontrol Ausabe Funde_Baanee_ Cred Lt Ema st delete
B esscaus @ ow  rosyan - acoooes 10000000
B sraca P ow posuan - oo 10000000
Column Description

xDRs Click the 2] View icon to go to the xDR view page.

ID The customer’s name.

Owned By The name of the reseller owning the customer (none
are displayed if the Direct Customers filter is
applied).

Accounts Click the P Accounts icon to go to the Account
Management page (for retail customers).

If there are no accounts under the customer, the
icon changes accordingly to &=!, so that you can
easily see this.

Currency The currency in which the customer’s account is

maintained and billed.

Balance Control

The customer category: either prepaid or postpaid,
depending on the way their balance is controlled.

Available Funds | The amount of available funds to spend on services
— is only shown for prepaid customers.
Balance The customer’s current balance — is only shown for

postpaid customers.

Available Funds

The amount of funds available for the user to spend
on services.

Credit Limit

The credit limit applicable to the customer’s account
(if any).

Balance The customet’s current balance.
E-mail Email contact for this customet.
Status The status of the customet’s account.

e The & Credit Exceeded icon will appear if
the customet’s credit has been exceeded.

e The @ Blocked icon means that all of this
customer’s accounts have been
administratively blocked. Note that
subscription fees still apply to blocked
customers, consequently they continue to
receive invoices.

o . .
e The % Suspended icon means all services
to this customer have been suspended

because of an overdue invoice.
|

e The # Closed icon means that this
customer was closed.
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e The % Frozen icon means that periodic
payments for this customer have been
suspended due to repeated errors (for
instance, the customer canceled his credit
card and did not enter the information for
his new card in PortaBilling®).

Click the ¥] Delete icon to remove the customer.
The delete icon will only appear if there are no
xDRs or accounts owned by the customer, or other
entities (products, tariffs, etc.) managed by the
customer.

Delete

Advanced Search

In advanced search mode, you can specify an unlimited number of search
conditions. Every condition applies to a particular field (e.g. customer’s
Z1IP code). Click [¥ Add a new search condition to add another

condition.

Customer Management

*l) Logout | B Log

[# Add a new search condition

Customer Class Search Back o
[se] [ 2are [w] simple search

Advanced Search Criteria

City

Name

xDRs

C
8] EasycallLid| e

I
2] smartcan

[+] (1= [v] [Hew vark &
K

]| z= ]

™ Begins with
ontains

Credit Limit Balance E-mail

100.00000 20.00000 admin@easyeall.com
100.00000 0.00000

Status Delete

ind:
s

Operation

Description

Is

The value of the field in the customer information
must match the search criteria exactly.

Begins with

The value of the field in the customer information
must start with the specified value (e.g. if you enter
the filter value “John”, customers with the names
“John” and “Johnny” will be selected).

Contains

The value of the field in the customer information
must contain the specified value somewhere (e.g. if
you enter the filter value “Eric,” customers with the
names “Eric,” “Erica,” “Maverick” and “American”
will be selected).

Ends with

The value of this customer information field must end
with the specified value (e.g. if you enter the filter
value “smith,” customers with the last names “Smith”
and “Hammersmith” will be selected).

Is empty

The corresponding field in the customer information
must be empty.
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All search operations are case-insensitive, so you can enter “Eric” as
a search criteria and even if the customer’s name was originally entered as
“eric” or “ERIC,” you will still see him in the list.

All conditions work in conjunction, so in the case of multiple search
criteria the customer’s record must satisfy all of them in order to appear in
the result list.

During a search operation using auxiliary fields (e.g. fax) or the “contains”

comparison, the database cannot use indexes. This will result in a full table
A scan, meaning an increased load on the server and a longer time to

produce the final result. Please avoid using such search operations if not

necessary.

By clicking Back to simple search you can switch the form to its original

mode.

Add / Edit Customer

To add a new customer manually, select 21 Add on the toolbar and then
(if a quick form selection dialog — select Manually at the bottom of the
list).

The Add Customer page allows you to define a new client entity within
PortaBilling®. The information on the top of the form is required.
Information on all the other tabs is optional, and need not be provided
when creating the customer. Once created, the customer cannot be
changed from a retailer to a reseller, or moved under another reseller.

Add Customer

> & save | [g) Save & Close | @ Close »] Logout

Customer ID |EasyCall Ltd ] Customer Class pefault customer class v
Blocked Balance Control Fostpaid v
Currency usD - us pollar v

Permanent Credit Limit

Address Info | Web Self-Care | Additional Info ‘ ufe(vcle| Payment Info | Volume Discounts | Service Configuration | Custom Fields

Company Name
Mr./Ms./.

First Name

M.

Last Name
Address

Province/State
Postal Code
City
Country/Region

Contact
Phone

Fax

Alt. Phone
Alt. Contact
E-Mail

BCC

Description

Field

Description

Customer ID

Defines the customer name as it will appear in the
PortaBilling® system. This is distinct from the
Company Name field in the Address Info tab.
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Blocked Blocks all of this customet’s accounts (l.e. if this is
checked, all of this customet’s accounts will become
unusable). Note that subscription fees still apply to
blocked customers, consequently they continue to
receive invoices.

Balance The customer category: either prepaid (a customer
Control who pays for services in advance) or postpaid.
Currency The currency must be specified by selecting it from the

list of available currencies. Once saved, the currency
cannot be changed.

Permanent If this field is left empty, there is no credit limit
Credit Limit defined for this customer; we strongly recommend
entering a value here. In the latter case, if Radius
authentication is enabled, calls that exceed the limit
will be denied (only for postpaid customers.)
Available The balance for this customer (only for prepaid
Funds customers.)

While consuming the service, the amount of funds
decreases. When it reaches zero value, no more
services can be used.

Customer The customer class assigned to this customer. In order
Class to change any parameters of the particular customer
class, click on the Customer Class link.

When adding a customer, be aware that if you select
a class with a defined currency, the Currency field will
show the corresponding value and this cannot be
modified; if the class without a predefined currency is
selected, then a list of currencies will be available.

When editing the customer, the Customer Class
field will only contain classes with the sawe currency, or
classes with no defined currency.

Address Info

The Address Info tab provides most of the commonly required contact
information. Also note that you may enable your account manager to
receive a copy of every email sent to the customer by entering account
manager’s email address in the BCC field.
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Edit Customer "EasyCall Ltd.'
& save | i Save&Close | ® Close | B xDRs | {if Batches | & Sites | @ Accounts | & E-PaymentsLog | [] Invoices
&> Change Status

*l Logout | B Leg

Customer ID Easycall Ltd.

Customer Class Default customer class o ~

Balance Control Postpaid
Balance 353.02000 USD

Current Credit Limit 1000.00000 USD

| Life Cycle ‘ Taxation | bb

d Dialing ‘

| Volume Di ‘ Notepad ‘ Service Configuration

J Address Info | Balance Adjustments | Web Self-Care ‘ Additional Info | Payment Info ‘ Balance & Credits | Extensions | Huntgroups

Company Name EasyCall Ltd.

WrMs i Mr. John Doe

First Name

Ml

Last Name

Country UNITED STATES OF RMERICA

Address Line 1

Address Line 2

City

Province/State Ch - Califormia -

Postal Code

Contact
Phane

Fax

Alt. Phone
Alt Contact
E-Mail

BCC

Description

notifications.

Balance Adjustments

Enter a customer’s mobile number in the Alt. Phone field to send SMS

The Balance Adjustments tab allows the administrator to correct a
customer’s balance (this tab is only available in Edit Customer mode).

Edit Customer "Easy Call Ltd."

el save ‘ le) Save & Close ‘ ® Close | E] xDRs ‘ {iit Batches ‘ a8 Sites ‘ 5 Accounts ‘ i E-Payments Log | O Invoices |
d’changesﬁms‘

*l Logout

Customer ID Ezsy call Ltd.

Customer Class pefault customer class v
Balance Control  Postpaid
Balance 0.00000 USD

Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation ‘ Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts | Notepad ‘ Service Configuration

Address Info | Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Payment Info ‘ Balance & Credits | Extensions | Huntgroups

Action No Action Action
A t No Action Description
moun vanual charge
vManual Credit Visible
E-Commerce Fayment Comment
E-Commerce Refund
Authorization only Internal
Capture Payment Comment
Promotional Credit
Rrefund
Field Description
Action °

Manual Charge — Use this transaction to
manually charge a customer for a specific
service they used; for instance, if you are
selling SIP phones to a customer. This
means the balance will be changed so that
the customer is able to make fewer calls.
Manual Credit — Use this transaction to
manually give compensation related to a
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specific service; for instance, if the
customer files a complaint and you agree to
give him credit toward future service use.
This means the balance will be changed so
that the customer is able to make more
calls.

e E-Commerce Payment — Use this
transaction to charge the customer’s credit
card and apply the amount to the
customer’s balance as payment.

e E-Commerce Refund — Use this
transaction to reverse a previous e-
commerce payment. It withdraws funds
from your company’s merchant account
and applies them as credit to the user’s
credit card. The amount is added to the
uset’s account balance.

e Authorization Only — Verifies that the
customer’s credit card is valid and reserves
a given amount. Returns a transaction ID to
be used in a Capture Payment transaction.
This does not affect the uset’s account
balance in PortaBilling® or his credit card
balance. Note: the transaction ID will be
written to the customer’s Notepad entry.

e Capture Payment — Charges the
customer’s credit card and applies the
amount to his balance as a payment
(decreases the postpaid customer’s balance
and increases the prepaid customer‘s
available funds). Requires a transaction ID
from the Authorization Only transaction.
The amount must be less than or equal to
the amount of the corresponding
Authorization Only transaction.

e Manual Payment — Use this transaction
when receiving a payment (e.g. cash or
check) directly from the customer. This
means the balance will be changed so that
the customer is able to make more calls.

¢ Promotional Credit — Use this transaction
to give the customer credit, for example, as
a sales promotion. The difference between
this and “Manual Credit” is that this
transaction applies to a special “Credits /
Promotions” service, and not to any actual
service. Basically, it provides some “virtual”
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funds to the customer for future use.

e Refund — Use this transaction to refund an
earlier payment received from the customer
(e.g. a check returned by the bank). This
means the balance will be changed so that
the customer is able to make fewer calls.

Service (only for

A service for which the manual charge / credit is

Manual charge and | made. The charged / credited amount will

Manual credit) be included in the selected service section on the
next invoice.

Amount Amount to charge / refund.

Card Security
Code (only for
E-Commerce
Payment,
E-Commerce Refund,
Authorization Only,
and Capture
Payment)

Type a card security code.

OBTH S43F 345 @

This option is available only when it is indicated
that a card security code is required for payments
via this processor. For more information see the
CC Security Code option description in the
Payments Systems section of this guide.

Tax Transaction
Code (only for
Mannal charges and
credits)

This is available for balance adjustments that are
performed for customers with an assigned EZtax
(formerly known as BillSoft) taxation plug-in. Here
you can select a specific tax type to assign to this
transaction, ensuring correct total tax calculations.

Date (only for
Mannal charge and
Manual credit)

A date associated with the manual charge / credit.
For example, you can specify a date for manual
credit action for when an item is credited.

Note that if the selected date falls within a previous
(closed) billing period the transaction will be
included in the next invoice.

Include into
Out-Of-Turn
Invoice (only for
Manual charge and
Manunal credit
transactions)

This allows you to include transactions on an out-
of-turn invoice to be issued on demand. You
should then generate the invoice with the requisite
transactions on the Out-Of-Turn Invoice page.

For example, if the end user visits your office to
buy a new IP phone, your clerk will locate the
account, issue an invoice covering the cost of the
phone, take the money for the phone and give the
phone and the invoice to the end user.

Transactions included in an out-of-turn invoice that
was generated on the Out-Of-Turn Invoice page
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won’t be reflected on the regular invoice issued at
the end of the billing period.

Transaction ID
(only for E-Commerce

The transaction ID obtained via the Authorization
Only transaction. This is required to use the

Refund and Capture | reserved earlier amount for a current transaction.

Payment)

Save Credit Card | Select this check box to apply a cardholder’s

information for information (with the exception of CVV) for future

future use payments.

Visible A comment on this transaction visible to the

Comment administrator as well as the customer, in the xDR
browser or on the invoice.

Internal An internal comment on this transaction; not

Comment visible in the xDR browser, and accessible only

from the database directly.

Additional Info

Edit Customer 'EasyCall Ltd."
B save ‘ &) Save & Close ‘ ® Close ‘ [E xDRs ‘ {iiit Batches ‘ 42 Sites ‘ &) Accounts ‘ [zl E-Payments Log ‘ [ Invoices ‘
&P Change Status ‘

¢l Logout | B Log

CustomerID EasycCall Ltd.

Customer Class Default customer class o =

Balance Control Postpaid
Balance 352.02000USD

Current Credit Limit 1000.00000 USD

Abbrevi

Life Cycle ‘ Taxation

iated Dialing ‘ Subscriptions

Volume Discounts | Notepad | Service Configuration

Address Info ‘ Balance Adjustments

‘ ‘Web Self-Care ‘ Additional Info ‘ Payment Info | Balance & Credits ‘ Extensions | Huntgroups

Auto-Provision DIDs via Batch
Bundle Promation None

Subscription Discount Rate

- Send statistics via email

2s defined by the Customer Cle

- Invoice Template Rs defined by the Customer Cls

% Send Invoices 2s defined by the Customer Cle

Distributor

Representative

Not Defined

Not Defined

Inveice Mumber Sequence Default

Suspend On Insufficient Funds For Subscriptions s defined by the Customer Cle

Use Hierarchy of Offices @]
TaxiD
Override Tarifis Enabled =
Field Description
Auto-Provision | This enables the customer to choose DID or toll-free
DIDs via Batch | numbers from the DID batch. You will charge the
customer for the allocated numbers according to the
prices specified in the assigned batch.
Bundle Bundle promotion to be applied to this customer.
Promotion
Subscription Amount of discount applied by default to all

Discount Rate

subscriptions of this customer (assigned either
directly to a customer or to one of his accounts).
Discount rate affects on/y the subscription’s periodic
fees.

Distributor

Assigns a distributor to this customer. See the
Distributors section for more information.
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Representative | Assigns a representative to this customer. See the
Representatives section for more information.

Use Hierarchy | This allows you to create two types of customers.

of Offices The first are Main Office (HQ) customers, the rest
are Branch Office (site) customers. Main Office
(HQ) and Branch Office (site) customers are
linked together into a group.

Main Office This defines the “main” customer in the group for

(HQ) which the basic service configuration is done. All
extensions and huntgroups added for this customer
become available for all of its Branch Office (site)
customers.

Branch Office | This defines the “subordinate” customer created

(site) under the Main Office (HQ) customer. This
customer inherits all of the main customer’s
extensions and huntgroups.

Tax ID Customer’s tax ID.

Override This defines whether the override tariff feature is

Tariffs enabled. Select the check box next to this field and

Enabled the Override Tariffs tab will appear.

Suspend On This option allows you to suspend a customer when

Insufficient his / her balance or available funds are insufficient to

Funds For cover subscription charges of subscriptions assigned

Subscriptions | to them.

e If set to Yes — customers who have
insufficient available funds are automatically
suspended. When they are suspended, they no
longer receive the service and therefore no
subscription charges are generated. As soon
as funds become available, the service is
resumed and new charges are generated.

e If set to No — the subscription’s full amount
will be charged regardless of the current
balance status. It may happen that a
customer’s balance exceeds the credit limit or
the amount of available funds (in this case the
negative value of available funds appears).
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Send Statistics

Defines what kind of xDR statistics should be

via email delivered to the customer by email:
e As defined by the Customer Class — Use
the settings for the customer class.
e Full Statistics — Send a .csv file with a
complete list of xDRs.
e Summary Only — Do not send a full list of
xDRs, only a brief summary
e Do Not Send — This option prevents the
delivery of event statistics to the customer via
email.
Invoice Defines the invoice template for this customer.
Template Choose As defined by the Customer Class in order

to apply the invoice template defined for this class,
and so avoid defining an invoice template for each

customer specifically. See the Templates section for
more information.

Send Invoices

Defines whether new invoices should be delivered to
the customer by email. As defined by the Customer
Class — Use the settings for the customer class.

Invoice
Number
Sequence

Select an invoice number sequence that will be used
for this customet:
e Default — The default numbering sequence
will be selected for this customet’s invoices.
e Individual for Envitonment — This
customer’s invoices will have globally sequenced
invoice numbering (throughout the
environment).
e Individual for Customer — This customer’s
invoices will have their own sequential
numbering.

Regarding statistics, the default choice is Full Statistics, whereby the
customer receives an email after the billing period has closed, including an
attached .csv file containing all the calls made by his accounts. If invoices
are generated for this customer and invoice delivery is enabled, an invoice
will also be attached to the email. The .csv file containing all the calls may
be rather large, so it is possible to use the Summary Only option. In this
case, the customer receives only a brief summary of calls by email. Finally,
it is possible to disable email statistics by choosing the Do Not Send
option. Note that these options only affect the delivery of xDR files by
email. The actual statistics files will always be generated and accessible for
download from the administrator interface or customer self-care interface.
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Balance & Credits

The Balance & Credits tab provides full information about the customer

balance.

Edit Customer "EasyCall Ltd."

& save | ) Save & Close | 5]

Close | [E] xDRs | {0t Batches | B Sites | (£ Accounts | 4] E-Payments Log | [ Invoices |

Credit Limit
(only for postpaid

customers)

» *f Logout B Log
« Change Status |
Customer D EasyCall Ltd. Customer Class Default customer class o =
Balance Control Postpaid
Balance 641.12000 USD
Current Credit Limit 900.00000 USD
Life Cycle Taxation Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts ‘ Notepad | Service Configuration ‘ Override Tariffs
Address Info | Balance Adjustments | Web Self-Care | Additional Info | Payment Info ‘ Balance & Credits | Auto-Payments ‘ Extensions | Huntgroups | Custom Fields|
Permanent Credit Limit 900.00000 usD Unallocated Payments 0.00000 USD
Temporary Credit Limit Increase UsD . Credit Limit Warning Threshold(s) usDh .
Valid Until F&] YYYY-MM-DD
HH24:MI:55
Maximum possible increase. 90 USD (or 10% over the Permanent
Credit Limit); Valid Untii: 2015-08-20
Credit Limit History
Previous Credit Limit, USD  Current Credit Limit, USD Valid Until user Y  Timestamp Comment
1000.00000 900.00000 notlimited by Date demo 2015-07-14 06:40:56  Credit Limit decreased
- 1000.00000 not limited by Date demo 2015-07-14 05:05:20  Credit Limit set
1200.00000 notlimited by Date demo 2015-07-14 05:05:00  Credit Limit deleted
1100.00000 1200.00000 2015-07-1500:00:00 demo 2015-07-14 04:57:20  Credit Limitincreased
1000.00000 1100.00000 2015-07-1500:00:00 demo 2015-07-14 04:54:16  Credit Limittemporarily increased
Permanent The credit limit value defined for a customer during

creation.

Temporary
Credit Limit
Increase (only
for postpaid

customers)

Here you can temporarily increase a customer’s credit
limit (the value should be defined either as an amount
or as a percentage of a positive Permanent Credit
Limit value).

Valid Until
(only for postpaid

customers)

Specify the date and time for when an increased credit
limit value will automatically be reverted to a
permanent state.

NOTE: The values for the Temporary Credit Limit and Valid
Until cannot be higher than the values provided in the
Maximum possible increase prompt.
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Low Funds / If a warning threshold is defined for a customer
Credit Limit balance and the customer balance reaches this value, a
Warning notification is sent to the customer.

Threshold
Depending on the customer balance model, warning
thresholds are known as Credit Limit Warning
Threshold for postpaid customers and Low Funds
Warning Threshold for prepaid customers.
For postpaid customers the balance warning threshold
is defined either as an amount or a percentage of a
positive Permanent Credit Limit value. For prepaid
customers, balance warning thresholds are defined
only as an amount of an Available Funds value.
To send customers multiple notifications, define
several balance warning thresholds as comma-
separated values.
Delay Sometimes it is necessary to delay a customer’s
Suspension suspension for several days (e.g. allow the customer to
Until (only for use the service over the weekend a/thongh the overdue
suspended invoice must be paid in full early Monday morning,
customers) without exception) so that the customer’s needs are
attended to. To delay the customer’s suspension select
the next date slated for automatic suspension if the
invoice remains unpaid.
Unallocated Unallocated payments show that the customer
Payments “overpaid” you sometime in the past, and are used to

correct the paid/unpaid status of future invoices.

NOTE: Unallocated payments do not represent a “cash
reserve.” When a payment is made, the amount is immediately
applied to the customer’s balance.

Credit Limit
History

This shows changes made to the customer’s credit
limit (e.g. increases, decreases, temporaty increases,
etc.).

Payment Info

The Payment Info tab shows customer payment information. On this
tab you can define the customer payment information: the preferred
payment method, credit card number, etc.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 181


javascript:PBCalendar('suspension_delay_date')�
javascript:PBCalendar('suspension_delay_date')�
javascript:PBCalendar('suspension_delay_date')�

Porta 4 Billing®

Participants

Edit Customer "JohnDoe’

& Save | [@ Save&Close | @ Close | [ xDRs | i} Batches | & Sites | (3 Accounts | A E-PaymentsLog | [ Invoices | ¢ Change Status

Ml Logout | B Log

Customer Class Default customer class v
Balance Control Postpaid
Balance 119.51000 USD

Current Credit Limit 1000.00000 USD

Dialing | ipti ‘ Volume Discounts ‘ Notepad ‘

Service Configuration

Balance Adjustments ‘ Web Self-Care

Huntgroups

Additional Info ‘ Payment Info ‘ Balance & Credits

Auto-Payments ‘ Extensions

Preferred Payment Method VISA v
119.51 USD

1198.51 USD

Credit Card No. |411 booooaxx 1111 Exp Date |1e ¥/ 2e23 ¥

| Same As Address Info |

Name on Card |John Doe

Country CANADA. v
Address Line 1 |Suite 408. 2963 Glen Drive

Address Line 2

City Coquitlam

Province/State | Bc - British columbia v

Postal Code V3B 2P7

Phone

»
Objects |
Customer ID 3chnDos
Life Cycle | Taxation ‘
Address Info
As of 2015-05-15
Qutstanding Balance
Overdue Balance

Description

Last Payment
received on

Displays the amount of the last payment received and
the date of its receipt.

Read-only field, visible only when at least one
payment is received from the customer.

Outstanding
Balance

Displays what a customer must pay to fully cover all
unpaid and partially paid invoices.

For example, a customer receives 3 invoices for the
amounts of $50, $35 and $40 and makes a payment
of $20.

The customer’s outstanding balance is now:

$50 + $35 + $40 - $20 = $105.

Read-only field.

Overdue
Balance

Displays a customer’s total overdue invoiced debt.

For example, a customer receives 4 invoices for the
amounts of:

$30 due date 2015-01-01,

$15 due date 2015-02-01,

$20 due date 2015-03-01,

$25 due date 2015-04-01,

and makes a payment of §$10.

Then on 2015-02-15, the customer’s overdue balance
is: $30 + $15 - $10 = $35.

Read-only field, visible only if at least one invoice isn’t
fully paid by the due date.
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How to set a preferred payment method

To set a preferred payment method, select it from the Preferred
Payment Method list, specify all the required payment data, and then
click Save.

How to remove a preferred payment method

To remove a preferred payment method, select Not Set from the
Preferred Payment Method list, and then click Save.

Field Description
Preferred One of the following options can be selected for a
Payment preferred payment method:
Method e Not Set

¢ American Express

e Bank account (eCheck)
e Cash

e Cheque

e Direct Debit NL

e Discover

e Maestro

e MasterCard

e VISA

Note that the number of options on this list may
change, depending on the payment system settings:
¢ Online methods (i.e. all except Cash, Check
and Not Set) appear on the list only when
there is a payment system configured to use
them. This system must also be configured to
maintain payments in the customer’s
currency.
e For some of the external payment processors,
the customer defines the preferred payment
method on the payment processor side.

Cash and Cheque are “virtual” methods; they do not allow e-commerce
transactions nor, consequently, running periodic payments.

Other fields of the Payment Info tab depend on the currently selected
preferred payment method and may vary accordingly.

NOTE: A preferred payment method configured for a reseller on the admin interface
doesn't apply to the reseller’s customers, subresellers, etc. Resellers must set up their
own payment systems and configure the preferred payment methods for their
subentities on the reseller self-care interface.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 183



Porta 4 Billing® Participants

Retention Restrictions

IMPORTANT! A merchant may not use account and transaction
information for any purpose other than assisting the completion of a
payment card transaction, or as specifically required by law. Merchants
may collect a payment card number and expiration date independently of

A a payment card transaction only with the express consent of the
cardholder. A merchant may only retain this information for the sole
purpose of facilitating future payment transactions. A merchant must not
provide this information to any other person, except for the sole purpose
of assisting the completion of a payment card transaction.

Web Self-Care

Edit Customer 'EasyCall Ltd."

i save | i Save&Close | ® Close | B xDRs | {f} Batches | d& Sites | &) Accounts | (@ E-Payments Log | [ Tnvoices |
- Pl Logout | B Log
> Change Status ‘
Customer ID EasyCall Ltd. N Customer Class Default customer class . =
Balance Control Postpaid
Balance 353.02000 USD
Current Credit Limit 1000.00000 USD
Life Cycle ‘ Taxation ‘ Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts | Notepad | Service Configuration
Address Info ‘ Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Payment Info | Balance & Credits ‘ Extensions | Huntgroups
Login easycalls Time Zone The same as billing time :
Password FEEEEEEE Web Interface Language Default Language -
Access Level Modified Retail Access -
Customer
‘Qutput Format
Date YYYY-MM-DD 2003-12-31 -
Time HH24:MI:55 User Defined -
Date & Time YYYY-MM-DD HH24:MI:55 User Defined -
Input Format
Date YYYY-MM-DD 2003-12-31 -
Time HH24:MI:SS User Defined -
. . .
Field Description
. . .
Login The customer self-care interface login.
Password The customer self-care interface password.

Click the Auto button to generate a random, hard-to-
guess password.

Access Access level assigned to the customer.
Level
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Access Web | The customer self-care interface login mode.

Self-Care as e C(lick Login to log in to the customer self-care

Customer interface. This button is visible only when the
defanlt ACL is assigned to a customer.

e C(lick Login with current ACL to log in with
the access level currently assigned to the
customer. This button is visible only when a zon-
defanlt ACL is assigned to a customer.

¢ C(lick Login with default ACL to log in with
customers’ default access level. This button is
visible only when a non-default ACL is assigned to
a customer.

Time Zone | Time zone for the customer self-care interface.

Web The display language for the customer self-care interface.

Interface

Language

Date & Time Format
PortaBilling® allows the administrator to define both input and output
date and time formats for each customer registered in the system.

By making changes to the date and / or time format on this page,
customers will be able to enter dates and times in the desired format
throughout the entire PortaBilling® customer self-care interface, on
invoices, etc.

See the User Management section for examples of date and time format
usage.

Auto-Payments

This tab is available only when a suitable payment processor is set up in
the system, and a customer has an online payment method configured as
their preferred one.

Auto payments can be set up for not external payment systems that:
e support tokenization for payment processing; or
e do not support tokenization and do not require the CVV code.

If the payment system is configured to use tokens for payments, this tab
appears only once a token has been returned by the payment processor
and saved by PortaBilling®. Since the payment processor returns a token
upon the first successful transaction with a new credit card (or other
supported payment method), at least one manual transaction must be
successfully completed for the Auto-payments tab to become available.
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For how to set up a payment system, please see the Payments chapter of
this guide.

For how to configure the preferred payment method for the customer on
the admin interface, please see the Payment Info tab description in this

guide.

Edit Customer 'John Doe’

= save | &) Save & Close | & Close | E xDRs | {iit Batches | 4B Sites | ) Accounts | ] E-Payments Log | [0 Invoices |

M) Logout | B Log
& Change Status |

Customer ID John Doe ° Customer Class Prepaid Customers -t

Balance Control Prepaid
Available Funds 1000.00000 USD

Life Cycle ‘ Taxation ‘ Abbreviated Dialing | Subscriptions ‘ Volume Discounts ‘ Notepad ‘ Service Configuration

Address Info | Balance Adjustments ‘ Web Self-Care | Additional Info | Payment Info | Balance & Credits | Aute y |

Charge Invoice Amount to Credit Card 2s defined by the Customer Class o
Pay 100 “when the balance drops below 10 “usb
Top Up Amount 100.00 USD
Applicable Taxes 20.00 USD
Total Charged Amount 120.00 USD

How to automatically charge a customer’s credit card for
Invoices
The Charge Invoice Amount to Credit Card list allows you to define

whether a customer’s credit card should be charged when the billing
period is closed.

How to automatically top up a customer’s balance via their
credit card

If you want to charge a customer’s credit card whenever his balance
crosses a specified threshold, select the When the balance exceeds (for
postpaid customers) or When the balance drops below (for prepaid
customers) check box, and when the customer’s balance crosses this

threshold their credit card will be charged for the amount specified in the
Pay field.

How to enable auto payments again if they were disabled by
the system

In case the auto payment functionality has been disabled by the system, a
corresponding message appears on the Auto-Payments tab.
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@ B8 Edit Customer 'IGUAZU CALLS'

» | @ save | il savesclose | ® Close | @ x0Rs | i Batches | & Sites | (3 Accounts | & E-Payments Log | [] Tnvoices | ¢ Change Status o Logout | B Log

Customer D rcuAzu catLs - CustomerClass ~ Defaulc cuscomer class o °

Balance Control  Postpaid
Balance 114.14000 USD
Current Credit Limit 20000.00000 USD

(e | o || ooy | e || ovrers | morares | oo || cosereees |

e e e e e ] -~ e

Charge Invoice Amountto Credit Card s defined by the Customer Class

The automatic payment below has been disabled because of payment errors.

Pay|10.00 “when the balance exceeds 20.00 “usp

Review the payment system and the customer’s preferred payment
method configuration, and then click the Enable it again button on the
Auto-Payments tab to re-enable auto payments.

Applying taxes for auto payments

For your prepaid customers and their debit accounts taxes can be
calculated and applied when their balance automatically tops up. For this,
you need to define the tax rate and enable the Apply taxes at the
moment of payment (for prepaid customers and debit accounts)
option for the customer class.

Edit Customer Class 'Prepaid Customers’

» | @ save | [ Saveslose | ® Close | 4 Objects o) Logout | B Log

Name Prapaid Customers ° Currency USD
Managed By Administrator Only

Coreratito | ovecs | Taravon | evteatons

Apply taxes at the moment of payment (for prepaid customers and debit accounts only)

ExemptFromTax [
VAT percentage 20 %
TaxxDR Per Senice

Only certain taxation plug-ins can be used (Custom taxation and Fixed
VAT Rate). Please see the Taxation tab subsection of the Customer Classes
section in this guide.

The tax amount is calculated based on the amount of the top-up and then
added to the payment sum. Upon successful payment processing, the
customet’s balance is topped up by the total charged amount excluding

tax.
Field Description
Top Up The exact amount that will be applied to a balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Total The amount that will be charged to the end user’s credit
Charged card.
Amount
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Service Configuration

Using this tab, the administrator can activate / deactivate various features
of the voice calls service provided to customers. Note that features are
defined per service hpe (the physical service provided to the user) rather
than per service (the name used in the billing configuration and “visible” to
the end user). Thus if you decide tomorrow to bundle your VoIP services
under a different name, and create a new service called “Internet
Telephony” rather than the old name, “Voice Call,” you do not actually
have to change the configuration settings for any of your customers.

i save | (2 Save&Close | ® Close | [ xDRs | i Batches | & Sites | ) Accounts | ) E-PaymentsLog | [] Invoices | ¢ Change Status Objects |

Edit Customer "JohnDoe’

*1 Logout | B Log

CustomerID JohnDos

Customer Class

Balance Control
Balance
Current Credit Limit 1000.00000 USD

Default customer class . °
Postpaid
172.50000 USD

‘Service Configuration |

Volume Discounts ‘ Notepad ‘

‘ Life Cycle ‘ Taxation ‘ Dialing

‘ Address Info ‘ Balance Adjustments ‘ Web Self-Care ‘ Additional Info | Payment Info | Balance & Credits ‘ v ‘ i ‘ |

Services Voice Calls

Voice Calls
Dialing Rules RTP Proxy
Fraud Detection RTP Proxy:
Outgaing Calls
Incoming Calls

9 / Legal Intercept

CLI Trust

‘

Accept Caller Identity:

Supply Caller Identity-

+ First Login Greeting
Limit Simultaneous Calls

Limit Simultaneous Calls:

Use Default

Favor Forwarder

No

The Services menu on the left allows you to select for which group of

service features you would

like to define parameters.

Field \ Description
The Vowe Calls section
RTP Proxy This specifies the RTP proxy policy for this customer.

For a description of possible values, refer to the Calls
to/from Vendor via SIP connections with Voice Calls
service type section.

Legal Intercept

Intercepts all incoming and outgoing calls of this
customer for law enforcement purposes.

Accept Caller .
Identity
[ ]
[ ]

Favor forwarder — Use the redirector-
provided ID for caller identification.

Caller only — Use the caller-provided ID for
caller identification.

None — Do not accept caller-provided ID
for caller identification.
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Supply Caller ®  Yes — Accept the remote network
Identity and maintain caller ID on outgoing headers
(even for private calls).
e No — Do not accept the remote network
and strip any private caller’s ID.
First Login When a new account (phone number) in this IP
Greeting Centrex environment is provisioned and registers for
the first time, call this phone back and play a pre-
recorded voice message confirming service activation,
giving information about various available options,
and so on.
Limit Engage real-time checks of the number of concurrent
simultaneous calls made by accounts that belong to this site. When
calls the specified number of concurrent calls has already

been established (calls are in the “connected” state)
and the account tries to place another call, that call will
be rejected.

Choose Customer’s default option to use the values
defined in the Default site.

Max number of
simultaneous
calls

Allow only a specific number of concurrent calls
(regardless of their type, such as incoming or
outgoing) for accounts at this site.

Max number of
incoming calls

Allow only a specific number of concurrent incoming
calls for accounts at this site.

Max number of
outgoing calls

Allow only a specific number of concurrent outgoing
calls for accounts at this site.

Max number of
forwarded calls

Allow only a specific number of concurrent forwarded
calls for accounts at this site.

Codec

Select a suitable codec connectivity profile that will be

connectivity used for bandwidth allocation calculation. Every new

profile call’s allocated bandwidth is calculated by considering
a negotiated codec and its parameters to enable full
use of the available bandwidth and block new calls if
no more bandwidth is available.

Max This allows you to configure the bandwidth utilization

bandwidth limitation to ensure that only an acceptable number of

calls are allowed, in order to avoid severe degradation
of the sound quality on calls in progress.

Max incoming

This allows you to configure the bandwidth utilization

bandwidth limitation for incoming calls.
Max outgoing | This allows you to configure the bandwidth utilization
bandwidth limitation for outgoing calls.
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Call Parking

o Select Enabled to activate this feature for the
customet.

o Select Disabled to make this feature
unavailable to the customer.

Park Prefix

The end user can dial this access code to park a call.
The default value is *70.

This access code is available only if call parking is
enabled for the customer.

Read-only field. For information about how to
configure Park Prefix, please see the Feature Access
Codes table in the Dialing rules section of this guide.

Release Prefix

The end user can dial this access code to retrieve
a call from the parked status.

The default value is *71.

This access code is available only if call parking is
enabled for the customer.

Read-only field. For information about how to
configure Release Prefix, please see the Feature Access
Codes table in the Dialing rules section of this guide.

Music On
Hold

Defines the music on hold to be used with the IP
Centrex environment.
o Select None to disable this feature.
o Select the music from the list.
e Select Upload New Music to upload your
own music. The Upload New Music dialog
box appears.

In the Upload New Music dialog box, select
a file on your local file system using the
Browse button. To rename the music, enter
the desired name in the Music Name field;

otherwise the local file name will be used.
Then click Upload.

The uploaded music will replace the previous
entry in the list, and is usually enabled within
10 minutes.

For a list of supported audio file formats, see the
Audio File Formats Supported by Music on Hold Feature
chapter.
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The Incoming Calls section

Sip Contact

Enable this feature to define the way a SIP device will
perform SIP registration to PortaSwitch®.

Deliver Define whether the IP PBX address for delivering
Incoming incoming calls is taken from the IP PBX registration
Calls To account or specified directly in the Static Address
field.
This shows the customer’s IP PBX registration
Account account.
This option is usually selected if a customer’s IP PBX
is located at a dynamic IP address and can register only
the main phone line (provisioned as the registration
account in PortaBilling®) on the PortaSIP® server.
Static Address | Enable this feature if the customer’s IP PBX can’t

perform SIP registration to PortaSwitch®.

Use Original
CLD

Specify the destination number that calls will be routed
to. If left blank, the number originally dialed will be
used as the destination number.

Host This contains valid IP address of customer’s IP PBX
(four numbers separated by points, e.g. 12.34.56.78).
Transport Select the transport protocol (either TCP or UDP) that

is used to deliver incoming calls.

Ext-to-Ext Call
Distinctive
Ring

For incoming calls from phones within the IP Centrex
environment, use a ring pattern different from the
default one.

User-managed
SIP addresses

Define to which external SIP proxies the customer can
forward calls using the SIP URI forward feature.

Addresses Type IP addresses or hostnames of external SIP
proxies here. Use one of the following formats:
e [P address
e IP address:port
e hostname
e hostname:port
Group Pickup | The Group Pickup feature enables members of the

same huntgroup to answer each other’s calls by dialing
a Group Pickup Prefix.

Note that group pickup must be enabled for the
particular huntgroup as well.
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Group Pickup | An end user can dial this access code to answer a call
Prefix arriving to the huntgroup that this member belongs to.

The default value is *40.
This access code is available only if group pickup is
enabled for the customer and for the huntgroup.
Read-only field. For information about how to
configure Group Pickup Prefix, please see the Feature
Access Codes table in the Dialing rules section of this
guide.
Endpoint This allows the end user to configure call redirection
Redirection on their SIP phones (if this feature is supported by the
SIP phone).
The Outgoing Calls section
Override Here you can set options that an end user may use for
Identity an identity. If an end user applies an identity that does
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not belong among the options permitted, it will be
replaced with an identity provided by an administrator.
PortaBilling® provides several options for overriding
identity information:

e Never — The caller’s identity information
supplied by the remote party will neither be
screened nor overridden. This implies that the
remote party is trusted and takes full
responsibility for the supplied display number
and display name.

e If Different From Account ID And
Aliases — The identity will be overridden if it
differs from the ID of the account that is
authorized for the call and any of the aliases
assigned to this account.

e If Different From All Customer Accounts —
The identity will be overridden if it doesn’t
match an account ID (or account alias) of any
account belonging to this customer.

e If Different From All Accounts In The
Specified Batch — An end user may only
specify an identity (account ID or account
alias) that belongs to his account’s batch. If a
specified identity does not belong to that
batch, it will be replaced with an identity
provided by an administrator.

e If Different From All Accounts in the
Specified Huntgroup — An end user may only
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specify an identity (account ID or account
alias) that belongs to his account’s huntgroup.
If a specified identity does not belong to the
huntgroup, it will be replaced with an identity
provided by an administrator.

e If Different From All Accounts in the
Specified Site — An end user may only specify
an identity (account ID or account alias) that
belongs to his account’s site. If a specified
identity does not belong to that site, it will be
replaced with an identity provided by an
administrator.

e Always — The identity value supplied by the
remote party will always be overridden. This
allows you to manually specify the display
number and / or the display name for an
account.

Batch This allows you to specify a batch (this field is only
available when If Different From All Accounts In
The Specified Batch has been selected).

Huntgroup This allows you to specify a huntgroup (this field is only
available when If Different From All Accounts In The
Specified Huntgroup is selected).

Site This allows you to specify a site (this field is only
available when If Different From All Accounts In The
Specified Site is selected).

Identity Here you can specify a default value that will replace
the account identity (or display number) when the
identity used for the call in the RPID / PAI headers
(or From header) is invalid. If not specified, the
account ID will be used instead.

Override This allows you to control the “Caller number” value

Display that will be placed in the From: header and typically

Number displayed on the called party’s phone display. The
possible values are:

e Never — The display number supplied by the
remote party is not restricted and therefore will
not be modified. This allows the remote IP
phone or IP PBX to supply any CLI / ANI
number.

e If Ruled Out By The Identity Constraint —
The validity of a display number supplied by a
remote party is verified according to a rule set
for identity. For example, when the If Different
From Account ID And Aliases option is selected
in the Override Identity list, and the display
number supplied by the remote party doesn’t
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match the ID of the account that is authorized
for the call or any of the aliases assigned to this
account, the display number will be
overridden.

e If Different From The Used Identity — The
display number supplied by the remote party
(in the From: header) will be overridden if it is
different from the used (already checked and /
ot overridden according to the Override
Identity constraint) caller identity.

e Always — The display number supplied by the
remote party will always be overridden. This
allows you to manually specify the display
number for an account.

Override This allows you to override the caller name used by
Display Name | the calling account. The possible values are:

e Never — The display name supplied by the
remote party is not restricted, therefore it will
not be modified. This allows the remote IP
phone or IP PBX to supply any display name

e Always — The display name supplied by the
remote party will always be overridden

Paging / This allows you to enable the intercom feature for
Intercom accounts under this customer.
Paging / Only appears if Paging / Intercom has been
Intercom activated; allows you to specify a key combination to
Prefix answer a call on someone else’s extension.

The Dialing Rules section
Dialing Rules | This permits you to enable / disable the dialing rules

for this customet.

Dialing Format

Select one of the existent dialing rule formats.

Translate CLI
on outgoing
calls

This permits you to translate the CLI number in
outgoing calls based on the selected dialing format.

Translate CLI
on incoming
calls

This permits you to translate the CLI number in
incoming calls based on the selected dialing format.

Abbreviated Dialing

Here the administrator may define a list of phone extensions for his IP
Centrex environment, plus create abbreviated dialing for external phone
numbers. The Abbreviated Dialing feature works with both SIP and
H.323, with adequate support from either the SIP Server or Cisco TCL

IVR.
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A PortaBilling® customer can set up dialing rules as an international
prefix, outside prefix, direct number (e.g. 911), or abbreviated dialing for
his accounts.

NOTE: To be able to add extensions / abbreviated numbers, you should enter the
maximum length of anticipated digits (e.g. 3 in the case of 123-like numbers) in the
Abbreviated Number Length field.

Edit Customer 'EasyCall Ltd."
[ Add | I save ‘ ol Save & Close | ® Close ‘ E xDRs ‘ {iit Batches | &% Sites ‘ ([ Accounts ‘ &l E-Payments Log ‘ 0 1nvoices |
& Change Status ‘ Objects ‘

*l] Logout | B Log

Customer D EasycCall Ltd. : Customer Class Defsult customer class 4
Balance Control  Fostpaid
Balance 353.02000 USD
Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation ‘ i Dialing ‘ ipti ‘ Volume Discounts | Notepad | Service Configuration
Address Info | Balance Adjustments | Web Self-Care | Additional Info | Payment Info | Balance & Credits ‘ Extensions | Huntgroups
Abbreviated Number Length 2
Edit  Abbreviated £* # 7o Dial Description SIP Delete
[El 188 12127770008 Amanda’s office Lynksys ™
= 189 12127770009 Andrew's IP Phone E

To add a new abbreviated dialing number, click the [ Add button and
enter the following information:

Field Description
Abbreviated # | The number the end user will dial on his phone
(extension number).
# to Dial The number that the call will be forwarded to. You
may enter the ID of one of the customet’s accounts or
any phone number. If you leave this field blank, then
the abbreviated number is considered to be a direct
number, or “dial as is.” This is useful for making sure
that special numbers (e.g. 112) are never converted by
other translation rules.

Note: Phone numbers must be entered in the E.164 format.

Description Description of this abbreviated number, e.g.
“Andrew’s IP phone.”
SIP If # to Dial represents the ID of one of the customer’s

accounts, you will see the SIP “lamp” icon here. It will
light up if the account is currently being used by a SIP
UA to register with the SIP server; otherwise it will be

gray.

Subscriptions tab

This tab displays the subscription plans currently applied to this customer.
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Edit Customer "EasyCall Ltd"

el Save&dlose | ® Close | B xDRs | il Batches | & Sites | () Accounts | 2 E-Payments Log | [ Invoices | G Change Status ) logout | B Log

HEEE]

CustomerD asycall Ltd - CustomerClass ~ Default cuscomer class o °
Balance Control  Postpaid
Balance 518.78134USD
Current Credit Limit 1000.00000 USD

e o || oo [l oo || oaes | oo | soeras |

e e e e e e e e

Activation Date  FinishDate _ Billed To

e Productsisut Fee, USD usp % YYYY-MBDD  YYYY-MM-DD YYYY-MM-DD

Subscription Plan Name visible to End User Close Delete

Pending Subscriptions

[5] Essvcallpius 50USD/10 months 50 USD/ 10 months 2016-1231 EasyCall plus ]
[5) Ik Advanced Package 467UsD 467USD 20 Advanced Package ]
Active Subscriptions

(3] Folowte 07usD 07UsD 201310100 > | 201509-05 Follow-He &

Closed Subscriptions

Subscriptions are divided into three groups:
e Pending Subscriptions — Subscriptions that are not yet active
(i.e. they will be activated sometime in the future).
e Active Subscriptions — Currently active (and billed) subscription
plans.

e Closed Subscriptions — Subscriptions that have already been
closed.

Subscription assigned to the customer becomes active at the date specified
in the Start Date field. Note that if the Start Date is set to
“immediately,” the subscription is activated within an hour after adding it.

For more information about subscription plan types and general settings
please refer to the Subscription Plans chapter of this guide.

How to add a subscription
To add a new subscription, click Add on the toolbar and fill in the
following fields:
e Product/Subscriptions — Select the preferred subscription plan
from the list.
e Discount Rate, % — Type the desired discount rate.

e Start Date — Type the desired subscription activation date in the
format “YYYY-MM-DD” (e.g. 2015-10-01), or click the Start
Date link in the column title to select the date in the Calendar
window. The default value is “immediately.”

e Finish Date — Type the subscription closing date in the format
“YYYY-MM-DD”(e.g. 2015-10-31), or click the Finish Date link
in the column title to select that date in the Calendar window.

e Subscription Plan Name visible to End User — If required,
specify the new subscription name that is displayed to the end
user. The default name is set within the subscription plan.
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For subscriptions with multiple prepay plans, also select which plans will
apply:
e From the Current Fee list, select the prepay plan for the current
period.
e From the Next Fee list, select the prepay plan that will be applied
once the prepay period for the plan specified in Current Fee runs
out.

Refer to the table at the end of this section for more detailed descriptions
of the fields.

How to edit a subscription

Only pending and active subscriptions can be edited. To edit a
subscription, click the Edit icon, make the desired changed, and then
click the Save icon.

How to delete a subscription

Only pending subscriptions can be deleted. To delete a subscription that
was mistakenly assigned to the customer, click the Delete icon in the
Delete column.

Field Description
Product/Subscriptions | The subscription plan name.

Click this link to open the corresponding
subscription plan.

Current Fee e For subscriptions with prepaid plans:
Shows the fee for the current prepay
period and the period duration.

e For subscriptions without prepay
plans: Shows the subscription fee for
the current billing period.

Next Fee e For subscriptions with prepaid plans:
Shows the prepaid plan that will be
applied once the prepay plan specified
in Current Fee expires.

e For subscriptions without prepay
plans: Shows the subscription fee that
will be applied to the customer for the
next billing period.

Discount Rate, % The discount rate applied to the periodic fees

for this subscription.
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If you leave this field empty, the discount rate
defined in the customet’s information (see
the Additional Info tab of the Edit
Customer page) will be applied.

Any value you enter will override the default
customer discount rate. Entering 0 means no
discount (i.e. the rate defined in the
subscription plan is applied).

Start Date

This field is visible only when you add a new
subscription.

The desired subscription activation date:
immediately, or sometime in the future.

Activation Date

Displays the date when the subscription is
activated.

Click the Show More button to see the

subscription start date.

Finish Date

e TFor pending and active subscriptions:
The date when this subscription will
automatically be closed.

e Tor closed subscriptions: The date
when the subscription has been
closed.

Billed To

Shows the date until which subscription
charges have already been applied.

Subscription Plan

The subscription plan name as the end user

Name Visible to End sees it on their self-care interfaces and
User invoices.
Close Click the IE' Close icon to close the

subscription. This icon is available only for
optional active subscriptions.
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Volume Discounts

Edit Customer 'EasyCall Ltd."
@ save | [2 save&Close | @ Close | Bl xDRs | i Batches | & Sites | & Accounts | @ E-PaymentsLog | [ Tnvoices |
& Change Status | Objects ‘

¥l Logout | B

Log

Customer ID EssyCall Ltd. N Customer Class Default customer class o =
Balance Control Postpaid
Balance 352.02000 USD
Current Credit Limit 1000.00000 USD

Life Cycle | Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Volume Discounts | Hotepad ‘ Service Configuration

Address Info | Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Payment Info ‘ Balance & Credits | Extensions | Huntgroups

Discount Plan: EasyCall - Standard

Show not active and used up Discount Plans

Combined Discounts
Destination | Volume

Discount Plans

Expiration

H=nn) Group t Discount Plan | Precedence 4 Peak Discount Previous Used Current
Level T Threshold Threshold
= Voice Calls
@ EUROPE [ Easycall - Customer Individual Plan 100% 0uUsD 0.00 USD 358U8D 22 days
@ USA&Ca E] EasyCall - Customer Individual Plan 100% 0 minute 0 minute 143 minute 22 days

Discount Level

Volume Discount S ombig
recedence 4 . xpiration | wil er
= o Pomk s Dot | e uced oty | T o
= Active Discount Plans
EasyCall - Standard Customer Individual .. 100% QUSD 0.00 USD 3.58 USD 22 days After reachin...
EaszyCall - Standard Customer Individual - 0% 0USD 0.00 USD 1429 USD 22 days After reachin.
EasyCall - Standard Customer Individual - 10% 0UsSD NaN% Unlimited 22 days After reachin..
Discount Permits the selection of which discount plan to be used
Plan with this customer.
History Opens a dialog box that shows extended information

about the discount plan.

Destination | Destination groups included in the customer’s volume

Group discount plan.

Service Shows the service type for which the discount is valid.
Volume The name of the active volume discount plan that applies
Discount to this customer.

Plan

Precedence | This is the priority level for the current discount plan

that specifies the order in which certain discounts are to
be applied. Discounts with high priority take precedence
over discounts with low priority.
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Peak Level | The empty field indicates that the discount is provided
regardless of whether the service is used during peak or
off-peak periods. Otherwise, this column contains the
period names.

Discount The value of the discount currently applied to the
customet.

Previous The threshold value for the last used discount level.

Threshold

Used Shows the current value of both consumed and

remaining discount volume (in minutes or funds). The

progress bar graphically reflects how much of the

discounted service has been consumed.

Current The threshold value for the currently used discount

Threshold level. When a customer’s internal counter reaches this

value, the next level discount will start being applied

according to the discount scheme.

Expiration Shows the time left for the discount to be reapplied to

the customer.

If Never is defined, it means that this discount is for

one-time use and will not be reapplied to the customer.
Fields below are only available in the Discount History dialog box

Status The current status of the discount plan:

e Active Discount Plans — Are the discount plans
currently in use.

e Used in Full — Are the discount plans that have
been used up.

e Not Yet Active — Are currently inactive
discount plans.

Combine Shows the way this discount plan is combined with other
With Other | discount plans that apply to a session.
Discounts

If at the end of the usage period (e.g. at the end of the month) there is
unused traffic left (i.e. minutes, Internet traffic, messages, etc.), it can be
rolled over to the next usage period. For example, a customer has signed
up for 100 bundled monthly minutes of free calls to Canada. By the end
of the month, only 90 minutes have been used up. The 10 minutes
remaining are rolled over to the next month, so during the

next month 110 free minutes will be available for the customer.

Please note that if you change the customer’s discount plan (e.g. change
an add-on product), then the unused minutes will transfer only if the new
discount plan has the same discount entry (same destination group,
service and thresholds.)

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 2““



Portal4Billing® Participants

Taxation

The Taxation tab permits the application of different taxation methods
for provided services, including complex post-processing plug-ins.

| B B & Edit Customer 'Easy Call Ltd.’

= save ‘ &) Save & Close ‘ ® Close | E xDRs ‘ Jii} Batches ‘ B Sites ‘ &) Accounts ‘ = E-Payments Log | O Invoices |
P Change Status ‘

P Logout B Log

Customer ID [Eszy Call Ltd. Customer Class. Default customer class v
Balance Centrol Postpaid
Balance 0.00000 USD
Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation Abbreviated Dialing Subscriptions Volume Discounts

Notepad ‘ Service Configuration

Address Info Web Self-Care | Additional Info

Balance Adjustments

Balance & Credits | Extensions

Payment Info Huntgroups

Taxation Method [ as defined by the Customer cli ¥
As defined by the Customer Class
Tax Included into the Rate
EzTax (Us, Canada)

SureTax (US, Canada)
Fixed VAT Rate
Custom taxation
65T (Malaysia)

Field Description
Taxation e As defined by the Customer Class — Select
Method this option to apply the taxation method

defined in the customer class.

e Tax Included into the Rate — Select this
method when the rates from the customer’s
tariff include all required taxes. This method is
ideal for prepaid services. Since every xDR
produced contains a tax amount, charges and
taxes are debited from the customert’s balance
immediately after the service is rendered. This
is also convenient for European countries,
where customers are used to seeing all prices
as “final.”

e EZtax (US, Canada) — Select this method to
use the EZtax plug-in. EZtax is a software
vendor that has US tax information in their
library, in conjunction with PortaBilling. This
ensures that proper tax calculation is applied
to American and Canadian customers.

e SureTax (US, Canada) — Select this method
to tax voice call services and subscriptions in
the US and Canada. SureTax is another
taxation system that allows you to accurately
and easily calculate taxes for your US and
Canadian customers.

e Fixed VAT Rate — Select this method when
you need to specify a certain percentage of
value-added tax.

e Custom taxation — This taxation plug-in is
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similar to VAT, but allows you to specify
more than one tax and rate.

NOTE: This option is only visible if at least one custom tax
is defined on the Custom Taxes page.

e GST (Malaysia) — This plug-in handles the
goods and services tax (GST) that was
implemented in Malaysia in April 2015.

EZtax (US, Canada)

&

Edit Customer "Easy Call Ltd."

= save ‘ &) Save & Close ‘ ® Close | E xDRs ‘ Jii} Batches ‘ B Sites ‘ &) Accounts ‘ 4] E-Payments Log | =] lnvoioﬁl
@changesms‘

) Logout | B Log

Customer ID [Easy Call Ltd. Customer Class Default customer class v
Balance Control Postpaid
Balance 0.00000 USD
Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation ‘ Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts | Notepad ‘ Service Configuration

Address Info ‘ Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Payment Info ‘ Balance & Credits | Extensions | Huntgroups

Taxation Method | EZ7ax (US, Canada) v

Type Default ®' Business Residential
Incorporated City Area @ Default Inside Outside
Taxation Mode ® Non-switthed Switched

¥ Federal Taxes
State Taxes
County Taxes
Local Taxes

Exempt From

Field Description

Type This field is used to specify the type of customer
involved in the transaction:
e Default — Select this to apply customer class
settings.
e Business — Select this when a customer pays
taxes as a legal entity.
e Residential — Select this when a customer
pays taxes as a private individual.

Incorporated | This is used to specify whether a customer is inside or
City Area outside of an incorporated area that is designated as
their location.
e Default — Select this to apply customer class
settings.
e Inside — The customer is inside of an
incorporated area designated as their location.
e Outside — The customer is outside of an
incorporated area designated as their location.

NOTE: Inner city tax jurisdictions are often based on
postal code groupings. EZtax offers a service to define
the correct US Post Office postal code using the
customer's entire address.
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Taxation
Mode

This defines the taxation mode that helps apply
relevant taxes for wide scale service.

Non-switched — Taxation is applied based on
the number of lines the customer uses.
Switched — Taxation is applied based on the
number of trunks, extensions and outbound
channels that the customer uses. All of them
may work in conjunction.

Exempt From

This designates which jurisdictional level of taxes are 7ot
applied to the customer:

Federal Taxes — Taxes at the federal level are
not applied.

State Taxes — Taxes at the state level are not
applied.

County Taxes — Taxes at the county level are
not applied.

Local Taxes — Taxes at the local level are not

applied.

SureTax (US, Canada)

BB

Edit Customer 'Easy Call Ltd."
| @ save ‘ [ Save &Close ‘ ® Close | E xDRs ‘ it Batches ‘ a8 Sites ‘ (&) Accounts ‘ & E-Payments Log | [ Invoices | & Change Status ¢ Logout | B Log

Customer ID Ezsy Call Ltd.

Customer Class pefault custoner class ¥
Balance Control Postpaid

Balance 69.41000 USD

Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation ‘

Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts | Trouble Tickets ‘ Notepad | Service Configuration

Address Info | Balance Adjustments | Web Self-Care | Additional Info ‘ Payment Info | Balance & Credits ‘ ¥ ‘ i ‘ Custom Fields

Sales Type Business

Decimal Digits | 2 v

Tax Exemption

Taxation Method | SureTax (US, Canada)

Summary Type | suemary by Federal, State and Local Taxes ¥

Note: No tax exemptions apply

Field

Description

Sales Type

This field is used to specify the type of customer
involved in the transaction:

As defined by the Customer Class — Select
this to apply customer class settings.
Business — Select this when a customer pays
taxes as a legal entity.

Industrial — Select this when transactions are
made at an industrial business.

Lifeline — Select this when transactions are
made by a customer granted a subsidy.

Residential — Select this when a customer
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pays taxes as a private individual.
Summary e Default — Select this to apply customer class
Type settings.
e No Summary — Select this to separately
display federal, state and local taxes.
e Summary by Federal, State and Local
Taxes — Select this to display federal, state
and local taxes summarized.
Decimal Define number of decimal digits for rounding the
Digits taxes.
Tax Select this check box to relieve a customer from taxes
Exemption related to particular service categories. To define the
categories, move them from the Available list to the
Included list.
NOTE: The Available and Included lists are only
visible when the check box is selected.
Fixed VAT Rate

Edit Customer 'Easy Call Ltd."

» | @ save | @ save&close | @ Close | B #DRs | il Batches | o Sites | {5 Accounts | @ E-PaymentsLog | [] Invoices | ¢ Change Status | | M Logout | Bl Log

Customer ID Ezsy call Ltd.

Customer Class pefault customer class v

Balance Control Postpaid
Balance 69.41000 USD

Current Credit Limit 1000.00000 USD

reerae | wcten oo | Do L | oo | e
e e e e e e e [ e s
ToxationMetnod(Fied s s .

A ——
VaTperceriage [z *
ToxxOR PerSenvs
Field Description
Exempt From | This defines whether customer is relieved from taxes:
Tax e Default — Select this to apply customer class
settings.
e  Yes — Select this if the customer is not obliged
to pay this tax.
e No — Select this to enable the usage of the
Fixed VAT Rate taxation method.

VAT Specity a certain percentage of value-added tax.

percentage

Tax xDR Per | Select this check box to produce tax xDRs for each

Service service separately.
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Custom taxation

Edit Customer 'Easy Call Ltd."
» | @ save | @ savesclose | ® Close | B #DRs | il Batches | o Sites | ) Accounts | & E-PaymentsLog | [] Invoices | ¢ Change Status | | [ Logout | Bl Log

Customer ID [Easy Call Ltd. Customer Class Default customer class v
Balance Centrol Postpaid
Balance 6941000 USD
Current Credit Limit 100000000 USD

Life Cycle ‘ Taxation ‘ i Dialing ‘ ipti ‘ Volume Discounts | Trouble Tickets ‘ Notepad | Service Configuration

Address Info | Balance Adjustments | Web Self-Care | Additional Info ‘ Payment Info | Balance & Credits ‘ Auto-Payments ‘ Extensions ‘ Huntgroups | Custom Fields

Taxation Method | custom taxation v
Apply Name Tax rate (%) Applied to
« FUSF 1230 Usage Charges Only

GCT 25.00 All Recurring Charges

Field Description

Apply Select the check box to apply the tax listed in this row.
NOTE: You can adjust custom tax rates on the Custom
taxation page of the main menu.

Name The descriptive name of the tax in the system (will
be present in xDRs and in taxation configuration).
Tax rate (%) A percentage value for this tax.

Applied to This field shows which services this tax is applied to.
Here select one of the available options:
e Usage Charges Only — All charges except
for subscriptions and credits / adjustments.
e All Charges — Applied to all charges including
subscriptions and credits / adjustments.
e All Recurring Charges — Applied only to
subscriptions.

GST (Malaysia)

Edit Customer 'Easy Call Ltd."
» | @ save | @ savesclose | ® Close | B #DRs | il Batches | o Sites | ) Accounts | & E-PaymentsLog | [] Invoices | ¢ Change Status | | [ Logout | Bl Log

Customer ID Easy Call Ltd. Customer Class pefault customer class v
Balance Control Postpaid
Balance 69.41000 USD
Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation ‘ iated Dialing ‘ ipti ‘ Volume Discounts | Trouble Tickets ‘ Notepad Service Configuration
Address Info | Balance Adjustments | Web Self-Care | Additional Info ‘ Payment Info | Balance & Credits ‘ y ‘ i ‘ Custom Fields
Taxation Method | &sT (Malaysia) v

Relief Certificate  |certificate_code

Expiration Date  |2018-07-17 =
Fhone Device Charges
ATA Device Charges

Goods IAD Device Charges
PEX Device Charges

Field Description
Relief By default, the GST plug-in applies a 6% goods and
Certificate services tax. If you have a relief certificate code that
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applies 0% tax for goods, specify the code in this field.
Expiration Indicate when the relief certificate expires.
Date
Goods Select the goods that fall under the relief certificate
with 0% tax.
Life Cycle

=

Edit Customer 'EasyCall Ltd."

i save | i Save&Close | ® Close | [ xDRs | i Batches | & Sites | [ Accounts | @ E-Payments Log | [] Invoices
> Change Status ‘

Pl Logout | B Log

CustomerID EssycCall Ltd.

Customer Class Default customer class o =

Balance Control Postpaid
Balance 352.02000 USD

Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation

Abbreviated Dialing ‘

‘ Volume Dis t: | Notepad | Service Configuration

Address Info ‘ Balance Adjustments ‘ Web Self-Care

Additional Info

Payment Info | Balance & Credits ‘ Extensions | Huntgroups

Current Billing Period monthly

Next Billing Date 2015-07-01

Current Billing Time Zone Europe/Prague

Scheduled Status Changes
Status

Timestamp Invoice
@I Provisionally Terminated  2015-06-08 15:00:00

) Permanently Terminated 2015-07-08 15:00:00

Status History
Status
Created

Timestamp Invoices

2015-01-26 03:43:48

Field Description

Billing Time Defines / shows time zone in which customer’s

Zone / Current | billing period will be closed and invoices will be

Billing Time generated.

Zone

Billing Period / | Defines / shows the frequency of invoicing for this

Current Billing customet.

Period

Next Billing Read-only field; displays the date when the

Date customer’s current billing will be closed (and
invoice and statistics generated). If you shift the
billing date, than this field will show you a billing
date which was actual before the shift. Note that
this date is shown in customer’s time zone.

Last Day of the Read-only field available only during customer

Period creation; shows the last date of the customet’s first
billing period. Note that this date is shown in
customer’s time zone.

Invoiced on Read-only field available only during customer
creation; shows a date when customer’s invoice will
be generated. Note that this date is shown in
customer’s time zone.

Status History Read-only field; allows you to track important
events in a customer’s lifecycle, such as when the
customer was created, blocked / unblocked or
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provisionally terminated / opened.

Scheduled Status | Read-only field; displays the scheduled events for
Changes this customer, such as provisional / permanent
termination.

Override Tariffs tab

When you have the same tariff for several customers you may need to
adjust the specific rates for a particular customer. To avoid creating
another tariff with a complete set of rates for this customer (using a large
portion of the same data) you can use the Override Tariffs feature.
Create a new tariff using only the rates that are specific to a current
customer and associate it with an original tariff on the Override Tariffs

tab.

Note that Override Tariffs tab will only appear if the Override Tariffs
Enabled check box is selected on the Additional Info tab.

Edit Customer "EasyCall Ltd."

B Add | ® Close | B xDRs | fif Batches | & Sites | (5 Accounts | @ E-PaymentsLog | [ Invoices | G Change Status
[ o) Logout | B Log
Objects |
Customer ID Easycall Ltd. ° Customer Class Default customer class
Balance Control Postpaid
Balance 353.02000 USD
Current Credit Limit 1000.00000 USD
Life Cycle | Taxation | Abbreviated Dialing | Subscriptions | Volume Discounts | Notepad | Service Configuration | Override Tariffs
Address Info | Balance Adjustments | Web Self-Care ‘ Additional Info | Payment Info ‘ Balance & Credits | Extensions ‘ Huntgroups
Edit Original Tariff * Override Tariff * Delete
|E| SIP Subscribers SIP Subscribers - Incoming E
. . .
Field Description

Original Tariff | This specifies the original tariff that contains the
majority of the rates. Choose the tariff from the list.
Override Choose the tariff that contains a handful of rates that
Tariff are specific to the current customer. Rate lookup is
done in both original and override tariffs and the rate
for the closest destination is chosen (and its
corresponding tariff is used). If there are different
rates for the same destinations in both tariffs the one
from the override tariff will be chosen.

Let’s take an example in order to see how this works. You assign a
standard tatiff to several customers that contains a rate for destination
number 12 at $0.02/minute and a rate for destination number 420 at
$0.2/minute. Then you deicide to adjust the 1204 destination rate to
$0.01/minute for a specific customer So you ctreate a new tatiff using this
rate and assign it as the override tariff for that customer. In this case, a
call to 12033768900 will be charged according to the rates in the original
tariff (0.02/minute), a call to 120456777844 will be charged according to
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the rate in the override tariff (§0.01/minute), and a call to 420998764456
will be charged according to the original tariff.

Extensions

Using this tab, the customer can define a list of extensions for phone lines
within his IP Centrex environment. The customer can add new extensions
or change existing ones without any actual phone configuration.

Edit Customer 'EasyCall Ltd."

[ Add ‘ ® Close ‘ [E] xDRs ‘ {iit Batches ‘ 4B Sites ‘ () Accounts ‘ & E-Payments Log ‘ [ Invoices | P Change Status
» b Logout | B Log
Objects |
Customer ID E=zsycall Ltd. - Customer Class Default customer class o °
Balance Control Postpaid
Balance 353.02000 USD
Current Credit Limit 1000.00000 USD
Life Cycle ‘ Taxation | Abbreviated Dialing ‘ Subscriptions ‘ Volume Discounts ‘ Notepad ‘ Service Configuration ‘ Override Tariffs
Address Info ‘ Balance Adjustments | Web Self-Care ‘ Additional Info ‘ Payment Info ‘ Balance & Credits ‘ Extensions ‘ Huntgroups
. Extension Extension .
Edit e ber+ o Assigned Account Primary Group Delete
[F 101 John Doe 12345678901 ™
3 102 Jane Doe 12121278911 |

To add a new extension number, click the [ Add button and enter the

following information:

Field Description

Extension The number the end user will dial on his phone (an

Number extension number should contain only digits).

Extension Logical name for this extension (e.g. name of the

Name person using this line: “John”).

Assigned The number that calls will be forwarded to. Here you

Account should specify the ID of one of the customer’s
accounts (this can be selected from the list).
NOTE: Each account should have only one extension; thus it
is possible to add an extension only if an unassigned account
exists.

Primary Select the huntgroup to which this extension belongs

Group to allow calls within a group to be picked up by dialing
the group pickup prefix (without specifying the group
number).

Delete Click the [*| Delete icon to remove the extension
from the list.

NOTE: The account assigned to the extension should have the VOICEONNETRX rate
in its tariff, otherwise calls cannot be made.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

208



Portal4Billing® Participants

Huntgroups

On this tab, the customer can configure a scheme for call distribution in
such a way that incoming calls are delivered to one or more assigned
extensions.

Edit Customer "EasyCall Ltd."
B Add | ® Close | B xDRs | fif Batches | & Sites | () Accounts | @ E-PaymentsLog | [ Invoices | G Change Status
Objects |

*l) Logout | B Log

Customer ID Easycall Ltd. Customer Class Defzult customer clzss

Balance Control Postpaid
Balance 353.02000 USD

‘Current Credit Limit 1000.00000 USD

Life Cycle ‘ Taxation ‘ iated Dialing ‘ ‘ Volume D ‘ Hotepad | Service Configuration | Override Tariffs

Address Info | Balance Adjustments | Web Self-Care ‘ Additional Info | Payment Info ‘ Balance & Credits | Extensions ‘ Huntgroups

Edit Huntgroup Number * Huntgroup Name * Assigned Extensions Keep Original CLI Hunt Sequence  Pickup Allowed Delete

Ordexr No
Extensions

® 101 - John Doe Yes
® 102 - Jane Doe

Sales

[E 100

Order Yes ™

To add a new huntgroup, click the [H Add button and enter the following

information:
Field Description

Huntgroup The number that the end user dials on his phone to

Number reach one or more assigned extensions. Note that a
huntgroup number should contain no more than five
digits.

Huntgroup Logical name for this group of extensions, e.g. “Sales

Name department.”

Assigned Specity one or several extensions that calls will be

Extension delivered to. Click the Assigned Extensions link to

invoke the dialog box for extensions selection, and
select the check boxes on the left of the desired
extensions; select the Huntstop check box to disable
forwarding (voicemail, follow-me) on the specific
extension for calls made to this huntgroup.
e Ringing Delay (for assigned extensions
only) — Delay (in seconds) before the extension
starts to ring.
e Ringing Time (for assigned extensions
only) — Duration (in seconds) of ring.

Keep Original
CLI

® Yes — The call is redirected with the phone
number and name of the original caller.

e No — The call is redirected with the phone
number and name of the huntgroup.

e Id Only — The call is redirected with the
phone number of the original caller and name
of the huntgroup.
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Hunt Specifies the order for delivering a call to one or more
Sequence extensions.

e Order — Call every extension one by one from
the first (topmost) number to the last until the
call is answered.

e Random — Use a random order.

e Simultaneous — The call goes to every
extension from the list simultaneously until the
call is answered.

e Least Used — Sort the accounts in descending
otder of their last usage, and deliver the call to
their extensions accordingly.

For example, account 777111 with extension
111 was last used on 2010-12-11, and account
777222 with extension 222 was last used on
2010-12-12; in this case the call goes to
extension 111 and then, if not answered, to
extension 222.

Pickup Select Yes to enable members of this huntgroup to

Allowed answer each other’s calls by dialing a Group Pickup
Prefix.

Delete Click the [*] Delete icon to remove the huntgroup

from the list.

Trouble Tickets

Using this tab you can view the list of recent tickets and automatically
open a specific ticket in RT interface by just clicking on it. To create a
new ticket, click B Create Ticket on the toolbar.

=R Edit Customer "Easy Call Ltd.'
[ Create Ticket ‘ B save | &) Save & Close | & Close | El xDRs ‘ it Batches | &2 Sites | (E) Accounts | [Z] E-Payments Log
8] lrloicﬁ | & Change Status |
L]

M) Logout | B Leog

Custome[ID Easy Call Ltd. N Customer Class Default customer class . °

I Balance Control Postpaid
" Balance 69.41000 USD
I ‘Current Credit Limit 100000000 USD
=
Life cv# Taxation | Abbreviated Dialing | Subscriptions ‘ Volume Discounts | Trouble Tickets ‘ Notepad ‘ Service Configuration
Mdressglfo Balance Adjustments ‘ ‘Web Self-Care | Additional Info ‘ Payment Info | Balance & Credits ‘ Aute y | i ‘ ‘Custom Fields
L]
u
T . Subject Status Created Last Updated Requestors

28 Fgwlu make 3 payment? new 2015-08-17 11.09:59 2015-06-17 11.09:59 Easy Call Ltd
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Trouble Tickets System Logged in as admin42 | Logout

RT Self Service / Create a ticket

Home

Gpen tickets
Closed tickets

Mew ticket

Subets |

asacn e |

Describe the issue below:
= =l Source

Change Customer Status

In the Change Customer Status dialog box you can block / unblock the
customer, terminate the customer (provisionally or permanently) and
restore the customer after having provisionally terminated them.

Edit Customer "EasyCall Ltd"
[l Save | [l Save & Close | ® Close | 5] xDRs | {f Batches | 2 Sites | (5 Accounts | (2 E-Paymentslog | [J] Invoices

» M) Logout | B Log
& Change Status ‘
n
Customer ID lasyCaH Ltd . Customer Class Default customer class -]
. Balance Control Postpaid
Balance 60454784 USD
Current Credit Limit 3000.00000 USD

ot Edit Customer "EasyCall Ltd'

&l save | [ol Save & Close | @ Close | E] xDRs | {i} Batches | & Sites | () Accounts | & E-Paymentslog | [] Invoices
&> Change Status

Customer ID EasyCall Ltd - Customer Class Default customer class -t

Balance Control Postpaid

Change Customer Status

‘ Life Cycle ‘ Taxation ‘ Abbreviatet @ Block Customer Permitted SIP Proxies

J AddressInfo | Balance Adjustmen © Terminate Gustomer groups | Custom Fields

Provisional Termination

Company Name

WMrMs.) Provisional Termination Date [ Topay YYYY-MM-DD
First Name Tie Customer will be permanently terminated in 30 day(s)

Ml Permanent Termination

LastName Permanent Termination Date [& ToDav YYYY-MM-DD
Address

Generate invoice prior to the end of the billing period

Provincelstate
Postal Code
City

Country/Region

Block / Unblock a Customer

Select the Block Customer option to block a// of this customet’s
accounts. Once this option is selected, all of this customer’s accounts will
become unusable.
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Select the Unblock Customer option to unblock all of this customer’s
accounts. Once unblocked, all of this customet’s accounts will become
operable again. Note, that the Unblock Customer option is only
available for blocked customers.

Permanent Customer Termination

You may terminate a customer, including all his accounts. If for some
reason you do not want a customer to remain in your PortaBilling®
environment any longer, select the Permanent Termination option and
choose the Permanent Termination Date.

The Permanent Termination option allows you to stop all the
customer’s activities, and later to remove him and all his accounts. When
terminated, the customer is no longer available for any operations. The
only way to trace such a customer is by using Advanced Search with the
“closed status” filter.

Provisional Customer Termination

In addition to permanent termination you can use the provisional termination
functionality. To provisionally terminate a customer, select the
Provisional Termination option and choose the Provisional
Termination Date.

Once a customer is provisionally terminated, all their services are closed
(that is, no services can be used). But there is still an option to reactivate
services that were disconnected if the customer should change their mind
later on. Select the Restore option to restore this customer’s services so
that they can be used exactly as before. Note that the Restore option is
only available for provisionally terminated customers.

[ I S = e Edit Customer 'EasyCall Ltd'
B Save | [0 Save&Close | ® Close | B xDRs | il Batches | 42 Sites | (&) Accounts | & E-Paymentslog | [] Invoices
*l) Logout | B Log
& Change Status \
Change Customer Status
1 Customer ID |EazyCsll =r class v
Provisionaliy Terminated o _). He o
[TODAY E YYYY-MM-DD
Terminate Customer
Life Cycle | Taxation | Abbreviated Dialing | Sul ifiguration | Permitted SIP Proxies
Permanent Termination Date
Address Info | Balance Adjustments | w TooAT @ YYYY-MMDD Huntgroups Custom Fields

Current Billing Time Zone Europe/Prague

Current Billing Period monthly Invoice

NextBilling Date 2014-11-30

Generate invoice prior to the end of the billing period

oK | | Cancal |

Invoices
= 3
Created 2014-02-28 00:31:34

If a customer ultimately decides to discontinue services, the administrator
can permanently terminate this customer in the system. In case of
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permanent termination, all customers’ services are closed and cannot be
restored.

You may also generate a midterm invoice for the customer you are going
to terminate (provisionally or permanently). For this, click to select the
Generate invoice prior to the end of the billing period check box. The
invoice will be generated within the hour.

NOTE: Please keep in mind that if you are going to provisionally terminate a
customer, this customer won't be charged for any DID numbers assigned to him / her.
At the same time, the DID provider will still charge you a fee (e.g. $5/month) because
these DID numbers remain allocated to your network until the customer is
permanently terminated.

Invoices on Demand

On the Invoice on Demand page, you can generate out-of-turn invoices
(which include manual credit / charge transactions) and midterm invoices,
which cover a billing period’s shorter intervals.

The Invoice on Demand page is invoked with the Invoice On Demand
button located on the Invoices page toolbar.

M) Logout | B Log

& Change status | 1
L]
CustomerID Easycall Ltd. . Customer Class Premium - I
Balance Control  FPostpaid -
Balance 772.22000 USD l
Current Credit Limit 1000.00000 USD v

Invoices

*I] Logout

Invoice Stalus Generated Invoices -
Search forinvoices entering fnveice No. OR selecting Date range
Invoice No.

Customer SIP Accounts

E From 2014-11-16 YYYY-MM-DD
E To 2014-12-16 YYYY-MM-DD
Include Void Invoices [

[ Invoice On Demand for 'EasyCall Ltd"

-, Out Of Turn Invoice
- Include selected Manual CreditCharge xDRS

® Midterm Invoice
= Include all transactions that occurred over the current billing period
From 2014-11-30

To @ tow YYYY-MM-DD

Generate Invoice
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Out-Of-Turn Invoices

Sometimes invoices for extra services such as a technician visit or an
equipment purchase need to be provided at the time when such service is
rendered so the customer can immediately proceed with payment. The
administrator can generate an out-of-turn invoice (to cover only a few
specific items) on demand.

All you need to generate an invoice is to apply one or more “Manual
Credit / Charge” transactions that contain a description(s) that will be
visible for a customer and then mark it / them as Include in Out-Of-
Turn Invoice.

Edit Customer "EasyCall Ltd."

[ Save | [l Save & Close | ® Close | El xDRs | {if} Batches | &% Sites | (5 Accounts | /3 E-Payments Log | [] Invoices

L] lmngestatus ‘ 4] Objects ‘
-

o) Logout | B Log

Cnslom% EasyCall Ltd. N Customer Class Default customer class -]

Balance Control Postpaid

@ Balance 6343729442833 USD
) Current Credit Limit 2000000.00000 USD

Trouble Tickets | Notepad ‘ Service Configuration | Permitted SIP Proxies

Life Cycle | Taxation iated Dialing iptit Volume Di
Address Info Balance Adjustments | Web Self-Care

Action - .) Manual Charge - Senvice® Credits / Adjustments o

Additional Info Huntgroups Custom Fields

Payment Info ‘ Extensions

Amount 150 " USD TaxTransaction Code” Cable Telewision / Recey
Date @ =z2014-12-09 FIYY-MM-DD

Visible Comment Manual charge Internal Comment  #12z45

Include into Out-Of-Turn Invoice (— - @'

Use this fransaction to manually charge the Customer for a specific service they used
(increases the Customer's balance).

Action Description

To generate an out-of-turn invoice, select the Out-Of-Turn Invoice
option on the Invoice On Demand page. Once selected, the xDRs
available for out-of-turn invoices will be displayed. Select the xDR you
want to include in your invoice and click the Generate Invoice button.

F Fm A Invoice On Demand for 'EasyCall Ltd.'
> ® Close Objects B Logout

a Out Of Tumn Invoice
o' - ' Include selected Manual CreditiCharge xDRs
Midterm Invoice
Include all ransactions that occurred over the current billing period

Account Service Transaction Type Visible Comment Date/Time Charged Amount, USD

Credits / Adjustments. Balance Adj Manual charge 2014-12-18 00:48:40 50.00000

@ Generate Invoice

\ J

Invoice On Demand for 'EasyCall Ltd."

Out Of Tum Invoice

Include s elected Manual CreditCharge xDRs

Hidterm Invoice

Include all ransactions that occurred over the current billing period
NoXDRs found to generate an out-of-tum invoice

®

Ganerate Invoice

View Mo, Date Period Total, USD DueDate  Outstanding Balance, USD
O] 40 20150709 45.00000 2015-07-10 45.00000
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Transactions included in a generated out-of-turn invoice won’t be
reflected in the regular invoice issued at the end of the customer’s billing
period. Thereafter, if one or more transactions aren’t included in a
generated out-of-turn invoice during the corresponding billing period, they
will be reflected in the regular invoice issued at the end of the customer’s
billing period.

NOTE: To generate an out-of-turn invoice define the invoice template for the
customer beforehand. If the customer has Customer Class Default selected in the
Invoice Template field then the customer class should have a defined invoice
template.

Midterm Invoices

If during the middle of a billing period, a customer wants to pay for
services consumed and does not want to wait until the end for their
invoice, an administrator may generate a midterm invoice.

Let’s assume that a customer with a monthly billing period wishes to pay
for services consumed up to the 13" of May and informs the
administrator about this. On the 14™ of May the administrator generates a
midterm invoice for this customer, which covers the petiod from the 1
of May until the 13" of May. The invoice is then immediately sent to the
customer. The regular invoice that’s generated at the end of the billing
period will cover the rest of the period — from the 14" of May until the
31" of May.

To generate a midterm invoice, select the Midterm Invoice option on
the Invoice on Demand page. Then specify the period the invoice
should cover and click the Generate Invoice button.

Invoice On Demand for 'EasyCall'

» | ® Close Objects *I] Logout

-, OutOf Tumn Invoice
= Include selected Manual Credit/Charge xDRs

@ Midterm Invoice
‘ - ) ~ Include all transactions that occurred over the current billing period

From 2014-11-30
To [ new YYYY-HI-DD

@->

Resellers

A reseller is a partner who provides “white label” services using your
PortaSwitch® platform, i.e. he sells his own products, manages his own
price lists, and works with his own customers.
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Add / Edit Reseller

The Add Reseller page allows you to create a new reseller. The form is
very similar to that for Add Customer, as described above. See below for
a description of additional fields not available in the Add Customer form.

Additional Info

Field

Description

Default Tariff
for Voice Calls

When you are subsequently creating products
managed by this reseller, this tariff will be assigned by
default for calculating charges to him for calls made
by his subcustomers using this product.

Invoice
Number
Sequence for
Subcustomers

Select an invoice number sequence that will be used
for this resellet’s subcustomers:

e Individual for Environment — The invoices
for this resellet’s subcustomers will have
globally sequenced numbering (throughout the
environment).

o Individual for Reseller — This resellet’s
invoices will be sequentially numbered
through the reseller.

o Individual for Customer — The invoices for
each of this resellet’s subcustomers will be
sequentially numbered.

Sender email
for Customer
Notifications

Type a sender address for notifications, faxes and
voicemail messages that are sent to resellers’
customers. If this field is left empty, the sender
address is taken from the reseller’s contact
information.

For faxes and voicemail messages the sender address
is displayed in the following format:
XxXXxXxxxXxxx@reseller.com, where s —

represents the number of the calling party.
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Add Reseller

b Logout

CustomerID ABC Shuttle Ltd. : Customer Class Defsult customer class -
Blocked = Currency TUSD - US Dellax -

Permanent Credit Limit 1000

Address Info | Web Seff-Care | Additional Info | Life Cycle ‘ B R e

| Default Tariff for Voice Calls ©  R3C Shuttle - outgeing ca o | |Seﬂderema\\furcuslumer' uttlle.com

Routing Plan ALL Available Routes -

Send statistics via email As defined by the Customer Cl: o
Subscription Discount Rate %

Invoice Template As defined by the Customer Cl: o
Representative Hot Defined - Send Invoices As defined by the Customer Cl: .
Tax D

Invoice Number Sequence Default -
Override Tariffs Enabled ] Invoice Number Sequence for Subcustomers Defauls -

Suspend On Insufficient Funds For Subscriptions  As defined by the Customer Cle 4

Add / Edit Customer under a Reseller

The Add Subcustomer page allows you to create a new reseller’s
subcustomer. The form is essentially the same as management of direct
customers as described above.

Subcustomer Management of "ABC Shuttle"

] Logout

Type Customer Class Search Advanced
ABC Shuttle - ANY - Search
xDRs (1] Accounts Currency Balance Control Available Funds Balance Credit Limit E-Mail Status Delete
[B] pavidwelsh @ UsD Postpaid - 0.00000 1000.00000 |

Add Subcustomer for "ABC Shuttle"

M) Logout

CustomerID New customer - Customer Class ABC Shuttle -]
Blocked ] Balance Control Postpaid +
Currency USD - US Dollar -]
Permanent Credit Limit

Address Info | Web Self-Care | Additional Info ‘ Life Cycle ‘ Payment Info | Volume Discounts | Service Configuration | Custom Fields

Company Name Contact

Mr/Ms 1 Phone

First Name Fax

M.l Alt. Phone

Last Mame Alt. Contact

Address E-Mail
BCC
Description

Province/State

Postal Code

City

Country/Region
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Account Management

An account is a user of a product such as prepaid cards, voucher-based
cards, or credit calling plans. Each account in PortaBilling® is associated
with a customer.

Account Listing

Search filter

There may be a very large number of accounts in the system, so it is
advisable to limit your search using the filter functionality.

Field Description
Account ID | The primary identification for this account; an
alphanumeric string.
Note that the % wildcard symbol may be used.

Batch Logical name for a group of accounts. Select from a list
of all the customer’s batches to enable the batch update
pane.

Ctrl# Enter control numbers and / or number ranges separated

by commas (for example: 1,3,8-12).
SIP Status | Default — ANY; this function allows you to display either
logged-in or logged-out accounts only.

Batch update pane

will be applied TO THE WHOLE BATCH

ARE YO SLRE?

/
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Field Description
Account ID | The primary identification of this account; an
alphanumeric string.
Ctrl# Enter control numbers and / or number ranges separated
by commas (for example: 1,3,8-12).

ACCOUNTS

Status i Zero balance @ Blocked
A Tnactive @ Customer blocked (see
£ Credit exceeded Edit Customer)
& Not yet active @ Screened
& Expired
Curl# Click using Cttl#, or enter control numbers and / ot

number ranges separated by commas (for example: 1,3,8-
12).

The batch update pane can be activated by selecting a batch in the filter at
the top of the interface or by selecting a batch name from the list of
customers’ accounts. The basic functionality of this update pane allows
you to specify which attributes of all accounts in the results set should be
modified. For example, in order to set the opening balance of all unused
accounts to 10 USD, you should:

1. Select the check box next to Opening Balance to indicate that

this is one of the updates that should occur.

2. Enter “10” next to it.

3. Click the Update button at the bottom.

4. Approve the changes when the confirmation dialog appears.

When the page refreshes, the changes will be reflected in the result listing.

NOTE: You can only change an opening balance before an account is used. This
change will not be reflected in the CDRs. For example, if you create a prepaid account
worth $10 and then realize that you actually sold it to a customer for $20 and then
you add an extra $10 to the card, it will appear to the customer as if the card
originally had $20 on it.

Advanced Search

In advanced search mode you can specify an unlimited number of search
conditions and the system will fetch the relevant accounts. Click (1 Add a
new search condition to add another condition.
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Accounts of Retail Customer "EasyCall Ltd.'

» [#] Add | [£] Account Generator | @ Close M) Logout
Account ID Batch ctri# SIP Status Backto
B - e - —
[ Add a Hew Search Condition Advanced Search Criteria
Thone ~ Begins with - 1604 E
Address v Is empty - E
Company Name - Is ~  Easycall |
Login - Comtains + 1 123 E
Operation Description
Is The value of the field in the customer information
must match the search criteria exactly.
Begins with The value of the field in the customer information

must start with the specified value (e.g. if you enter
the filter value “John,” customers with the names
“John” and “Johnny” will be selected).

Contains The value of the field in the customer information
must contain the specified value somewhere (e.g. if
you enter the filter value “Eric,” customers with the
names “Eric,” “Erica,” “Maverick” and “American”
will be selected).

Ends with The value of this customer information field must
end with the specified value (e.g. if you enter the
filter value “smith,” customers with the last names
“Smith” and “Hammersmith” will be selected).

Is empty The corresponding field in the customer
information must be empty.
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All search operations are case-insensitive, so you can enter “Eric” as
a search criteria and, even if the customer’s name was originally entered as
“eric” or “ERIC,” you will still see him in the list.

All conditions work in conjunction, so in the case of multiple search
criteria the customer’s record must satisfy all of them in order to appear in
the result list.

During a search operation using auxiliary fields (e.g. fax) or the “contains”
comparison, the database cannot use indexes. This will result in a full table
scan, meaning an increased load on the server and a longer time to
produce the final result. Please avoid using such search operations if not
necessary.

By clicking Back to simple search you can switch the form to its original
mode.
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Account Info / Add Account

To add a new account manually (this allows you to access all available
properties of an account), click B Add on the toolbar and then (if a quick
form selection dialog — select Manually at the bottom of the list).

For bulk account generation, click [l Account Generator.

The Account Info page provided for the administrator is similar to the
Add Account page; however, some account details are read-only. The
administrator is unable to modify Type, Batch, Control Number and
Opening Balance. When making changes, the administrator can use the
Notepad tab to provide a comment detailing the reason for these
changes (for example, “product changed, credited $507).

Changes can be confirmed by clicking = Save or el Save&Close.

Account Info / Retail Customer 'EasyCall'

» | il Save | ol Save&Close | @ Close | E] xDRs | [ E-PaymentsLog | E3 Terminate Number Porting *lj Logout | B Log

Account ID |:|£ Balance Control Subordinate

Blocked  []

Service Configuration

‘ Life Cycle | Subscriptions | Yolume Discounts ‘ Notepad

J Account Info | Products | Web Self-Care | Subscriber | Aliases Info | Call Barring | Custom Fields
ustomer EasyCall Refunds 0.00000 USD
Type Credit
Service Password . User Agent
N e —
Custorner Site Registered
st Exes
Field Description

Account ID | The primary identification of this account. The ID is
read-only by default; you can modify it by clicking

the =i Edit ID icon. The maximum allowed ID length
is 64 characters.

Blocked Specifies whether the account is blocked or unblocked.
If this is checked, the account will be unusable.

Balance In most cases a customer makes a unified payment for

Control all accounts and controls the credit limit at the customer

level. Here you select whether to display the balance of
individual accounts on a web interface:

e Subordinate — No individual account balance
and credit limit. Select this if balance
management is done for a whole company (a
customer).

Consider the following example: a company has
several phone lines (accounts). The users make
calls, thus the balance of the whole company
increases. At the end of the billing period the
company receives a consolidated invoice for the
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activities of all the accounts and sends a single
payment which is then applied for all accounts.
The payment is made and the balance of the
company decreases.

e Individual Credit Limit — Individual account
balance and credit limit remain. Select this if you
still want to operate with the balance of
individual accounts.

Balance

The balance for this account.

Account Info tab

Type

The account type may be Debit, Credit, or Voucher.
e Debit is usually associated with prepaid cards.
o Credit is an account that will be invoiced for
incurred costs.
¢ Voucher accounts are “refill coupons” for other
types of accounts.

Credit Limit

This option is only available when the account type is set
to Credit and Balance Control to Individual Credit
Limit.

Defines the credit allowance in the account’s currency.

Service The password used to authenticate any calls made using

Password this account.

E-mail If an account has email info associated with it, the owner
of the account can reset the password for self-care
access, and the new password will be sent to this email
address.

Customer Places this account (phone line) with a specific site so

Site that the site parameters (e.g. number of simultaneous
calls) will apply.

Batch If a new batch name is provided in the text field, a new
batch will be created when you add the account.
Alternatively, an existing batch can be selected from the
list. If you leave this field empty, the account created will
not be tied to any specific batch.

To release an account from a batch, select None from
the list.

Control Read-only. The sequential number of the account in the

Number current batch. Batch name and control number uniquely
identify an account, and are often used for prepaid
calling cards.

Zero Applicable only for debit accounts; specifies when the

Balance account has used up all of its available funds.
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Date

Opening
Balance

The opening balance for this account.

Refunds

The amount refunded to the account owner.

User Agent

If this account is currently used by a SIP UA to register
with the SIP server, the user agent identification info is
displayed.

Contact

The URI of the user agent used by the SIP Proxy to
contact the IP phone.

Registered

The timestamp when a SIP UA has been registered.

Expires

The timestamp when a SIP UA registration expires.

Products tab

Account Info /[ Retail Customer "Jane Roe'

W save | [d save s ciose | ® Close | E xDRs | G E-payments Log | [ Terminate | 43 objects | oI Logout | B Log

Blocked [

Account D (12002000001

& Balance 1281000 USD

[ Ufeyde | Subscriptions | VolumeDiscounts | Motepad | Service Configuration |

| Account Info | Products | Balance Adjustments | Web Self-Care [ Subscriber | Aliases | Additional Ifo |

Main Product:

Add-on Products:

Smart Call (incl. Call Recording 1 Star) ~  Periodic Fee: 9 USD / 3 months

Assigned add-on products

Volume Discount

Name Description FEE

Periodic Fee Life Cycle Remove

100 Minutes Free 100 Minutes Free @ x

Activation 07/07/2015

Expiration 07/10/2015

Available add-on products

Name 1 Description Volume Discount Plan Periodic Fee Add

500 MSGs 500 Messages (subscriptio... 4USD/1 months + o
9.6 USD/ 3months ‘ ‘
18 USD/6 months
21.6USD /9 months =
24 USD/12 months
Conferencing 4 Conferences with 4 particip. 7USD/1 months. +
12 USD/3 months
20 USD/6 months i
Field Description
Main The basic product to which you assign all the basic
Product services that are available to your customers. Select the

desired product from the list.

Click the Main Product link to open the selected
product.

Periodic Fee

This field appears if the Main Product includes a
subscription with several payment plans (e.g. “1-month
pre-paid subscription costs $5, but 3-month pre-paid
subscription costs $9, and 6-month pre-paid
subscription costs $127).

Periodic Fee appears as a list when you assign a new
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main product. Select the desired subscription fee rate
from this list.

The field is read-only for the already assigned main
product and shows the current fee for the subscription.

For how to select a different fee rate for this kind of
subscription after you have assigned a main product see
the Subscriptions tab section.

Add-on Additional products by which you can increase or limit
Products the services provided to your customers.

e Assigned add-on products — Currently
assigned add-on product.

¢ Add-on products — Other add-on products that
are available with a selected main product.

Assigned add-on products

Field Description
Name The name of the assigned add-on product.

Click the name link to open this add-on product.
Description | Short description of the add-on product.

Volume Volume Discount plan assigned to this add-on product.
Discount
Plan
Periodic Fee | This field appears if the add-on product includes a
subscription with several payment plans (e.g. “1-month
pre-paid subscription costs $5, but 3-month pre-paid
subscription costs $9, and 6-month pre-paid
subscription costs $127).

Periodic Fee appears as a list when you assign a new
add-on. Select the desired subscription fee rate from this
list.

The field is read-only for the already assigned add-on
product and shows the current fee for the subscription.

For how to select a different fee rate for this kind of
subscription after you have assigned an add-on product
see the Subscriptions tab section.

Life Cycle This field shows the start from and until dates for the
period during which an end user can use this product.

Click the Product Life Cycle icon to define when this
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product becomes active and when it expires.

NOTE: You cannot change the activation date after it is set.

Product Life Cycle

Activation Date: ™ 07/07/2015 00:00 EE DDIMMAYYYY HH24:MI

Expiration Date: 07/10/2015 00:00 EE DDIMMAYYYY HH24:MI

Allow the End-User to use the Product for 92 days, starting 07/07/2015

o ] ool

Remove

Click this button to remove the add-on product from
the account.

Available add-on products

Field

Description

Name

The name of the add-on product available with the
selected main product.

Click the name link to open this add-on product.

Description

Short description of the add-on product.

Volume
Discount
Plan

A volume discount plan assigned to this add-on product.

Periodic Fee

This list shows available subscription fee rates if the add-
on product includes a subscription with several payment
plans (e.g. “l1-month pre-paid subscription costs $5, but
3-month pre-paid subscription costs $9, and 6-month
pre-paid subscription costs $127).

Add

Click this button to add this add-on product to the
account.

Balance Adjustments

The Balance Adjustments tab allows the administrator to correct an
account’s balance (this tab is only available in Edit Account mode).
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Il save | (gl Save &Close | ® Close | (5] xDRs | il E-Payments Log

Account Info / Retail Customer 'EasyCall Ltd"

B Terminate Number Porting ) Logout

AccountID |1 ¢n41235005

Blocked

£

Balance 113667 USD

Life Cycle ‘

Subscriptions

| VYolume Discounts | Notepad | Service Configuration | Follow Me | Phone Book

Action
Amount
Date 3]

Wisible Comment

Include into Qut-OFTurn Invoice

Action Description

Account Info | Products | Balance Adjustments

Web Self-Care | Subscriber | Aliases

Additional Info

Call Barring | Fraud Prevention | Custom Fields

v Semice *

Nanual Chargs

Credits / Adjustments ¥

E-Commerce Fayment
E-Commerce Refund
Authorization Only
Capture Payment
Marmal Payment
Promotional Crsdit
Refund

Use this fransaction to manually charge the Account for a specific service they used
({increases the Account's balance)

Internal Comment

Field

Description

Action

Manual charge — Use this transaction to
manually charge an account for a specific
service they used; for instance, if you are selling
a SIP phone to a user. This means the balance
will be changed so that the user is able to make
fewer calls.

Manual credit — Use this transaction to
manually give compensation related to a
specific service; for instance, if the user files a
complaint and you agree to give him credit
toward future service use. This means the
balance will be changed so that the user is able
to make more calls.

E-Commerce payment — Use this transaction
to charge the user’s credit card and apply the
amount to the user’s account balance as
payment.

E-Commerce refund — Use this transaction to
reverse a previous E-commerce payment. It
withdraws funds from your company’s
merchant account and applies them as credit to
the uset’s credit card. The amount is added to
the uset’s account balance.

Authorization only — Verifies that the uset’s
credit card is valid and reserves a given amount.
Returns a transaction ID to be used in a
Capture Payment transaction. Does not affect
the user’s account balance in PortaBilling® or
his credit card balance. Note: the transaction ID
will be written to the user’s account Notepad
entry.

Capture payment — Charges the user’s credit
card and applies the amount to his balance as a
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payment (decreases the user’s account balance).
Requires a transaction 1D from the
Authorization Only transaction. The amount
must be less than or equal to the amount of the
corresponding Authorization Only transaction.

e Manual payment — Use this transaction when
receiving a payment (e.g. cash or check) directly
from the user. This means the balance will be
changed so that the user is able to make more
calls.

e Promotional credit — Use this transaction to
give the user a credit, for example, as a sales
promotion. The difference between this and
“Manual Credit” is that this transaction applies
to a special “Credits / Promotions” service, and
not to any actual service. Basically, it provides
some “virtual” funds to the user for future use.

e Refund — Use this transaction to refund an
earlier payment received from the customer
(e.g. a check returned by the bank). This means
the balance will be changed so that the
customer is able to make fewer calls.

Amount

Amount to charge / refund.

Action
Description

Concise description of the selected action.

Visible
Comment

A comment on this transaction visible to the customer
in the xDR browser.

Internal
Comment

An internal comment on this transaction; not visible in
the xDR browser, and accessible only from the
database directly.

The following fields are available only for Manual charge and Manual

Credit actions:

Field

Description

Service

A service for which the manual charge / credit is made.
The charged / credited amount will be included in
the selected service section on the next invoice.

Date

A date associated with the manual charge / credit. For
example, you can specify a date for manual credit
action for when an item is credited.

Note that if the selected date falls within a previous
(closed) billing period the transaction will be included
in the next invoice.

Include into

This allows you to include transactions on an out-of-
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Out-Of-Turn
Invoice

turn invoice to be issued on demand. You should then
generate the invoice with the requisite transactions on
the Out-Of-Turn Invoice page.

For example, if the end user visits your office to buy a
new IP phone, your clerk will locate the account, issue
an invoice covering the cost of the phone, take the
money for the phone and give the phone and the
invoice to the end user.

Transactions included in an out-of-turn invoice that
was generated on the Out-Of-Turn Invoice page won’t
be reflected on the regular invoice issued at the end of
the billing period.

The following fields are available only for Manual charge and Manual

Credit actions:

Field

Description

Transaction
ID (only for
E-Commerce
Refund and
Capture
Payment)

The transaction ID obtained via the Authotization
Only transaction. This is required to use the reserved
earlier amount for a current transaction.

Make a
Payment (only
Sfor E-Commerce
Paymeni)

Click this button to make a payment using a credit card.
For more details please see the Make a Payment dialog
box subsection.

Make a Payment dialog box

If you have not already stored the credit card information you will see a
new credit card form. Otherwise two available options appear in the
Make a Payment dialog box:

¢ Saved Payment Method — Select this option to make a payment
using the stored credit card information. You will be provided
with information about the credit card type, number and
expiration date.

e New Payment Method — Select this option to make a payment
with a new credit card. Fill in the information about the new
credit card (cardholder name, card number, expiration date and
CVV code if required) and the customer contact information.
Check the Save Credit Card information for future use box to
store this credit card information and use it for future payments.
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Taxes applied at the moment of payment

If the Taxes upon payment feature is enabled for the customer, there is
also a field that shows the applicable tax and the Amount field is replaced
by two fields that represent amounts before and after taxation.

This feature is available only for prepaid customers and their debit
accounts and only certain taxation plug-ins can be used (Custom taxation
and Fixed VAT Rate). For how to enable the Apply taxes at the moment
of payment feature, please see the description of the Taxation tab
subsection of the Customer Classes section in this guide.

Taxes are calculated for the following actions:
e E-Commerce Payment
e Authorization Only
e (Capture Payment
o E-Commerce Refund

e Manual Payment
e Refund

For the first four of these actions (E-Commerce Payment, Authorization

Only, Capture Payment, E-Commerce Refund) taxes are added above the
entered amount:

The amount applied to the balance = Entered amount

The amount charged (or refunded) to a credit card = Entered amount + Tax

For Manual Payments and Refunds, taxes are back calculated and

deducted from the entered amount:
The amount applied to the balance = Entered amount — Tax

E-Commerce Payment, Authorization Only and Capture Payment

Field Description
Top Up The exact amount that will be applied to a balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Total The amount that will be charged to the end user’s credit
Charged card.
Amount
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E-Commerce Refund

Field Description
Top Up The exact amount to deduct from the balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Refund The amount that will be refunded to the end uset’s
Amount credit card.

Manual Payment

Field Description
Total The amount received from the customer
Charged
Amount
Top Up The exact amount that will be applied to the balance
Amount (back calculated from the Total Charged Amount and
known taxation rates).
Applicable | Taxes applied to the Top Up Amount.
Taxes
Refund
Field Description
Refund The amount that will be returned to the customer.
Amount
Top Up The exact amount that will be deducted from the
Amount balance (back calculated from the Refund Amount and
known taxation rates).
Applicable | Taxes applied to the Top Up Amount.
Taxes
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Web Self-Care tab

@ E @ FE® & E Account Info [ Retail Customer 'Jane Roe'

» | i Save | g Save&Close | ® Close | [E] xDRs | [z E-Paymentslog | E3 Terminate I Logout | B Log
Accountid |s33000 £ Balance Control Subordinate
Blocked [

‘ Life Cycle ‘ Subscriptions ‘ Volume Discounts | Notepad ‘ Service Configuration ‘

Account Info | Products | Web Seti-Care | Subscriber [ Alisses | Additional Info

Login 555000 Account 1D Time Zone Zurope/Pragus -
Password ~ =e=e=ses Web Interface Language Default Language -

Access Level Modified Account Aecess o
Access Web Self-Care as TS R
Account

Login with default ACL

Output Format

Date YYrv-MM-DD 2003-12-31 .
Time HHzamIiSs User Defined .

Date & Time YYYY-MM-DD HH24:M1:55 User Defined -

Input Format

Date YYYY-MM-DD 2003-12-31 -

Time HH24:MIiS5 User Defined .

Field Description

Login The account self-care interface login.

Click the Account ID button to make the login identical
to the Account ID.

Password The account self-care interface password.

Click the Auto button to generate a random, hard-to-
guess password.

Access Access level assigned to the account.

Level

Access Web | The account self-care interface login mode.

Self-care as e C(lick Login to log in to the account self-care
Account interface. This button is visible only when the

defanlt ACL is assigned to an account.

e C(lick Login with current ACL to log in with
the access level currently assigned to the account.
This button is visible only when a non-default
ACL is assigned to an account.

e C(lick Login with default ACL to log in with
accounts’ default access level. This button is
visible only when a non-defanit ACL is assigned to
a customer.

Time Zone | Time zone for the account self-care interface.

Web The display language for the account self-care interface.

Interface

Language
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Subscriber

The Subscriber tab provides most of the commonly required contact
information for the account’s owner.

Account Info / Retail Customer 'EasyCall Ltd'
» | @ Add | il Save | o] Save&Close | ® Close | ) xDRs | /2] E-PaymentsLog | E3 Terminate Number Porting 0 Logout | B Log
AccountID 1gn417z5005 £ Balance 1.13667 USD
Blocked
Life Cycle ‘ Subscriptions. ‘ Yolume Discounts ‘ Notepad | Service Configuration ‘ Follow Me | Phone Book
Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber | Aliases | Additional Info | CallBarring | Fraud Prevention | Custom Fields
| Gensrate Aliases
Edit Alias ID Allow AuthenticationRegistration Delete
614843576125 E
[=] s46303565604 Mo ™
. . . .
Alias ID Contains alternative IDs for this account.

Allow Defines whether this ID can be used independently
authentication / | for authentication and registration (e.g. having two
registration IP phones concurrently registered to PortaSwitch®,
one using the main account ID and the other using
an alias) or, alternatively, it can only be used to
forward calls to the main account (since only it can
register).

If you need to create multiple aliases (e.g. a customer with his own IP
PBX who buys a range of DIDs to be forwarded there) you can use the
Alias Generator to produce aliases in a similar way as with the Account
Generator.

Account Info / Retail Customer 'EasyCall Ltd'

[ 3 [ Add | [l Save | gl Save & Close | ® Close | 5] #DRs | (& E-Paymentslog | (3 Terminate Number Porting Pl Logout | B Log
AccountID [1¢p41235005 £ Balance 1.13667 USD
Blocked
Life Cydle | Subscriptions | Yolume Discounts ‘ Notepad Service Configuration ‘ Follow Me Phone Book
Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber | Aliases | Additional Info | Call Barring | Fraud Prevention | Custom Fields
Generate Aliases
dit Alias ID Allow Authentication Registration Delete
.
!E 448893565604 No K]
E 614843576125 No B

A 4
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[ Generate | ® Close

Alias Generator for Account '16041235005"

P Logout

Number of accounts s

Allow AuthenticationRegistration [

Account Info

Generatioh method 0 Random

) Sequential
@ DID Inventary

DID Owner Batch

Basic SID Service
Staring DID 16041225001

Customer Site Hone

NOTE: Aliases are generated as a background task, so it may take a few minutes
before they appear in Account Info.

Account Info / Retail Customer 'EasyCall Ltd"
[ Add | [l Save | o) Save & Close | ® Close | [5) ®DRs | 2 E-PaymentsLog | Ed Terminate Number Porting

bl Logout | B Log
AccountID 141735005 rﬁ Balance 1.13667 USD
Blocked
Life Cycle ‘ Subscriptions | Volume Discounts ‘ Notepad | Service Configuration | Follow Me: ‘ Phone Book
Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber | Aliases | Additional Info | Call Barring | Fraud Prevention | Custom Fields

Generate Aliasss
Edit

[=] 18041225001
[=] 16041225002
[E] 18041235003
[=] 18041225004
[=] 16041225005

Alias ID Allow Authentication Registration Delete
No
Mo
Mo
N

[ [ [ [ [

Additional Info

1t Account Info / Retail Customer 'EasyCall Ltd.'
[ 3 Il Save | (gl Save & Close | @ Close | [5] #DRs | (i E-Paymentslog | B Terminate Number Porting P Logout | B Log

Account ID |:|£ Balance 0.00000 USD
Blocked []
Life Cycle | Subscriptions | Notepad | Service Configuration ‘ Follow Me | Call Screening ‘ Phone Book

Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber ‘ Aliases ‘ Additional Info ‘ Call Barring ‘ Custom Fields

E-Commerce Enabled []

Diseount Plan

IF Device I
IP Devics Port

As defined by the Product ¥

IP Device,
IP Device
Port

Indicates the IP phone and associated port assigned to
the account. Default — not set.

Download
PortaPhone
Profile

The link to download the profile for PortaOne
Softphone (only available when this account is assigned
to an entry from the IP Device inventory, provisioned
with PortaPhone profile type).

E-commerce
Enabled

Allows the account’s owner to make online payments or
set up periodic payments on the account self-care page.
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NOTE: Configuring the account to enable online payments (both
manual and periodic) is done in exactly the same way as for
customers. First you should set up a suitable payment system.

Discount Assign a discount plan to this account. When a new
Plan account is created, it will be assigned by default a
discount plan associated with the account’s product.

Payment Info

This tab is only available for credit accounts that have individual credit
limits and debit accounts. Additionally, e-commerce must be enabled for
the account. (To enable e-commerce for the account, go to the
Additional Info tab, sclect E-Commerce enabled, and click Save.)

On the Payment Info tab you can define the account payment
information: the preferred payment method, credit card number, etc.

E B H QA Account Info / Retail Customer 'SmartcCalls, Ltd.’
» | @ save | i save&dose | ® close | & x0Rs | & E-Paymentslog | E3 Terminate |

AccountiD [1200200001: 4 Balance 6.94000 USD
Blocked  [1]

[ weode [ subscriptions | Yolume Discounts [ totepad | Service Configuration |

| Account nfo | products | Balance Adjustments | web Self-care | subscriber | Alisses | Additional Info | PaymentInfo | Auto-payments |

Preferred Payment Method visa -

Credit CardNo. 400700000027 * Exp.Date 12 ./ 2015

Same As Address Info

Name onCard  Jans Doe
Country UNITED STATES OF AMERICA

Address Line 1 SmartCalls Str. 1

Read the Retention Restrictions carefully before using this section

How to set a preferred payment method

To set a preferred payment method, select it from the Preferred

Payment Method list, specify all the required payment data, and then
click Save.

How to remove a preferred payment method

To remove a preferred payment method, select Not Set from the
Preferred Payment Method list, and then click Save.

Field Description
Preferred One of the following options can be selected for a
Payment preferred payment method:
Method e Not Set

e American Express
e Bank account (eCheck)
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e Cash

e Cheque

e Direct Debit NL
e Discover

e Maestro

e MasterCard

e VISA

Note that the number of options on this list may
change, depending on the payment system settings:

e Online methods (i.e. all except Cash, Check
and Not Set) appear on the list only when
there is a payment system configured to use
them. This system must also be configured to
maintain payments in the customer’s
currency.

e TFor some of the external payment processors,
the customer defines the preferred payment
method on the payment processor side.

Cash and Cheque are “virtual” methods; they do not allow e-commerce
transactions nor, consequently, running periodic payments.

Other fields of the Payment Info tab depend on the currently selected
preferred payment method and may vary accordingly.

Retention Restrictions

IMPORTANT! A merchant may not use account and transaction
information for any purpose other than assisting the completion of a
payment card transaction, or as specifically required by law. Merchants
may collect a payment card number and expiration date independently of

A a payment card transaction only with the express consent of the
cardholder. A merchant may only retain this information for the sole
purpose of facilitating future payment transactions. A merchant must not
provide this information to any other person, except for the sole purpose
of assisting the completion of a payment card transaction.

Auto-Payments tab

This tab is available only when a suitable payment processor is set up in
the system, and an end user has an online payment method configured as
their preferred one.

Auto payments can be set up for not external payment systems that:
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e support tokenization for payment processing; or
e do not support tokenization and do not require the CVV code.

If the payment system is configured to use tokens for payments, this tab
appears only once a token has been returned by the payment processor
and saved by PortaBilling®. Since the payment processor returns a token
upon the first successful transaction with a new credit card (or other
supported payment method), at least one manual transaction must be
successfully completed for the Auto-payments tab to become available.

For how to set up a payment system, please see the Payments chapter of
this guide.

For how to configure the preferred payment method for an account on
the admin interface, please see the description of the Payment Info tab of
the Edit Account page in this guide.

How to automatically charge an end user’s credit card for
invoices

The Charge Invoice Amount to Credit Card list allows you to define
whether an end user’s credit card should be charged when the billing
period is closed.

How to automatically top up an end user’s balance via their
credit card

If you want to charge an end user’s credit card whenever their balance
crosses a specified threshold, select the When the balance exceeds (for
postpaid customers) or When the balance drops below (for prepaid
customers) check box, and when the end user’s balance crosses this
threshold their credit card will be charged for the amount specified in the
Pay field.

How to enable auto payments again if they were disabled by
the system

In case the auto payment functionality has been disabled by the system, a
corresponding message appears on the Auto-Payments tab.

Review the payment system and the account’s preferred payment method

configuration and then click the Enable it again button on the Auto-
Payments tab to re-enable auto payments.
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Life Cycle

Account Info / Retail Customer "EasyCall Ltd."

[ 3 [ save | gl Save &Close | & Close | [E] #DRs

izl E-Paymentslog | EJ Terminate Number Porting P Logout | B Log

Account ID 4 Balance 10.00000 USD
Blocked
Life Cycle ‘ Subscriptions | Volume Discounts | Notepad | Service Configuration
Account Info | Products | Balance Adjustments ‘ Web Self-Care ‘ Subscriber | Aliases ‘ Additional Info
Activation Date 2015-01-26 m Issue Date 2015-01-26
YYYY-hiM-00 First Usage
Expiration Date Last Usage
¥ Specific Date Last Recharge
Expiration Date 2015-03-30
2015-03-30 ®H
YYYY-MM-DD
days after First Use
days after Last Use

Field

Description

Activation Date

The date from which the account is usable.

Note: When adding a new account, it can be activated
immediately. Just specify the value
“IMMEDIATELY” here.

Expiration The date from which the account is unusable. If you
Date do not want the account to expire, leave all three
check boxes clear.
Note that this date is in the account’s time zone.
Specific Date Identifies the date that the account expires.
__days after | Defines the number of days the account remains
First Use active after its first use or recharge.
__days after | Defines the number of days the account remains
Last Use active after its last use or recharge.
Issue Date The date that the account was created.
First Usage, The time stamp when the account was in use for the
Last Usage first / last time.
Last Recharge | Specifies the last time the account was recharged
using a voucher (either via the self-care page or IVR).
Expiration The date from which the account is unusable. If you
Date do not want the account to expire, leave all three

check boxes clear.
Note that this date is in the account’s time zone.
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Service Configuration

Account Info / Retail Customer 'EasyCall Ltd."
+ | W Save | i@ Save&Close | ® Close | B xDRs | @ E-PaymentsLog | E Terminate | 4 Objects | P Logout | B Log

Account D [123456783012 £ Balance Control Subordinate

Blocked

| Life Cycle ‘ Subscriptions ‘ Volume Discounts | Notepad ‘ Service Configuration ‘

| Account Info ‘ Products ‘ Web Self-Care ‘ Subscriber ‘ Aliases ‘ Additional Info ‘

Services Voice Calls

— 5 Voice Calls

(1es=t 1 override )
Dialing Rules

Fraud Detection

Outgoing Calls
( | override )
incoming Calls

Senvice Policy

Feature Status. Disabled -

Fair Usage Policy

Feature Status Disabled

You have the option of expressly specifying the value of a given
parameter or using the “Customer default” option. In the latter case, this
parameter is assumed to be the value defined in the customer’s
configuration (the global value for this IP Centrex).

Field | Description

The Voice Calls service type

Associated Number | Specifies the number to be sent back to the IVR
in an authorization confirmation. For example,
this might be a redirect to a technical support
number in an IVR application. Another example
might be a quick-dial number for prepaid
accounts. (In this case, the redirect number may
be maintained via web self-provisioning.)

Legal Intercept Intercept all incoming and outgoing calls of this
specific account for law enforcement purposes.

Call Recording Enables the recording of calls made or received
by this specific account. The user can start and
stop recording a specific phone conversation after
it has already started by using various phone

controls.
Auto Record Automatically record outgoing calls made by this
Outgoing Calls specific account.

Note that calls made to the voice mailbox to
retrieve messages will not be auto-recorded.

Auto Record Automatically record calls received by this specific
Incoming Calls account.
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Auto Record
Redirected Calls

Automatically record calls redirected by this
specific account.
Note that:

e Redirected (transferred or forwarded) calls
are only recorded if the XDR for this call
is created for the redirecting party.

e Calls diverted to voicemail will not be
auto-recorded.

Limit Simultaneous
Calls

This shows the Limit Simultaneous Calls
settings as applied to the account either via
Customer or Site. The information is available in
read-only mode.

Fair Usage Policy

This shows the Fair Usage Policy settings as
applied to the account via Product. The field
works in read-only mode.

RTP Proxy

This specifies the RTP proxy policy for this
account. For a description of possible values,
refer to the Calls to/from Vendor via SIP
connections with Voice Calls service type section.
e Use Default — This uses Optimal RTP
proxy.
e As defined by the Customer — This
assumes the value defined in the
customer’s settings.

Accept Caller
Identity

This option indicates acceptance.
e Favor forwarder — Use the redirector
provided ID for caller identification.
e Caller only — Use the caller provided
ID for caller identification.
e None — Do not accept caller provided 1D
for caller identification.

Supply Caller
Identity

This option indicates acceptance.
¢ Yes — Accept the remote network
and maintain caller ID on outgoing
headers (even for private calls).
e No — Do not accept the remote network
and strip any private caller’s ID.

Service Policy

This specifies a predefined set of options for this
account. The Default option means that no
service policy is currently assigned.
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Music on Hold

Defines the music on hold to be used with the
account.
e Select None to disable this feature.
e Select the music from the list.
e Sclect Upload New Music to upload
your own music. The Upload New
Music dialog box appears.

In the Upload New Music dialog box,
select a file on your local file system using
the Browse button. To rename the music,
enter the desired name in the Music
Name field; otherwise the local file name
will be used. Then click Upload.

The uploaded music will replace the
previous entry in the list, and is usually
enabled within 10 minutes.

For a list of supported audio file formats, see the
Audio File Formats Supported by Music on Hold
Feature chapter.

The Incoming Calls section

Unified Messaging

Allows the account user to access the unified
messaging system. See the PortaSIP Media Server
Administrator Guide for more details.

Please note that if an account has Unified
Messaging activated, there will be an additional
link next to it on the administrator interface:
Voicemail Inbox. By clicking on this you will
automatically go to the account’s UM
administration pages. This is extremely useful for
helpdesk people, since they can quickly check the
configuration of an account’s auto attendant, call
queues, and the like.

Also note that it may take a few minutes before
an account is fully provisioned in the PortaSIP®
Media Server. Thus if you click on the link
immediately after activating Unified Messaging,
it most likely will not work yet.

Mailbox Limit, MB

Allows you to define / change mailbox limit.
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Fax-only mode

Allows you to configure a phone line as a
dedicated fax machine.

e When the Fax-only mode is set to Yes
(e.g. for an account that represents a DID
number), every incoming call to this
number will be answered with “start fax”
tones, indicating that it will only receive
fax messages. Thus the phone line will
serve as a dedicated fax line, emulating the
behavior of a legacy fax machine.

e When the Fax-only mode is set to No,
the voicemail mode is enabled for the
phone line and allows a caller to leave a
voice message which can be listened to
later.

Call Forwarding

¢ No Forwarding — Disables call
forwarding entirely.

e Follow-Me — Enables the standard
follow-me forwarding.

e Advanced Forwarding — Activates the
advanced call forwarding mode.

e Forward to SIP URI — Your customers
can enter a forwarding destination as a
CLD@IP.

e Simple Forwarding — Allows you to
specify a single phone number to which
all calls will be sent.

Maximum Forwards

Type the number of concurrently active
forwarding destinations allowed.

Please note that you do not have to limit the total
number of phone numbers entered, but rather the
number of phone numbers active at any given
moment of time.

For instance, a user may have a list of 20
numbers, each active in its own time period, some
temporarily turned off, and so on. When call
forwarding is done, PortaBilling® will compute a
list of numbers which may be used at that
moment, and choose only the first N in the list,
where N is the number specified in Maximum
Forwards.

This option is active only when call forwarding is
enabled.
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Forward by DTMF

This option is active only when one of the several
call forwarding modes is selected. It allows a user
to use DTMF tones to transfer calls forwarded to
the user’s mobile phone from the user’s IP
Centrex extension, and to stay on the line until
the other party picks up.

Thus, if a user receives a call to his mobile phone
and needs to transfer it to his colleague at
Extension 1002, he dials *661002#, and when his
colleague confirms that she is free to take the call,
he hangs up.

Call Screening

Enables call screening / conditional call
forwarding features.

Endpoint This allows the end user to configure call

Redirection redirection on their SIP phones (if this feature is
supported by the SIP phone).

Default Answering Specifies the method of processing incoming calls

Mode to this account if call screening has been disabled,

or if none of the call screening rules apply.

Timeout, sec

How long the IP phone will ring before a call
goes to follow-me numbers (if any) or voicemail.

Sip Contact

Enable this feature to define the way a SIP device
will perform SIP registration to PortaSwitch®.

Deliver Incoming
Calls To

Define whether the IP PBX address for delivering
incoming calls is taken from the IP PBX
registration account or specified directly in the
Static Address field.

Account

This shows the customer’s IP PBX registration
account.

This option is usually selected if a customer’s IP
PBX is located at a dynamic IP address and can
register only the main phone line (provisioned as
the registration account in PortaBilling®) on the
PortaSIP® server.

Static Address

Enable this feature if the customer’s IP PBX can’t
perform SIP registration to PortaSwitch®.

Use Original CLD

Specify the destination number that calls will be
routed to. If left blank, the number originally
dialed will be used as the destination number.

Host

This contains valid IP address of customer’s IP
PBX (four numbers separated by points, e.g.
12.34.56.78).
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Transport Select the transport protocol (either TCP or
UDP) that is used to deliver incoming calls.
Auto Attendant Enables the auto attendant functionality for this

account. Incoming calls will always go on/y to the
auto attendant despite Unified Messaging
functionality also being enabled.

Ext-to-Ext Call For incoming calls from phones within the IP

Distinctive Ring Centrex environment, use a ring pattern different
from the default one.

Present Caller Info Display caller info on incoming calls.

Call Waiting Activates the Call Waiting functionality.

Caller ID (CNAM) This option shows the actual name of the caller

Lookup retrieved from the database of the CNAM

provider for incoming calls.

The Outgoing Calls section

Override Identity This allows you to set the following options for
overriding identity information:

¢ As defined by the Customer — This
assumes the values defined in the
customer’s configuration.

e Never — The caller’s identity information
supplied by the remote party will neither
be screened nor overridden. This implies
that the remote party is trusted and takes
tull responsibility for the supplied display
number and display name.

o If Different from Account ID and
Aliases — The identity will be overridden
if it differs from the ID of the account
that is authorized for the call and any of
the aliases assigned to this account.

e If Different from All Customer
Accounts — The identity will be
overridden if it doesn’t match an account
ID (or account alias) of any account
belonging to this customer.

o If Different from All Accounts in the
Specified Batch — This is a more
restrictive option than the one above; it
overrides the identity if the account
placing the call and the account matching
the supplied identity do not belong under
the same batch. This allows you to create
“groups” under the same customer
(within the same IP Centrex
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environment).

e Always — The identity value supplied by
the remote party will always be
overridden. This allows you to manually
specify the display number and / or the
display name for an account.

Batch This allows you to specify the batch (this field is
only available when If Different From All
Accounts In The Specified Batch has been
selected).

Identity Specify a default value that will replace the
account identity (or display number) when the
identity used for the call in the RPID / PAI
headers (or From header) is invalid. If not
specified, the account ID will be used instead.

Override Display This allows you to control the “Caller number”
Number value that will be placed in the From: header and
typically displayed on the called party’s phone
display. The possible values are:

e Never — The display number supplied by
the remote party is not restricted and
therefore will not be modified. This allows
the remote IP phone or IP PBX to supply
any CLI / ANI number.

e If Ruled Out by the Identity
Constraint — The validity of a display
number supplied by a remote party is
verified according to a rule set for identity.
For example, when the If Different From
Account ID And Aliases option is selected
in the Override Identity list, and the
display number supplied by the remote
party doesn’t match the ID of the account
that is authorized for the call or any of the
aliases assigned to this account, the display
number will be overridden.

e If Different from the Used Identity —
The display number supplied by the
remote party (in the From: header) will be
overridden if it is different from the used
(already checked and / ot overridden
according to the Override Identity
constraint) caller identity.

e Always — The display number supplied by
the remote party will always be
overridden. This allows you to manually
specify the display number for an account.
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Display Number Specify a value that will override and replace the
account’s original display number. If no value is
specified, it defaults to the account’s Identity.

Override Display Replace the original account number with the

Name desired name.

Display Name This allows you to specify the desired name for
the account.

Preferred IVR This feature enables or disables the selection of

Language languages from the Language list.

Language Allows user to choose the preferred language for
interacting with an IVR application.

E9l Activate emergency services for this account.

Hide CLI This allows end user to remove / show CLI

(ANI) information for outgoing calls by dialing
special feature access code before dialing the
phone number.
e Sclect Enabled to activate the Hide CLI
feature for the account.

e Seclect Disabled to prohibit the account
from using the Hide CLI feature.

Hide CLI by Default e No - Show caller ID by default.
¢ Yes — Hide caller ID by default.

Note that when making a call, you can dial the
special feature access code before dialing the
phone number to override the default setting.

For more information, please see the Feature
Access Codes table in the Dialing rules section of
this guide.

Call Barring Activates the Call Barring feature (a new Call
Barring tab will appear, where you can configure
destinations which this user is not allowed to call).

Individual Routing | This feature permits selection of the routing plan
Plan to be used for outgoing calls when the end user
dials a number. A specific selection code does not
need to be dialed first.
e Sclect Enabled to activate the Individual
Routing Plan feature for the account.
e Seclect Disabled to prohibit assigning the
individual routing plan for this account.
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Individual Routing

Select the required routing plan from the list.

Plan
Note that resellers can assign an individual routing
plan to an account under the following
conditions:

e Ifa reseller has been assigned an
individual routing plan by the service
provider, this same routing plan can be
defined as the individual routing plan for
an account.

e If the service provider has defined a
routing list for the reseller’s product, any
routing plan from this list can be assigned
as the individual routing plan for an
account. The routing list is configured
using the Assign Tariff per Routing
Plan option (for details, see the section
entitled Assign Tariff per Routing Plan).

Phone Book Activates the Phone Book feature. This allows an
account user to maintain its own set of frequently
dialed numbers, assign speed dial codes to them
and define a list of favorite numbers.

Speed Dial Code This enables the use of a speed dial code to call

favorite numbers.

Maximum Speed

The maximum allowed length (1-9) of speed dial

Dial Length codes.
Maximum Favorite | You may allow an account user to define a list of
Numbers favorite numbers. This field specifies the

maximum amount of numbers that the account
can mark as favorites.

Favorite Numbers
Locking Interval

This defines the period in days during which the
favorite numbers cannot be changed. Thus when
a new favorite number is added (or an existent
one is changed) by an account user, the number
will be locked for a specified period of days.
When this period ends, the favorite number can
be either changed or deleted.
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Favorite Numbets
Allowed Patterns

This is a comma-separated list of patterns for
numbers which an account user can mark as
favorites. For example, to allow an account user
to mark Moscow, Russia destinations as favorites,
input “7495, 7499” here.

This field can contain the following special
symbols:
e %’ —wildcard for any number of
symbols, and

(2

. equivalent wildcards for one symbol.

If this field is empty, then any number can be
marked as a favorite.

Call via IVR

This feature enables calls to be processed in an
assigned IVR-capable voice application. For
example, the Pass-through IVR application plays a
“time left” warning when a specified number of
seconds is left — before the call is disconnected —
ot it can announce the maximum allowed call
duration to the destination and then connect the
call.

Voice Application

If a call via the IVR feature is enabled, select a
voice application for processing the calls.
Typically this is a special pass-through IVR
application for voiceover announcements during
the call, but any standard IVR application can be
selected to intercept the outgoing call.

CPS Limitation

This allows you to enforce the calls per second
(CPS) limitation. The CPS limitation defines how
many dialing attempts can be made by this
account each second.

Allowed rate

Set the limit of dialing attempts per second for
this account. If the limit is exceeded, new dialing
attempts are rejected. The allowed values are from
1 to 1000.

The Fraud Detection section

Geo-IP Fraud
Detection

This shows the Geo-IP Fraud Detection settings
as applied to the account via Product. The field
works in read-only mode.
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Location
Information

This defines the user location for geo-IP fraud
prevention.

The most common option is Product’s default.
In rare cases, you may need to disable fraud
prevention for a specific account (in this case
select Disabled) or define a different location for
this specific account (select Account has its
own).

Current Location

Type in a user’s permanent location. It should
contain a country code top-level domain (in
is0_3166_1_a2 format, e.g. fr for France, de for
Germany etc.)

Allowed Mobility

Only available when Geo-IP Fraud Detection
Enabled is set to Yes and a profile is selected in
the Geo / Risk Profile option of the account’s
product.

Select Stationary user (constant location) if this
account is not authorized to make calls from
various countries (e.g. as a residential customer
would make calls from his SIP phone). Calls made
from any other countries will be screened. The
Roaming user (frequent location) option can
be used for customers who travel frequently. In
this case, a location change would be considered
acceptable.

Voice
Authentication

If the call has been made from a “suspicious”
location, this feature will enable or disable a
customer’s authentication when a legitimate
customer attempts to make a call.

Service Unblock
Code

The account’s unique code that is usually
provided upon sign-up and can be used later to
confirm that a legitimate customer is attempting
to make a call, if the call was made from a
“suspicious” location.

The Dialing Rules section

Dialing Rules

The following options are available:
e Disabled — This deactivates the dialing
rules for this account.
e Enabled — This activates the dialing rules
for this account.
e Custom — This allows a user to create and
use their own set of dialing rules.
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Dialing Format

Select existing dialing format defined earlier or

create a new one by clicking the t#l Wizard icon.
You can define new dialing rule settings on the
Dial Plan page.

Translate CLI on
outgoing calls

Allows outgoing calls to be translated based on
the selected dialing format.

Translate CLI on
incoming calls

Allows incoming calls to be translated based on
the selected dialing format.

The Internet Access service type

Intetnet Access
Policy

The most common option is Product default. In
rare cases, you may need to set a special policy for
an account that will override the product’s
parameters. In such cases:
e sclect the appropriate internet access
policy from the list, or
e sclect None if you do not want to limit
the bandwidth for this account.

Static IP Enabled

Select Yes if you want to assign a static IP to this
account (the default setting is No).

Static IP

If you have selected Yes for Static IP Enabled,
type in an IP.

Static IP Netmask

Type in a netmask, or leave the default value:
255.255.255.255

Routed Networks

Type in the route for your IPv4 network in the
CIDR notation format — X X.XX/Y Z.2.7.7.
where:
e X.X.X.Xis the IPv4 address that
defines the network prefix;
e Y is the decimal length of the
network prefix mask;
o Z.Z.L.Zis the gateway IP address; it
must belong to the network range.

An example of Routed Networks can be this
record: 203.0.113.0/24 203.0.113.1

NOTE: Any incorrect adjustment of this parameter may
affect the entire ISP network so please be sure that your
settings are correct.

Session Limit

Allows you to define a specific number of

Enabled concurrent sessions initiated by the account.
Max Simultaneous Specify the maximum allowed number of
Sessions concurrent sessions from one account (Only

available when the Session Limit Enabled check
box is selected).
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Hotlining Support

Select Yes if your NAS supports hotline (default
setting is Product default).

Hotline to Portal on
Connect

By default this value is set to Yes. This means that
the account is hotlined.

The Conferencing service type

Conferencing
Enabled

Allows the account user to use voice-conferencing
services. Note that if an account has
Conferencing Enabled activated, an additional
link will appear next to it on the admin interface:
Manage Conferences. By clicking it you will
automatically go to the account’s Conferences
page where multiple conferences can be managed.

Number of
Simultaneous
Participants

Specify the maximum number of concurrent
connections allowed for the conference. Note that
you may also limit the Number of Simultaneous
Participants for a particular account (in the
Service Configuration tab).

The Wi-Fi service type

Limit Bandwidth

The most common option is Product default. In
rare cases, you may need to define special
bandwidth values for an account that would
override the product’s parameters.
e Sclect Yes if you want to limit the
bandwidth for this account.
e Seclect No if you do not want to limit the
bandwidth for this account.

Max Upload Rate

Specify the maximum upload rate for this
account.

Max Download Rate

Specify the maximum download rate for this
account.

The IPTT service type

Channel Package

This feature defines a set of broadcast channels
that are available to this account.

Activation PIN

Specifies a numeric code to be entered from end
user’s STB (Set-Top Box) remote controller to
activate IPTV services.
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Phone Book

a = 5 Account Info [ Retail Customer 'EasyCall Ltd."
- [# add | ® close | 5 #DRs | (d E-PaymentsLog | E] Terminate Number Porting P Logout | B Log
Account ID |:|r£ Balance 0.00000 USD
Blocked [ ]
Life Cycle | subscriptions ‘ Notepad | Service Configuration | Follow Me | Call Screening ‘ Phone Book

Account Info ‘ Products ‘ Balance Adjustments | Web Self-Care | subscriber | Aliases | Additional Info ‘ Call Barring | Custom Fields

- N Contact Abbreviated Favorite
Edit Phone Humber Hame Type * Dial Assigned Lock Rating Delete
[E] +a4102356789 John Davids Work Murrber ves  [¥]

Field Description

Phone number

Phone number in E.164 format.

Note: Phone numbers must be entered in either the
E.164 format (e.g. +12065551234) or the customer’s
local format. The latter will be translated into an
E.164 format according to the customer dialing
rules, upon saving.

Name Contact name
Contact type Contact type can be one of the following:
e Work
e Home
e Mobile
e  Other
Abbreviated This is the speed dial number that the end user can
Dial Assigned dial on his phone to place a call to an external phone
number.
Note that the length of this number is limited by the
Maximum Speed Dial Length option on the
Service Configuration tab.
Lock This allows you to lock a phone book contact:

e None — Contacts are not locked in the

phonebook, allowing the end user to add,
edit or remove contacts.

NOTE: The end user is also able to select contacts
to which a special “favorite” rate applies.

Full — Fully lock the contact in the
phonebook (makes it impossible for the end
user to edit or remove the locked contact)
Number — Partially locks the contact in the
phonebook (allowing the end user to change
only the name).

Favorite Rating

Select this check box to provide a “call friends &
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family cheaper” service to the end user. The end-
user’s call to this specific number is rated according
to a special rate for the FAV destination, defined in
the end-user’s tariff.

Delete Click the E Delete icon to remove a contact from
the user’s phone book.
Follow Me

Account Info / Retail Customer 'EasyCall Ltd.'

[ 3 [# Add | @ Save | o] Save & Close | @ Close | [E] #DRs | (] E-Paymentslog | (3 Terminate Number Porting *) Logout | B Log

Account ID |:|£ Balance 0.00000 USD

Blocked [

Life Cycle ‘ Subscriptions ‘ Notepad ‘ service Configuration ‘ Follow Me | Call Screening

Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber ‘ Aliases ‘ Additional Info ‘ Call Barring ‘ Custom Fields

Order @ as listed
O Random
O simultaneous

Edit  Up/Down Hame * Destination * Calling Party Display (17 Active &t Timeout,sec®  (ff Delete
[cell phone | [1z247895648 | [caller Huuber and Nav| Always O ™

This tab is only available when Forward Mode on Service
Configuration tab is set to Follow-me or Advanced Forwarding.

Order

Specifies the order for redirecting a call.

As listed: call every active follow-me number from the
first (topmost) number to the last, until the call is
answered.

Simultaneous: call every active follow-me number from
the list at the same time until the call is answered.
Random: use a random order.

Edit

Click the IE‘ Editicon to edit the follow-me number
details. To add a new number to the list, click the [ Add
button.

Up / Down

Click these buttons to move a row before the previous
one or after the next one in the list.

Name

The name of the follow-me number (e.g. “Mobile
Phone”).

Destination

Specify a number for redirecting calls, formatted
according to the customer dialing rules.

Calling
Party
Display

Allows you to choose how to display the caller’s info
during forwarding. The following options are available:
e Caller Number and Name — The call is
forwarded with the phone number and the name
of the original caller (e.g. if A calls B, but the call
is forwarded to C, C will see that it is A who is
calling).
e Caller Number and Forwarder Name — The
phone number of the caller and the forwarder
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name are put in the CLI of the forwarded call
(e.g. if A calls B, but the call is forwarded to C, C
will see A’s phone number and B’s name).

¢ Forwarder Number and Name — The call is
forwarded with the phone number and the name
of the forwarder (if A calls B, but the call is
forwarded to C, C will see that it is B who is
calling).

SIP Proxy (This field is only available in Advanced Forwarding

mode.) Enables you to choose one of the SIP proxies

defined in the Permitted SIP Proxies properties for the

customer.
Transport (This field is only available in Advanced Forwarding
Protocol mode.) Enables you to choose the UDP or TCP

transport protocol. You can use the TCP protocol
instead of UDP for SIP communications for PBXes
which do not support UDP.

Active Defines the period when the number is active, i.e. is
allowed to receive a forwarded call. Click the Active link
or the [#] Wizard icon to create the first period
definition or add the next one using the Period Wizard
(this is virtually the same as the Off-peak Period Wizard
in Edit Tariff). Click the Always button in the wizard to
make the follow-me number active permanently. Click

the B8 Test Period icon to run a period test.

Timeout Specity the amount of seconds to wait until a call is
answered. Following timeout, the call will be redirected
to the next follow-me number or disconnected.

Off Check this option to temporarily disable forwarding to a
follow-me number.

Forward

Account Info / Retail Customer 'EasyCall Ltd."

[ 3 e save | [g] Save & Close | @ Close | E] #DRs | ] E-PaymentsLog | E3 Terminate Number Porting M Logout | B Log

Account ID |:|£ Balance 0.00000 USD

Blocked []

Subscriptions ‘ Notepad ‘ Service Configuration | Forward | Call Screening

Life Cycle

Additional Info Custom Fields

Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber | Aliases call Barring

S
Timeout, sec”
Keep Original CLD

Caling PanyOispay
Limit Simultaneous Calls To I:l
Use TCP ubpP

This tab is only available when Forward Mode on Service
Configuration tab is set to Forward to SIP URI or Simple
Forwarding.
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Forward To

Here you will enter CLD or two parts of the SIP URI:

/ SIP URI e The CLD part may contain only digits, the
letters a-d and A-D, the signs # and * and may
end with the ! sign.

e The SIP Proxy part should contain a valid IP
address (four numbers separated by dots,

e.g. 12.34.56.78).
Calls will be forwarded to a local account if the SIP
Proxy has not been specified.

Timeout Specify the amount of seconds to wait until a call is
answered. Following timeout, the call will be redirected
to the next follow-me number or disconnected.

Keep Allows you to preserve the originally dialed number

Original during forwarding. This is useful when forwarding a call

CLD to a remote IP PBX. For more details, see the PortaSIP
Administrator Guide.

Calling Party | Allows you to choose how to display the caller’s info

Display during forwarding. The following options are available:

e Caller Number and Name — The call is
forwarded with the phone number and the
name of the original caller (e.g. if A calls B, but
the call is forwarded to C, C will see that it is A
who is calling).

e Caller Number and Forwarder Name — The
phone number of the caller and the forwarder
name are put in the CLI of the forwarded call
(e.g. if A calls B, but the call is forwarded to C,
C will see A’s phone number and B’s name).

¢ Forwarder Number and Name — The call is
forwarded with the phone number and the
name of the forwarder (if A calls B, but the call
is forwarded to C, C will see that it is B who is
calling).

Limit When the specified number of concurrent calls has

Simultaneous | already been established (calls are in a “connected”

Calls to state) and the account tries to place another call, that
call will be rejected.

Transport Choose the UDP or TCP transport protocol. You can

Protocol use the TCP protocol instead of UDP for SIP

communications for PBXes which do not support
UDP.

254


http://www.portaone.com/support/documentation/�
http://www.portaone.com/support/documentation/�

Porta 4 Billing®

Participants

Call

Screening

» | @ Add | [@ Save | [zl Save & Close | @ Close | El xDRs | [ E-Payments Log

Account Info / Retail Customer 'EasyCall Ltd."

E3 Terminate Number Porting * Logout

Account ID |:|£ Balance 0.00000 USD
Blocked [ ]
Life Cycle ‘ Subscriptions Notepad ‘ Service Configuration ‘ Call Screening

Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber | Aliases | Additional Info ‘ Call Barring | Custom Fields
Edit UpDn From To Time Window Action Off Delete
El US numbers Any Callee Weekend Ring Then Forward B

Ifa call does not match any of the above rules, itwill be processed in the following way: Ring, Forward, Yoicemail

This tab allows you to define a list of rules for handling incoming calls to
this account. It is only available when Call Screening check box is
selected on Service Configuration tab.

From Allows you to select a condition applicable to an
incoming phone number (phone number of a person
trying to contact you). Click on the column header with
the corresponding rule to invoke the wizard, which will
enable you to define a new rule or change an existing

one.

Allows you to select a condition applicable to a dialed
phone number (one of your phone numbers that a
person trying to contact you).

Time Allows you to select a condition applicable to the time
Window when a call is made.
Action Specifies which actions should be taken if a particular

phone call satisfies the conditions for this rule.

Off

Allows you to temporarily disable a rule without actually
deleting it (so it can be used later on).

Volume Discounts

B B &

Account Info / Retail Customer "John Doe'

» @ save | [ol Save& Close | @ Close | [E] xDRs | 5] E-Paymentslog | EJ Terminate Number Porting

) Logout | B Log

AccountID [150453145671 4 Balance Control Subordinate

Blocked [

| Life Cycle ‘ Subscriptions | Volume Discounts ‘ Notepad ‘ Service Configuration ‘

| Account Info | Products ‘ Web Self-Care ‘ Subscriber | Aliases ‘ Additional Info ‘

Discount Plan

No volume discount

Discount Plans

Combined Discounts

Destination lolans
History s Discount Precedence — Current | Expiration
roup Plan Peak Level Discount Threshold Used/Remaining Threshold
- Voice Calls
= East Asia 100 minut.. Add-On Pr... 100% 0 minute 0 minute 100 minute 14 days
US & Can.. 1000 minu. - Add-On Pr._ 100% 0 minute 0 minute 1000 min. 14 days
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Volume
Discount Plan

1000 minutes to_.

Voice Calls: US & Canada

Precedence 4

= Active Discount Plans
Add-Cn Product.. 100%

Add-On Product.. 0%

Discount Level

- Combine With
) Expiration :

o Previous e Current Other Discounts
Peak Level | Discount Tt Used/Remaining Threshold

0 minute 0.00 minute 1000 min.. 14 days After reaching t..

1000 min... 0 minute Unlimited

Discount Permits the selection of which Discount Plan to be used

Plan with this account.

History Opens a dialog box that shows extended information
about the discount plan.

Destination | Destination groups included in volume discount plans

Group that apply to this account.

Service Shows the service type for which the discount is valid.

Volume The name of the active volume discount plan that applies

Discount to this account.

Plan

Precedence | This is the priority level for the current discount plan
that specifies the order in which certain discounts are to
be applied. Discounts with high priority take precedence
over discounts with low priority.

Combined Shows the total discount value currently applied to the

Discounts account for different periods (peak and off-peak).

Peak Level | The blank field indicates that the discount is provided
regardless of whether the service is used during a peak or
off-peak period. Otherwise, this column contains the
period names.

Discount The total discount value currently applied to the
account. It is a result of the combined discounts.

Previous The threshold value for the last used discount level.

Threshold

Used / Shows the current value of both consumed and

Remaining | remaining discount volume (in minutes or funds). The

progress bar graphically reflects how much of the
discounted service has been consumed.
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Current The threshold value for the currently used discount

Threshold level. When an account’s internal counter reaches this

value, the next level discount starts being applied

according to the discount scheme.

Unlimited means that a special “unlimited” threshold

has been defined within a volume discount plan.

Expiration Shows the time remaining for the discount to be

reapplied to the account.

If Never is defined, it means that this discount is for

one-time use and will not be reapplied to the account.
Discount History window

Status The current status of the discount plan:

e Active Discount Plans — Are discount plans
that are currently in use.

e Used in Full — Are discount plans that have
already been used up.

e Not Yet Active — Are currently inactive
discount plans.

Peak Level | The empty field indicates that the discount is provided

regardless of whether the service is used during a peak or

off-peak period. Otherwise, this column contains the

period names.

Discount The level of the discount currently applied to the

Level account.

Combine Shows the way this discount plan is combined with other
with Other | discount plans applicable to a session.

Discounts

If at the end of the usage period (e.g. at the end of the month) there is
unused traffic left (i.e. minutes, Internet traffic, messages, etc.), it can be
rolled over to the next usage period. For example, a customer has signed
up for 100 bundled monthly minutes of free calls to Canada. By the end
of the month, only 90 minutes have been used up. The 10 minutes
remaining are rolled over to the next month, so during the next month
110 free minutes will be available for the customer.

Please note that if you change the customer’s discount plan (e.g. change
an add-on product), then the unused minutes will transfer only if the new
discount plan has the same discount entry (same destination group,
service and thresholds.)

Subscriptions tab

This tab displays the subscription plans currently applied to this account.
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Account Info / Retail Customer "EasyCall Ltd’

Accountp [1es41235008 o Balance Control Subordinate

[ufecyce | ipti [ notepad | |

| Account 1ofo | products [ web self-Care | subscriber | aliases | Additionai info |

Activation Date

Current Weekly NextWeeklyFee, p.oo00o o YYY*MI-0D Finish Date. Billed To  Subscription Plan Name visible
Fee, USD usp 2 StartDate VYYD MDD toEnd User
YYYY-MMDD

Edit  Products/Subscriptions

Pending Subscriptions

el Bascv 7usp TusD =0 P =
e

Active Subscriptions

1) Linksys phons Remtal 1usp raruso 20t4-10.06( = ) 20150006 Linkeys PhoneRental [

[5] subscrption lan (nadvances) 724 USD 724usD 2015031902 201509-13  subsciption plan (in acvanced) (D)
Closed subscriptions

Reqular 7UsD 7UsD 2V1442'11 2015-01-06 2015-01-06 Monthly payment

BasicTV 7USD 7UsSD ZDWAJZ'WW 2015-01-06 2015-01-06 BasicTV.

EasyCall plus 5USD/1months 5USD/1months 2015»0343 2015-03-18 2015-03-18 EasyCall plus

Subscriptions are divided into three groups:
¢ DPending Subscriptions — Subscriptions that are not yet active
(i.e. they will be activated sometime in the future).
e Active Subscriptions — Currently active (and billed) subscription
plans.

e Closed Subscriptions — Subscriptions that have already been
closed.

Subscription activation time depends on subscription plan settings:

e Subscription plans with the At the given start date activation
setting become active at the date specified in the Start Date field.
Note that if the Start Date is set to “immediately,” the
subscription is activated within an hour after adding it.

e Subscription plans with the Upon the account’s first usage
activation setting become active on the later of the Start Date and
the account’s first usage date.

For more information about subscription plan types and general settings
please refer to the Subscription Plans chapter of this guide.

How to add a subscription
To add a new subscription, click Add on the toolbar and fill in the
following fields:
e Product/Subscriptions — Select the preferred subscription plan
from the list.
e Discount Rate, % — Type the desired discount rate.

e Start Date — Type the desired subscription activation date in the
format “YYYY-MM-DD” (e.g. 2015-10-01), or click the Start
Date link in the column title to select the date in the Calendar
window. The default value is “immediately.”

e Finish Date — Type the subscription closing date in the format
“YYYY-MM-DD”(e.g. 2015-10-31), or click the Finish Date link
in the column title to select that date in the Calendar window.
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e Subscription Plan Name visible to End User — If required,
specify the new subscription name that is displayed to the end
user. The default name is set within the subscription plan.

For subscriptions with multiple prepay plans, also select which plans will
apply:
e From the Current Fee list, select the prepay plan for the current
period.
e From the Next Fee list, select the prepay plan that will be applied
once the prepay period for the plan specified in Current Fee runs
out.

Refer to the table at the end of this section for more detailed descriptions
of the fields.

How to edit a subscription

Only pending and active subscriptions can be edited. To edit a
subscription, click the Edit icon, make the desired changed, and then
click the Save icon.

How to delete a subscription

Only pending subscriptions can be deleted. To delete a subscription that
was mistakenly assigned to the account, click the Delete icon in the
Delete column.

Field Description
Product/Subscriptions | The subsctiption plan name.

Click this link to open the corresponding
subscription plan.

Current Fee e For subscriptions with prepaid plans:
Shows the fee for the current prepay
period and the period duration.

e For subscriptions without prepay
plans: Shows the subscription fee for
the current billing period.

Next Fee e For subscriptions with prepaid plans:
Shows the prepaid plan that will be
applied once the prepay plan specified
in Current Fee expires.

e For subscriptions without prepay
plans: Shows the subscription fee that
will be applied to the account for the
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next billing period.

Discount Rate, %

The discount rate applied to the periodic fees
for this subscription.

If you leave this field empty, the discount rate
defined in the customer’s information (see
the Additional Info tab of the Edit
Customer page) will be applied.

Any value you enter will override the
customer discount rate. Entering 0 means no
discount (i.e. the rate defined in the
subscription plan is applied).

Start Date

This field is visible only when you add a new
subscription.

The desired subscription activation date:
immediately, or sometime in the future.

Activation Date

Displays the date when the subscription is
activated.

Click the Show More button to see the
subscription start date.

Finish Date

e For pending and active subscriptions:
The date when this subscription will
automatically be closed.

e For closed subscriptions: The date
when the subscription has been
closed.

Billed To

Shows the date until which subscription
charges have already been applied.

Subscription Plan

The subscription plan name as the end user

Name Visible to End sees it on their self-care interfaces and
User invoices.
Close e (lick the El Close icon to close the

subscription. This icon is available
only for optional active subscriptions.

o The® Obligatory icon indicates
that this subscription comes from the
account’s product, and therefore the
subscription cannot be closed until
the account has this product assigned
to 1t.
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Call Barring

Account Info / Retail Customer "EasyCall Ltd."

» | @ Save | [ Save&Close | @ Close | Bl xDRs | [ E-Paymentslog | B Terminate Number Porting *l Logout | B Log

Account ID |:|rﬁ Balance 0.00000 USD

Blocked []

Life Cycle ‘ Subscriptions ‘ Notepad ‘ Service Configuration

Account Info ‘ Products | Balance Adjustments ‘ web self-Care | Subscriber | Aliases | Additional Info | Call Barring | Custom Fields

Premiurm Numbers
Tolkree 1

This tab is only available when the Call Barring feature for Voice Calls
/ Outgoing has been activated on the Service Configuration tab. Here
you can bar specific classes of phone numbers from being dialed.

Fraud Prevention

The Fraud Prevention tab will only appear if Geo-IP Fraud Detection
Enabled is set to Yes in the account’s product.

Bl (B = & Account Info / Retail Customer 'EasyCalls’
» | @ Save | @ Save&Close | ® Close | Bl xDRs | / E-PaymentsLog | E3 Terminate Number Porting | *I) Logout | B Log
AccountID | 12345678577 .£ Balance Control Subordinate
Blocked [ ]
Life Cycle | Subscriptions | Volume Discounts | Notepad | Service Configuration | Follow Me | Call Screening

Account Info ‘ Products ‘ Web Self-Care

Subscriber

Aliases

Additional Info ‘ Fraud Prevention

Status GeolRisk Profile: ABC

Locations Summary

Locations History The current status is:  Active

TemporawLocalions | 06 the status to -

Field | Description
The Status section

Geo / Risk This shows the account’s assigned Geo / Risk
Profile Profile as defined in its product.
The current This shows the account’s current condition:
status e Active — This means that the account is able

to use the service as usual.

e Screened — This means that some unusual
activity has been detected for this user, thus
he will be prompted to enter his “service
unblock” code upon attempting to make a
new call.

¢ Quarantined — This means that after being
screened, this account was unable to supply
valid credentials while continuing to attempt
to make a large number of calls. All such call
attempts are automatically blocked to reduce
the load on the network.
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Change the
status to

Here you can manually change the account’s status:

e Active (allow normal calling) — If the
account had been screened or quarantined
for some reason and the situation was
regulated, you can change the account’s
status back to active here.

e Screened (authenticate before calling) —
If some unusual activity has been detected
for this account you can screen its calls to
prevent a potential security breach.

¢ Quarantined (reject all calls) — If you want
to temporarily block all call attempts from
the account, change its status to quarantined
here.

Note that neither the Screened not the
Quarantined status influences on-net calls.

The Locations Summary section

IP

Shows the IP address used for account registration.

Usage Counter

Shows the number of call attempts made from this
specific location.

Last Used

This column shows the timestamp of the last call
attempt.

Verified Until

If an account’s product is configured to allow
normal calls (without repeated screenings) for a
certain period after passing the initial screening IVR,
the time of expiration will be reflected in this
column.

The Locations History section

IP

Shows the IP address used for account registration.

Country

Shows the country where the account was registered.

Usage Counter

Shows the number of call attempts made from this
specific location.

Restriction Shows the restriction levels as configured in the

Level Geo / Risk Profile.

Last Used This column shows the timestamp of the last call
attempt.

Verified Until If an account’s product is configured to allow
normal calls (without repeated screenings) for a
certain period after passing the initial screening IVR,
the time of expiration will be reflected in this
column.

The Temporary Locations section
IP This allows service usage without restriction in

unusual locations. Enter the IP address from which
the user intends to use the service here.
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Country If the user intends to use services outside of the
default country for some time, you can specify the
receiving country, therefore temporarily allowing
calls without restriction from that location.
Verified Until Enter the date when verification for a temporary
location should be automatically canceled.

Delete Click the ¥| Delete icon to remove the temporary
location.

Account Generator

The Account Generator should be used when large numbers of accounts
are to be generated (for example, when issuing prepaid cards) so that
individual accounts need not be entered manually. The account IDs will
be generated either sequentially or randomly, as will the web password, so
as to prevent possible defrauding. The generation process will run offline,
so that the accounts are not visible from the Account Management page
until the process is complete. The customer will then receive an email
notification regarding completion of the task, as well as another email
listing all the accounts in .csv format, including the values “Batch”,
“Control Number” (a sequential index), “PIN” (account ID), “Web
login” (by default identical to the account ID) and “Password” (web
password).

Account Generator for Customer 'EasyCall Ltd'

» | @ Generate | ® Close Objects *IJ Logout

Number of accounts |10 - Opening Balance |10

Blocked

Account Info | Products ‘ Web Self-Care | Additional Info ‘ Life Cycle ‘

Type ® Dehit - Credit ' Youcher

Inactive 4
Generation method '@ Random

Sequential

DID Inventory
1D Prefix 1z
1D Length 11
Service Password Empty

®  Auto Generated

Auto Generated Digits Only

Gustomer Site Hons v

Batch EasyCall New batch v

The Account Generator interface is very similar to Add Account, with
the following exceptions:

Field Description
Number of Accounts | The number of accounts to be generated.
(replacing Account ID)
Account Info tab
Generation method ‘ ¢ Random will produce unique
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unpredictable account IDs with a
specified length and prefix.

e Sequential will create accounts with
incremental IDs, e.g. if the starting ID
is specified as 55540000, it will create
accounts 55540000, 55540001,
55540002 and so on; see below for
morte details.

e DID Inventory will generate accounts
by assigning account IDs from the
available DIDs in a specific DID
batch; the user has the option of
choosing the starting DID.

Inactive Only available when the account type is set to

“Debit” or “Voucher.” Select this check box if

you’d like to create an inactive account.

ID prefix Preset leading digits in the account ID; leave
empty to make the account ID totally random.

ID length Total ID length, including 1D prefix.

Starting ID The initial digit set you would like the

generated accounts to start with. Thus, if you
enter 5553000, the account IDs (PINs) will
look like this: 5553000, 5553001,
5553002 and 555300N, where N = subsequent
digit. (This is only available in Sequential
generation method, and is always numeric.)
Service Password Can be generated automatically, or left empty
to allow end users to login using account ID
only (typically used for prepaid cards). The
“Auto-generated digits only” option allows
you to create sufficiently secure passwords
(with a specified password length) consisting
of digits only, so that they can be entered from
a phone’s touchpad.
Customer Site Places this account (phone line) with a specific
site so that the site parameters (e.g. number of
simultaneous calls) will apply.
Batch Accounts are grouped into batches. If a new
batch name is provided in the text field, a new
batch will be created when you add the
account. Otherwise, an existing batch should
be selected from the list.

Web Self-Care tab
Login Can be set as identical to the account ID, or
left empty to disable access to the account
self-care interface.
Password Can be generated automatically, or left empty
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to allow end users to login using account 1D
only.

Assigning an account ID

Choose Random if you want a relatively small amount of unpredictable
IDs within a large enough range of possible numbers. Please note that
“random” means not only “generated randomly” but also “difficult to
guess”; therefore, the ratio between the number of generated PINs and
the number of total possible PINs should be sufficiently low. For
instance, PortaBilling® will refuse to generate 5,000 PINs with ID prefix
33333 and ID length 9, because in this case there are 10,000 possible
PINs; if we generate 5,000 actual pins, there is a 50% chance of using
someone else’s PIN just by entering one wrong digit. Thus, in the
example above, the PIN length should be set at 10 or even 11 digits (with
a 5% or 0.5% chance of guessing the PIN, respectively). Note that
random account PINs are never generated with leading zeroes, as these
zeroes could be truncated when working with PIN data in programs like
Microsoft Excel.

Choose Sequential if you want to generate a large number of accounts at
once. You can choose the starting ID for the first account to be
generated, and the system will generate IDs sequentially by an increment
of one. If a given account ID is already used, it will be skipped and the
system will continue until it generates the specified number of accounts.

For example, if you requested 100 accounts with the starting ID prefix
“10000007, and there are already three accounts within the defined range
(1000010, 1000011, 1000012), the first generated ID will be 1000000, the
second 1000001, and the last 1000103. Account ID length is always the
same for all generated accounts. So if there is not enough room to
generate the specified number of accounts (e.g. you request 1,000
accounts with starting ID 999900), generation will not begin and a
warning email will be sent immediately.

E-payments Log

This form is not directly accessible from the main menu, since it should
be accessed in the specific context of:

e the whole environment (accessible from Payments) — this allows
you to see charge attempts for any direct customer;

e a specific customer (accessible from Customer Info) — this allows
you to monitor charge attempts related to a particular customer;

e a specific account (accessible from Account Info) — this allows
you to monitor charge attempts related to a particular account.
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Adjust the search parameters to see a list of all transaction attempts (by

default, only transactions for the current day will be displayed, so the

values in the From / To fields may need to be changed) and then click

the Search button.

1 0g
» | ® Cose I Logout

from,mpoyYYY B ToMmvorvyy B TestMode  PaymeniSystem  Pament Status Search
3ra8rac07 [astzar2007 are | a v [ aee -
Pages: 12 Total 2

ID ¥ Date/Time  Customer/Account Amount Curency  PaymentMethod  PaymentSystem Test  Status
82 QSH4200719:58:18 & Call Parking 1 usD R oo ¥ 2CheckoutDD e 5 g
81 08142007 135246 4 EVESI Calls 4 usD  [EE] 4007coeD02F ¥ TestProcessor {GHE 7]
80 05142007 135242 § EVBSIP Calls 4 usD 40070027 ¥ TestProcessor {8k o
79 051472007 135238 & EVBSIFCalls 407  USD [ +o07ome0027 ¥ TestProcessor {1 Suckaaced
78 0102007135018 & Call Parking 12007 usD  EEED fawed0d ¥7H 2CheckoutDD. e Succesded
77 Q10007131835 & Call Parking 323 usD [ tuca0? K7Y 2Checkoutn s ']
76 05102007 121703 & Call Parking 323 usD  [EEED noowaaof KT¥ aCheckouton B ]
75 0102007120503 & Call Parking 223 usD  [EED noseodor §¥ 20heckouton @ Succesded
T4 QSHW007 115144 & Call Parking 5556 USD  BEED fouwedd? T 2CheckoutDD e 5 g
73 0502007 11:50:30 & Call Parking 5556 USD PR 13000207 ¥ 2CheckOutDD {8kt Suceasded
72 05102007 114846 & Call Parking 5456  USD PR 1so0e0307 ¥ 2Checkout DD Falled
71 05102007 11:48:36 & Call Parking 20l usD B hoosodor 7% TestProcessor st Sucrasdes
70 0SN02007 114536 & Call Parking 12213 usD [ taoweao? i TectProcassor T Autharized
69 OS102007 11:4443 & Call Parking 12303 usD R teeacd0? §7¥ 2Checkout DD Falled
68 05102007 11:4422 & Call Parking <123 usD RN towxaa07? ¥ 2Chsskout DD Fallzg
67 OSN0200711:4411 & Call Parking 1213 usD  [EEED 1aeedor ¥¥ 2CheckOULDD Fallag
66 05102007 114355 & Call Parkin 123 usD  EBED fxeedd07 77 2ChackOutDD Falled
65 0SH02007 11:4284 & Call Paring 6455 USD  ERED toeo0? i1 3CheckoutDD Falieg

Column Description

Date / Time

Specifies when the charge attempt occurred.

Customer /
Account

Specifies to which customer or account the charge was

applied.

Amount

Gives the total amount of the transaction.

Currency

Specifies the currency used in the transaction.

Payment
Method

The icon on the left specifies which type of payment
method was used (e.g. VISA or MasterCard); the actual
card / account number is displayed in the “safe” form
(some of the digits are masked by an x).

Payment
System

Specifies the payment system used to carry out this
transaction.

Test

Indicates whether this transaction was done in “test”
mode.

Status

Indicates the result of the transaction:

e Succeeded — The transaction was successful,
funds were transferred.

e Failed — The transaction has failed (click on
Failed to get further information, such as the
error code or a response from the remote
payment processor).

e Authorized — A “check funds” transaction was
successful (but no actual charges were applied to
the credit card and no balance modification in
the billing was done).

¢ Incomplete — When using payment systems
with “external authorization” it is possible that a
transaction was interrupted (e.g. user has clicked
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the “cancel” button when entering credit card
info on the remote processor website).

Batch Management

Batch is a logical name for a group of accounts, which simplifies account
management procedures. Accounts can be grouped into batches, but also
can exist without being tied to a specific batch. The Batch Management
page, accessible from the Edit Customer page by clicking the # Batches
button, shows you a page for listing existing batches for a specific
customet.

Batches of Retail Customer 'EasyCall Ltd."

[ [# Add | d Save | lgl Save & Close | & Close ¢ Logout | B Log
Search
Edit Hame * Sale Commission Payment Commission Delete
|E| EasyCall
[Z] Easycal-Dips E

Adding a New Batch
To add a new batch, select ] Add.

o Edit Customer "EasyCall Ltd"
[ Save | [ Save&Close | @ Close | Bl xDRs | {fi} Batches | o8 Sites | (&) Accounts | @ E-Paymentslog | [] Invoices

*) Logout | B Log

[B Out-Of-Turn Invoice | E Terminate ‘ -
]
CustomerID EssycCall Ltd - Cuggomer Class Default customer class -t
Balance Control Postpaid
Balfince 2482 74584 USD
Cuggent Credit Limit 3000.00000 USD
Life Cycle ‘ Taxation | i Dialing ‘ iptic ‘-d'olllme i ‘ Trouble Tickets ‘ Notepad | Service Configuration ‘ Permitted SIP Proxies
Address Info ‘ Balance Adjustments ‘ WEbSE'f—Carl | Additional Info ‘ Payment Info | yments | i ‘
= L]
Company Name Contact
s ./ Phone
FirstName Fax
[LAN Alt Phone
LastName Alt Contact
Address E-Mail
BCC
Description

Province/State
Postal Code
City
Country/Region

Batches of Retail Customer 'EasyCall L

Add | [@ Save | (gl Save & Close | ® Close Objects *) Logout | B Log

Search
Search

Edit Hame * Sale Commission Payment Commission Delete
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Batches of Retail Customer 'EasyCall Ltd'

» [ Add | @ Save | [& Save & Close | @ Close Objects *l) Logout | B Log
search
asearhy
Edit Hame * Sale Commission Payment Commission Delete
Jal [Prepsid cards [
= 11

When you add the account and provide a new batch name in the text
field, the new batch will be also created.

On the Batches page, you can create a new batch, edit the existed batches
(e.g. change batch’s name) and set two parameters: Sale Commission and
Payment Commission. These parameters are associated with Distributor
(see the Distributor section for more information).

Site Management

A site is a group of customer’s accounts that can be conveniently
managed as a single entity. For instance, all of the phone lines used in a
sales department or in ‘office building A’ can be joined into a single
group. This allows you to apply certain configuration parameters or
service restrictions to the accounts in that group. You can limit the
combined number of simultaneous calls for all accounts of a particular
site. This is useful if, for instance, ‘office building A’ has limited
bandwidth and can only support 30 calls — no more calls will be allowed
in order to avoid severe degradation of the sound quality on all calls in
progress.

Adding a New Site

There is always one entry in the customer site list called Default. Initially,
all accounts are added into this site, therefore this site cannot be deleted.
If you need to apply the exact same limitations on all of the accounts of a
particular customer — just specify them in the Default site.

If a customer has more than one location you can set the limitations for
each location separately. To do this, create an independent site entry with
specific options for each of the customer’s locations. Then assign these
sites to the corresponding accounts in the Customer Site list. Any
account that is not assigned to a specific site will share the limitations of
the Default site.
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Customer Sites of 'EasyCall Ltd."

E3 Delete | @ Close

Site Name T
1 Site Mame; Office building A

Oﬁ’lceibuildmg A

Limit Simultaneous Calls: (Teset/overiie)

Limit Simultaneaus Calls i

{rezelioverride

{resel/override )

(_._._._._._.-.—-—-—-—-—-—-—-—-—-—-—-—-—-—-—.—.—

Add a new site

Site Marme: Head Ofice

(UG
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Customer Sites of 'EasyCall Ltd."

» @ Add | [d Save | [l Save&Close | E3 Delete | ® Close Objects ) Logout | B Log
Site Name T
Site Name: * Head Office
Head Office
Office building A Limit Simultaneous Calls: (reset/ Y
Limit Simultanecus Calls: Yes - - -
Max Number of Simultaneous Calls: 25 (_ =

Max Number of Forwarded Calls:
Max Number of Incoming Calls

Max Number of Qutgoing Calls:

Codec Connectivity Profile: Unknown -
Max Bandwidth bps v
Max Incoming Bandwidth: bps ~
Max Outgoing Bandwidth: bps =
( loverride )
( ioverride )
Sip Contact: (reset/ )
Sip Centact Enabled e
= Use Registration of Account
Account: ™ 12354673900 I7g
Static Address
Site Name Name for a group of accounts.
Limit Engage real-time checks of the number of
Simultaneous concurrent calls made by accounts that belong to
Calls this site. When the specified number of concurrent

calls has already been established (calls are in a
“connected” state) and the account tries to place
another call, that call will be rejected.

Choose Customer’s default option to use the
values defined in the Default site.
Max Number of | Allow only a specific number of concurrent calls

Simultaneous (regardless of their type, such as incoming or
Calls outgoing) for accounts at this site.

Max Number of | Allow only a specific number of concurrent
Incoming Calls incoming calls for accounts at this site.

Max Number of | Allow only a specific number of concurrent
Outgoing Calls outgoing calls for accounts at this site.

Max Number of | Allow only a specific number of concurrent
Forwarded Calls | forwarded calls for accounts at this site.
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Codec Select a suitable codec connectivity profile that will
Connectivity be used for bandwidth allocation calculation. Every
Profile new call’s allocated bandwidth is calculated by

considering a negotiated codec and its parameters

to enable full use of the available bandwidth and

block new calls if no more bandwidth is available.
Max Bandwidth | This allows you to configure the bandwidth

utilization limitation to ensure that only an
acceptable number of calls are allowed, in order to
avoid severe degradation of the sound quality on
calls in progress.

Max Incoming

This allows you to configure the bandwidth

Bandwidth utilization limitation for incoming calls.

Max Outgoing This allows you to configure the bandwidth
Bandwidth utilization limitation for outgoing calls.
Location This allows you to define customer’s permanent
Information location for geo-IP fraud prevention.

Current Location

Type in a customer’s permanent location. It should
contain a country code top-level domain (in
is0_3166_1_a2 format, e.g. fr for France, de for
Germany etc.).

Allowed Mobility

Select Stationary user (constant location) if this
customer is not authorized to make calls from
various countries (e.g. as a residential customer
would make calls from his SIP phone). Calls made
from any other country will be screened. The
Roaming user (frequent location) option can be
used for customers who travel frequently. In this
case, a change in location would be considered
acceptable.

Dialing Rules

The following options are available:
e Disabled — This deactivates the dialing
rules for accounts within this site.
e Enabled — This activates the dialing rules
for accounts within this site.
e Custom — This allows users to create and
use their own sets of dialing rules.

Dialing Format

Select existing dialing format defined earlier or

create a new one by clicking the t# Wizard icon.
You can define new dialing rule settings on the
Dial Plan page.

Translate CLI on
outgoing calls

Allows outgoing calls to be translated based on the
selected dialing format.

Translate CLI on
incoming calls

Allows incoming calls to be translated based on the
selected dialing format.
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Sip Contact

Enable this feature to define the way a customet’s
IP PBX registers to PortaSwitch®.

Use Registration
of Account

This option is usually selected if a customer’s IP
PBX uses a dynamic IP address for registration.

When selected, it allows you to specify the account
used for IP PBX registration as a SIP contact on
the PortaSIP® server. The calls arriving to any
DID numbers that belongs to the IP PBX and
being provisioned as accounts in PortaBilling® will
be routed to the IP address that is currently
registered.

Account

Select the account used for IP PBX registration on
the SIP server. Its contact information (i.e.
1p:port) will be used by the PortaSIP® server to
deliver incoming calls to the IP PBX directly.

Static Address

Enable this feature if the customer’s IP PBX can’t
perform SIP registration to PortaSwitch®.

Use Original

Specify the destination number that calls will be

CLD routed to. If left blank, the number originally dialed
will be used as the destination number.

Host This contains valid IP address of customer’s IP
PBX (four numbers separated by points, e.g.
12.34.56.78).

Transport Select the transport protocol (either TCP or UDP)

that is used to deliver incoming calls.

Number Porting

In order to port-in a number, a PortaBilling® user sends a request via the
Number Porting button on the Account Info page.

NOTE: The Number Porting button is only available when NumberPorting is
enabled on the Configuration Server.

b | [ Save | gl Save&Close | @ Close | E] xDRs | (@ E-Paymentslog | E] Terminate Number Porting M Logout | B Log

"

AccountID (173456785012 rﬂ Balance Control Subordinate I
Blocked L
=

Life Cycle ‘ Subscriptions Volume Discounts ‘ Notepad ‘ Service Configuration i
Account Info | Products ‘ Web Self-Care ‘ Subscriber ‘ Aliases ‘ Additional Info | Custom Fields -

I

Customer EasyCall Lid, Refunds 0.00000 USD L
Type Credit I
Service Password [sbabpok Auto User Agent -
E-Mail Contact I
"

Customer Site None v|| Registered 1
Batch None v ERRAES) =
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In the Create Request dialog box two parameters should be specified:

Portln Number- * 111-555-1234

Desired Due Date: *  2015-04-1616:39 I YYYY-MM-DD HH24:MI

Field Description
PortIn Number | The number that must be ported to PortaBilling®
from another telecom.
Desired Due The date by which the customer’s request must be
Date completed.

Vendor Management

Vendors are your service providers, e.g. termination partners or incoming
toll-free line providers. Every time a call travels from your network to a
vendor (via telephony or VoIP) there is a cost associated with it, and at
this point PortaBilling® will charge the account and customer for the call,
as well as calculate your termination costs.

On the Vendor Management page, you can view a list of all registered
vendors. This list provides the following information and activities:

Vendor Management

» | [ add | ® Close o) Logout | B Log
Search
|

xDRs Hame Connections Currency Balance E-mail Delete
(2] Arminet 2 s 0.00000
(2] iBasis 2 2 D 0.00000
[©] siptosip Calis H usp 251665
[B] vosbone 1 Usp  0.00000

Column Description

xDRs Click the @ View icon to go to the xDR view page for
this vendor.

Name The vendot’s name.

Connections | Click the |23 Connections icon to be taken to the
connections management page for this vendor. The
number next to the icon shows the number of
connections defined for this vendor.
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Read more in the Connections section.

Currency The currency in which the vendor’s account is
maintained and paid.

Balance The vendot’s current balance.

E-mail Email contact for the given vendor.

Delete Click the [*| Delete icon to remove the vendor. The

delete button will only appear if there are no xDRs or
connections defined for the vendot.

Add / Edit Vendor

Add Yendor

» | i Save | [l Save & Close | @ Close *l Logout

Vendor Name |=-Telecorn ) Currency USD - US Dollar [2]”

Opening Balance o

Address Info | Additional Info | Web Self-Care

Company Name Contact

MriMs.j Phone 915-555-1243
FirstMName Fax

LAl Alt. Phone

LastName Alt. Contact

Address 11 Broadway, #710 E-mail billing@x-telecarn. net

Description

ProvincefState My

Postal Code 01202

Gity Mew York

Country/Region  USA

The Add Vendor page allows definition of a new client entity within
PortaBilling®. The information required is split into two tabbed sections:
Address Info and Additional Info. The Edit Vendor page also contains
the Notepad tab for making notes. The following information is required
at the top of the form:

Field Description
Vendor Name | Defines the vendor name as it will appear within the
PortaBilling® system. This is distinct from the
Company Name field in the Address Info tab.

Currency A currency must be specified by selecting it from the
list of available currencies.

Opening The starting balance for the vendor.

Balance

The information in all the other tabs is optional, and need not be specified
when creating a vendor.

Balance Adjustments

The Balance Adjustments tab allows the administrator to correct a
vendor’s balance.
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Field Description
Action Manual charge — Use this transaction to adjust
the vendor’s balance in case of non-call related
charges from the vendor. The amount is added
to the vendor’s balance.
Manual credit — Use this transaction if you
have received credit to your account. For
instance, if you complained about the vendor’s
service quality and have an agreement for
certain funds to be credited toward future
services.
Manual payment — Use this transaction to
manually enter the information about a
payment you have made. Credits (or decreases)
the vendor’s balance.
Refund — Use this transaction to revert an
earlier payment to the Vendor (e.g. a check
returned by the bank). Debits (or increases) the
vendor’s balance.

Service (only for A service for which the manual charge / credit
Mannal charge and is made.

Manunal credit)

Amount Amount to charge / refund.

Date (only for Manual | A date associated with the manual charge /
charge and Manual credit) | credit. For example, you can specify a date for
manual credit action for when an item is

credited.

Visible comment A comment on this transaction visible to the
vendor in the xDR browset.

Internal comment An internal comment on this transaction; not

visible in the xXDR browser, and only accessible
directly from the database.

Additional Info

Field Description
Billing Period | Defines the frequency of generating xDR reports for
this vendor.
Offset Balance | Defines the customer for automatically offsetting the
with Customer | vendor’s balance (if this company also sends you
traffic, i.e. it is also your customer). You may only
choose a reseller or retail customer defined with the
same cufrency.

This indicates that this vendor and the referenced
customer represent two sides of the same company.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 275



Porta

Billing® Participants

When the billing engine processes a call from this
customer and calculates the routing, it automatically
excludes this vendor from the routing list to prevent
a possible routing loop (sending calls back to the

originator).
Minimum When the balances of both the vendor and the
Amount to associated customer reach the threshold value,
Offset PortaBilling® chooses the lesser of two balances and

decreases both customer’s and vendor’s balances by
this amount.

Let’s consider the example for when the Minimum
Amount to Offset is set to $100 and you start
sending traffic to this company (to vendor) and it
starts sending traffic to you (as customer).
e While the vendot’s balance is $80 and the
customer’s balance is $40 — nothing happens.
e Even when the vendot’s balance crosses the
threshold and becomes $120 and the
customer’s balance is $80 — nothing happens.
e Only when the vendor’s balance is $140 and
the customer’s balance is $105 (both balances
over the threshold) — does PortaBilling®
make a $105 offset.
e The vendor’s balance becomes $35 and the
customet’s balance becomes $0.

The xDR records for both the vendor and the
customer are created for this transaction.

Web Self-Care

The Web Self-Care tab content is identical to that described in the Web
Self-Care subsection of the Customer and Account Management sections of this
guide.

Authorization

When you send traffic to the vendor’s network, both parties are interested
in securing the connection so that no one else can send traffic to the
vendor, as this would then be billed to your account. When using SIP, it is
possible to do this in a very convenient and secure way: by using digest
authentication. In this case, the vendor will provide you with a

username / password, which will be used to authotize every outgoing call
from your network to this vendor. Here you can enter information about
such accounts, so that they can be provided automatically by billing to the
SIP server.
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Edit Vendor "X-Telecom'

» | @ add | id Save | [ Save &Close | ® Close | Bl #DRs | 33

Connections P Logout

Vendor Name |x-Telecom

Opening Balance 0.00000 USD

Balance 0.00000 UBD

‘Addreis]nfﬂ Balance Adjustments | Additional Info | Web Self-Care | Authorization

DID Provisioning | Notepad

Edit Hame *

Bl
El

Jirm Tumer

Paul Allot

Login * Password Delete

K]
K]

jturn

pallo

DID Provisioning

o]

» | i@ save | [g Save&Close | & Close | 5] xDRs | 39

Edit Vendor 'DIDWW"

Connections

*l Logout | B Log

Vendor Name |DIDWW "

Opening Balance 0LUSD

Balance nusb

‘ Address Info ‘ Balance Adjustments | Additional Info | web self-Care ‘ Authorization | DID Provisioning | Notepad

DID Provider

User Name
APl Key

endor DID Batch
Incorning Costs Tariff

Accept Calls on SIP Server

Enable On-Dermand Frovisioning

ow M

e
HGL23789GFDI859068SFDS W47 5E =

T
DIDww—tariff |
PortaSIP - 193.28.87.15L "

Field Description

Enable Enables the interconnection with DID vendors such

On-demand as DIDWW or DIDx, offering extra DID numbers

Provisioning as a value-added-service. On-demand DID
provisioning enables the end user to browse, sign-up
and release DIDs or toll-free numbers available on
the DID vendor side, online.

DID Provider | Select the DID provider for interconnection.

User Name / Specity a user name provided by the DID provider.

User ID This user name will be used for the authentication of
API sessions.

API Key / Specify an API key provided by the DID providet.

Password This key will be used for the authentication of API
sessions.

Vendor DID Allocate a batch for this vendor’s DIDs. When end

Batch users sign up for new DIDs or toll-free numbers
from this vendor, the numbers will be registered in
the specified vendor batch. This allows you to keep
track of which phone numbers were purchased from
this vendor.
You may either create a new batch or select an
existing one.

Incoming Select a tariff to calculate costs associated with the

Costs Tariff incoming calls from this vendor.

Accept Calls on | Select a PortaSIP® node (virtual SIP instance) on
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| SIP Setver | which the calls from this vendor will be accepted. |

m Networking
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Nodes

The Node Management page enables registration, removal and
maintenance of the gateway list. Nodes are gateways which provide
accounting records to PortaBilling® or exchange authentication /
authorization requests with it. On this page the user is provided with a list
of all nodes currently registered.

The search form at the top of the page allows filtration by any
combination of H.323 ID, IP address and / or whether or not the node is
a Radius client. Providing any of this information and selecting Show
Nodes will refresh the node listing according to the new filtration criteria.

Node Management

3 [ Add | ® Close Internode Routing *) Logout | B Log

Hode ID P RADIUS Client

QOves ONo @Al

Hame Hode ID P Manufacturer Type RADIUS Client Delete
Huawrei - 19328 87 2 18328872 19328872 Huawei ABM [21
PorasSIP - 193.28.66.64 193.28.86.64 193.28.86.64 Portadne PortasiP Ed|
Portalihd - 193 28 87 66 193.28 86 65 193 28 BA 65 PortaOne PortaUn @

The following information is provided within the listing:

Column Description

Name Logical name of the node. This is also a link to the

edit page for the given node.

Node ID For a VoIP node, this is equivalent to a hostname for
an internet server (e.g. maill.cyberdyne.com), L.e. a
descriptive, human-readable name used for

identification purposes.

IP

IP address of the node.

Manufacturer

Manufacturer of the node.
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Type

Node type. The options are as follows:
Cisco

e VOIP-GW: the node functions as a gateway
e NAS: Cisco Network Access Server

e ASR Series: Cisco ASR Series Aggregation
Services Routers

e PDSN: Cisco Packet Data Serving Node

Quintum
e VOIP-GW: the node functions as a gateway

PortaOne
e PortaSIP: the PortaSIP® Switching Server
o PortaUM: the PortaSIP® Media Server
e Generic: PortaOne generic node

ALOE Systems (formerly MERA Systems)
o MVTS Pro: Mera Networks VolP Softswitch

BroadSoft

e BS: BroadWorks VoIP communications
application server

Mikrotik
e Router: Mikrotik Router OS

Genband (formerly Nextone)
e MSX: Nextone MSX

Huawei
e ASN: Huawei ASN gateway for WiMAX

e UGWO9811: it enables a PortaBilling® adapter
module that uses a set of Huawei RADIUS
VSAs (Vendor-Specific Attributes). The
Huawei UGW9811 gateway can function as a
gateway GPRS support node (GGSN), a
serving gateway (S-GW), or a PDN gateway

(P-GW)

Dialogic
e IMG: Dialogic Integrated Media Gateway

ECI

e BRAS: ECI Broadband Remote Access
Server
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Add / Edit Node
To add a new node to the system, click &l Add on the toolbat.

Add Node

* | Id Save | (ol Save &Close | @ Close Pl Logout

Node Name | Portalik
Manufacturer | Portane [v]

Type Portall [v]

Node info
Node 1D pertaurn.portacne.com | © | RADIUS Client
MAS-IP-Adidress 34.56.78.122 * | RADIUS Key p— =
Auth. Transl. Rule

RADIUS Source IP 34.56.78.122

RADIUS Dictionary

In order to register a new node in PortaBilling® or edit an existing one,
the following information must be provided:

Field Description
Node Name | The logical name of the node for use within
PortaBilling®
Node ID For a VoIP node, this is equivalent to a hostname for

an internet server (e.g. maill.cyberdyne. com), le.a
descriptive, human-readable name used for
identification purposes. Make sure the value you enter
here matches the “hostname” parameter configured on
the gateway, since that value is returned from this node
in the h323-gw-id attribute, and the ability to match
these values with data in billing significantly simplifies

troubleshooting.
NAS-IP- The IP address of the node.
Address
Auth. Transl. | The authentication translation rule used to transform a
Rule dialed phone number into the E.164 format used in

PortaBilling®. Node translation rules have become
obsolete with the introduction of customer-based
translation rules.

Manufacturer | Choose “Cisco,” “Quintum,” “PortaOne” or another
from the list, depending on the manufacturer of the
equipment.

Type Node type. The options are as follows:

2

Cisco
e  VOIP-GW: the node functions as a gateway
e NAS: Cisco Network Access Server

e ASR Series: Cisco ASR Series Aggregation
Services Routets

e PDSN: Cisco Packet Data Serving Node
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Quintum
e  VOIP-GW: the node functions as a gateway
PortaOne

e PortaSIP: the PortaSIP® Switching Server

e PortaUM: the PortaSIP® Media Server

e Generic: PortaOne generic node

ALOE Systems (formerly MERA Systems)
o MVTS Pro: Mera Netwotks VolP Softswitch
BroadSoft

e BS: BroadWorks VolIP communications

application server
Mikrotik

e Router: Mikrotik Router OS

e Genband (formerly Nextone)

e MSX: Nextone MSX

Huawei
e ASN: Huawei ASN gateway for WiMAX
Dialogic
e IMG: Dialogic Integrated Media Gateway
ECI
e BRAS: ECI Broadband Remote Access Server
RTP Describes the NAT traversal capabilities of this node:
Proxying e Direct — RTP stream should be send directly
to this node; RTP proxy should not be used.

e Optimal — This node is capable of NAT
traversal; no RTP proxying is required unless
specifically requested.

e OnNat — This node is not capable of NAT
traversal; engage RTP proxy if the other party
is behind the NAT.

¢ Always — When sending a call to this node,
always engage RTP proxy, so that no direct
media stream goes to it.

VoIP User- Defines which parameters (e.g. ANI, IP, DNIS, etc.)

Name should be used to identify which account the call
should be billed to. This applies to calls that arrived to
this node from the IP network (values taken from the
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answer / VoIP call leg).

NOTE: This parameter is only applicable to Quintum gateways.

Telephony
User-Name

Defines which parameters (e.g. ANI, port ID, DNIS,
etc.) should be used to identify which account the call
should be billed to. This applies to calls that arrived to
this node from PSTN (values taken from the

answer / Telephony call leg).

NOTE: This parameter is only applicable to Quintum gateways.

Radius Client

Select this check box if the node will provide
accounting records to the Radius server.

Radius Key

This input will be available only if the node has been
designated as a Radius client. This is the authentication
key for all Radius interactions. A hard-to-guess
password may be automatically generated by clicking
the Auto button.

Radius
Source IP

More than one interface can be present on the node;
specify the IP address of the one that communicates
with the Radius server.

The following fields are only available for Cisco, Mikrotik, Huawei and ECI nodes

POD Setrver

This enables the event-triggered interaction with the
RFC 3576-based service controlling the network
sessions on the NAS. The system will send a special
PoD, DM or CoA message to this server, for example,
when an internet-connected account runs out of
balance, exceeds its data transfer limit, switches access
policy or expires. The POD server will then terminate
or alter the properties of the session(s) opened by this
account.

Shared Key

A shared secret that is used for authenticating requests.

Radius IP

An IP address for a RADIUS RFC 3576 server to
which requests are sent.

Port

The internet UDP port to which requests are sent. If
not specified, the default port typical for the NAS
device is used (e.g. 3799).

Internode Routing

The Internode Routing page enables the creation of rules for routing
calls between nodes. This page shows a list of all the rules currently in the

system.

NOTE: The Internode Routing page appears only if there is a MVTS node in the
environment, and is accessible only to administrators and root users
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The search form at the top of the page allows filtering by any
combination of node name, node ID, or node IP address. Provide any of
this information and click Show Rules to display the specific list of node
routing rules only.

Internode Routing

» | @ Add | ® Close * Logout | B Log

Hode Name Hode ID Hode IP

Show Rules

Receive Incoming Calls Send Outgeing Calls
Hode Hame Hode ID Hode IP Master Hode Delete
SipP H323 SIP H323
PoraSiP- 193.28.96 64  193.20.06.64 193.20.86.84 =

Portalll- 193.28.86.65 193.28.86.65 193.28.86.65 O O =

The Internode Routing page provides the following information:

Field Description
Node Name The logical name of the node for use within
PortaBilling®.
Node ID For a VoIP node, this is equivalent to a hostname for

an internet server (e.g. maill.cyberdyne.com), i.c. a
descriptive, human-readable name used for
identification purposes.

Node IP IP address of the node.

Master Node | If any node in the environment is marked as a master,
any other non-master nodes will pass calls to one of
the master nodes that supports the compatible
protocol (e.g. PortaSIP® will look for any Master
Node with SIP protocol enabled).

Receive Indicates whether a node is able to receive
Incoming SIP / H323 calls.
Calls

NOTE: If the node does not support SIP or H323 calls, the
corresponding check box will be unavailable.

Send Indicates whether a node is able to send SIP / H323
Outgoing calls.
Calls

NOTE: If the node does not support SIP or H323 calls, the
corresponding check box will be unavailable.

Delete Click the Delete IE' icon to remove the rule from the
list.

NOTE: If a node is removed from the system, the rule for this
node is also automatically removed.

To add a new rule to the system, click | Add on the toolbar, and follow
the steps shown in the following sequence of screenshots:
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Internode Routing

» | @ Add | ® Close M Logout | B Log
Node Hame Hode ID Node IP
Receive Incoming Calls Send Outgoeing Calls
lode Hame lode I lode IP Master llode  Delete
SIP H323 1 H323
PoraSIP- 193.23.86.64  193.28.86.64 193.28.86.84 K]
Portalin- 193.28.86.65  193.28.86.65 193.28.86.65 O (| >

When the node selection dialog box appears, choose the node you wish to
create a rule for from the list. Note that only one rule can be defined for
each node.

fat Internode Routing T Americal
Add | @® Close

Hode Name HNode ID Hode IP
Shaw Rules
[ Select one of the Nodes listed below )
Hode Hame Node ID Mode Name Mode D Mode P Master Node Delete
Begemot - 193 28.87.3 19328873 19328873
PoraSIP- 193268664  193.20.66.64 = =
Huatwel 19326872 193.2887 2
e PBX PBX 192.168.192.193 i ]
R PortaSIP - 193.28.87 71 193.2887 71 193.2887 71
PortaSP - 193,28 87.72 183206772 193.20.6772
MYTS - 192168193 206 mvts portsone.com 192.168.193 206
PortalM - 193.28.57 69 193.26.87 69 193.28.87 B9
Select Cancel
n
L]
n

Internode Routing

» [ Add | ® Close o) Lagout | B Log

Hode Hame Node ID Node IP
Receive Incoming Calls Send Outgeing Calls
Hode Name Hode 1D Hode IP Waster llode  Delete
sIP H323 siP Hiz
PoraSiP - 193.29.86.64  193.28.86.64 193.29.86.64 K|
PortalUM- 183288665  103.28.86.65 193.28.86.66 O (] >
PoraSIP - 193.28.87.71  193.28.87.71 193.28.87.71 O O [¥]

Call Handling

Often calls arrive to the network from gateways which do not support
digest authentication. In this case, it is necessary to engage different
modes of billing (by tech-prefix, by IP address, etc.) on the PortaSwitch®
side. The Call Handling page provides administrators with an easy way
of defining a list of rules allowing PortaSIP® servers to handle incoming
calls in the desired manner. It gives them a flexible choice of several
authorization methods and the ability to configure rules directly from the
interface, instead of time-consuming manual configuration. Rules are
listed in order of priority, with the topmost rule having top priority. If no
rule works for a given call request, digest authentication will be used.

An authentication rule combines an authotization method and call
parameters. The different methods of user authentication are described in
the Advanced Features section of the PortaSIP Administrator Guide. When
adding a rule, you can choose one of the following twelve methods:
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e CLD - The User-Name attribute is the phone number called
(CLD).

e CLD Tech-Prefix — The User-Name attribute consists of the
first part of the CLD parameter ending with (and including) #
(e.g. a call with the To header (CLLD) equal to
77788#12125551234 will be authorized as 77788#).

e CLD Tech-Prefix and IP — The User-Name attribute consists of
the first part of the CLD parameter ending with (and including) #
and the IP address prefixed with @ (e.g. a call from IP address
122.255.109.2 with the To header (CLD) equal to
080099#12125551234 will be authorized as
080099#@122.255.109.2).

e CLI — The User-Name attribute is the phone number of the party
calling (CLI).

e CLI (PAI if no CLI) — The User-Name attribute is the phone
number of the party calling (CLI). If the CLI is not specified, the
User-Name attribute contains the value from the PAI header.

e CLI (RPID if no CLI) — This method is similar to the previous
one, except that the User-Name attribute is taken from the RPID
header if the CLI is not specified.

e CLI Tech-Prefix — The User-Name attribute consists of the first
part of the CLI parameter ending with (and including) # (e.g. a
call with the From header (CLI) equal to 977#16045551234 will
be authorized as 977#).

e CLI Tech-Prefix and IP — The User-Name attribute consists of
a first part of the CLI parameter ending with (and including) #
and the IP address prefixed with @ (e.g. a call from IP address
122.255.109.2 with the From header (CLI) equal to
977#16045551234 will be authorized as 977#(@122.255.109.2).

e PAI - The User-Name attribute contains the value from the PAI
header.

e RPID — The User-Name attribute contains the value from the
RPID header.

e Digest — Digest authentication is applied to obtain the User-
Name attribute.

e IP — The User-Name attribute is the IP address from which
PortaSIP receives the INVITE.

e Trunk Group ID (tgrp) — The User-Name attribute contains the
value from the “tgrp” part of the “Contact” header.

e PCI (P-Charge-Info) — The User-Name attribute consists of a
number from the P-Charge-Info header and the IP address
prefixed with @ (e.g. a call from IP address 122.255.109.2 with
the P-Charge-Info header <sip:+12349874567@example.com>
will be authorized as +12349874567@122.255.109.2).
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e Remote IP. The identity for authentication is an IP address taken
from a custom Remotesp SIP header. Note that this IP address is
used “as is,” without validation.

NOTE: To discuss creating other possible authorization methods, contact the
support@portaone.com.

Let’s take an example: A PortaSIP® server receives a call initiation
(INVITE) request from IP address 11.22.33.45. This INVITE request
contains call information, including the caller’s phone number (often
referred to as CLI or ANI) 977#1978000065 and the called phone number
(referred to as CLD or DNIS) 12065551234. The administrator has
defined the list of authentication rules shown in the first screenshot
below. The rules are checked in sequence and, when the first match is
found, the corresponding rule is used to handle the call. In this case, the
first rule will be skipped (since although there is a match by IP address,
CLD does not match), and the second rule will be used. As a result,
PortaSIP® will perform authentication based on CLI, using
977#197800065 as the identification string.

Due to this “first match” principle, it is important to rank more specific
rules before less specific ones. If, in our example (in the first screenshot
below), we were to swap the third and second rules, then the IP

11.22.33.45 CLI 977#% rule would never be used, since the processing of
every such call would stop at the second rule.

Please consult the Call Handling Rules section of the PortaSIP Switching
Server Administrator Guide for more details on how PortaSIP® processes
the call if multiple call handling rules satisfy the call request.

NOTE: IP authentication is applied by default for all nodes in the given environment.
Think of it as if these rules were being added to the bottom of the list automatically in
order to save you time. You can still override this by creating your own rule; for
instance, if you need to do authorization based on CLI / DNIS for calls coming from
your PSTN gateway. Since this rule is ranked higher, it will take precedence.

Manually Specified Rules

This tab allows you to view the list of all manually specified rules and to
create new ones.

To add a new authorization rule on the Call Handling page, follow the
steps shown in the following sequence of screenshots:
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o]

Call Handling

@ add | & save | =

» | [ add | id save | (o Save® Close | ® Close ) Logout | B Log
n
: Manually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections
: Edit Insert Up iDown P cLI{AN CLD (DHIS) Authorize By * Delete
n
: E| B 11.2233.45 TTTBEE% LD Tech-Prefix ™
" El EE  11.2233.45 9TTH% LI Tech-Prefix ™
n
= E| = 11.22.33.45 P ™
n

Call Handling

Save & Close | & Close

™

anually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections ‘

G Add | id Save | [

Edit Insert Up /Down Pt CLI(AH) CLD (DHIS) Authorize By * Delete
200.193,193.50 12 v ¥
(& B 11223345 777884% CLD Tech-Prefix =
[E] EE 11223345 977#% LI Tech-Prefix E
Ol H 11223345 I ]
L]

L)

Call Handling

Save & Close | & Close

JM

anually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections ‘

Edit Insert Up /Down Pt CLI(AH) CLD (DNIS) Authorize By * Delete
E & 200.193.193.50 P ®
El EE 11223345 TT7EE% CLD Tech-Prefic &
E| EE  11.22.33.45 9774#% CLITech-Prefix &
| B 11723348 P =
Click ¥ Add, then fill in the required information and click el Save. The

newly added rule will appear at the top of the list.

Field

Description

IP

Remote IP from which a call request is received. This
field can contain an IP address or an IPv4 network
prefix in CIDR notation (e.g. 192.168.99.0/24).

CLI (ANI)

CLI (ANI) pattern. This field can contain:

Digits,

the “” and “#’ symbols,

%’ — wildcard for any number of symbols, and

<

e ‘_’or X’ — equivalent wildcards for one symbol.

If this field is empty in the rule, no filtering by CLI
(ANI) is done.

CLD (DNIS)

CLD (DNIS) pattern that can contain the same
symbols as in the field above. If this field is empty in
the rule, no filtering by CLD (DNIS) is done.

Authorize By

Select one of the authorization methods.
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You can manage rules using the following controls:

Control Description
E Edit this rule.
[+] Insert a new rule above this one.
= Move this rule one level up.
= Move this rule one level down.

All changes made to this list (e.g. rule added or changed, changed order of
priority) are automatically provisioned by the system. This means that
updated authentication information is sent to all PortaSIP® nodes in this
environment (those which have PortaOne in the Manufacturer field and
PortaSIP® in the Type field). Note that the call handling rules update
may take several minutes.

NOTE: Manually added rules have a higher priority than auto-generated rules, in case
the IP field for these rules is the same.

Autogenerated Rules for Accounts

Call Handling
» Il save | (o] Save & Close | ® Close PI) Logout | B Log

Manually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections |

3 CLI{AHI) CLD (DHIS) Authorize By Delete
192.157.0.23 IP K]
75.123.66.07 IP =

On this tab you can view the list of rules that were generated
automatically while creating accounts with an IP address in the ID field.
When a new account is created, the list of rules is updated accordingly (a
new rule is created at the top of the list). You can also delete selected rules
using this tab.

Autogenerated Rules for Connections

Call Handling

» | i@ Save | [d Save&Close | ® Close *l Logout | B Log

Manually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections

P CLI (A LD (DHIS) Awthorize By Delete
192.23.86.70 IP ™
45.17.212.77 IP E

Using this tab, you can view the list of rules that were generated
automatically while creating a connection (VolIP from Vendor type) with
the specified remote IP.

NOTE: If a Vendor Authorization has been defined for the connection, a rule will not
be generated.
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Autogenerated Rules for Nodes

Using this tab, you can view the list of rules that were generated
automatically while creating nodes.

By default, IP authentication is applied to all nodes in a given
environment. You can still override an autogenerated rule by creating your
own one; for example, if you need to do authorization based on

CLI / DNIS for calls coming from your PSTN gateway. Since the
manually specified rule is ranked higher, it takes precedence.

Dial Plan

This section describes the parameters of IP Centrex (hosted IP PBX)
services which may be used later to configure this service for a particular

customet.

Call Barring Classes

Here you can define call barring classes, each of which describe a set of
phone numbers (e.g. “Premium numbers,” “Toll-free,” “Mobile,” etc.).
These enable you to easily grant or deny permission to call these numbers,
as part of an account’s service configuration.

Dial Plan
» | @ Add | [d Save | [l Save &Close | ® Close M) Logout | B Log
il | Call Baring Closes
Ean TmD Matching Type 7 tumber patterns Barred By Defaull Delete
Prermiurn bers | [Hasches v 0 K|
Field Description
Name A descriptive name for this class of phone numbers.
Matching Checks whether a dialed number corresponds to the
Type list of number patterns (see below) and then processes
the call accordingly. The following options are
available:

e Matches — Denies calls to numbers that are
specified in the Number Patterns column.

e Does Not Match — Allows calls to numbers
that are specified in the Number Patterns
column and denies calls to other destinations.

Number A list of patterns that define the phone numbers for

Patterns this class (see below).

Barred By Determines whether calls to this Barring Class should

Default be prohibited by default for newly create accounts
with the Call Barring feature enabled.
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Delete Click the Delete IE' icon to remove the call barring
class.
Dial Plan
- [#] Add | b Save | [ Save & Close | & Close ol Logout | B Log
Dialing Rules | Call Barring Classes ‘
Edit Hame * Matching Type &umher Patterns Barred By Default Delete
[Premium num bers | [marcnes v “ 0 |

Dial Plan
[ [# Add | @ Save | gl Save & Close | ® Close " M Logout | B Log
Dialing Rules | Call Barring Classes |
Edit Hame * Matching Type [ tumber Patterns Barred By Default Delete
Jal | Premmiumn num bers | [Matches v ] [
Number Patterns
Edit Humber * Delete
=) [

A number pattern is a set of pattern strings which phone numbers are
matched against. A pattern string can be an exact pattern (a sequence of
digits to be compared with the phone number dialed), where the number
is regarded as matching if it is exactly identical to the pattern, or it can
include wildcards (see below). If the dialed phone number matches one of
the patterns, it will then be regarded as belonging to this barring class.
You can use the following wildcards as part of a pattern string:
e xor _ (underscore) matches any digit in this position, e.g. if the
pattern is 420609x23456, both 420609123456 and 420609723456
would match it;

e % matches a sequence of digits (any number of digits, including
no digits at all); thus 420609% would match 4206091,
420609123456 and 420609.

Dialing Rules

The Dialing Rules tab is used to edit samples of dialing rules.

& = 3 Dial Plan

» @ Add | @ Save | [& Save & Close | @ Close * Logout | B Log

Dialing Rules | Call Barring Classes |

lame Description Delete
Additional For special accounts %]
E0.164  General rules for all IE‘

Main =

Dialing Rules Wizard

The wizard page allows you to enter important dialing parameters for your
customers, such as the international dialing prefix. Several sample settings
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are provided for your convenience. For instance, in order to load sample
settings for “traditional” North American dialing, select “North America,
WA, 7 digit number dialing” and click Load Sample. Click Clear to reset
all parameters. Click Reset to revert to the last saved settings.

In the bottom part of the wizard page you can check whether you have
described the numbering format correctly. Make sure that this is the way
your customers will dial the numbers for all three examples provided
(local, domestic and international calls).

Dialing Rules Wizard \
» | e Save | [l Save & Close | ® Close

Name. North Ar

Description~ Cus

Creation Type o=
Restrcted [

] [ r— Sample settings

Routing Plan Selection Enabled &
‘Apply These Diaing Rules to the Number That Folows the Selection Code
our Country Code. i

our Area Code(s) 04778

091, 112) si
Exceptons (e.g. 98) a11

National Exceptons (e.g. *98)

Local Diaing Number Length

Canvert AN (CL for incoming Cals ino This Diaing Format B
callPark 70
CallRetreve 7

‘Group Cal Pickup -

Check Yourself

o call 555-1234 within your local area you dal 555 1234
To calllong distance (123)-555-1234 (within your country) youdial [ 123 555 1234

o call +44-20-123-4557 internationally you dal 011 4420 123 4567

Field Description
Name The logical name of the dialing rule.
Description The description of the dialing rule.
Creation Type The following options are available:

e Use Wizard Settings — Create dialing rule
with the help of wizard.

e Use Custom Translation Rules — Type in
your own number translation rules (as Perl
regular expressions).

Restricted Select this check box to prohibit your customers
from making changes to these rules.

Test translation | Click this button to open the Test Rule page

rule ‘from local where you can specify a number and then click the

format’ Test button to see how this number is translated.

Test translation | Click this button to open the Test Rule page

rule ‘to local where you can specify a number and then click the

format’ Test button to see how this number is translated.

Sample Settings | Examples provided for your convenience in
configuration.
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Routing Plan Select this check box to offer your customers the
Selection opportunity to choose the quality for each
Enabled particular call.
Apply These Select this check box to enable dialing rules for the

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Dialing Rules to
the Numbers

destination numbers following the selection code.

That Follows the

Selection Code

Your Country Enter your customer’s country code. It will be

Code added to the destination number as a prefix if the
end user dials without a country code.

Your Area Enter your customer’s area (region) code(s). If

Code(s) more than one area code is specified, then the first
one is the default. It will be added to the
destination number as a prefix if the end user dials
without an area code.

Always Dial the | Select this check box if you want your customers to

Area Code as always dial the area code as part of the phone

Part of the number.

Number
This feature is used to detect wrongly dialed
destination numbers in local format, e.g. if the end
user dials a destination number without an area
code in the Your Area Code(s) field, the call will
be rejected.

Prefix for Enter a prefix that your customers will have to dial

Accessing the to make calls outside their phone network (IP

Outside Phone Centrex environment).

Network (or

Tech Prefix) This is an optional feature that can be used to
simulate old-style PBX and detect incorrectly dialed
local destination numbers.

Prefix for Enter a prefix that your customers will have to dial

Domestic Calls,
but Outside of

to make domestic calls, but outside of their area.

Your Area Code

(e.g.1,0)

International Enter the international dialing prefix which must be
Dialing Prefix dialed before a country code to access the

(e.g. 011, 00, international network.

0011)

Emergency Enter emergency numbers that are available in your
Numbers (e.g. customer’s area. Dialing rules won’t be applied to
911, 112) these numbers.

Exceptions (e.g.
*98)

Enter numbers to which dialing rules will not be

applied.

293


http://en.wikipedia.org/wiki/International_dialing_prefix�

Porta

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Billing® Networking
National Enter national numbers to which dialing rules will
Exceptions (e.g. | not be applied.

*98)

Local Dialing Specify how many digits must be dialed to make a
Number Length | local phone call.

Convert ANI Select this check box to enable ANI (CLI)

(CLI) for conversion to this dialing format for incoming calls.
Incoming Calls

into This Dialing

Format

Feature Access Codes

Field

Description

Call Park

The end user can dial this access code to park a call.
The default value is *70.

This access code is available only if call parking is
enabled for the customer.

Call Retrieve

The end user can dial this access code to retrieve
a call from the parked status.

The default value is *71.

This access code is available only if call parking is
enabled for the customer.

Group Call
Pickup

An end user can dial this access code to answer a
call arriving to the other accounts of this customer.

The default value is *40.

This access code is available only if group call
pickup is enabled for the customer.

Hide Caller ID

The end user can dial this code before dialing the
phone number to prohibit the calling number from
being displayed to the called party.

The default value is *67.

This access code is available only if Hide CLI is
enabled for the account.
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Show Caller ID

An end user can dial this access code before dialing
the phone number to allow the calling number to
be displayed to the called party.

The default value is *68.

This access code is available only if Hide CLI is
enabled for the account.

Dial Out within
call

An end user can dial this access code while on a call
to transfer the call to another end uset.

This feature is available only for forwarded calls.

For example, the client calls Peter at his office
phone. Peter is not in the office now but the
forwarding from his office phone to his mobile is
configured. Thus Peter receives the call from a
client at his mobile number and wants to transfer it
to his colleague Ann at extension 1002. Peter dials
*661002#, and when Ann confirms that she is free
to take the call, Peter hangs up. Ann then speaks
with the client.

The default value is *66.

This access code is available only if Forward by
DTMEF is enabled for the customer.

Bypass dial plan

When an end user dials this access code before
dialing a phone number, the system doesn’t
translate the phone number according to a defined
dialing rule.

For example, Peter uses the dialing rule that adds
country prefix 1 and area prefix 200 to any number
dialed. Peter dials 5552211 and the system
translates this number to 12005552211 before
processing it further (performing rate lookup, etc.)

Since Peter has Bypass dial plan code *69
assigned, he can avoid adding the country and area
prefixes to the dialed number. For this, he dials
*695552211. Then the system omits the
“translation step” and processes 5552211 as it is.

The default value is *69.
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Internet Services

A policy is a collection of rules and parameters which define how an end
user is allowed to access the Internet.

Internet Access Policies

*I) Logout | B Log

Managed by Search
ANY v |Search|
Name Managed By Description Delete
Internet Access Business clients ABC Shuttle Internet Access Policy for the business clients IE‘
Residential customers Administrator Only (fui=url;hotline_url=http:#webportal provider.com)
Unlimited - ABC Shuttle ABC Shuttle Internet Access Policy managed by ABC Shuttle reseller

Add Internet Access Policy

@ save | [l Save&Close | ® Close *) Logout

Name Fro Description (adyanced Tnternet speed for
Managed By | administrator only v residential clients

? Access Type Download Rate* Upload Rate '

[orpeak [z kops v | [12 Kops v
.Regu\ar 256 kops v | e [kbes v
Dumnea =3 kops v | e ops ¥
Wsoces o we v [o E—

There are four available types of Internet access:

e Regular access (default).

e Access during off-peak hours (often referred to as "turbo" access)

e Blocked service (the customer is not able to access the Internet at
all).

e Limited access. Typically this is used as an alternative to "blocked"
in situations where a customer does not have sufficient funds or
failed to pay his last invoice on time. While the customer will not
be able to surf the web or download normally, he can still send or
receive emails and use the customer self-care portal to submit
payment.

Each policy includes:

e A scheduling table, which designates what type of access is used
during each time period.

e Specific values for the allowed upload / download speed for each
type.
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Service Policies

The telecommunication industry is growing rapidly, with new
technologies and devices being introduced into the market every year.
Networks have become more flexible and customers have become more
demanding about the services that they subscribe to. Under these
conditions, it is essential not only to continually offer new services and
products and therefore keep up with market demand, but also to do this
in the most qualitative and flexible manner. This is what PortaBilling
enables you to dol!

The Service Policies feature allows you to fine-tune your services based
on your network peculiarities, vendors” opportunities and customers’
demands. It facilitates the configuration of static options for multiple
accounts (so it is not necessary to configure values for each account
separately), thus establishing common policies for groups of accounts. It
also allows you to separate the technical configuration of specific options
(usually made by technical staff) from account management.

When a new policy is created it does not have any attributes defined (all
available attributes are shown in grey). To define an attribute you should
specify its value.

Service policies can be statically assigned at various levels: account,
connection and authentication (call handling rule). In addition, it is
possible to apply service policies depending upon the UA type
(dynamically matched policy).

Policies are applied separately to both parties (caller and called)
A participating in the call.

Dynamically matched policies

The service policy has the ability to match dynamically when the Match
Pattern is specified. For the calling party, PortaSIP extracts the User-Agent
header from the incoming INVITE request (e.g. “Linksys/SPA941-
5.1.8”) and matches it against all of the dynamic policies. If more than one
policy matches, the one with the highest Match Priority is used.

For the called party, the procedure is quite similar. The only difference is

that the User-Agent header of a called UA is taken from its registration
information.
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Policy precedence for VolP services

More than one service policy can be considered while the call is being
established so it is important to know how different service policies
correlate with each other and how that affects the call.

The final set of attributes applied to each party is derived from service
policies assigned at different levels (a dynamically matched policy is also
considered.)

What happens if there is a contradiction in service policies? For example,
if a dynamically matched service policy has the keep_alive_interval attribute
set to 60 seconds, another service policy assigned to a called party has its
attribute value set to 120 seconds and the third service policy assigned to a
connection has its attribute set to 90 seconds?

Several simultaneously applied service policies will function according to
the precedence of defined attributes that are exact matches:

e If there is a dynamically matched policy that corresponds with the
called UA name, then its attributes are considered.

e In that case, the attributes from the service policy statically
assigned to the called party will take precedence over a
dynamically matched one.

e A service policy that is statically assigned to an account will also
override the policy assigned to the connection.

Built-in policy attributes

There is also an attribute-specific prevalence among the service features
assigned to both caller and called accounts:

o 'The codec_order_list attribute is taken from the callet’s account
(called account’s attribute is ignored).

e The “header” attributes (out_hdr_pai, out_hdr_rpid, out_hdr_bistory,
ont_hdr_diversion) defined for a called account will take precedence
over the ones defined for a caller account.

o The keep_alive_interval attributes are individually defined for the
caller and called parties, so there is no predominance between
them. Therefore the value for the caller party is taken either from
the dynamically matched service policy or the one assigned to his
account. The value for a called party is taken either from the
dynamically matched service policy in case the called party is one
of your accounts or the service policy assigned to the connection.

Note that service policy attributes that have been statically assigned to an
account receive the highest priority.
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3 [ Save | [ Save & Close | ® Close Objects

Service Policies

*[l Logout | B Log

Service Policies

4 (] Service Types
4 {7 Voice Calls
() Add a new policy
=lteco _onioin delay

Residential Customers with SPA-841 and
EasyCall product.

Policy Name: EasyCall product and Sipura UA Description:

Policy ID: easycal_spa
Match Priority: 1

Match Pattern: Sipura%

Policy Values
Attriute Value Order
" audio/PCHA
 audio/G729

[capcIpcl
mmm

" audiolcT23
" audiolcT28

@ Add =l cat 8

Set Defaults

Field Description

Policy Name | This is the logical name of the service policy object.

Policy ID This is the internal policy ID.

Match This is only used for policies that match dynamically.

Priority If more than one service policy corresponds with the
caller’s user agent name then the one with the highest
priority will be used.

Match If this field is not empty the service policy is

Pattern considered to be dynamically matched and will be
attempted for every new call initiated by internal
accounts.
This field can contain a full user agent name (e.g.
“Linksys/SPA941-5.1.8”) or a comma separated list of
patterns (e.g. “Cisco%, Sipura%, Grandstream?%o”).
NOTE: If the policy is statically assigned to an account, it will
always be applied (in spite of the match pattern).

Description | Short text description of the service policy.

IP Device Profiles

IP device profiles and the IP device inventory allow service providers to
reconfigure a large number of end-user devices before sending them to
customers, as well as those already on a customer’s premises. Instead of
entering the same values for codec, server address and the like into each
of a thousand user agents, you can simply create a profile which will
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describe all of these parameters. After that, PortaBilling® automatically
creates a configuration file for each user agent using account-specific
parameters such as ID or password, which it will then fetch (for instance,
from a TFTP server) and update.

If you decide later to change the address of the SIP server, you need only
update it once in the profile in order for new configuration files to be
built for each user agent. The user agents will then fetch them next time
they go online. The config file is specific to each user agent since it
contains information such as username and password, and so the user
agent must fetch his own designated config file.

[} IP Device Profiles
[ 3 [ Add | ® Close ) Logout | B Log
Effective From lName Type Managed By
ew-» o] ar ol e ~l
Hame Type Effective From Managed By  Discontinued Description Delete
Cisco Cisco SPA-S04G 2011-11-18 09:21:54 Administratar only
Sipura 2000 Sipura 2000 2011-06-21 11:26:25 Administrator only

Add IP Device Profile

» | [ Save | [0l Save&Close | ® Close ) Logout

Hame Sipura 2000
Managed By Administrator Only -
Type Cisco ATA 186 0Z.xx -

Effective From Date immediately TOY-MM-DD

Time HH24:M1:55

IP Device Profiles

* | Idl Save | [0 Save &Close | ® Close ] Logout
Name SPA-941 i i Effective From
Type Linksys SPA-941 Date immediately | Vy¥Y-MM-DD
Description Time HH24: ML 55
Managed By Administrator only Discontinued []

| System | Provisioning ‘ Regional ‘ Phone | Line1 | Line 2 | Line 3 | Line 4 |

Provision Enable | yes [w]
Resync Periodic |ze00

Profile Rule [--key $8]http://PR_SLAVE_SERVER/$a/$MA.cfg
GPP A $i_enw
GPP B $ascii_key

GFP O
Upgrade Enable |ves [w]

Upgrade Rule

Profile list mode:

Column Description
Name Logical name of the profile.
Type Telephone adaptor or SIP phone.
Effective Date and time when the profile becomes effective.
From
Managed By e Administrator only (default) means that this

profile will be used for your direct customers
and is accessible only to your administrators.

e Sclect a PortaBilling® reseller to assign this
profile for use by a particular reseller.
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Discontinued | Indicates that the current profile is no longer in use.

Description | Short text description of the profile.

Delete The Delete icon is only visible when the current
profile’s effective date has not arrived yet.

Add Profile mode:

Column Description
Effective Set the time when the profile is to become effective.
From Click the Stopwatch icon for the profile to become

effective immediately.

In Edit mode, the Profile Management page will differ depending on
the UA.

You can also create a new IP device profile as a clone of an existing one.
For this, open the IP device profile you want to clone and click the &
Clone button. The cloned profile inherits all of the parameters from the
original profile and can then be customized as desired.

Edit IP Device Profile 'Linksys 54GP2'

» [l Save | [l Save & Close | % Regenerate | % Close | (& Clone M) Logout | B Log
Hame Linksys 54GP2 : {3 Effective From
Type Linksys WRTS54GP2 Date immedistely ¥YYY-MM-DD
Description Time HH24:MI1:55
Managed By Administrator Only Discontinued ]
System | Provisioning ‘ Regional | Line 1 ‘ Line 2 ‘
Enable Web Server Yes 5
Enable Web Admin ACCess Yes .
Admin Password
User Password

IP Device Inventory

The IP device inventory allows you to keep track of IP devices (SIP
phones, SIP ATAs, etc.) which are distributed to your customers. You will
assign a profile that defines general configuration settings for each device
(preferred codecs, address of the SIP server, etc). You can then assign a
specific account (representing a phone number) to a specific port (phone
line) on an IP device. PortaBilling® will create a config file for auto-
provisioning all of your devices, thus allowing you to easily and remotely
manage thousands of user IP phones.

To release an IP device port from the account it is assigned to, click the
Release Port button.
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[ @ Add | @ Close

IP Device Inventory

) Logout | B Leg

Hame

JB SPA-2000

Type Status

]

Search

] [t

Ports
Inventory ID Delete
free total

Sipura - Standard Administrator only  DUED:S:ABDTAS  J.Brown SPA-Z000 2 2

Type Profile Wanaged By WAC Address Description

Sipura 2000

> el save | [zl Save & Close

Edit IP Device 'JB SPA-2000"

@ Close Objects PP Logout | B Log

Name

78 SPA-2000 " Description 1. Brown SPA-2000

Managed By  Administrator Only Type Sipura 2000

General Info | Notepad

Profile
MAC Address 00:£0:08:AB:D7:AB

Sipura standard | | ASCII/AES Key \doob13ghnj7snoiv

Inventory ID 35 sipura

Total 2 Free |1

Ports
Port Account

1 78545688 | Release Port

Field

Description

Name

IP device name.

Description

Short description.

Managed by

¢ Administrator only (default) means that this
IP device will be used for your direct
customers and is accessible only to your
administrators.

[}

Select a PortaBilling® reseller to assign this
IP device for use by a particular reseller.

Type

Select one of the available device types (e.g. Cisco
ATA, Sipura, etc.).

Profile

Select one of the defined IP device profiles.

MAC Address

MAC Address of the IP device.

Ports

This section provides information about the number
of IP device ports (phone lines) and accounts they
are assigned to:

e Total — The total number of IP device ports;

e Free — The number of free (not assigned to
an account) ports of an IP phone;

e Account — Shows the account the IP phone
portt is currently assigned to;

e Release Port — Click to release the IP phone

port from the account it is currently assigned
to.

Ports

Number of the IP phone ports (phone lines).

ASCII Key

The key which is used to encrypt the configuration
information.

Inventory ID

An ID which allows you to identify this device in the
external system (e.g. your warehouse management

application).
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DID Inventory

DID inventory allows you to keep track of phone numbers (DIDs) that
you purchase from various telco partners for distribution to your
customers or resellers. In order to see the DID numbers currently
available in the database, choose DID Inventory in the Management
section of the admin interface, specify the search filters, and click Search.
The Search bar allows you to define the following criteria for DID
numbers:
e DIDs that match a specific phone number pattern, e.g. enter
1800% to find all 1-800 numbers
e DIDs that are provisioned to a particular reseller
e DIDs that belong to a particular owner batch (to search for
unallocated DIDs, choose NONE (Unassigned DIDs)
e DIDs that belong to a specific vendor batch
e DIDs that have a specific status:
o Frozen — DID numbers kept for later use;
o In Use — there is an account using this DID;
o Free — this DID number is not being used by any account.

Hint: Often a business will request a phone number that can be “spelled
out” so customers can remember it easily (for instance 1-866-SIP-VOIP).
& You can search for such easy-to-remember phone numbers by entering
the letter string in the DID Number field. For example, in order to
search for all 1-800 numbers containing VOIP in them, enter 1800%voIP.

DID Inventory

> & Close | ] DIDUpload | g Vendor Batches | ¥ OwnerBatches | ¢fJ Objects »l) Logout | B Log
DID Number Reseller Vendor Batch Owner Batch Country Status Search  pdvanced
[ anx DI - - -  [[search | Search
DID Inventory
» | el save | [el Save &Close | ® Close | &] DID Upload | # Vendor Batches | = Owner Batches * Logout | B Log
DID Number Reseller Vendor Batch Owner Batch Country Status. Search  pgvanced
Ay ~ Tacoming US v v v aw - Search
Co ing C! 1 Resell fivati i Vend
(*) Assign Vendor DID Batch Edit x  DID Number Sy Recurring Customer/ Reseller Activation Recurring Sncor Status Description Del
S Area Revenue  Owner Batch € Cost  Vendor Batch
o UNITED STATES OF AVERICA John Doe DID Supplier United
Assign Owner DID Batch [E 7 12124254781 5.00 USD 2.99 USD Free for 8 days Statesof [ %]
Free DID numbers Incoming US America
NONE (Clear DIDs' Oumer Batch) v
UNITED STATES OF AMERICA DID Supplier United
Assign DID to Customer [E [ 12124254782 500 USD 2.99 USD Free for 8 days Statesof [ %]
Incoming US e
NONE (Clear DIDs' Customex ~
UNITED STATES OF AMERICA DID Supplier United
Pool Management [E [ 12124254783 5.00 USD 2.99 USD Freefor 8 days Statesof [ X
Incoming US America
Release DIDs to the Pool ~
UNITED STATES OF AMERICA DID Supplier United
Delete from Inventory: [ 1 12124254784 500 USD 2.99 USD Free for 8 days Statesof [ %]
Incoming US e
UNITED STATES OF AMERICA DID Supplier United
ApplyTo @ All [E [ 12124254785 5.00 USD 2.99 USD Frozen States of [ %]
— Incoming US America
UNITED STATES OF AMERICA DID Supplier United
Frsth [E] [ 12124254785 5.00 USD 299 USD Frozen Statesof %]
Incoming US e
Apply UNITED STATES OF AMERICA DID Supplier United
[ 1 12124254787 500 USD 2.99 USD Frozen States of [ X]
Incoming US America
Col Descripti
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is auto-filled when a DID number is provisioned on-
demand from DIDWW or DIDX.
Recurring A monthly amount charged to a customer for using
Revenue this DID.
Customer / The name of the customer or the reseller currently
Reseller using this DID.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Owner Batch

Name of the owner batch this DID is assigned to (if
empty, the DID is unallocated).

Activation Cost

A one-time cost paid to a vendor for the DID
number activation.

Recurring Cost

A monthly amount charged by a vendor for the
provisioned DID number.

Vendor The name of the vendor providing this DID.
Vendor Batch | Name of the vendor batch this DID belongs to.
Status In this column you can see the DID status.
e Frozen — When uploaded to DID inventory
DID numbers are frozen by default. To
unfreeze a DID number, assign it to an
owner batch or release it to the DID pool.
e In Use — Shows whether the DID is being
used by an account.
e Free — Shows whether the DID is available.
For DIDs previously used but again available,
the date when they became available is
displayed.
Description Comments about a particular DID number.

Vendor Batches

When you receive a set of phone numbers from a vendor, they will be
registered in PortaBilling® as a vendor DID batch. Vendor batches allow
you to keep track of which phone numbers were purchased from which
vendors. (Every number uploaded into the DID inventory must reside in
a certain vendor batch). That is why after you’ve received the DID
numbers from your vendor the first thing you should do is create a DID
batch for Vendor. The vendor batch also contains various administration
parameters, e.g. a description of which country and city these numbers are

from.

DID Inventory
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o) DID Inventory - Vendor DID Batches
> [@ Add | d save | [cl Save&Close | & Close | [&] DID Upload | "= Owner Batches Pl Logout | B Log
Vendor Search
= -
i - - P DIDs
Edit Name Vendor Description Tota De!
Jl ncoming canada DID Supplier ~ | BC Numbers &

To add a new vendor batch, first select #& Vendor Batches on the
toolbat, then click [#] Add on the toolbar. When you are done entering

data, click the I8l Save icon to save this row. Now you can upload the
DID numbers file to the system.

Owner Batches

After the DIDs have been entered into the system (you’ve already created
a DID batch for a vendor and uploaded them), you can create owner
batches and allocate some of the numbers to them. An owner batch
contains numbers to be provided to an end user by a particular reseller or
your administrators.

When creating an owner DID batch you are notified about two types of
batches:

e A free batch used for grouping DIDs or for online web signup.
DID numbers stored in free batches are also free. When a DID
number is assigned to a customer or a reseller from this batch, no
charges apply.

e A batch with the DID markup that contains additional charges to
be applied to your customers for DID usage. A customer will be
charged for every provisioned DID according to the pricing
parameters defined within the owner batch this DID belongs to.

NOTE: When provisioning DID numbers to resellers, make sure resellers have owner
batches with the DID markup assigned to them. Resellers are charged according to
pricing parameters defined within their owner batches.

& BEBEEHEBP-A DID Inventory
> & Close | [A] DID Upload | g Vendor Batches | = OwnerBatches | ¢ Objects >l Logout | B Log
1
.
DID Number Reseller ] VendorBaich Owner Batch Country Status Search  pdvanced
[ Ay -l B - am v A ~ [ searcn | Search
.

o EBEEEEHBEMRA DID Inventory - Owner DID Batches

» [ Add | @ save | [gl Save & Close | @ Close | = Vendor Batches | 4fJ] Objects »l Logout | B Log

Search

Edit Name” Applied To” [ Pricing Parameters * Description '?;?:I Del
== — - - 5
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DID Pricing Parameters

DIDs Use already Inventoried
® Add On-Demand from External Vendor
Vendar: DIDww w7
Pricing Parametsrs
* Currency b
Additional Activation Fes: 10 usp
Additional Recurring Fes: 2.00000 usD
Recurring Fea Markup: 5 %
Round the Final Charge Amount:  CO000 000 ==
| Save | | Cancel |

Owner batches reflect a DID markup specific for either an administrator
or a reseller. An administrator does not see any owner batches created by
resellers because those contain resellers’ markups.

To add a new owner batch, first select "= Owner Batches on the toolbat,
then click 1 Add on the toolbar.

Column Description
Name A unique name for a batch.
Applied To Designates whether this batch will be used to charge
either your customers or the resellers.
Pricin
Paan e DIDs — Specify availability of the DID

numbers that will be assigned to this batch:

o Use already Inventoried — Select
this for the batch if they contain DID
numbers previously uploaded to the
DID inventory.

o Add On-Demand from External
Vendor — Select this for the batch if
the DID numbers will be provided
from an external vendor.

o Vendor — Select the vendor providing
DID numbers for this batch.

e Pricing Parameters — Define the DID
markup using the following parameters:

o Free DIDs — The owner batch will
not contain pricing parameters and
will serve internal purposes (e.g. for
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grouping DID numbers).

NOTE: This option is only available if the
owner batch is applied to the customer.

o Currency — Select the currency used
to charge for DID usage.

o Additional Activation Fee — Specify
a configurable fixed amount that is
charged upon allocation of a new
number in addition to a DID
provider’s activation fee.

o Additional Recurring Fee — Specify
a configurable fixed amount that is
always included in the recurring
(monthly) charge.

o Recurring Fee Markup — Specify a
markup that will be included in the
recurring amount charged to the
customer in addition to the actual
DID cost (charged by a DID vendor).

o Round the Final Charge Amount —
Specify the rounding pattern in order
to obtain “marketable” figures. This
will specify the last “pre-set” digits in
the figure.

Description Optional comments about this batch.

When you are done entering the data, click the Save icon.

Importing Numbers into the DID Inventory

You can upload DID numbers from a .csv file. The structure of the .csv
file should be as shown in the picture below:

e the first column contains the DID phone number (in E.164
format)

e the second column contains the vendor batch name

e the third column contains an optional description

e columns 4-6 contain the activation fee, the periodic fee and the
release date (i.e. the date this number was released from the
customer it was previously assigned to)

e the seventh column is optional and contains instructions regarding
whether DID numbers need to be uploaded as completely free of
charge. Please refer to the Completely Free of Charge DID Numbers
section for details.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 307



Porta 4 Billing® Networking
& Incoming_USA_DIDs =N EaR
A | B c | D E | F | & [Z
| 1 |DID_Number DID_Vendor_batct Description Activation_fe¢ Periodic_fee Release_date u
| 2 | 12124254781 Incoming US United State 10 5 2014-09-30 00:00:00
| 3 | 12124254782 Incoming US United State 10 5 2014-09-30 00:00:00
| 4 | 12124254783 Incoming US United State 10 5 2014-09-30 00:00:00
| 5 | 12124254784 Incoming US United State 10 5 2014-09-30 00:00-00
| 6 | 12124254785 Incoming US United State 10 5 2014-09-30 00:00-00
| T | 12124254786 Incoming US United State 10 5 2014-09-30 00:00-00
| 8 | 12124254787 Incoming US United State 10 5 2014-09-30 00:00:00
| 9 | 12124254788 Incoming US United State 10 5 2014-09-30 00:00:00 E
| 10 | 12124254789 Incoming US United State 10 5 2014-09-30 00:00:00
| 11| 12124254790 Incoming US United State 10 5 2014-09-30 00:00-00
| 12| 12124254791 Incoming US United State 10 5 2014-09-30 00:00-00
| 13| 12124254792 Incoming US United State 10 5 2014-09-30 00:00-00
| 14 | 12124254793 Incoming US United State 10 5 2014-09-30 00:00:-00
| 15| 12124254794 Incoming US United State 10 5 2014-09-30 00:00:-00
| 16 | 12124254795 Incoming US United State 10 5 2014-09-30 00:00:-00
17
18| B
19
20 ad
M « » [\ Incoming_USA_DIDs / |« I} P

NOTE: The first row in the file is skipped, since it usually contains column titles and

not actual data.

To upload a DID file, first select & DID Upload on the toolbar, then

specify the file location (you can use the Browse button to select a file in
the explorer dialog box), and then click lel Save & Close on the toolbar.

o]

[ 3 & save | [d Save & Close

@ Close

DID Inventory

&) DID Upload | @ VendorBatches | 7z Owner Batches

Objects

] Logout

DID Number

Managed By

Y

® Vendor Batch

[=] [

Owner Batch

Country Status

Search | gvanced

[=] [2xy

[=] |2

= Searen

2%

DID Inventory Upload

4] Objects

[&) DID Upload | g Ven:

DID Inventory

DID Number

Reseller

Vendor Batch

The page at https://akweb.portaone.com says: *

DIDs upload operation successfully finished. See email

Pl Logout

Status Search | Agvanced

AlY Y J|UK Mobile YIIM " for detailed information T || Ny 7| search | Search
Assign Vendor DID Batch Edit x DID Numb)| aich Status Description Del
oo .
I
[E © 440125557, P Frozen Urited Kingdom ]
Assign Owner DID Batch TR
NONE (Clear DIDs' Owner Batch) A DID S i
[E () 44012585771 500USD — P Frozen Urited Kingdom &
Assign DID to Customer UK Mobile
NONE (Clear DIDs' Customer) v DID Suppli
R [E O 4otss5772 500USD — P Frozen Urited Kingdom |
Pool Management UK Mobile
s . . DID Suppl
feleose DI0: G0 the Fool [3 0 44012585773 500USD UKMub‘ " Frozen United Kingdom &
obie
Delete from Inventory
DID Suppl
[3 O 4ots85774 so0usp = ub‘ " Frozen United Kingdom &)
obile
Ry (C)A DID Supplier
Selected El 44012555775 B00USD | o Frozen United Kingdom &
FirstN
DID Suppl
[3 O 44012556870 so0usp = ub‘ L Frozen United Kingdom ]
lobile:
Apely DID Suppl
[3 () 44012555872 so0usp = ub‘ " Frozen United Kingdom E|
lobile:

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Upon upload, the status of DIDs is Frozen. When they are frozen, they
are stored in the DID inventory and are therefore unavailable for usage.
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To use DID numbers, perform one of the actions described in the
sections below.

Managing DID Number Assignment

On the main page of the DID inventory you can view DID numbers that
match certain criteria (e.g. all numbers in a specific vendor batch). You
can then perform number assignment for some of these numbers. This
includes:

e Reassigning a vendor batch for some numbers (this may be
required if you decide to change the way you organize your
vendor batches, or if some DID numbers are now provided by a
different vendor)

e Assigning numbers to an owner batch, or returning them to the
pool of available DIDs

e Assigning DID numbers to a particular customer

e Releasing DID numbers to the pool of available DIDs

e Deleting DIDs from the DID inventory

These operations may be applied to all numbers matching the original
search, only to the first N DIDs among them, or only to those you
manually select.

] E DID Inventory
» lel save | [gl save & Close | @ close | &] DID upload | = Vendor Batches | = Owner Batches b0 Logout | B Log
DID Number Reseller Vendor Batch Owner Batch Country Status Search  Advanced
2NY v Incoming US v Y v Ny v Y - Search
Count ing Custe 1 Resell feiE 5 Vend
() Assign Vendor DID Batch Edit x DID Number 2y e Sosmnaiies ol B e e Ny Status Description Del
_— - Area Revenue Owner Batch Cost Cost  vendor Batch
Incoming Canada -
UNITED STATES OF AMERICA DID Supplier United
“) Assign Owner DID Batch E [] 12124254781 5.00 USD 2.89 USD Free for 8 days States of E
- Incoming US America
NONE (Clear DIDs' Owner Batch) v
UNITED STATES OF AMERICA DID Supplier United
(7) Assign DID to Customer E [] 12124254782 5.00USD 2.99 USD Free for 8 days States of E
- Incoming US America
NONE (Clear DIDs' Customer) -
UNITED STATES OF AMERICA DID Supplier United
) Pool Management [5] [ 12124254783 5.00USD 299 USD Freefor8days Statesof | X]
P Incoming US America
Release DIDs to the Pool -
UNITED STATES OF AMERICA DID Supplier United
() Delete from Inventory [5] 7 12124254784 500 USD 299 USD Freefor8days Statesof [ %]
- Incoming US America
UNITED STATES OF AMERICA DID Supplier United
Apply To @ All E [ 12124254785 5.00 USD 2.99 USD Frozen States of E
@ Selected Incoming US America
UNITED STATES OF AMERICA DID Supplier United
(it [5] [ 12124254786 500 USD 2.99 USD Frozen States of [ %]
Incoming US e
Apply UNITED STATES OF AMERICA DID Supplier United
E [7] 12124254787 5.00USD 2.99 USD Frozen States of E
Incoming US America

Hint: If you would like to assign the first N unassigned numbers from a
vendor batch to an owner batch, specify the vendor batch and nonE

Z (Unassigned DIDs) in the Owner Batch list, and click Search. Then
select an assign operation and the First N numbers option in the Apply
To section. Specify the quantity of numbers that will be assigned.

If you just select DIDs from a vendor batch and then assign a quantity of

DID numbers to an owner batch, you might inadvertently reassign
numbers that are already in another owner batch. To avoid such a
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situation, use the Selected option; this will allow you to apply changes to
specific numbers within the vendor batch.

Click Apply to submit the changes.

If you still wish to reassign DID numbers from their current owner
batches to other owner batches, please refer to the section below.

DID Number Reassignment to Owner
Batches

Using DID Inventory you can effectively manage DID numbers that you
provide to your customers by assigning them to owner batches.

Depending on a DID number status (i.e. in use or free) two options for
number reassignment are possible:

e Free (notin use) DID numbers can be reassigned to different
types of owner batches. For example, if you defined a 5%
markup for a pool of DID numbers (12045550000 —
12045550010) and now wish to provide numbers 12045550000 —
12045550005 free of charge, simply assign these numbers to the
free owner batch.

e DID numbers that are assigned to customers can be reassigned to
owner batches of the same type (i.e. to free owner batches or
owner batches with DID markup). For example, if you assigned
DID 12045550009 to John Doe from the owner batch that has a
$2 additional activation fee and a $5 additional monthly recurring
fee and now you wish to introduce another pricing scheme to
charge him $3 monthly for DID usage, simply assign the number
to the new owner batch with the corresponding additional
recurring markup.

DID Pool Management

The DID pool is the tool that allows you to control the DID numbers
that will be provisioned by your resellers. It contains the numbers that are:

e not frozen,
e not assigned to owner batches, and
e not assigned to customers or resellers.

To allow resellers to use DID numbers, release them to the pool of
available DIDs.

ﬁ Resellers can browse the DID pool and allocate DID numbers only if
they have owner batches with the DID markup assigned to them.
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If you need to prevent a particular DID number from being used by your
resellers, withdraw it from the DID pool. Once withdrawn, a DID

number acquires the Frozen status.

Completely Free of Charge DID Numbers

Using the DID inventory tool you can provide virtual DID numbers for
internal use to customers (e.g. for SIP calls among accounts within your
network). Since these DIDs are virtual, they are, as a rule, provisioned free

of charge and incur no charges.

To simplify the management of virtual DIDs they are uploaded to the
DID inventory as completely free of charge. These DID numbers have
no costs or charges associated with them and are therefore free of charge
for every entity they are provisioned to.

To upload DID numbers as completely free of charge, do the following:

1. Add the additional Free of Charge column to the .csv file with the
list of DID numbers and type Y next to the required DIDs. If any
activation and recurring fees are defined for DID numbers, they will
be ignored during the DID upload.

P

87899917300 Virtual
87899917301 Virtual
87899917302 Virtual
87899917303 Virtual
87899917304 Virtual
87899917305 Virtual
87899917306 Virtual
87899917307 Virtual
87899917308 Virtual
| 11 | 8r899817309 Virtual
2
4

L1
| 2 |
| 3 |
| 4
5
| 6 |
L7
| 8
19

0

1

87899817310 Virtual

13 | 87899917311 Virtual
5

14 | 87899817312 Virtual
87899917313 Virtual

1
87899017314 Virtual

16
17
4 4 » H[\ Internal DIDs /

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

|«

5

(SRS R RS RS S RS RS RS RS RS RS RS R

Ei‘l[ntemal DIDs EI@
A \ B [ c ] D \ E [ F 6 |
Number DID Vendor batch Description Activation fee Periodic fee release date Free of Charge

2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00
2015-07-15 00:00:00

I

2. Upload the DID numbers to the DID inventory.
3. Upon upload, recurring costs will not be displayed for marked DID

numberts.
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DID Inventory

[ DID Upload | & Vendor Batches | %= Owner Batches | 4T Objects *) Logout | B Log
DID Number Reseller Vendor Batch Owmer Batch Country Status Search | Advanced
any ¥ | [virtual M v | [any v | [any v || search | Search
: Country Recurring Customer / Reseller[Racurring| ~ Vendor -
AS,SFH Vendor DID Batch Edit x DID Number | Fors — o W Status. Description Del
DIDS (3 @ smosorrsnn Internal vendor _ E
Assign Owner DID Batch \Virtual fozen
NONE (Clear DIDs' Ouner Batch) v Internal vendor
[3 O srsgs917301 Frozen &
Assign DID to Customer Virtual
NONE (Clear DID=' Customer) - Internal vendor
< = [5 © sressstr30z Frozen K]
Pool Management Virtual
Release DIDs to the Pool 3 [E () s7aosat7a08 Internal vendor _ |
Delete from Inventory Ml
Internal vendor
[E O srs99917304 Frozen B
Virtual
RETE (A Internal vendor
Selected [E O 87898917305 Frozen B
Virtual
(il Intemal vendor
[E O 87899917306 Frozen >
Virtual
Apply Internal vendor
— [E O srags917307 Frozen x
Virtual
Internal vendor
[E O 87899917308 Frozen >
Virtual
Internal vendor
[E O sr8e9917309 Frozen |
Virtual
Internal vendor
[E O srege917310 Frozen ]
Virtual

Geo / Risk Profiles

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Here you can create GEO / Risk profiles for your services. The profile
divides the list of all the countries in the world into three zones: No
Restrictions (normal locations), Suspicious (unusual locations) and
High-risk (restricted locations).

For example, ITSP, selling residential VoIP calling via a communication
client on a smart phone will list the United Kingdom, France and Spain in
the No Restriction column (since they actively advertise their product in
these countries and most of their customers are there). In this case, the
majority of countries in the world will be listed in the Suspicious column.
Finally, those countries from which the service provider sees an increased
amount of hacking attempts will be listed in the High-risk column.

A prompt with a brief zone description is shown when you move your
mouse pointer over the ““ icon.
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[ I 7 T Add Geo/Risk Profile
[ el Save | [g] Save & Close | 3@ Close ) Logout
Name Business Customers “ Description
Managed By RAdministrater Only -
Mo Restrictions & Suspicious @ High-risk @
[# SelectAl [# SelectAl [# SelectAl
Internal Network o ALBANIA Anenymeus Proxy
Satellite Provider ‘ £ ‘ ANGOLA AFGHANISTAN
Other Country ARGENTINA EGYPT
Europe AZERBAUAN SOMALIA
AsialPacific Region RUSSIAN FEDERATION SYRIA

Not Applicable

ALAND ISLANDS
ALGERIA

AMERICAN SAMOA
ANDORRA

ANGUILLA

ANTARCTICA

ANTIGUA AND BARBUDA.
ARMENIA

ARUBA

AUSTRALIA

AUSTRIA

BAHAMAS

BAHRAN <

Mote: Use Drag&Drop to move destinations around. Keep Cirl key pressed to select two or more destinations.

To add a new profile, click [H Add on the toolbar.

All available countries are listed in the No Restrictions column by
default. To move a country to a different column, simply drag and drop it
there. You can also select two or more countries by pressing and holding
down the <ctr1> key or select all countries in a zone by using the

B st Select Al icon.
Column Description
Name Type a unique name for the profile.
Description Type an extended description of this profile.
Managed by Define whether this geo / risk profile will be used by

an administrator or one of your resellers:

¢ Administrator only (default) means that this
Geo / Risk profile will be applied to your
direct customers, and is accessible only to
your administrators.

e Sclect a PortaBilling® reseller to assign this
Geo / Risk profile for use by a patticular
reseller.

No Restrictions

Specity a country (or countries) where users intend to
use the service. Service usage is allowed without
restrictions. By default, all countries are listed in this
column.

Suspicious

Specity countries where it would be unusual (but still
possible on a relatively low number of calls) for a
customer to use the service without screening. After
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that any attempt to make an outgoing call from a
country listed here will be screened, and the caller
must provide additional credentials to prove that he
is indeed a legitimate user.

High-risk Specity high-risk countries here. Any usage attempt
from these countries will be treated as a potential
security breach and immediately screened, and the
caller must provide additional credentials to prove
that he is indeed a legitimate user.

Note: In one of the three columns, the All Other Countries entry must be selected.
Z This takes the place of any other country not listed in the other two columns. In the
other two columns explicitly list the countries that require special handling.

The Not Applicable entry is used for private or indefinite IP addresses.

Note: the number of calls that can be made without screening is 5, by default, and
can be configured on the configuration server web interface.
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Route Categories

This page allows you to define new categories into which you can divide
your available routes. To create a new category, click B Add on the
toolbar.

Route Categories

L ]
Ta, g Edit Hame * Description Delete
L]
Economy Cheap routes, average quality
h i

Route Categories

» | [@ Add | [ Save | & Save&Close | ® Close ) Logout | B Log
Edit Hame * Description Delete
\ I |
|E| Economy Cheep routes, averege quality E
Column Description
Name Name of the route category. This is the name you will

see in the select menu when assigning a route
category for the rate.

Description A description of this route category.
Delete Click the [*] Delete icon to remove this route
category.

If you do not wish to define any custom route categories, the Default
route category is always available.

Routing Plans

A routing plan is a combination of route categories in a specific order. It
defines which categories of vendors will be available for termination and
in what sequence.

NOTE: In order to use the selection codes you must enable the Dialing Rules on the
Edit Customer page and check "Routing plan selection enabled."

Routing Plans
Add | ® Close bl Logout | B Log

Hame

— )

Hame Selection Code Description Route Categories Included Delete

<]
|}
|}
|}
|}
n

<
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R e Add Routing Plan
> [ Add | [@ Save | [x] Save & Close | ® Close P Logout
Name * Premium
Route Categories * Enabled -

Override Routes * Enabled -
Destination Group Set * USsCznada -
Selection Code

Description

Included Route Categories | Routing Override | Profit Guarantee | Routing Filter

Eak Order Route Caagory Descriton Deite
Column Description

Name Name of the routing plan.

Route Enable this option to define which categories of

Categories vendors will be available for termination and in what
sequence.

Override This option enables the LCR override functionality.

Routes You can define a list of connections for a destination
group in the desired routing order, and calls will be
routed according to this sequence before (or instead
of) applying “normal” LCR routing.

Destination Routing can be overridden for individual groups (e.g.

Group Set US&Canada, Asia, Western Europe) within this set.

Once chosen during routing plan creation, the
destination group set cannot be changed later on.

Selection Code

The code your customers will dial before the
destination number to select this routing plan.

NOTE: The number not including the selection code must be
at least six digits.

Description

Your designation of the intended purpose for this
routing plan.

After a routing plan has been created, you can specify which route
categories will be included in it. To add a new route category, click 21 Add
on the toolbar, then click the Il Save icon to save this row.

BB @ Edit Routing Plan "Premium’
[ [@ Add | [@ Save | gl Save & Close | ® Close ¢ Logout | B Log
Name * Premium
Route Categories *
Override Routes =
Destination Group Set *
Selection Code 007

Description Utilize the best routes available

Included Route Categories

Routing Override | Profit Guarantee ‘ Routing Filter

Edit Order Route Category Description Delete
29 [v] | Premivu [v] ™
lE‘ 74 ["] Good guality Routes with the monitored guality E‘

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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[ 3 [@ Add | [@ Save | [ Save & Close | & Close

Edit Routing Plan "Premium'

*I) Logout | B Log

Submitted infarmation will nottake effectimmediately. Please wait a minute while the system
propagates it to the billing engine.

Name * Premiu m
Route Categories *

Override Routes =

Destination Group Set *

Selection Code 007

Description Utilize the best routes available

Included Route Categories | Routing Override | Profit Guarantee ‘ Routing Filter |

Edit Order Rowte Category  Description Delete
IE‘ 99["] Premium Premium routes E‘
[E] [74 ] cood quality Rotes with the manitorad quality ™

You can change the route category order by choosing an Order number.
Remember that if a route category is not included in the routing plan, a
customer with this routing plan will not have access to such routes.
Click the bel Save icon to make your changes take effect.

Please note that a larger value in the Order column pushes the given
route category towards the top of the routing list (i.e. 99 is the first route
category which will be tried).

Routing Override tab

On this tab you can define custom routing per destination group.

Field

Description

Destination
Group

A destination group with custom defined routing.

Routing

Shows how the routing is configured for this
particular destination group.

Delete

Click the [*] Delete icon to remove the custom
defined routing for a particular destination group.

Add Route

This allows you to add routes and arrange them in
the desired order.

Add %-share
Pool

This allows you to add routes and assign percentage
values to them.

The system then uses these percentage values when
creating a routing list during the call.

The routing list for each specific call is built
according to the specified routes. The routes are
selected from the pool according to the following
settings:
¢ Choose One — Only the first route will be
used for all calls, the other routes will be
ignored;
e Re-Arrange All — All pool routes will be

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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the number of failed calls.

added to the routing list according to the
assigned percentage values, thereby reducing

A common example is percentage-based routing: for instance, when
sending out calls to UK-Proper 20% of the traffic should go to carrier A,

and 80% to carrier B.

Add Routing Plan

> el Save | [gl Save & Close | ® Close Objects

Name * Retsil Customers

Route Categories * Enabled -

Override Routes * Ensbled -

Destination Group Set * Retail -

Selection Code

Description Retail, calls to UK: 20% to GlobalNet, 80% to X-Telecom
L]

Included Route Categories | Routing Override ‘ Profit Guarantee | Routing Filter

Click "Save” to enable adding routing records
Edit Destination Group Routing Delete

Edit Routing Plan 'Retail Customers’

Edit Routing Override

» | il Save | [gl Save & Close | ® Close

Add | @ Save | [gl Save & Close | ® Close Objects ] Logout | B Log
L]

L]

™ Name * Retail Customers

u Route Categories * Enabled

L]

= Override Routes * Enabled

] Destination Group Set * | 2=t=il

L] Selection Code

: Description Retail. calls to UK: 20% to GlobalNet, 80% to X-Telecom

L]

L] 3 - 3 _

n Included Route Categories | Routing Override | Profit Guarantee | Routing Filter

L]

= Edit Destination Group Routing Delete
L]

Destination Group UK-Proper R ( LR BB ] o'
@' - - Mﬂd* | Add %-share Poal
#

Route:

%-share pocl @
; : i .
*) Choose One @ Re-arrange Al

Delete
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Edit Routing Override B
el Save | [o) Save & Close | @ Close | 4 Objects
Destination Group UK-Proper .
Add Route Add %-share Pool
# Route Delete
. Select connection X
%-shal
g cho| | Connestion (%]

= Vendor GlobalNet (2 Items)

Vietnam Premium (3.8.7.6)
Europe Premium (5.6.7.8)

 Vendor Internal (2 Items)
= Vendor X-Telecom (1 Ttem)
Termination to UK (1.2.3.4)

S LCR (1 Ttem)

LCR

0
@
i
2

cancel |

&

Edit Routing Override

Dei\nation Group UK-Proper ™
-
| Imn Route | | Add %-share Pool |

oi Route Delete:

) %-share pool

-
-
. |
© Choose One @ Re-arrange Al
-
-

~80% Connection Termination to UK (70.68.127.187) [ %] E|
to vendor X-Telecom

-20% Connection Europe Premium (5.6.7.8) El

v to vendor GlobalNet

ing Plan 'Retail Customers'

» | @ Add | g Save | [gl Save & Close | ® Close Objects *l] Logout | B Log

Submitted information will not take effectimmediately. Please wait a minute while the system
propagates it to the billing engine

Name * Retail Customers
Route Categories * Enabled
Override Routes * Enzbled

Destination Group Set * | fec=i1

Selection Code
Description Retail, calls to UK: 20% to GlobalNet, 80% to X-Telecom

Included Route Categories | Routing Override | Profit Guarantee | Routing Filter ‘
Edit Destination Group Routing Delete
IEl UK-Proper #1: Termination to UK (X-Telecom) - 80% E

Europe Premium (GlobalNet) - 20%

The administrator can create a list of connections for a destination group
in the desired routing order, and the call will be routed according to this
sequence before (or instead of) applying “normal” LCR routing. An entry
in the override list can be a percentage-share connection pool, where each
connection has a chance to be the first route proportionate to the
assigned percentage value.

Profit Guarantee tab

On this tab you can specify how the system chooses routes for call
termination, in order to maximize your profits.

320



Porta|4Billing® Routing

» | @ Save | [ Save&Close | ® Close *l Logout | Bl Log

Name * Premiu m
Route Categories *

Override Routes *

Destination Group Set *

Selection Code 007
Description

Included Route Categories | Routing Override | Profit Guarantee | Routing Filter

[ 'send real-time alerts about calls with losses

Choose only routes which guarantes profit

) Minimurn Required Per-minute Profit 0.1 usD

O Maximum Allowed Per-minute Loss usD
oR ~

& Minimurn Required Relative Profit s %

() Maximum Allowed Relative Loss %

Round-robin between routes with cost diffierence under [0.00% UsDmin

Cverload Handicap 0.1 USDimin

If you switch off the “profit guarantee” in PortaBilling®, it is possible
that your carrier will charge you more than you have charged your
customer. (Sometimes these situations can arise even with “profit
guarantee” switched on, e.g. when a random surcharge was not triggered,
ot if you charged your customer for just a few seconds, but were charged
by a vendor for a full minute, due to different time rounding increments).

6()/‘ Please note that the Profit Guarantee functionality only calculates the
approximate profit you could earn, by comparing the price per minute
used to charge the customer with the termination cost of each vendor.

A PPM (Profit Per Minute) control parameter is included in the Adaptive
Routing feature. PPM is based on statistics for already completed calls. It
calculates the amounts actually charged by considering all special rating
elements which are applied to calls, such as fixed and relative surcharges,
rounding intervals, and so on. As a result, it provides accurate profit
figures that will help you to maximize profits in the future. For
information about how to set up the PPM control parameter, see the
“Routing Criteria” section.

When the Profit Guarantee functionality is activated, “unsuccessful”
vendors will be removed by the billing engine from the routing list during

A real-time route calculation. This differs from when you specify the PPM
control parameter on the Routing Criteria page. The latter only moves
problematic vendors to the “penalty box”, i.e. the very bottom of the
routing list. This ensures that the system will first try to terminate the call
via other carriers (with good call quality). However, if they all fail or
become unavailable, the “penalized” carrier will have a chance to
terminate the call.

| Field | Description

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Send Real-time
Alerts about

Turn this option on in order to receive real-time
email alerts whenever a customer (with this routing

Calls with plan assigned) makes a call on which you lose money.

Losses

Choose Only When calculating a routing list for a customer with

Routes Which | this routing plan, compare the price used to charge

Guarantee the customer with the termination cost of each

Profit vendor. If the vendor’s costs are higher than the
customer’s rate, exclude the vendor from the list (see
note below).

Minimum Allows you to create a more aggressive profit

Required Per- | guarantee route selection: the vendot’s cost per

minute Profit

minute must be lower than the customer’s rate by at
least the amount specified. (Amounts are specified in
your base currency).

Maximum
Allowed Pet-
minute Loss

If your policy for this service doesn’t include a
minimum per-minute profit and in addition, you
tolerate a certain amount of loss (e.g. while providing
premium service to very important customers), then
specify the limit for that loss here.

Minimum
Required
Relative Profit

In some cases, specifying the amount of profit per
minute does not yield the desired results, e.g. for risky
destinations such as Somalia you would like to get at
least $0.10 per minute, yet $0.10 on calls to the US is
simply not feasible, since you charge your customers
only $0.05/minute. In this case, you can use a relative
threshold, so that for expensive destinations the
profit must be high, while for low-cost destinations a
small profit is acceptable.

Maximum Similar to the above parameter, this one allows you to
Allowed specify the relative limit for per-minute loss.

Relative Loss

Combination You can specify that a route must satisfy both

of Absolute conditions, i.e. both absolute and relative profit, or at
and Relative least one.

Profit

Parameters

Round-robin Defines the maximum acceptable price difference
between between two vendors when their order in the routing

Routes with
Cost

list (determined by cost) randomly changes to
provide load-balancing. There is a higher probability

Difference of such a “swap” when the difference in price

under between them is minimal, and this quickly decreases
as the cost difference approaches the threshold value.

Overload When the number of concurrent calls on a

Handicap connection to a vendor surpasses the desired limit,

this connection’s cost may be increased during the
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route sorting to push this connection further down
the routing list and therefore re-distribute the call
load to other vendors via the load-balancing feature.
Overload handicap specifies the maximum value that
the adjusted connection cost may be increased. In
other words, it defines the largest tolerable decrease
in revenue (since more expensive vendors would be
used) in exchange for better connection utilization
and improved call quality.

PortaBilling® allows at least two different price per minute values for
rating (potentially, you can have an unlimited set of different prices
applied within the same call when you use a rating formula). For

M comparison purposes, however, only one specific value should be used.
PortaBilling® uses the value of the Price_Next parameter for profit
guarantee calculations. In order for the profit guarantee to work properly
when you use rate formulas to charge your customers, make sure that you
populate Price_Next in the customer’s rates with a meaningful value.

Routing Filter tab

On this tab you can apply filters to call media features (such as a specific
codec, T.38 fax, or the ability to guarantee delivery of the correct CLI to
the recipient of the call), as requested by the calling party.

Edit Routing Plan 'Premium’

[ el save | [gl Save & Close | @ Close Objects ¢l Logout | B Log

Name * Premium
Route Categories * Enabled

Override Routes *

Destination Group Set * Volume Discouncts
Selection Code 07

Description Use only the cheapest routes availzble

Included Route Categories | Routing Override | Profit Guarantee ‘ Routing Filter L

Codec Name Capabiity Requirement

= Other (4 Items)

Unknown mediaicodec

<

DTWF information (RFC2833)

=

Comfort Noise codec for & kHz audio

=

Redundant Audio Data

=
F

= CelB (1 Ttem)

CelB video codec

S|
®

© DVI4 (5 Ttems)
= 6.711 (4 Items)

G.711 PCMA codec 8 kHz

[

G.711 PCMU codec 8 kHz

=

G.711.1 PCMA-WB codec 16 kHz

<

G.711.1 PCMU-WB codec 16 kHz

]

& G.718 (1 Ttem) -

SetCapabilty ~  SetRequirement ~

Guaranteed Caller Id transport
Enforce codec order

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Column

Description

Codec Name

Name of the call media feature (such as a specific codec
or T.38 fax capability).

Capability

This parameter allows you to specify an end-user
device’s capabilities or prohibit the use of call media
features for incoming calls. The following options are
available:

e Supported — This means that you are sure this
IP device supports this feature and are
therefore allowing it.

e Not supported — This means that this IP
device is unable to support this particular
feature (e.g. G.711 codec). Your administrator
may decide to prohibit it. For example, if you
want to ensure good sound quality for
customers with limited bandwidth, prohibit the
G.711 codec by marking it “not supported.” In
this case, even if this codec is available
according to the request received from the
carrier, it will be removed from the codec list
that is sent to the end-user device in the SIP
call initiation request, and thus will not be used.

Requirement

This parameter describes the filters applied to call
media features requested by the calling party. The
following options are available:

e Required — This means that the other party
must have this feature supported in order for
the call to be completed. For instance, if the
“G.729 codec” feature is marked “required” for
an account making a phone call, only those
vendors specifically marked “guaranteed to
support G.729” will be placed in the routing
list.

e Suppressed — This means that PortaSwitch will
prevent the use of this particular feature (e.g.
G.722 codec) and will therefore not show the
information about this codec in the SIP request
when sending an outgoing call to a remote
party.

e Not required — This means that PortaSwitch
does not do any special processing for this
feature. It will be included in the outgoing SIP
request and may be used if the remote party
supports it. This is the default value for all
features.
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Guaranteed Caller Id transport — When this option is selected calls are
routed to only those carriers that are capable of delivering caller ID

information to the called party.

Enforce codec order — Only the codec order defined within the service
policy assigned to the connection is used, regardless of the codec order
provided by the caller or by the terminating side.

Test Dialplan

This page allows users to test a dial plan for a specific telephone number
or certain destinations at any moment in time.

Test Dialplan

» ® Close *I) Logout
~ - - [u} Date and Time
Phone Humber Routing Plan Routing Mode Apoly Penalties = niss
1607 ALl hvailable Routes || Generic Routing [v]
e Route To Connection  Penalization c:t‘:;:ry Preference Huntstop e Destination Country Description  Tariff Vendor
1 1B07 sip18327BAEL  hridge test Default 5 N ooomon 1 UNITED STATESOF awvonc  brigcatest  briage test
Field Description
Phone Type cither a full number or a prefix into this field to
Number see how the resulting list of routes will look for it.

Routing Plan | Select a routing plan to be used for a dial plan test.
The system will offer a different set of routes
depending on the routing plan. Select All Available
Routes to test a dial plan using all available routes,
regardless of their route category.

Routing Mode | You may select either Generic Routing (to see all the
routes outside of the network) or a specific node (to
see the routes available when a call is handled by this

node).
Apply Clear this check box to see the resulting list of routes
Penalties regardless of the currently applied adaptive routing
penalties.
Date and The search can be performed in real time: click
Time the I Stopwatch icon or click the date input format

link to set a date using the calendar.

As a result you will see the following columns:

Column

Description

Cul# Sequential number of this route.

Route CLD | Translated called station ID (DNIS), as it will be sent to
the vendor using this specific route.
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Route To The node (or remote gateway IP) where the call will be
routed. Click the link to open the connection page.
Connection | Description of the vendor connection.

Penalization | Shows whether the connection is penalized or not.

Route Route category for this route. See the Route Categories
Category section for more info.
Preference Routing preference for this destination. See the Ca//

Routing section of the PortaBilling Administrator Guide
for more info.

Huntstop If one of the routes has hunt stop enabled, then all
routes with a lower route category or preference will be
ignored.

Price Next interval price for the given destination (per
minute).

Destination | Matching destination from the corresponding tariff.

Country Country where the tested destination is located.

Description | Destination description.

Tariff The tariff used to bill this call. Click the link to open the
tariff page.

Vendor Call terminating vendor.

Routing Criteria

This page allows you to predefine the quality requirements to be applied
to your vendors. PortaBilling® will continually measure the quality
parameters and adjust the routing if these fall below the specified
thresholds. Any vendor who fails to satisfy your quality requirements will
go to the “penalty box” — the very bottom of the routing list. This means
that the system will first try to terminate calls using other carriers (with a
good quality rating). However, if all of them fail or are unavailable, the
“penalized” carrier will have a chance to terminate the call. For more
information about adaptive routing, see the PortaBilling Administrator
Guide.

Add / Edit Routing Criteria

To add new routing criterion, click [l Add on the toolbar. An existing
routing criterion can be edited by clicking on its name in the list.

Routing Criteria

» | @ Add | & Close P Logout | B Log

Search
—

Hame Description Delete
Wew criteria Quality of service criteria
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Add Routing Criteria

» | [ Save | ® Close Pl Logout
Name * Sampling Interval * minutes
Description®  Superiet SLAs il ion Group Set’ | SuperNet %
Criteria Defaults
Minimum Calls * Penalty Time, min * Threshold  ASR,%  Min. PDD, ms Low PDD Calls.% Max. PDD, ms High PDD Calls,% ALOC, sec Profit per Minute, USD
oo ] [ e S L g ] e e ]
ponsny - [— O w— T —

Field Description
Name The logical name of the routing criterion for use
within PortaBilling®.
Description A description of the routing criteria.
Sampling Quality measurements will be computed for all calls
Interval within this interval. Smaller intervals will make the

system “quicker” to notice any change in a vendor’s
quality, but there is also a higher chance that a short-
term problem on the vendor’s side (which can be
fixed in a matter of minutes) will penalize his route
for a relatively long period of time.

Destination Select a destination group set from the list; later you
Group Set can define the routing criteria for individual groups
of this set.

Using the Criteria Defaults table, specify the initial default values to be
applied to routing criteria for specific destinations which you will create

later on.

Field Description
Minimum The minimum required amount of calls via a given
Calls connection within the sampling interval in order for

the statistics to be considered representative. If the
number of calls is below the specified value, the
quality parameters will not be matched against the
threshold, and no routing adjustments will be made.
Penalty Time The time interval for which a connection will be
“penalized” (put at the very bottom of the routing
list) if a given vendor does not meet the quality
criteria.

The following threshold parameters require two values that define the warning and
penalty thresholds, respectively. The warning threshold specifies when an alert will be
sent to the administrator (but no changes in the routing will be done). The penalty
threshold defines when the route should be penalized if the guality statistics are outside

the threshold value.

ASR Average Success Rate: the number of successfully
connected calls divided by the total number of call
attempts.
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Min PDD, ms | Defines the minimum acceptable PDD (Post-Dial
Delay), i.e. the time interval between the moment a
connection request is sent to the vendor and the
moment ring-back is received. Too low a PDD is
suspicious, and in this case the vendor is probably
doing “false ringing” to hide the long time it actually
takes him to route the call.

Low PDD Maximum acceptable percentage of calls with a PDD
calls, % below the specified value.

Max PDD, ms | Defines the maximum acceptable PDD. Too high a
PDD has a strong negative impact on your business,
since during the delay time the end user hears only
silence, and generally assumes that there is a problem
with the service.

High PDD Maximum acceptable percentage of calls with a PDD
calls, % above the specified value.

ALOC, sec Average length of call.

Profit per Profit per Minute (expressed in the monetary units of
Minute your base currency): the aggregated profit, i.e. the

difference between the actual charged amounts in
g
your customers’ and vendors’ CDRs.
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Click the lml Save button to save your progress when done.

Defining Routing Criteria for Individual
Destination Groups

After the Criteria Defaults settings have been saved, click [H Add on the
toolbar to define routing criteria for the specific destination group. An
existing routing critetion can be edited by clicking the [l Edit icon on the
row containing the details.

Add Routing Criteria
» | @ Save | & Close Objects Plf) Logout

Name * Sampling Interval * 15 minutes

Description *  Termination to X-Telecon Destination Group Set* X-Telecom -

Criteria Defaults
Minimum Calls * Penalty Time, min® Threshold  ASR,%  Min.PDD, ms Low PDD Calls,% Max. PDD, ms High PDD Calls% ALOC,sec Profit per Minute, USD

Warning 60 10 20 350 0.015
100 30 100 3000
Penalty 50 15 50 250 0.01

Click the Destination Groups column header link to choose one of the
groups defined in the Destination Group Set from a searchable list
inside the dialog box.

NOTE: The destination prefix defined within a selected destination group should
match the one defined in the vendor tariff rate.
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When adding new criteria — all the fields are initially “default” — the values
you have defined as Criteria Defaults will be used. This allows you to
quickly define criteria for multiple destination groups with minimum
effort. If you wish to override the default value, simply enter a new value
in the field. If you wish to exclude a certain quality metric from the criteria
(e.g. Low PDD Calls, in the example below), clear the check box next to
1t.

Edit Routing Criteria 'X-Telecom Mobile"

[ 3 [ Add | [d Save | g Save & Close | @ Close Objects o) Logout | B Log
]
] "
= Name * ¥-Telzcom Mobile Sampling Interval 15 minutes
n Description *  Termination to X-Telacom Destination Group Set* X-Telecom
O Criteria Defaults
Ninmum Calls* Penalty Time, min® Threshold ~ ASR,%  Min.PDD, ms Low PDD Calls,% Max. PDD, ms High PDD Calls,% ALOC, sec Profit per Minute, USD
» Warning 60 10 30 350 0.01500
iﬂﬂ 30 100 3000
Penalty 50 15 50 250 0.01000
-
L]

Please add a criteria definition for atleast one destination group

LowPDD  Max.PDD,  High PDD

Calls % ms Calls %

Warning default = dtauie s0 250 0.012 K
sfaul sfaul

Penally default (F 70 300 default

Edit Destination Group® Minimum Calls PE"“L‘::"“‘ Threshold ~ ASR,%  Min. PDD, ms ALOC, sec Profit per Minute, USD| Delete

UK Mobils dsfault 20

Edit Routing Criteria 'X-Telecom Mobile'

» @ Add | @ Save | [g] Save & Close | @ Close Objects *l] Logout | B Log
]
] Name * X-Telecom Mobile Sampling Interval * 15 minutes
n ) )
= Description* Termination to X-Telecor Destination Group Set* X-Telecom
n Criteria Defaults
L] Minimum Calls * Penalty Time, min* Threshold ~ ASR,%  Min. PDD, ms Low PDD Calls,% Max. PDD, ms High PDD Calls®% ALOC,sec Profit per Minute, USD
u
warning 60 10 30 350 0.01500
L] 100 20 100 3000
[} Penalty 50 15 50 250 0.01000
n
- Penalty Time, Low PDD Max. PDD, High PDD
Eqf Destination Group*® Minimum Calls * |Threshold  ASR,%  Min. PDD, ms e g ALQC, sec  Profit per Minute, USD| Delete
mi Calls, % ms Calls %
L ‘Warning
v Penalty
[=] uk mobite 100 20 60150 100 - 3000 50/70 3501300  0.01200/0.01000 ‘ K|

When the criteria have been saved, the quality parameters are presented as
follows:

e Parameter values, which override the default ones, are shown in
black.

e Default values applying to these criteria are shown in grey.

e For quality metrics that are switched off, dashes (—) are displayed
instead of values.

Tracking Connection Status

When the value of a parameter reaches the predetermined threshold, the
administrator receives an email alert about the latest connection threats.
Morteover, the administrator can track the current connection status on
the Tracking page. This status is represented by different colors, as
follows:
e @ Grey — The number of calls is not enough to apply filtering
differentiation.

o @ Green — The route meets the quality requirements.
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e O Yellow — the route is active, but some of its quality parameters
are outside the warning thresholds.

e @ Blocked — this route is currently being penalized.

NOTE: The penalized route will be on the “penalty row” for a certain period of time,
specified in the Penalty Time box and then will be unblocked automatically.
Alternately, you can click the Unblock Now button to unblock the penalized route

manually.

o @ Red - the route was manually unblocked; this status will
remain unchanged till the next time interval for which the
statistics will be computed.

- el Save | [l Save&Close | ® Close | il Load | 2 Refresh | <] Objects
Description  X-Telecomn Mobile - Type Calls to Vendor via SIP
Sarvica Type Voice Calls Routing Critefia ~ ¥-Telecem Mcbile -
Active
General Info [ Connection Load | Routing Filter | Tracking
Status Destination Group Number of Calls Threshold ASR,% Min. PDD Max.PDD ALOC Profit per Minute Blocked From Biocked Till Unblock Now
@  Thalland Moblle 115 500 6840 045 870 379250  0.030.01
@ UK Mobile 302 1000 7350 o 570 412300 0.0210.01

IVR Applications

This page allows users to quickly and conveniently define how
PortaSwitch® should process calls to special IVR applications.

& IVR Applications

Applications

Search

[any

| |[ze2rch]

Edit Access Humber * Hame *

Application *

IE‘ " Balance Info
IE‘ 20 Prepaid card calling
il Callback calling

B
IE‘ 8 “oice mail

Balance Information
Prepaid card calling
Callback calling

One's Own Voice Mailbox Access

These are the numbers that your customers would dial from the PSTN
network or their IP phone to access a specific IVR application; for
instance, *98 for voicemail, 12125551234 to access a prepaid calling card

IVR, or 18005559876 to access the audio conferencing facility.

Column Description
Access This column shows the actual phone number to be
Number dialed by the user.
Name This column shows the access number name.

process the call.

Application | This column shows which application is to be used to

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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To register a new access number in PortaBilling®, click ] Add on the

toolbar. To edit an existing access number, click the (=] Edit icon next to

1t.

IVR Applications options

Click on an access number to get the IVR Applications page. On the
Instance Parameters tab you can view a list of all options for the
selected access number and modify them.

@t IVR Applications
> Add | [ Save | [l Save & Close | ® Close | [] Yoice Applications Settings b Logout | B Log
Applications Search
e vl =)
Edit Access umber * Name * Application * Delete
[ ] ][ ]
IE‘ 16047899001 Prepaid card calling Prepaid card calling E
Lecgro9a001

» & save | id Savve ® Close

IVR Applications

D Reset to Default

Access Number 16047898001
Voice Application Prepaid card calling

Option Value Option Value

AN Authentication m} Credit Accounts Balance Announcement
ANI Translation Rule [ A | Announce credit Limit O

Use AN and Auth Code [} Enahle Self-Care menu O

Minimum Auth Code Length [« 1" | Playanannouncement about Sel-Care menu [

Maximum Auth Code Length [« | chek Humber O

Manual Authentication Announce Time

PIN Translation Rule & Use Special Access Cade for First Galls O

Auto Registration O Use Fixed Access Code for First Calls

Auto Registration Without Confirmation [ Use Announcerent Tari d

Minimum Card Length [1a | | selectOutgoing Tariff Based on ANl O

Maximum Card Length " | Seeonds Rounding Mode
Maximum Login Afternpts [= " | PlayPreringMoH ]

Authorize with VR Session ID Dynarnic Reauthonzation O

Check Senice Password Music on Hald Class
Minimum Password Length [« " | EndAnnounceTime, sec |
Maxirur Password Length [« 1" | RepeatEver, sec o
Languages [ 17 | endannounce Tye
GonfLanguage List|s Preferred m} Disconnect Call Before, sat o F
Prompts Brand [ 1| Maximum Dial Mtempts ’
Play Welcome hessage O Pramiutn Number Subschibe Gormmand ]
Restriction for Calling with Low Balance Premium Number SWS Mumber |
Minimum Youcher Length [t ]* | Premium NumberDeposited Amount |
Maxirmurm Youcher Length [tz 1" | Premium Number Currency ]
Announce Balance

desired option to invoke it.

Routing tab

There is a helpful tool-tip for each option. Just point your mouse to the

Here you can assign incoming calls on a particular access number to a

chosen subset of available PortaSIP® Media Servers. The list of available

servers — or groups of servers — can be prioritized so calls will first be
handled by the server at the top of the list and then in descending order
based on availability.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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IVR Applications

» | @l Save | [d) Save & Close | ® Close | 2 Reset to Default P Logout | B Log

Access Number 16047339001
Voice Application Prepaid card calling

Routing | Instance Parameters

Set Routing ranual —

Ald Mok A Modes Pool

Node Delete
= PortalIM - 193.28 87 66 (193 28.87 B6) K

B Portalm (183.28 88.151) I

Some IVR applications (e.g. Conferencing) do not support multi-node
routing. Instead, you can route incoming calls made to these access
numbers to a single PortaSIP® Media Setver.

IVR Applications

» el Save | [l Save & Close | & Close | 2 Reset to Default o) Logout | B Log

Access Number 993876012
Voice Application Conferencing

Routing | Instance Parameters

Set Routing Manual e

Route To PortalM - 193,28.67.66 (193.28.80 ¥

Column Description
Set Routing | Here you can select which PortaUM® nodes
(PortaSIP® Media Servers) incoming calls on this access
number will be routed to:

e Automatic — Calls will automatically be routed
to randomly sorted PortaUM® nodes

e Manual — Set custom routing configuration
Add Node Add PortaUM® nodes (PortaSIP® Media Servers) to

(Only for the list and sort them to route calls sequentially. For
multi-node example, if your Media Servers are installed in multiple
routing) geographic locations, then it would be desirable to first

route calls that arrive from local service providers to the
Media Servers located in the same region. This
configuration will improve call quality by reducing
network delay between the telco’s originating gateway
and the PortaUM® server.

Add Nodes | Add a pool of PortaUM® nodes (PortaSIP® Media
Pool (Only for | Servers) so that they can receive calls interchangeably.
multi-node For example, if you add a pool with two Media Servers
routing) to the routing list, then each server has a 50% chance of
receiving a call.
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Route To
(Only for single-
node routing)

Select a single PortaUM® node (PortaSIP® Media
Server) for where calls made to access numbers that do
not support multi-node routing can be routed.

Voice Applications Settings

This page shows the list of voice applications and allows you to modify
the options for the voice application you select. There is also the option
of adding new instances (voice applications) for Web callback, SMS

callback and Email callback.

o}

IVR Applications

Callback calling

Voice mail

Callback calling

Qne's Own voice Mailbox Avcess

o]

> & save | [& Save & Close | 2 Reset to Default

» [# add | e save | gl Save & Close | & Close |: voice Applications Settings *) Logout | B Log
" applications Search
o — I (e

[ ]

Edit Access Number * L] Hame * Application * Delete

[ bl I ]

[5] 11 m Balance Info Balance Infarmation

IE‘ 0 : Prepzid card calling Prepaid card calling
[ ]
[ ]
-
]
[ ]

Edit Veice Applications Settings

& Close Objects

Voice Applications
|=] Global Conference Options

- |_WWEB Callback Trigger
& [ SMS Callback Trigger
* [7Email Callback Trigger
=] Global IVR Options
=] Acoourt Self-Care
[E1One's Own Voice Mailhox Access

=] Woicemailifuto Attendar

option
Maximum Allowed Conference Session Time
Conference Access Code Length
Maximum People in Conferences
Maximum People in a Conference

Value

ol

el Save | [o] Save & Close Reset to Default

Edit Voice Applications Settings
@ Close

@ Americ

demoroot ‘ [7] Help

] Logout

B Log

Voice Applications
[=] Global Conference Options
~IWEB Calloack Tridger

4 () SMS Calback Trisger
) Add anew instance

Add a new application instance X

Flease enter a new application's name:

|Free sMs| |

o

=] wolcemailiAuto Attendant

Option
Maximurn Allowed Confersnce Session Time
Conference Access Code Length
Maximurn People in Conferances
Maximum People in a Conferance

Value
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Edit Voice Applications Settings

» el save | lgl Save & Close

2 Reset toDefault | ® Close

¢l Logout | B Log

Voice Applications

=] Global Conference Cptions
- [CJWWEB Callback Triger
4 =) SMS Callback Trigger
(& feid & new instance
=] Free sSMs
(] Emsil Calloack Trioer
=] Glokal IVR Ogtions
=] Accourt Self-Cars

(=] One's Own Waice Mailbox Access

=] Woicemal/tuto Attendant

Option
Callback Access Number
Callback Engine
Callback Engine Host
Authenticate Accourt Gommand
Registration Command
Change Serice Password Command
Check Balance Command
Inbound Provider
Outhound Provider
Send SMS Login
Send 5MS Password
Send 5MS URL
Company Name Template
Company WEB Site Template
Check Balance SMS Termplate
Recharging Account SMS Template
Registration SMS Template
Use Account ID as ANI
Account 1D Translation Rule
ANI Translation Rule
Send Autharization
Minirurn Sufficient Tirme, sec
Destination Translation Rule
Secand Dialed Number Translation Rule
Template Account
Languages
Conf Language Listls Prefered
Brand Prarmpts
Flay Welcome Message
Restrict Calls for Accounts with Low Balance
Announce Balance
Credit Accounts Balance Announcement
Annaunce Credit Limit
Access Code
LegA CLD Prefix
LegB CLD Prefix
Expected Connect Time, sec

|Your balancs is <% $balance %> <% fiso_4217 %3]

Value

[ ]
[P ~|
[ I
e |
[r |
[ep |
[ce ]
[csote ~]|
|csoe ~|

|

]

|

|

|Yaur account has been updatad. Your naw balance if

[Accaunt 101 <% $id %> PIN: <% $h323_password %

O

[sirichi 1A

[ 17

[0 ]

[ I

[ |7

[ ]
[ |E#

O

[ ]
O

[ none ~|
|backwara coupatibilicy ~|
O

[smscaLLBack |
[ ]
[ ]
|20 |

To add a new instance for the desired callback application, click on it and
then click the & Add a new instance button. Enter a name for the new
application in the dialog box and then click OK. If you want to add an
instance using the same options as those in the existing one, use the
Clone button. Right-mouse click on the instance you would like to clone

and then click = Clone.

NOTE: While cloning a callback instance, the unique voice application fields are not
cloned and are set to their default values. The unique field for Web callback is
Callback WEB Page Address, for Email Callback it is Callback Email Address and for
SMS callback it is Callback Access Number.
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Edit Voice Applications Settings

Voice

=] Global Conference Options
4 —JVEB Callback Trigger
() Add a new instance
= WEB1
s 3 B) Open

ne's Own Yoice Maibox Access

=] Woicemailifuto Attendant

Option
Callback WWEB Page Address
Callback Enging
Callback Engine Host
The Second Mumber to Connect
Use Aecount 1D as ANI
Account 1D Translation Rule
ANI Tranzlation Rule
Send Authorization
Minimum Sufficient Time, sec
Destination Translation Rule
Second Dialed Murmber Translation Rule
Minimum Card Length
Maximum Card Length
Masximum Login Atempts
Internal Account
Languages
CanfLanguage List s Preferred
Brand Prompts
PlayWelcome Message
Restrict Calls for Accounts with Low Balance
Announce Balance
Credit Accounts Balance Ar

Value

[Ftp, 2 A plurn. portacne, cormiy 18901+ |[]

| pum

O
[strir 2]

[ A

[o

[ |7]
[ A

[s

11

[ &z

[roms

=5

|backward compatibility

=]

Announce Credit Limit
Access Code

LegA CLD Prefix

LegB CLD Prefix

Expected Connect Time, sec
Special Charge if LegB Fails
Strict Autharization
Announce Time

Use Announcement Tariff
Seconds Rounding Mode
Play Pre-ring MOH

husgic on Hold Class
Disconnection Warning Interval, sec
Repeat Every, sec

Type of Disconnection Yaming

O

[weBGALLEAGK

[z

O
O
O

[roms

=5

O

[Angtons

150

oo

|vaice

=]

Field

Description

Global Conference Options

Maximum Allowed
Conference Session
Time

This enables you to specify the maximum allowed
conference session time (in minutes) which users can
specify when they create a permanently active
conference. By default: 240 minutes.

Conference Access

This enables you to specity the length of the

Code Length conference access code. By default: 11 digits.
Maximum People in | This enables you to specify the maximum number of
Conferences people who can attend conferences in parallel. By

default: 64 people.

Maximum People in
a Conference

This enables you to specify the maximum number of
people in a single conference. By default: 8 people.

Web Callback Trigger

Callback WEB Page | A regular expression for an HTTP referrer which

Address initiates a WEB callback. For example, if you specify
https\\/\\/.* in this field, then a// requests will be
processed by this instance.

Callback Engine Select a type of callback engine.

Callback Engine If the Cisco gateway is set as a callback engine, then

Host specify its network location in this field.

The Second For simple mode, the phone number to which the

Number to Connect

second call should connect.
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Use Account ID as
ANI

If this check box is selected, then the account ID is
presented as the CLI for call legs A and B.

Account ID
Translation Rule

Apply translation rules to the username used for
authentication. For instance, for calls from Prague,
Czech Republic, ANI numbers are delivered as
02123456. If you provide services in multiple
countries, you will probably enter a Czech account in
billing as 4202123456. When the server receives
021234506, it must add a 42 to the beginning of the
username and use 4202123456 for authentication.
Similarly, for calls originating from London the server
would append 44, etc.

ANI Translation
Rule

This allows the CLI number to be modified during the
call.

Send Authorization

When enabled, an authorization request will be sent
along with authentication. It allows you to:

e check if the caller has sufficient balance to
initiate a call leg (i.e., user will not be called
back if the balance is insufficient),

e Dblock some destinations for callback calls in
the account’s tariff (mark destinations as
forbidden in the appropriate tariff rates),

e usec a Minimum Sufficient Time option.

Minimum Sufficient
Time, sec

Specify the minimum amount of seconds a user needs
for leg A in order to use the callback service
(applicable when Send Authorization is set to Yes
and Minimum Sufficient Time > 0).

Destination Allows a dialed number to be modified.
Translation Rule
Second Dialed Allows a second dialed number to be modified.

Number Translation
Rule

Minimum Card

Minimum length of a card number.

Length By default: 11.

Maximum Card Maximum length of a card number.

Length By default: 11.

Maximum Login Maximum number of attempts for a user to enter a
Attempts card number. By default: 3.

Internal Account

Specifies an ‘internal” account.

You can allow / deny certain destinations in this
account’s tariff as the initial callback will be authorized
with this internal account.

Note: The Media Server uses the application access
number to send an accounting request for failed calls.
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Languages This enables you to select (a) language(s) to be used
for voice prompts. Click the l#] Wizard icon to open
the language selection dialog box.

Conf Language List | If this check box is selected, the language list defined

Is Preferred on this page has a higher preference than the account’s

preferred language.

Brand Prompts

IVR prompts can be customized per Access Number.
Specify the directory where the custom prompt files
are located. The Media Server will look for them in
that folder first and if found, use them. Otherwise, it
will use default files.

(For example, put customized English prompts under
the directory /vat/lib/porta-
um/prompts/brands/my_company/en/

and specify “my_company” in this field.)

Play Welcome If enabled, the IVR will play the welcome message to a
Message user once an access number is reached.

Restriction for When account balance is less than product breakage
Calling with Low and disconnect is defined, IVR plays the “you have
Balance insufficient funds” voice prompt and disconnects the

call. If no outgoing calls are defined, the IVR
prompts for the destination number but gives a busy
tone and drops the call immediately after dialing it.
The none option disables this feature.

Announce Balance

If enabled, the IVR will announce the current balance
for the user before prompting for the phone number
he wishes to reach.

Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid customers
(those who have a credit limit of O or less),
announce “available funds” (calculated as
credit limit minus balance) and announce the
current balance for others (postpaid
customers);

e Balance — Always announce balance (this is
the classic mode, ideal for typical postpaid
customers).

Note that the third mode (Backward compatibility)
is enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements, there are
balance announcement examples for different IVR
configurations.
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Announce Credit
Limit

If enabled, the IVR will announce the credit limit as
well as the account balance (applicable when Credit
Accounts Balance Announcement is set to
“balance” or “funds / balance”).

Access Code

Specifies an access code to be used for this instance.

LegA CLD Prefix

Leg A (callback to a user’s number) access code prefix.
Allows billing leg A with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegA CLD Prefix is LEG_A and the Access
Number is 12125551234, then the Access Code should be
LEG_A12125551234.

LegB CLD Prefix

Leg B (user’s call to destination) access code prefix.
Allows billing leg B with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegB CLD Prefix is LEG_B and the Access
Number is 12125551234, then the Access Code should be
LEG_B12125551234.

Expected Connect

The “authorized” time for call leg B will be decreased

Time, sec by the specified value.
Special Charge if By enabling this, you can charge users differently for
LegB Fails calls with failed leg B (e.g. incomplete call is not

charged). Just add a new Services and Rating entry
to the product’s Services and Rating list, set its
access code to “CALLBACK_FAIL” and associate it
with a special tariff.

Strict Authorization

When enabled, call leg A will be disconnected if caller
doesn’t have sufficient funds to place call leg B.

Announce Time

When user inputs the destination, IVR announces the
maximum call duration allowed to this destination and
then connects the call.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 338




Porta | 4 Billing®

Routing

Use Announcement
Tariff

It is possible to use different tariffs for the
announcement of the maximum call duration allowed
and for rating this call.

The first (transparent) tariff should be associated with
the “ANNOUNCE+DNIS” access code in the
product’s Services and Rating list.

The second tariff should be associated with an actual
access code.

Thus, the user hears the time announced according to
the first tariff, while the call is actually authorized and
rated according to the second tariff.

Seconds Rounding
Mode

This option defines the way the seconds portion of
“available time” is announced to a customer:

e none — There is no rounding, so the time is
announced including seconds, e.g. “Five
minutes and 49 seconds.”

e up — The time is rounded up to the nearest
minute, so 5:49 will be announced as “Six
minutes.”

Play Pre-ring MOH

By default, the calling party hears a ringtone while
waiting until the remote party answers. You may want
to replace this ringtone with music on hold (MOH).

Select this option to allow IVR to play a special ringing
MOH when the call has been placed but the ring signal
has not yet been received.

Music on Hold Specify a pre-ring MOH class here.
Class
Note: Ringtone files for custom MOH should be placed under
/porta_var/porta-um/prompts/moh/OPTION_VALUE/
(e.g. for the MOH class “my-ringtone” the path will be
/porta_var/porta-um/prompts/moh/my-ringtone/).
Disconnection This feature announces the remaining time in
Warning Interval, seconds or simply plays a “beeping” sound. This “time
sec left” warning is played when a specified number of

seconds is left before the call is disconnected.
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Repeat Every, sec

This feature allows you to provide multiple warnings
before call is disconnected because of insufficient
funds. In this case IVR repeats the warning every
specified number of seconds until the end of the call.

These warnings help your customers to estimate
whether there is enough time to finish their
conversation or not, or if necessary, to top up their
balance.

Type of
Disconnection
Warning

Choose one of the following types of “time left”
warnings:
e beep — play “beeping” sound.
e voice — announce the remaining time in
seconds.

Disconnect Call
Before, sec

The call can be disconnected before an account’s
balance is actually depleted. Specity in seconds (till the
calculated end of the call) when to disconnect the call.

Maximum Dial

Maximum number of dial attempts within one session.

Attempts By default: 3.
SMS Callback Trigger

Callback Access Specify a phone number that sends data to the callback

Number trigger. The phone number should be established by
the SMS provider. This phone number is used to find
the correct SMS callback instance.

Callback Engine Select a type of callback engine — either a PortaSIP®
Media Server or a Cisco gateway.

Callback Engine If a Cisco gateway is set as a callback engine, then

Host specify its IP address in this field.

Authenticate Specify the command name for establishing callback

Account Command

using CLI, CLLD and authentication data. Users will
send this command via SMS. Default: P

Registration
Command

Specify the registration command name. Users will
send this command via SMS. Default: R

Change Service
Password Command

Specify the command name for changing the account’s
password. Users will send this command via SMS.
Default: CP

Check Balance
Command

Specify a name for the command for checking the user
balance. Users will send this command via SMS.
Default: CB

Inbound Provider

Select an SMS provider for incoming SMS messages.

Outbound Provider

Select an SMS provider for outgoing SMS messages.

Send SMS Login Specify login used for relaying SMS messages using the
service of the corresponding SMS provider.
Send SMS Password | Specify a password used for relaying SMS messages

using the service of the corresponding SMS provider.
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Send SMS URL

Specify a URL for sending SMS messages. It is
obtained from the corresponding SMS provider.

Company Name

Specify a “Company Name” template.

Template

Company WEB Site | Specify a “Corporate web site” template.

Template

Check Balance SMS | Specify a template for SMS messages sent to the user
Template upon receiving a “Balance info” request.
Recharging Account | Specify a template for SMS messages sent to the user
SMS Template upon receiving a “Recharging account” request.
Registration SMS Specify a template for SMS messages sent to the user
Template upon receiving a “Registration” request.

Use Account ID as
ANI

If this check box is selected, Account ID is presented
as the CLI for A-leg and the B-leg of the calls.

Account ID
Translation Rule

Apply translation rules to the username used for
authentication. For instance, for calls from Prague,
Czech Republic, ANI numbers are delivered as
02123456. If you provide services in multiple
countries, you will probably enter a Czech account in
billing as 4202123456. Now when the server receives
021234506, it must add 42 to the beginning of the
username, then use 4202123456 for authentication.
Similarly, for calls from London the server could
append 44, and so on.

ANI Translation
Rule

This allows to modify the CLI number.

Send Authorization

When enabled, an authorization request will be sent
along with authentication. It allows you to:

e Check if the caller has sufficient balance to
initiate a call leg (i.e., user will not be called
back if the balance is insufficient).

e Block some destinations for callback calls in
the account’s tariff (mark destinations as
forbidden in the appropriate tariff rates).

e Use a Minimum Sufficient Time option.

Minimum Sufficient
Time, sec

Specify the minimum amount of seconds a user needs
for leg A in order to use the callback service
(applicable when Send Authorization is set to Yes
and Minimum Sufficient Time > 0).

Destination Allows to modify the dialed number.
Translation Rule
Second Dialed Allows to modify the second dialed number.

Number Translation
Rule
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Template Account

Specify the account ID here to use its configuration
properties as a template for all auto registered
accounts.

Languages This enables you to select language(s) to be used for
voice prompts. Click the [#] Wizard icon to open the
language selection dialog box.

Conf Language List | If this check box is selected, the language list defined

Is Preferred on this page has a higher preference than the account’s

preferred language.

Brand Prompts

IVR prompts can be customized per Access Number.
Specify the directory where custom prompt files are
located. The Media Server will look for the prompts in
that folder first and if found — use them. Otherwise, it
will use default files. (For example, put customized
English prompts under the directory /vat/lib/porta-
um/prompts/brands/ my_company/en/

and specify “my_company” in this field).

Play Welcome If enabled, the IVR will play the welcome message to
Message the user once an access number is reached.
Restriction for e  When account balance is less than product
Calling with Low breakage and disconnect is selected, IVR
Balance

plays the “you have insufficient funds” voice
prompt and disconnects the call.

e  When account balance is less than product
breakage and no outgoing calls is selected,
IVR prompts for the destination number but
gives a busy tone and drops the call
immediately after dialing it.

e Option none disables this feature.

Announce Balance

If enabled, the IVR will announce the current balance
for the user before prompting for the phone number
he wishes to reach.
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Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid customers
(those who have a credit limit of O or less),
announce “available funds” (calculated as
credit limit minus balance) and announce the
current balance for others (postpaid
customers).

e Balance — Always announce balance (this is
the classic mode, ideal for typical postpaid
customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements, there are
balance announcement examples for different IVR
configurations.

Announce Credit
Limit

If enabled, the IVR will announce the credit limit as
well as the account balance (applicable when Credit
Accounts Balance Announcement is set to
“balance” or “funds / balance”).

Access Code

Specifies an Access Code to be used for this instance.

LegA CLD Prefix

Leg A (callback to a user’s number) access code prefix.
Allows billing leg A with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegA CLD Prefix is LEG_A and the Access
Number is 12125551234, then the Access Code should be
LEG_A12125551234.

LegB CLD Prefix

Leg B (user’s call to destination) access code prefix.
Allows billing leg B with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegB CLD Prefix is LEG_B and the Access
Number is 12125551234, then the Access Code should be
LEG_B12125551234.

Expected Connect
Time, sec

The “authorized” time for call leg B will be decreased
by the specified value.
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Special Charge if By enabling this, you can charge users differently for
LegB Fails calls with failed leg B (e.g. incomplete call is not

charged). Just add a new Services and Rating entry
to the product’s Services and Rating list, set its

access code to “CALLBACK_FAIL” and associate it
with a special tariff.

Strict Authorization

When enabled, call leg A will be disconnected if caller
doesn’t have sufficient funds to place call leg B.

Announce Time

When user inputs the destination, IVR announces the
maximum call duration allowed to this destination and
then connects the call.

Use Announcement
Tariff

It is possible to use different tariffs for the
announcement of the maximum call duration allowed
and for rating this call.

The first (transparent) tariff should be associated with
the “ANNOUNCE+DNIS” access code in the
product’s Services and Rating list.

The second tariff should be associated with an actual
access code.

Thus, the user hears the time announced according to
the first tariff, while the call is actually authorized and
rated according to the second tariff.

Seconds Rounding
Mode

This option defines the way the seconds portion of
“available time” is announced to a customer:

e none — there is no rounding, so the time is
announced including seconds, e.g. “Five
minutes and 49 seconds.”

e up — the time is rounded up to the nearest
minute, so 5:49 will be announced as “Six
minutes.”

Play Pre-ring MOH

By default, the calling party hears a ringtone while
waiting until the remote party answers. You may want
to replace this ringtone with music on hold (MOH).

Select this option to allow IVR to play a special ringing
MOH when the call has been placed but the ring signal
has not yet been received.

Music on Hold
Class

Specify a Pre-ring MOH class here.
NOTE: Ringtone files for custom MOH should be placed under
/porta_var/porta-um/prompts/moh/OPTION_VALUE/

(e.g. for the MOH class “my-ringtone” the path will be
/porta_var/porta-um/prompts/moh/my-ringtone/).
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Disconnection
Warning Interval,
sec

This feature announces the remaining time in

seconds or simply plays a “beeping” sound. This “time
left” warning is played when a specified number of
seconds is left before the call is disconnected.

Repeat Every, sec

This feature allows you to provide multiple warnings
before call is disconnected because of insufficient
funds. In this case IVR repeats the warning every
specified number of seconds until the end of the call.
These warnings help your customers to estimate
whether there is enough time to finish their
conversation or not, or if necessary, to top up their
balance.

Type of
Disconnection
Warning

Choose one of the following types of “time left”
warnings:
e beep — Play “beeping” sound.
e voice — Announce the remaining time in
seconds.

Disconnect Call
Before, sec

The call can be disconnected before an account’s
balance is actually depleted. Specity in seconds (till the
calculated end of the call) when to disconnect the call.

Maximum Dial

Maximum number of dial attempts within one session.

Attempts By default: 3.

Email Callback Trigger
Callback Email Receiving email address. This address is aliased in the
Address system to a special script which initiates email callback.
Callback Engine Select a type of callback engine.
Callback Engine If the Cisco gateway is set as a callback engine, then
Host specify a network location for it in this field.

Use Account ID as
ANI

If this check box is selected, account ID is presented
as the CLI for A-leg and the B-leg of the calls.

Account ID
Translation Rule

Apply translation rules to the username used for
authentication. For instance, for calls from Prague,
Czech Republic, ANI numbers are delivered as
02123456. If you provide services in multiple
countries, you will probably enter a Czech account in
billing as 4202123456. Now when the server receives
021234506, it must add 42 to the beginning of the
username, then use 4202123456 for authentication.
Similarly, for calls from London the server could
append 44, and so on.
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Send Authorization

When enabled, an authorization request will be sent
along with authentication. It allows you to:

e Check if the caller has sufficient balance to
initiate a call leg (i.e., user will not be called
back if the balance is insufficient).

e Block some destinations for callback calls in
the account’s tariff (mark destinations as
forbidden in the appropriate tariff rates).

e Use a Minimum Sufficient Time option.

Minimum Sufficient
Time, sec

Specify the minimum amount of seconds a user needs
for leg A in order to use the callback service
(applicable when Send Authorization is set to Yes
and Minimum Sufficient Time > 0).

Destination Allows to modify the dialed number.
Translation Rule
Second Dialed Allows to modify the second dialed number.

Number Translation
Rule

Languages This enables you to select language(s) to be used for
voice prompts. Click the t#] Wizard icon to open the
language selection dialog box.

Conf Language List | If this check box is selected, the language list defined

Is Preferred on this page has a higher preference than the account’s

preferred language.

Brand Prompts

IVR prompts can be customized per access number.
Specify the directory where custom prompt files are
located. The Media Server will look for the prompts in
that folder first and if found — use them. Otherwise, it
will use default files. (For example, put customized
English prompts under the directory /vat/lib/porta-
um/prompts/brands/ my_company/en/

and specify “my_company” in this field).

Play Welcome If enabled, the IVR will play the welcome message to
Message the user once an access number is reached.
Restriction for e  When account balance is less than product
Calling with Low breakage and disconnect is defined, IVR plays
Balance

the “you have insufficient funds” voice
prompt and disconnects the call.

e  When account balance is less than product
breakage and no outgoing calls are defined,
IVR prompts for the destination number but
gives a busy tone and drops the call
immediately after dialing it.

e Option none disables this feature.
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Announce Balance

If enabled, the IVR will announce the current balance
for the user before prompting for the phone number
he wishes to reach.

Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid customers
(those who have a credit limit of O or less),
announce “available funds” (calculated as
credit limit minus balance) and announce the
current balance for others (postpaid
customers).

e Balance — Always announce balance (this is
the classic mode, ideal for typical postpaid
customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements, there are
balance announcement examples for different IVR
configurations.

Announce Credit
Limit

If enabled, the IVR will announce the ctredit limit as
well as the account balance (applicable when Credit
Accounts Balance Announcement is set to
“balance” or “funds / balance”).

Access Code

Specifies an access code to be used for this instance.

LegA CLD Prefix

Leg A (callback to a user’s number) access code prefix.
Allows billing leg A with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegA CLD Prefix is LEG_A and the Access
Number is 12125551234, then the Access Code should be
LEG_A12125551234.

LegB CLD Prefix

Leg B (user’s call to destination) access code prefix.
Allows billing leg B with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegB CLD Prefix is LEG_B and the Access
Number is 12125551234, then the Access Code should be
LEG_B12125551234.
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Expected Connect

The “authorized” time for call leg B will be decreased

Time, sec by the specified value.
Special Charge if By enabling this, you can charge users differently for
LegB Fails calls with failed leg B (e.g. incomplete call is not

charged). Just add a new Services and Rating entry
to the product’s Services and Rating list, set its
access code to “CALLBACK_FAIL” and associate it
with a special tariff.

Strict Authorization

When enabled, call leg A will be disconnected if caller
doesn’t have sufficient funds to place call leg B.

Announce Time

When user inputs the destination, IVR announces the
maximum call duration allowed to this destination and
then connects the call.

Use Announcement
Tariff

It is possible to use different tariffs for the
announcement of the maximum call duration allowed
and for rating this call.

The first (transparent) tariff should be associated with
the “ANNOUNCE+DNIS” access code in the
product’s Services and Rating list.

The second tariff should be associated with an actual
access code.

Thus, the user hears the time announced according to
the first tariff, while the call is actually authorized and
rated according to the second tariff.

Seconds Rounding
Mode

This option defines the way the seconds portion of
“available time” is announced to a customer:

e none — There is no rounding, so the time is
announced including seconds, e.g. “Five
minutes and 49 seconds.”

e up — The time is rounded up to the nearest
minute, so 5:49 will be announced as “Six
minutes.”

Play Pre-ring MOH

By default, the calling party hears a ringtone while
waiting until the remote party answers. You may want
to replace this ringtone with music on hold (MOH).
Check this option to allow IVR to play a special
ringing MOH when the call has been placed but the
ring signal has not yet been received.

Music on Hold
Class

Specify a Pre-ring MOH class here.
NOTE: Ringtone files for custom MOH should be placed under
/porta_var/porta-um/prompts/moh/OPTION_VALUE/

(e.g. for the MOH class “my-ringtone” the path will be
/porta_var/porta-um/prompts/moh/my-ringtone/).
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Disconnection
Warning Interval,
sec

This feature announces the remaining time in

seconds or simply plays a “beeping” sound. This “time
left” warning is played when a specified number of
seconds is left before the call is disconnected.

Repeat Every, sec

This feature allows you to provide multiple warnings
before call is disconnected because of insufficient
funds. In this case IVR repeats the warning every
specified number of seconds until the end of the call.

These warnings help your customers to estimate
whether there is enough time to finish their
conversation or not, or if necessary, to top up their
balance.

Type of
Disconnection
Warning

Choose one of the following types of “time left”
warnings:
e beep — Play “beeping” sound,;
e voice — Announce the remaining time in
seconds.

Disconnect Call
Before, sec

The call can be disconnected before an account’s
balance is actually depleted. Specify in seconds (till the
calculated end of the call) when to disconnect the call.

Maximum Dial

Maximum number of dial attempts within one session.

Timeout, sec

Attempts By default: 3.
Global IV'R Options
Confirm by Pound If this option is enabled, the IVR suggests
confirmation of multi-digit input by pressing the ‘#’
key.
Default Prompt Specify a default timeout for all voice prompts in

seconds.

Initial Pause, sec

Specify an initial delay in seconds before the first
playback.

Target Host for Specify a target host / IP for all outgoing calls from

Outgoing Calls the Media Server. If it is not specified then all outgoing
calls will go to the Switching Server that initiated the
incoming call leg.

Send Start This option is used for outgoing calls in all IVR

Accounting applications.

Account Self-Care

Use as Voicemail

Permits access to the account self-care IVR when
account dials own account numbet.

Languages

This enables you to select language(s) to be used as

voice prompts. Click the &1 Wizard icon to open the
language selection dialog box.

Follow Me Timeout,
sec

Specifies how long the IP phone will ring before the
call goes to a follow-me number.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 349



javascript:show_OffPeak()�

Porta

Billing®

Routing

Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid customers
(those who have a credit limit of O or less),
announce “available funds” (calculated as
credit limit minus balance) and announce the
current balance for others (postpaid
customers).

e Balance — Always announce balance (this is
the classic mode, ideal for typical postpaid
customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.

Announce Credit
Limit

If enabled, the balance announced to the end user will
be followed by an announcement of the credit limit.

This allows you to separate cases where credit limits
are assigned only as a precaution (and so the end user
should not really know about them) from cases where
they are an integral part of the service (e.g. loyal
customers are rewarded with an increased credit limit
the longer they stay with you).

One’s Own V'oice Mailbox Access

Allow to Check
Account Balance

Select this check box to allow end users to check
current balance from voice mailbox.

Allow to Place an
Outgoing Call

Select this check box to allow end users to make
outgoing calls from voice mailbox.

Announce Credit
Limit

1f enabled, the balance announced to the end user will
be followed by an announcement of the credit limit.

This allows you to separate cases where credit limits
are assigned only as a precaution (and so the end user
should not really know about them) from cases where
they are an integral part of the service (e.g. loyal
customers are rewarded with an increased credit limit
the longer they stay with you).
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Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid customers
(those who have a credit limit of O or less),
announce “available funds” (calculated as
credit limit minus balance) and announce the
current balance for others (postpaid
customers).

e Balance — Always announce balance (this is
the classic mode, ideal for typical postpaid
customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements, there are
balance announcement examples for different IVR
configurations.

No Trash Folder in
IVR

When selected, messages deleted via IVR will be
deleted completely, regardless of self-care settings.

Suppress
Announcements

When end users make outgoing calls from their voice
mailboxes, the IVR will suppress IVR announcements
and only play the dial tone. The IVR application
permits only one attempt to enter the phone number.

Play Notification

Select this check box to play a notification during
voicemail access when a mailbox is full.

Brand Prompts

IVR prompts can be customized per Access Number.
Specify the directory where the custom prompt files
are located. The Media Server will look for the
prompts in that folder first and if found — use them.
Otherwise, it will use the default files. (For example,
put customized English prompts under the directory
/var/lib/potta-um/prompts/brands/
my_company/en/

and specify “my_company” in this field).

Voicemail/ Auto Attendant

PortaUM Email
Domain

The Media Server email domain that corresponds to
the current billing environment.

Minimum Duration,
sec

Specify the minimum length for a voice message in
seconds. If the recorded voice message is shorter than
or equal to the specified value then the message will be
dropped. A zero value disables this check.
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Brand Prompts IVR prompts can be customized per Access Number.
Specify the directory where the custom prompt files
are located. The Media Server will look for the
prompts in that folder first and if found — use them.
Otherwise, it will use the default files. (For example,
put customized English prompts under the directory
/var/lib/porta-um/prompts/brands/
my_company/en/

and specify “my_company” in this field).

Record Timeout, sec | Specify in seconds a default timeout for recording
voicemail and greetings.

Silence Detection If this check box is selected, then silence is detected
during voicemail recording (G711 codecs only).

Silence Seconds, sec | Specify how many seconds of silence will result in
canceling voicemail recording.

Connections

Definitions

Network
VoIP network — one or more VoIP entities that belong to a single
operatot.

Connection
Point of change of network ownership. Defined as a set of
physical and logical parameters i.e. IP, Port, Timeslot, Call Type,
Call Direction, etc.

Operator A , Operator B

Cost A ' Revenue B

Cost A = Revenue B

Operator
Network owner. Responsible for internetworking and wholesale
in its network.
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A connection defines the point where a call travels between the networks
of two operators, one of whom is a PortaBilling® owner. At this point,
we will create an xDR for the vendor (the other operator) describing our
costs. Also, if this was an outgoing call, we will create xDRs for both the
account and the customet.

You can access connection information directly from the main menu. In
this case, all connections defined in the system will be displayed.

Connection Management

» | ® Close M) Logout | B Log
Vendor Seruice Type e Search
e v [a ol I (eare)
Access
Description Vendor Service Type Type Gatewaylode » port CodelTesh  Vendor Authorization Tarte Active Delete
Prefix
binet Artinet Voice Calls Calls to Vendor via SIP 3456 Abinet o @
Globaiet Slsbalet Voioe Calls Galls o Vendor via SIP 7165126188 Slopainet o @

Alternatively, you can access a list of connections for a particular vendor.
To do so, click the |73l Connections icon next to the vendor name in the

vendor list, or click 73] Connections on the toolbar on the vendor info

Vendor Management
> Add | ® Close > Logout | B Log
Search
aRs | Name  Connections Currency Balance E-mail Delete
(O] arbinet 2 UsD 000000
[B] iBasis =l usD 000000
(O] sipeto-Sin calls @ U 251665
8] vorbone ig W 000000
[O] xTelecom i@ usp 000000
L)
)
Connection Mangement for 'Arbinet’
» | @ Add | ® Close Ml Logout | B Log
-
Service Type Type Search
ATy ~| I |(s=arch
Description Service Type Type Gatewayllode IP  Port Access Code/Tech Prefix Vendor Authorization Tariff Active Delete
Atbinet!  Volce Calls  Calls ta Vendor via SIF 3456 ainet @ [¥]
Arbinet2 Voice Calls Calls toVendor via SIP 9.6.7.3 Arbinet O IE‘

To edit a connection, simply click on the connection description in the
table. To add a new connection, first go to the list of connections for a
specific vendort, then select [ Add.
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B B i~ & Edit Connection 'Termination to X-Telecom' for "X-Telecom' Vehdor

[ 3 el Save | [l Save & Close | % Close Load b Logout | B Log

Description ‘Termination to X-Talecom Type Calls to Vendor via SIP
Service Type Voice Cals Routing Criteria | nene M

Active v

General Info | Connection Load | Routing Filter

Remote Gateway ID

Remote IP 216.79.20.45 UDF ¥
Remote IP Port

CLD Tech Prefix @
RTP Proxying optimal v
Tariff Termination to X-Teleccm v
Caller Identity Do Mot Ssupply v
Service Policy pefault v
Vendor Authorization | one v
Translate CLD <Do not translate the number (tr ¥
Translate CLI <Do not translate the number (tr ¥

Additional Settings

Field Description
Description | A logical description of the connection.
Service Type | The type of service this connection is used to transport
(voice calls, Internet connectivity, etc.)

NOTE: While services are used to represent and bill your
customers’ activities to them, you use service types to define a
connection, since in this case it is important to know what actual
(physical) service was provided.

Type The type of this connection. The available types depend
on the service type chosen above. For the Voice Calls
service, the applicable types are:

e Calls from Vendor via PSTN — Vendor-
related expenses for delivering calls from your
customers to your network (e.g. toll-free lines)
via a PSTN trunk to your gateway.

e Calls from Vendor via SIP — Vendor-related
expenses for delivering calls from your
customers to your network (e.g. foreign DIDs)
via VoIP to your SIP server.

e Calls to Vendor via PSTN — Your expenses
for terminating calls on a vendor’s network via a
PSTN trunk on your gateway.

e (Calls to Vendor via SIP — Your expenses for
terminating calls on a vendor’s network by
sending them over an IP network to his gateway
Of Proxy.

Active When this check box is selected, this connection is

included in the routing.

The following field is only available for “Calls to V'endor via SIP” and “Calls to
Vendor via PSTIN connections:
Routing ‘ Defines what routing criteria will be applied to this
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‘ Criteria ‘ connection. ‘

Other available fields on the Add Connection page vary depending on
the service type and type of connection chosen.

General Info tab

Calls to/ from Vendor via PSTN connections with 1V oice Calls service type

Add Connection for 'X-Telecom' Vendor

» | @ Save | [dl Save&Close | ® Close *l] Logout | B Log

Description  x-Telecom - Type Calls to Vender wia PSTH -l
Service
Type

Active

General Info | Connection Load

Node PortaSip M -

Voice Calls -t Routing Criteria  Nene -

Remote Gateway ID
Port
Tariff Termination to X-Telecom - |

Senvice Policy Default -

Translate CLD North America, 10 digic dial o
Translate CLI North Amezica, 10 digit dial 4
Field Description
Node Name of the node used for this connection.
Port Only on PSTN-related connections. The specified port

for PSTN origination or termination. The port can be
set using wildcards:

e _ — Match any symbol.

e % — Match any sequence of symbols .

e The wildcard symbols * and ? should not be

used
Tariff The tariff used to calculate the cost of terminating calls
via this connection.
Translate Select one of the following options:
CLD e Do not translate the number (treat as

E.164) — The number is not converted from /
to a vendor-specific format and is treated as
defined in E.164 format.

¢ Create a new translation rule — Launches
Dialing Rules Wizard for creating a new
translation rule.

e Apply an existing translation rule — Select the
existing translation rule from the list. You can
click the F# Wizard icon at the right to launch
the Dialing Rules Wizard and view parameters
specified for this rule.

If the translation rule is explicitly defined, it will convert
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a number from / to a vendot-specific format into /
from the unified format used in billing. This is only
applicable if the node that routes the call retrieves the
routing information from PortaBilling® (e.g. PortaSIP®

or MVTS).
The following frelds are only available for “Calls from Vendor via PSTN”
connections:
CLD Specifies the access number the customer dialed in
(DNIS) order to reach your network.

Info Digits Info Digits is ISDN Originating Line Information sent
by the gateway, which allows accounts to be billed
depending on where the call is originated from. Simply
associate the corresponding tariff with any OLI in
Services and Rating,.

Please note that the gateway should be configured to

support OLL
The following fields are only available for “Calls to 1 endor via PSTIN connections:
Remote A distinctive name for the remote gateway. This is used

Gateway ID | when it is not possible to determine the identity of the
remote party (and thus the connection / vendor that the
call goes to) by its IP address alone. This ID will then be
used to identify the connection, based on additional
information available in the accounting record.

The value in this field should take one of the following
forms:

e A domain name (translated into the actual IP
address using a DNS query at the time the call is
routed). This must be a fully qualified domain
name, i.e. it should contain at least two names
separated by a dot, for instance mytelecom.net.
All other restrictions related to the domain name
(e.g. permitted characters) apply as well. The
resource record types used in DNS queries are:
A, CNAME, SRV.

e The special matching keywords s1p-URT,
INTERNAL or sIP-UA used internally in routing.

e Another custom name that helps to identify the
connection. Given in uppercase without any
dots. One possible use is termination to multiple
remote ports on the same IP; then the Remote
Gateway ID can help to distinguish the routes,
e.g. PORT5020, PORT5021.

Service Specifies a predefined set of options which are applied

Policy to calls going through this connection.

Note that the options may be overridden by those
defined for the caller or called account (depending on
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the connection type).
Translate Select one of the following options:
CLI

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

e Do not translate the number (treat as
E.164) — The number is not converted from /
to a vendor-specific format and is treated as
defined in E.164 format.

e Create a new translation rule — Launches
Dialing Rules Wizard for creating a new
translation rule.

e Apply an existing translation rule — Select the
existing translation rule from the list. You can

click the t#1 Wizard icon at the right to launch
the Dialing Rules Wizard and view parameters
specified for this rule.

If the translation rule is explicitly defined, it will
translate the CLI (ANI) to / from a vendor-specific
format when routing a call to / from the vendot’s
network. This is only applicable if the node that routes
the call retrieves the routing information from
PortaBilling® (e.g. PortaSIP® or MVTS).

Calls to/from Vendor via SIP connections with Voice Calls

service type

Add Connection for "X-Telecom' Vendor

[ 3 el Save | [ Save & Close | & Close * Logout | B Log
®-Telecom = Type Calls to Vendor via SIF ¥ ["
Service [Voice calls v |-  RoutingCriteria __Nnne 4
Type
Active

General Info | Connection Load ‘ Routing Filter |

Rerote Gateway 1D | |

Remate —

Remate IP Port [ |

CLD Tech Prefix [ | @

RTF Proxying |optamal v

Tarift [%-Terzcou v

Caller Identity [po mor suppiy v

Service Policy [peteule ~|

vendor Authorization |None ~]|

Translate CLD [Worth suerica, 10 digit dial v|

Tranglate CLI [morth suwerica, BC, 10 digit |

Additional Settings | |

Field Description
Remote IP The IP of the remote gateway, e.g. 23.45.67.89. If a

connection has an empty Remote IP attribute, calls
going to any IP address (not explicitly defined in some
other connection) will be regarded as going via this
connection. If there are multiple connections with an
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unknown IP address, then the Remote Gateway ID
and CLD Tech Prefix can be used to help identify a
specific connection.

RTP Describes the NAT traversal capabilities of the remote

Proxying gateway (the default value is set to Optimal):

e Direct — RTP stream should be sent directly to
this node; RTP proxy should not be used.

e Optimal — This node is capable of NAT
traversal; no RTP proxying is required unless
specifically requested.

e OnNat — This node is not capable of NAT
traversal; engage RTP proxy if the other party is
behind NAT.

e Always — When sending a call to this node,
always engage RTP proxy, so that no media
stream goes to it directly.

Tariff The tariff used to calculate the cost of terminating calls
via this connection.

Vendor Defines which username / password should be used

Authorization | for authorization of calls via this connection.

Translate Select one of the following options:

CLD e Do not translate the number (treat as

E.164) — The number is not converted from /
to a vendor-specific format and is treated as
defined in E.164 format.

e Create a new translation rule — Launches
Dialing Rules Wizard for creating a new
translation rule.

e Apply an existing translation rule — Select
the existing translation rule from the list. You

can click the [# Wizard icon at the right to
launch the Dialing Rules Wizard and view
parameters specified for this rule.

If the translation rule is explicitly defined, it will
convert a number from / to a vendor-specific format
into / from the unified format used in billing. This is
only applicable if the node that routes the call retrieves

the routing information from PortaBilling® (e.g.
PortaSIP® or MVTS).
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Translate
CLI

Select one of the following options:

¢ Do not translate the number (treat as
E.164) — The number is not converted from /
to a vendor-specific format and is treated as
defined in E.164 format.

e Create a new translation rule — Launches
Dialing Rules Wizard for creating a new
translation rule.

e Apply an existing translation rule — Select
the existing translation rule from the list. You
can click the f# Wizard icon at the right to
launch the Dialing Rules Wizard and view
parameters specified for this rule.

If the translation rule is explicitly defined, it will
translate the CLI (ANI) to / from a vendot-specific
format when routing a call to / from the vendot’s
network. This is only applicable if the node that routes

the call retrieves the routing information from
PortaBilling® (e.g. PortaSIP® or MVTS).

Service
Policy

This specifies a predefined set of options that are
applied to calls going through this connection.

Note that options may be overridden by those defined
for the caller or called account (depending on the
connection type).

The following fields are only available for “Calls to Vendor via SIP” connections:

Remote IP
Port

The port to connect to on the remote end. The default
port for the chosen protocol (5060 for SIP, 1720 for
H323) is used where no value is provided.

Remote
Gateway ID

A distinctive name for the remote gateway. This is used
when it is not possible to determine the identity of the
remote party (and thus the connection / vendor that
the call goes to) by its IP address alone. This ID will
then be used to identify the connection, based on
additional information available in the accounting
record.
The value in this field should take one of the following
forms:
¢ A domain name (translated into the actual IP
address using a DNS query at the time the call
is routed). This must be a fully qualified domain
name, i.e. it should contain at least two names
separated by a dot, for instance mytelecom.net.
All other restrictions related to the domain
name (e.g. permitted characters) apply as well.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 359


javascript:show_OffPeak()�

Billing® Routing

e The special matching keywords s1p-URI,
INTERNAL or SIP-UA used internally in routing.

e Another custom name that helps to identify the
connection. Given in uppercase without any
dots. One possible use is termination to
multiple remote ports on the same IP; then the
Remote Gateway ID can help to distinguish
the routes, e.g. PORT5020, PORT5021.

CLD Tech If you have several connections with the same IP

Prefix address (e.g. the same carrier offers you routes of
different quality) and these can only be distinguished
using the tech-prefix in the destination number, enter
that tech-prefix here. This also automatically modifies
the translation rules for this connection, such that the
tech-prefix is appended to the number when a call is
routed there, and removed from it when CDRs are
being processed.

Caller Describes how outgoing calls for which the caller has

Identity requested privacy are to be displayed to the vendor.

e Do not Supply — PortaSwitch® will remove all
information about the caller from the call
initiation info sent to the vendor.

e Supply — The outgoing call initiation request
will contain special privacy headers which will
contain the information about real CLI
number.

Additional Additional settings for some call scenarios, for example
Settings routing based on Point of Presence.

The following felds are only available for “Calls from V endor via SIP” connections:

Node

Name of the node used for this connection.

Caller
Identity

Describes how the system processes the calls for which
the caller has requested privacy.
e Do not Accept — Special privacy headers will
not be processed.
e Accept — The information about real CLI
number will be retrieved from the special
privacy headers.

S&R Access
Code

This parameter allows you to use different rate plans
for the same service, based on where the call originates
from. Define Assign Access Code for the
authorization of the call in order to allow the
appropriate entry specified in the product’s Services
and Rating tab to be selected. This field is mandatory
and by default, is set to INCOMING.'

Rate Match
Mode

This parameter allows you to rate calls either based on
their destination or the caller’s number.
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e Default — Rating based on the destination
number.

e Calling number — Allows the use of the
caller’s number to calculate the billing charges
(e.g. for charging the owner of a toll-free
number for incoming calls).

Connection Load tab

Field

Description

Capacity

Specifies the maximum number of simultaneous calls
the connection can support. If Limit Utilization by
Capacity is active, when the number of simultaneous
calls established via the connection reaches its specified
limit, this connection will become excluded from all
further routing attempts. Otherwise, this parameter is
only used to correctly scale the load graph for the
connection.

The following fields are only available for “Calls to 1 endor via SIP/ PSTN”

connections:

Limit
Utilization
By Capacity

Select this check box to enable load-balancing based on
utilization of this connection and to limit the number of
simultaneous calls routed through it.

Start
Utilization
Balancing
After

Start performing load-balancing using other connections
(that would normally assume a lower position in the
routing list) when the number of simultaneous calls

reaches this threshold.

Routing Filter tab

For “Calls to V'endor via SIP” connections, the routing filter allows you to
define the capabilities of the remote party (such as the gateway of a
carrier) and your preferences for using them.
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& [+ ~] & Edit Connection 'X-Telecom Mobile’ for 'X-Telecom’ Vendor <

| @ Save | g Save &Close | ® Close Load o) Logout | Bl Log
Description s Type Calls to vendor via SIP
?;:‘:CE wnice Calls Routing Criteria
Active
General Info | Connection Load | Routing Filter ‘ Tracking ‘
Codec Name Capability
= Other (4 Items) &
Uninawn mediaicodes
DTMF information (RFC2833)
Comfort Noise eodec for 6 kHz audio
Redundant Audio Data
= CelB (1 Ttem)
CelB video cadec
= D¥I4 {5 Items)
DVI4 codec B kHz
D14 codec 16 kHz
D14 codec 11.025 kHz
D4 codes 22 05 kHz
VDI - DWM varishle rate version
5 G.711 (4 Items)
G711 PCMA codec 8 kHz ~
Set Capsbilty -
Guaranteed Galler Id transport
Column Description
p

Codec Name | Name of the call media feature (such as a specific codec
or T.38 fax capability).

Capability This parameter allows you to specify remote party
capabilities or prohibit the use of a call media feature
for the connection. The following options are available:

e Supported — This means that you are sure that
this equipment supports this feature and are
therefore allowing it.

e Not supported — This means that this
equipment is unable to support this particular
feature (e.g. G.723 codec). Your administrator
may decide to prohibit it. For example,
although you do not know whether a vendor’s
gateway supports the G.722 codec, by marking
it “not supported” you will ensure that even if
the originating codec end-point appears
available, it will be removed from the codec list
that is sent to the carrier in the SIP call
initiation request, and thus will not be used.

Guaranteed Caller Id transport — Select this option for carriers that are
capable of delivering caller ID information.

For “Calls from Vendor via SIP” connections, the routing filter allows you to
filter call media features on incoming calls.
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» el save | o) save® Close | ® Close Load M Logout | B Log

Premium Numbers N Type Calls from Vendar via SIF

Waice Calls

Service
Type

Active

General Info | Connection Load | Routing Filter

Codec Name Requirement
~
=l Other {4 Items)

Unknown mediaicodes @

DTMF information (RFC2633)

Comfort Noise codec for B kHz audio
Resdundart Audio Data
= CelB {1 Item)

CelB video codec @
= DYI4 (5 Items)
DVI4 cades & kHz
DVI4 codec 16 kHz @

DVI4 codec 11025 kHz

DVI4 cades 22.05 kHz
DV1 - D variable rate version
= G.711 {4 Items) v

Set Recpirement ~

[ Guaranteed Caller Id transport

Column Description
Codec Name | Name of the call media feature (such as a specific codec
or T.38 fax capability).
Requirement | This parameter describes the filters applied to call
media features. The following options are available:

e Suppressed — This means that PortaSwitch will
prevent the use of this particular feature (e.g.
G.722 codec) and will remove the information
about this codec from SIP requests received
from a remote party.

e Not required — This means that PortaSwitch
does not do any special processing for this
feature. It will be preserved in the incoming SIP
request and may be used if the other party
supports it. This is the default value for all
features.

Enforce codec order (available for Calls from Vendor via SIP
connections) — When this option is selected during the connection
establishment, codecs are used in an order defined by the service policy
assigned to this connection.

Connection Load

PortaBilling® automatically updates load graphs based on the number of
calls going through a connection. To access the load graph for a specific
connection, open the connection details page and click the Il Load icon
on the toolbar.
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Graphs

The default timeframe for all graphs is 30 hours. The dates above the
graph are the boundary timeframe for the current graph. If the graph is
shown in more than one color, a legend for color use will be displayed
below the graph. If there are two graphs, captions will be provided on the
left. The use of navigation is explained in the table below.

Icon Description

Q Zoom Out. Click the icon or the top part of the graph to see a
50% longer time interval.

Q Zoom In. Click the icon or the bottom part of the graph to see
a 50% shorter time interval and a more detailed graph.

¢ Back in time. Click the icon or the left part of the graph to
move back in time by 50% of the current timeframe.

$ Forward in time. Click the icon or the right part of the graph
to move forward in time by 50% of the current timeframe.

Reports

The middle portion of the report page is a one-year calendar.

PortaBilling® keeps reports for one year, after which they are removed
from the system. The current month is displayed in the bottom right-hand
corner of the calendar.

Look at the following diagram of a calendar:
24 5

A S

& Marzogz = ¥
1\# ko Tulfc ThEr Sa Su .~ 3

\19 12?]/
¢ 4 5 67 29040

11213 11 1316 17

1. If present, this arrow notifies the user that a report for this month
is available for download by clicking the month link.

2. Three-letter abbreviation for the month, followed by the year.

3. If present, this arrow notifies the user that two semi-monthly
reports are available for download by clicking the links on the
right.
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4. Click this icon to download statistics for the first half of the
month.

5. Click this icon to download statistics for the second half of the
month.

6. The number of the week in the current year. No report was
generated for this week, so there is no link.

7. Same as 0, but here a report has been generated and may be
downloaded by clicking the link.

8. The day of the month. No report has been generated, so the link
is inactive.

9. Days with linked reports are bolded and underscored. Click to
download the report.

If a report is available, the corresponding link is bolded and underscored.

NOTE: Links are not displayed if reports have not been configured.

System Load

The System Load graph provides a general overview of the billing system
status in terms of the number of call attempts per minute and the total
volume of calls per day.

System Load

S — 4 @A D S——
o

calls/minute

Wad 06: 00
O Billable Calls B Zero duration calls

E— G QQ o O ——
u

«
K
«
K
K
«
K
«

eeeee

O Billable Calls (min)

The Calls/minute graph at the top shows the number of calls, and is
broken down into “Billable” and “Zetro Duration” calls.

The Daily minutes graph shows the total call volume (in minutes) that
passes through your system per day.

Database

The Database Load graph shows the load (in number of queries) and the
number of active threads on the master and slave databases. This
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ASR

information may be useful in the event that database interactions seem
slow, or for other debugging scenarios.

Database Load

» @ Close P Logout

Sun Oct 03 04:08:40 2010 Mon Oct 04 04:08:40 2010

& QQ o

Master

Sun 06: 00 Sun 12:08 sun 18:00 Mon 08: 00

40

Slave

Sun 06: 00 Sun 12:00 Sun 18:00 Mon 00: 00
@ Number of queries W Mumber of connections

The Vendor ASR reports page gives the user easy access to downloads
of all ASR reports that have been defined for a vendor. Reports for the
desired vendor may be found by selecting the vendor from a list on the
left side of the page, or by entering the vendor’s name in the search field
and clicking the Search button. The wildcard symbol ‘%’ may also be
used for the search.

Download Options
The default report download format is .csv. Select the check box next to

the B ZIP icon to download zipped .csv files.

Vendor ASR reports

Internal vendor
ATET

juitae]

Yy iestvendor
Vv testvendor
¥-Telecom
Zimbabwe

2 58 7 8 31011
312 13 14 15 16 17 18
41320 21 22 23 24 25
5 26 27 28 29 30 3

May 2009
# Mo TuWe Th Fr 5a Su
18 1.2 3
19 4 5 8 7 8 910
20 11 12 13 14 15 16 17
2118 19 20 21 22 23 24
22 23 26 27 28 29 30 ¥

Sep 2009
# Mo Tu¥e Th Er Sa Su
3 123456
31 7 8 910111213
38 14 15 16 17 18 19 20
39 21 22 23 24 25 26 27
40 28 29 30

62345678
7 910111213 14 15
816 17 18 19 20 21 22
9 23 24 25 26 27 28

Jun 2009
# Mo Tu Ve Th Fr Sa Su
23 1 2 3 4 56 7
24 8 910111213 14
251516 17 1819 20 21
26 22 23 24 25 28 27 28
27 29 30

Oct 2009
# Mo Tu ¥e Th Fr Sa Su
2 IEEE
M 5687 8 9101
421213141516 17 18
4319 20 21 22 23 24 25
44 26 27 28 29 30 A

0 2 34567 6
910 11 12 13 14 15
12 16 17 18 19 20 21 22
13 23 24 25 26 27 28 29
14 30 3

Jul 2009
# Mo Tu¥e Th Fr 5a Su
27 123 4 5
2 B 7 8 9101112
29 13 14 15 16 17 18 19
30 20 21 22 23 24 25 26
327 25 29 30 3

i Nov 2009
# Mo Tu Ve Th Fr Sa Su
2 1
45 2 3 456867 8
46 910 11 12 13 14 15
AT 16 17 18 19 20 21 22

- @ Close Custom Query P Logout
Domnioad options 5
Asia Telecom Jan 2009 Feb 2009 Mar 2009 Apr 2009
Alex # Mo TuWe Th Er Sa Su # Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr Sa Su
{Bagis 1 1234 5§ 19 114 IEEEE

15 6 7 8 31011 12
16 13 14 15 16 17 13 19
1720 21 22 23 24 25 26
18 27 28 29 30

Aug 2009

# Mo Tu Ve Th Fr Sa Su
H 12
32 34587 339
331011 12 13 14 15 16
3417181320 21 22 23
35 24 25 26 27 28 29 30
36 31

» Dec 2009
# Mo Tu We Th Fr Sa Su

50 7 8 910111213

S 14151617 18 19 20
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A B © D E G |

1 |Destination _|Coumry Description Calls Billable Calls ASKE % Duration; min:sec ALOCQ
2 247 Ascension lsland 2 0 0 0:00
3 |Mot Matched Unable to match in tat 285 1.0.3921560627 45095 11:37
4 |SUBTOTAL 257 1 0.389105056365759 11:37
5 355 ALBAMIA Froper 1 1] n] 0:00
6 |SUBTOTAL 1 1] n] 0:00
7 54 ARGENTINA Froper 2 1] n] 0:00
g 541 ARGENTINA 1 1] n] 0:00
9 5411 ARGENTIMA Buenos Aires 4 3 i) 2313
10 |[SUBTOTAL 7 3 42.8571428571429 2313
11 374 ARMENIA Froper 2 3 10.3445275862068 11
12 |[SUBTOTAL 2 3 10.3445275862068 11
13 B1 AUSTRALIA Froper 7 2 28.5714285714286 8:26
14 BE11 AUSTRALIA Mobile 1 1 100 0:35
15 65129 AUSTRALLA Sydney 1 1] 0 0:00
16 |SUBTOTAL =] 3 33.3333333333333 am
17 43 AUSTRIA Proper 17 B 35.29411768470583 72:05:00
18 431 AUSTRIA “ienna =] 1 12.05.2005 14:25
13 43650 AUSTRIA Muobile 1 1 0:04

20 |SUBTOTAL 25 8 30.7692307532308 86:34:00 v

w + » nl\Sample / [« i] >

Custom Query

The Custom Query utility, which can be accessed by clicking

the &l Custom Query button, enables you to view ASR and

cost / revenue information for all calls going from selected customet(s) to
selected vendor(s). This query can also be filtered by destination and a
precise time interval. The Split selector allows the report to be divided

into hourly and daily intervals.

Select a customer or vendor, or a destination (which may be specified
exactly), or use a wildcard. (For example, all calls to England may be
specified as “44%” in the destination field.) A date and time range for the
search must be specified. To initiate the query, click the Show results

button.

Custom Query

*f Logout

vendor  |arbine

Customer ALL

Setvice Voice Calls
Destination %

B From

ETo
Split Ho split v

Shaw rasults

Interval Vendor(s) {
YYYY-MM-DD HH24:MI:SS Customer(s)
2008-06-30 00:00:00 - 2003-12-30 00:00:00 Arbinet 21882

ALL 21882

2009-06-30

2009-12-30

Calls  Billable Calls Duration, min:sec ASR, % ALOC, min:sec CostRevenue, USD

~

~

VMO0 (00100100 |HHEHMLSS

VMO0 (00100100 |HHEHMLSS

20380 0:00
20380 a0

9407 o:oa 252
g94.07 0:00 94.24

The results table contains two rows, one each for the customer and the

vendot.
o (Calls.
e Billable Calls.

e Duration, min:sec.

e ASR (Average Success Rate).

e ALOC (Average Length of Call), min:sec.
e Cost / Revenue, in the PortaBilling® ownet’s currency.
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The Custom Query utility is a tool for monitoring various parameters of
your current call flow. It should not be used to obtain billing statistics for
a particular vendor (use the xDR statistics for the corresponding vendor),
and should never be used to obtain information such as “total minutes
for a particular customer.” Since this report operates with the vendor’s
xDR, it will provide figures according to the vendor’s time rounding, not
the customer’s. This can make a significant difference (e.g. your vendor
uses 1 second rounding, while customers are billed on a per-minute basis).

Cost /| Revenue Reports

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

The Cost / Revenue reports page allows users to easily download all
Cost / Revenue reports that have been generated in the system. Reports
are grouped by the following call types:

e By customer and destination, subtotal per country (default).
e By customer and destination, subtotal per customer.

e By vendor and destination, subtotal per country.

e By vendor and destination, subtotal per vendor.

e By destination.

The active selection is highlighted in green.

Cost/Revenue reports

| ® Close *lf) Logout
Download Options [ [7]
By customer and destination.
subtotal per country
By customer and destination Lact 12 months M)
NG e A L Jan 2011 Feb 2011 Mar 2011 Apr 2011
By vendor and destination, subtotal #MoTuVe ThFr SaSu # Mo TuWe ThFr SaSu # Mo TulWe ThFr Sa Su  # Mo TuWe Th Fr Sa Su
Der country 52 12 5 1234358 9 1234568 13 IEE
By vendar and destination, subtotal 134567 89 67 8 91011213 10 7 & 910111213 14 4 5 6 7 8 310
pervendor 2101 121314 1516 T 141516 17 1619 20 11 14 15 16 17 1818 20 15 11 12 13 14 15 16 17
3171819202122 23 821222324 352627 1221222324 2526 27 16 16 19 20 21 22 23 24
gesealan 424252627 282930 928 13 26 28 30 17 25 26 27 26 23 30
53
May 2011 Jun 2011 »Jul 2011 » fug 2011
#MoTuWe Th¥r SaSu # Mo TuWe ThFrSaSu # Mo TuWe Th Er SaSu  # Mo TuWe Th Fx Sa Su
17 1 2 12345 2% 123 M 1234567
18 2 3 4 56 78 236 7 8 9101112 27 4 5 6 7 8 910 32 & 210111213 14
19 91011121314 15 241314 15 16 171819 28 1112 13 14 1516 17 3315 1617 1813 20 21
0161718192021 22 252021222524 2526 2915192021 222324 M4 2223 4 2526 27 26
212324 2526 27 28 29 26 27 28 29 30 3025 26 27 28 2930 31 35 29 30
22 30 31
> Sep 2011 > 0ct 2011 »+Nov 2011 Dec 2011
#MoTuWe Th¥r 5aSu # Mo TuW¥e ThFr$aSu  # Mo Tu¥e Th Fr §a5u  # Mo Tu¥e Th Fr 5a Su
35 1234 39 12 M 123456 8 123 4
3 5 6 7 8 3101 40 3 4 56 7 89 4 7 8 3WA11213 49 5 6 7 8 910 M
371213 14 15 16 17 18 41 10 11 1213 14 15 16 46 14 15 16 17 18 19 20 50 12 13 14 15 16 17 18
38192021 22332425 421718192021 2223 47212233 24252627 51192021 2223 20 25
39 26 27 28 28 30 2425627262930 #2wp:H0m 52 26 27 23 23 30 3
“ 3 L
w
[}
n
C D E F G H [ J K=
1 Caumri _|Des:r\ptian Calls Gross margin USD Rated sec.Rated min. Total Cost USD Total Revenue USD
2 UNITED STATES llinois el 0.02236 BB 38 0.01430 0.03666
3 UNITED STATES California n 1.65841 4691 43 1.10124 275965
4 |UNITED STATES  Texas 2 0.21031 618 39 0.13965 0.34996
5 UNITED STATES Mew York 23 0.20831 621 13 0.13832 0.34663
B UNITED STATES lllinais 32 0.8041 783 58 017030 097440
7 |UNITED STATES  llincis 32 0.4879 1358 24 0.31200 0.79390
8 UNITED STATES  MNew Jersey 122 0.10215 288 a7 0.06783 0.16998
9 UNITED STATES Massachusetts 24 0.05207 124 123 0.03458 0.08665
10 UNITED STATES  Kentucky 42 0.15623 4E6 21 0.10374 0.25397
11 UNITED STATES  Connecticut 2 0.02002 9 25 0.01330 0.03332
12 UNITED STATES South Carolina 12 0.38057 132 32 025270 063327
13 UNITED STATES Arkansas 74 238757 7131 93 1.58536 397293
14 UNITED STATES | Mew Jersey 41 0.04407 131 A7 0.02926 0.07333 v
W 4 b ]y Sample / I« ] Bl
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Custom Reports

The Custom Reports section allows you to manage and execute custom
report queries.

Custom Reports

B Logout
Type Search
ANy ~|[ | [(seareh |
Hame Type Description Realm  User Execute Delete
Mew Guery  Accounts Receivable with Aging admin vampyre E

On the initial Custom Reports page, you can view already existing
rei orts. To execute one of them and see the result immediately, click the

Execute icon for a particular report. Click the B Schedule button
on the toolbar to see information about scheduled report execution.

Custom Report Queue

» & save | [ Save & Close | 3@ Close »ll Logout | B Log

i Start Time * -
Edit Query Hame YV DD iz ang PETIOCE Last Run Status  Realm User Suspend Delete

E Accounts Receivable with Aging 06.02.2010 01:00 AWM 04.02.2010 01:42 Ph - admin varmpyre L] E
E Accounts Receivable with Aging 06.02.2010 01:00 AWM 04.02.2010 01:47 Ph - admin varmpyre L] E
E Accounts Receivable with Aging 04.03.2010 02:00 AWM 28.01.2010 07:02 PM - admin varmpyre L] Iz‘
E Accounts Receivahle with Aging 13.08.2010 05:23 PM 13.08.2010 05:23 PM Completed admin vampyre IE‘
E Accumulated Costs by Destination 14.08.2010 12:21 PM Daily 130820101221 PM-anmm redRat IE‘

To create a new repott, click ] Add and choose the type of the report
(one of the pre-defined types). Click bl Save to proceed in defining the
report.

Add Custom Report

» @ save | ® Close i Logout

Type Most Popular Destinations o

Description
This report displays ten the most popular destinations in which calls

were made for specified customer in the specified time imit

Input Parameters:
From, To, Customer, Wax. lines

Output Fields:
Country, Destination, Calis, inutes, Cost

Defautt ordering:
Minutes, Country, Destination, Cost, Calls
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B & @ Add Custom Report
» & Save | [l Save & Close | ® Close ] Logout
Name John Doa's Most Popular Destinations ~  Timezone Eurcpe/Prague -

Report Type Most Popular Destinations

Query Info | Input Parameters | Output Data

Send Report Te Owner admin@portsone.com Description

Send Copy To This report displays ten the most popular
destinations in which calls were made for specified
customer in the specified time fimit

Input Parameters:
Description From, To, Customer, Max. lines

Output Fields:
Country, Destination, Calls, Minutes, Cost

Default ordering:
Winutes, Country, Destination, Cost, Calls.

Type in a descriptive name for the new report. This is the name that will
be displayed on the Custom Reports page. Choose the time zone that
will be applied to the date ranges of the report execution. This time zone
will be applied to the date(s) in the report execution results and will also
appear in the filename with the result report. Keep in mind that the user’s
time zone will be applied to all the execution dates (Start Time, Last Run
and Completion Time).

5 " If the time zone for the report execution coincides with the user’s time
zone, you can simply set the time zone to Auto. In that case, the report
will be executed in the user’s time zone.

You can also create a new custom report as a clone of an existing one. For
this, open the report you want to clone and click the & Clone button.
The cloned report inherits all of the parameters from the original report
and can then be customized as desired.

Edit Custom Report "Cost/Revenue report”
» | | Save | [l Save&Close | ® Close | Bt Execute | B Clone *l Logout | Bl Log

Name Cost/Revenue report °  Timezone Eurcpe/Prague -

Report Type Cost/Revenue Statistics

Query Info

Input Parameters | Output Data | Schedule

Reports | Hotepad |

SendReportTo Owner  [[] |=dmin@portacne.com Description
Send Copy To Typically used to find each customer traffic through
vendors per destination, ASR, ALOC and cost for
Cost / revenue statistics for any period of time

COrporate Customers.
Input Parameters:
Description Service, Customer Class, Customer, From, To

Qutput Figids:

Service, Customer Class, Customer Name,
Customer Registration, Destination, Country,
Destination Description, Vendor Name, All
Transactions, Successful Transactions, Used
Quantity, Unt, Cost, Revenue, Gross Margi,
Currency, ASR, ALOC

Default ordering:
Customer Class, Customer Name, Destination,
Service, Customer Registration

On the Edit Custom Report page, you can alter various parameters of
this report. Click the E! Execute button on the toolbar to run the report
and immediately see the result in your web browser.
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Query Info tab

Field Description
Send Report To If this check box is selected, after every query
Owner execution the user who executes the report

will receive a copy of the report result by
email. (Make sure you have defined your email
address in the user settings.)

Send Copy To Send a copy of the report result to another
email address.
Description General description of this report.

Input Parameters tab

The contents of this tab are based on a particular report, and allow you to
manage report parameters, e.g. for “Most popular destinations” you are
able to specify the date range and customers.
For input parameters which contain date / time values, thete ate two
methods of entering values:
e You can type in a specific value, e.g. “01-Jan-2007"; this value will
always stay the same for any report execution.
® You can specify a moment in time as an offset from the scheduled
report execution date. For instance, you can set up the
“Customer’s most popular destinations” report to run every night
at 5 am, and specify that it should cover an interval from 21 hours
to 10 hours prior to the report time. As a result, you will always
receive a report that includes calls made by the customer during
business hours on the previous day. Parameters may also be
populated automatically with a date after the actual report time:
for instance, every Monday you can run a report to obtain a list of
invoices that will become overdue during the next seven days.

Output Formats tab

This tab includes two separate areas: Output Format, where you can
define how the values of columns should be presented in the report, and
Data Sorting, where you define how the report data should be sorted.

Column Description
Column Name of the report column.
Visible Whether this column should be included in

the report. If you uncheck this option, the
given column will simply be skipped in the
report result.

Format Formatting of the column data (e.g. whether
the total number of minutes should be
displayed as 380 or 380:00).
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Post Processing
Rule

This field functions like the post-processing
rules in templates (for more details, see the
PortaBilling Templates Guide). It allows you to
modify the actual value extracted from the
database before it is shown in the report. For
instance, if the value in the database gives the
total number of seconds, you can divide it by
00 to display the value in minutes to the user.

Suppress Dup

If activated, duplicate column values in
adjacent rows will not be displayed — see the
example below.

The Suppress Duplicates option allows you to make your reports more
readable by removing excess information. Compare the two datasheets
below, in which the same data is shown, but where the right one has
Suppress Duplicates enabled for certain columns.

| B Microsoft Excel - Book1

P @G Arial +10 v|B I U

DEx

E Microsoft Excel - Book1

i=] File Edit View Insert Format Took Data Window Help
: -8 x
vm B su|===-F

CEX|

i) File Edit View Insert Format Tools Data Wwindow Help

-8 X

A iH!EArla\
A2

A Country

9 # CIECHREPUBLIC

A [ B | C

C oL \ A [ 8 T ¢ T o [ Ex

-~

CZECH REPUBLIC Proper
Niobile
habile
Maobile
Nobile
Prerniurn

CIECH REPUBLIC
CZECH REPUBLIC

2

3 420801
4

5 |CIECH REPUBLIC

]

7

]

420602
420603
420804
420609

CIECH REPUBLIC
CZECH REFUBLIC

4 4 » wh\sheetl [ sheetz { Sheets / [<
Ready

IHCoumr! Destination Description Minutes
420

1 |Countr Destination _Description

CZECH REPUBLIC 420
420601
420802
420603
420604
420609

1670300 |
B893:30
4295:00

14823:00
8324:00

457:00

Proper
Ilobile

8924:00

Premium 457:00

0|~ o] = e

El
10

v 1 v
> W« » wihSheet1 / cheetz / cheeta / [ ¢ >
Ready Sum=+420

Column

Description

Column

Name of the report column.

Sort

Specifies the sorting mode for this column:

e &l From A to Z — Data is sorted in
ascending order (i.e. Andrew will be at
the top of the list, and Zack at the
bottom).

e %l FromZ to A — Datais sorted in
descending order (i.e. Zack will be at
the top of the list, and Andrew at the
bottom).

e — Dash — This column is not used
for data sorting at all.

Up / Down

If there are multiple columns used in sorting,
their order is very important. Here you can
arrange the sequence of the sort columns. For
instance, if you want to sort data first by
country name and then by the number of
minutes, use the ¥l and [=] arrows to move the
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‘ | Country column above the Minutes column. ‘

Schedule tab

This tab allows you to schedule automatic report execution (single time or
periodic) in the future, and to see when a report was last generated. Click

the [] Add button on the toolbar to add a new enttry.

Edit query "First Dial MP countries”

* | [ Add | [d Save | [x] Save &Close | ® Close | B! Execute

*l) Logout | B Log

Name First Dizl MP countries -

Report Type Most Popular Countries

Eurcpe/Kisv ~

Notepad ‘

Schedule

Query Info | Input Parameters | Output Data Reports

Start Time *
YYYY-MM-DD HH2&MESS

Edit Periodic Last Run Status  Suspend Delete

IE‘ 2010-08-15 18:08:00
|E| 2010-08-18 00:00:00
|E| 2010-08-26 00:00:00

2010-08-15 18:08:10 Completed

Weekly
Maonthly

™
™
K|

Column

Description

Start Time

Date and time when the report should be
produced.

Periodic

Specifies whether the report should only be
produced once, or generated every day, week
or month.

Last Run

The date when the report was last executed (if
applicable).

Status

Current status of the report:

e Waiting — Report execution has not
started yet, and is scheduled for the
future.

e Completed — The report was to be
executed only once, and this has
already been done.

¢ Running — The report is being
currently produced.

Suspend

Allows you to temporarily disable report
execution (but not delete the entry from the
report schedule). This may be convenient if
you are leaving for vacation and would like to
avoid having reports piling up in your inbox
during your absence.

NOTE: Start Time specifies only the “preferred” start time for the report. Report
execution will not start earlier than the specified time, but it may start later if there
are some other conflicting tasks at the specified time. For instance, if two reports are
scheduled to be executed at 06:00, only one of them will start at that time, while the
other will start only after the first one has finished.
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Reports tab

This tab allows you to browse results for the ten previous report
executions. Thus, if you did not save the original result, you do not have
to run the reports over again. Click the 5] View icon to see the
corresponding file.

Edit query "First Dial MP countries"

» | g Save | [ Save&Close | ® Close | B Execute ) Logout | B Log
Name First Dial MP countries - i Europe/Kiev v

Report Type Most Popular Countries

| Query Info | Input Parameters ‘ Output Data | Schedule ‘ Reports | Notepad ‘

Start Time Completion Time  View
2010-08-1518:08:10 2070-08-15 18:08:11 @
2010-08-1518:06:10 2010-08-15 12:08:11 @
2010-08-1518:05:10 2010-08-1518:05:10 @

Report results for "First Dial MP countries”, "2010-08-15 18:18:11"

» | ® close | ¥ Download

Report Type: MostPopular Gountries e et

Currency’ usD

. —— This report displays ten the most popular countries in which calls were
fulezone @ mads for specified customer in the specitied time it

Input Values From To Customer

This report chooses the customer's or account's CORs and sums

COR charged_amourt, COR. charged_time and simuttaneously counts
the quantity of calls for esch separste courtry. The result list is sorted in
accordance with sorting method on Output Formats Tab

2010-08-14 00000000 2010-08-15 18:18:03 New Customer

Input Parameters: Customer, From date, To date
Output Fields: Courtry, Calls, Minutes, Cost
Defautt ordering (descent) by Country

Country Calls Minutes Cost
Total 0

Traffic Usage Trending Report

The Traffic Usage Trending report allows you to view selected
customers’ daily voice minutes per destination group set. This report
evaluates historic data to indicate whether a customer’s voice traffic has
gone up, down or remained constant. When the report is configured and
generated you will find the following indicators:
e Green indicator color demonstrates an increase of Total Minutes
over Average Minutes.
e Red indicator color indicates a decrease of Total Minutes over
Average Minutes.
e Blue indicator color indicates that there was no significant change
between the Average Minutes and the Total Minutes.

List of input fields:

Name Mandatory Range of Description
Values
Reseller Y Existing Whether to generate
Resellers report for direct
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customer / subcustomer
or specific reseller.

Customer / N Direct Shows a report for one
Subcustomer customers and or mote customers
subcustomers. depending on what is
“All” by default | selected.
From Y Date The date of comparison
used.
To Y Date A specific date used for
comparison.
Number of Weeks | Y Numeric, Number of weeks that
“4” by default should be used to

calculate Average
Minutes.

Destination Group | N

The names of

The choice of one or

values from “1”
to “100”

Sets the existing more destination group
destination sets. If no destination
group sets group set is required,

select “blank.”

Variance Y Percentage ratio, | Defines which variance

is significant for
demonstrating trending
changes. (For example,
if the Variance is 10%,
the difference in
minutes between two
compared days that is
greater than 10%
signifies a change in
traffic, negative or
positive. If the values
stay within 10% then it
is considered to be

unchanged.
List of output fields:
Column Description
Reseller Resellet’s name.
Customers The name of the corresponding customer.
Date Date in the specified format.
Total Minutes Total daily minutes per customer.
Indicator e Green if Total Minutes value is
greater than Average Minutes.
e Red if less.
e Blue if Total Minutes and

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Average Minutes values are within
the predefined Variance.

Average Minutes

Average minutes per customer based on
dividing the minutes by the number of
weeks (4 by default). For example: to
determine the billing for October 30th,
PortaBilling® looks up the total minutes
for October 30th, the 23rd, the 16th and
the 9th (based the Number of Weeks
option). Then the system estimates the
average mean for this data, which becomes
the value for Average Minutes.

Variance

Difference between the two days compared.

How it works

For example, you need to know the statistics for December 2012 and
compare them with those from December 2011. In the Input
Parameters tab, specify the reseller and the customer / subcustomer, put
January 1st 2012 into the From field and January 1st 2013 into the To
field. Let’s use a Variance of 10% and for the Number of Weeks use 4
(the default). This way the minutes for each day of week will be calculated
over the previous 4 week’s corresponding days. Then select one or several
destination group sets. If several are selected, then the report will show
how much traffic went through each of the destinations in each
destination group set. In the Output data tab select all of the check
boxes in the Visible column, so that all available information will be
included in the report. Click Save and then click Execute.

To evaluate the Average Minutes and generate a report, the system will
look up the avarage value of minutes for January 1st 2013, December
25th 2012, December 18th 2012 and December 4th 2012. The same
action will be applied to January 1st 2012: the system will look up and
calculate the Average Minutes for January 1st 2012, December 25th
2011, December 18th 2011 and December 4th 2011.

The two values will be compared and depending on the Variance, the

appropriate indicator will be applied.
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Report results for "DDD", "2012-09-28 16:17:15"

& Close | ¥ Download | ) Objects

Type: Traffic Lisage Tranding e
EuropePrague 4

- - The mport ahows At usage lindng by customen
cpar Values Bessiier Cusiomers From To Varianee, % Number of Weeks Destmation Croup 5805 oyt Parameters:

MNone A8 20120101 08-00:00 20130101 H:00:00 10 4

Distpist Fiekda.
Rasaber, Customes, Date, Total mutes, SCAtor Average minues.
‘Wariance, Destration group set 1, Destnation grovp st 2, Destination

Customera{asc, Dalealasc)
Reselier Customers Date  Totsl Minutes Indicator Avarage Minutes Varance

Hone ABCIHIBCOM 24092012 760 + 678

Kane EasyCall 18-08-2012 540 . 455 m2

[ EasyCall sooesntz 20 [ L 44

Hone EasyCall zrosz0z ers [ am 100

Hong Hnat 7-08-2012 =0 * L2

Hone rnet 082012 480 s a0 0

Cost /| Revenue Statistics’ Advanced Report

The Advanced report shows more cost / revenue report details. It allows
the grouping of data by customer name and account billing mode or
shows details for a specific customer site. It also shows additional
customer information (e.g. tax code, contract number, etc.) and uses that

to group data in the report.

List of input parameters

Name Mandatory Range of Description
Values
Service N List of Services. | Shows the report for
“All” by default. | one or all services.
Customer N Customers. Shows the report for
“All” by default. | one or all customers.
Customer Site N Sites for a Shows the report for all
selected customer accounts or
customer accounts of a specific
customer site.
From Y Date Starting date of the
period.
To Y Date Ending date of the
period.
Vendor N Vendors. “All” | Shows the report for
by default. one or all vendors.
Country N List of countries. | Shows the report for
“All” by default. | calls made to a specific
counttry.
Destination N Categories of Shows the report for a
Description destinations of a | category of destinations
specific country. | (e.g. mobile numbers, or
“All” by default. | numbers for some
region.)
Account Billing N Types of Shows the report for
Model accounts. accounts of a specific
billing model.
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Output data tab

Column

Description

Service

Type of service.

Customer Name

The name of the corresponding customer.

Customer Registration

The unique ID of the customer record used

in the database.

Customer Site

The name of the corresponding customer site.

Billing Model Account billing model.
Destination Destinations dialed.
Country The name of the corresponding country.

Destination Description

Description of destinations dialed.

Vendor Name

The name of the corresponding vendor.

All Transactions

The total number of session initiation
attempts.

Successful transactions

The total number of successful sessions.

Used quantity Total amount of traffic consumed.
Unit Measurement unit of quantity used.
Cost The cost amount.

Revenue The revenue amount.

Gross Margin

The gross margin amount.

Currency The currency value.
ASR The value of ASR.
ALLOC The value of average call length.

CDRs for all Subcustomers of a Reseller

Report

The report provides information about CDRs produced within a specified
period for all subcustomers of a reseller. With this report, you will have
comprehensive information about charges applied to all reseller’s

subcustomers in one place.

List of input parameters

Name Mandatory Range of Description
Values

Reseller Y A particular Shows the report for all
reseller from the | subcustomers of the
existing resellers | selected reseller.
list.

Date From Y Date Starting date of the

period.
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Date To

Date Ending date of the

period.

Output data tab

Column

Description

Customer Name

The name of a resellet’s subcustomet.

Account ID

The account ID (or phone number).

From

The calling party’s number. There might be
situations when a calling party’s number is
suppressed for incoming calls.

To

Destinations dialed.

Country

The name of the corresponding country.

Description

Description of the transaction made.

Connect Time

The timestamp indicating when a charge was
made.

Charged Time, hour:min:sec

The time period a subcustomer is charged for.

Charged Amount

The amount charged for a service.

Service Name

Type of service.

Service Unit

Measurement unit of quantity used.

Currency

The currency value.

Vendor xDRs

The Vendor xDRs page allows users to easily download xDRs that have
been defined for a vendor. xDRs for the desired vendor may be found by
selecting the vendor from the list on the left side of the page, or by
entering the vendor’s name in the search field and clicking the Search
button. The wildcard symbol ‘%%’ may also be used.

Vendor xDRs

Internet ALcess Vendor
MYTS

HTelecom
WiFivendor

3% 6 7 8 9101112
37 13 14 15 16 17 18 19
38 20 21 22 23 24 25 26
39 27 28 28 30

Jan 2011

# Mo TuWe Th Fr Sa Su
52 12
13456783
210 11 12 13 14 15 16
317 18 13 20 21 22 23
4324 25 26 27 28 29 30
531

May 2011
# Mo TuWe Th Fr Sa Su
17 1
18 2 34567 8
19 910 11 12 13 14 15
20 16 17 18 19 20 21 22
2123 24 25 26 27 28 20
22 30 31

0 4 5 67 8 810
411112 13 14 15 16 17
42 168 18 20 21 22 23 24
43 25 26 27 26 29 30 31

Feb 2011
# Mo TuWe Th Er Sa Su
5 123458
6 7 8 910111213
71415 16 17 18 13 20
8212223 24 25 26 27
9 28

Jun 2011
# Mo Tu We Th Fr Sa Su
22 12345
23 8 7 8 9101112
24 13 14 15 16 17 13 19
25 20 21 22 23 24 25 26
26 27 28 29 30

» | & Close | B Unresolved xDRs *l Logout
% Download Options ()
Arbinet Last 12 months v
Begemot
LR Sep 2010 Oct 2010 Nov 2010 Dec 2010
iBasis # Mo TuWe Th Er SaSu  # Mo TuWe ThEr 5aSu  # Mo Tu¥e ThFr SaSu  # Mo TuWe Th Ex Sa Su
Internal Vendar 35 12345 39 123 # 1234567 4 IEEEE

45 8 910111213 14
46 15 16 17 16 19 20 21
1222324252627 %
48 28 30

Mar 2011
# Mo Tu¥e Th Fr Sa Su
9 1234358
10 7 8 910111213
1114 15 16 17 16 19 20
12 21 22 23 24 25 26 27

13 28 28 30 A

Jul 2011
# Mo Tu¥e Th Fr Sa Su
26 AEE

27 4 5 6 7 8 910
28 11 12 13 14 15 16 17
29 181920 21 22 23 24

49 6 7 8 9101112
50 13 14 15 16 17 18 19
5120 21 22 23 24 25 26
52 27 28 29 30 31

Apr 2011
# Mo TuWe Th Fr Sa Su
13 AEE
114567 8 310
15 11 12 13 14 15 18 17
16 16 19 20 21 22 23 24
17 25 26 27 26 28 30

Aug 2011
# Mo TuWe Th Fr Sa Su
1234587
32 & 91011 1213 14
33 15 18 17 18 19 20 21
3422 23 24 25 26 27 28
35 29 30 31
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Unresolved xDRs

The Unresolved xDRs page is accessible from the Vendor xDRs. It
allows users to easily download all available xDRs for calls which were not
identified as crossing any connection to a vendor. The xDR report
periodicity can be set up on the My Company page -> the Report Info
tab -> Reconciliation Period.

"Unresolved xDRs" reports

Pl Logout
Download Options £ ]
@
Nov 2009 Dec 2009 Jan 2010 Feb 2010
# Mo TuWe Th Fr Sa Su  # Mo TuWe ThEr Sa Su  # Mo TuWe Th Er SaSu  # Mo TuWe Th Fr 5a Su
a 1 49 12345686 53 123 612343567

4% 2 3 4 56 7 8
46 910 11 12 13 14 15
47 16 17 18 19 20 21 22
48 23 24 25 26 27 28 28

0 7 8 910111213
51 14 15 16 17 18 19 20
52 21 22 2324 2526 27
53 26 28 30 31

1458 7 38 910
211 1213 14 15 16 17
31819 20 21 22 23 24
42526 27 28 29 30

6 8 9101112 13 14
TAS 16 17 18 19 20 21
8222324 25262728

49 a0

Mar 2010 Apr 2010 May 2010 * Jun 2010
# Mo Tu¥e Th Fr Sa Su  # Mo Tue ThFr Sa Su  # Mo Tu¥e Th Fr SaSu  # ¥o Tu We Th Fr Sa Su
91234567 13 123 4 1 12 22 IEEEEE

10 8 91011 12 13 14
1115 16 17 18 19 20 21
12 22 23 24 25 26 27 28

14 5 6 7 8 91011
15 12 13 14 1516 17 18
16 19 20 21 22 23 24 25

18 3 4 58 7 8 9
19 10 11 12 13 14 15 16
20 17 1819 20 21 22 23

23 7 8 91011 1213
24 14 1516 17 18 19 20
25 21 22 23 24 25 26 27

13 29 30 31 AT 26 27 26 28 30 M 24 25262728 2930 26 28 29 30
22 31
» Jul 2010 * Aug 2010 » Sep 2010 Dct 2010
# Mo Tu¥e Th Fr Sa Su  # Mo Tue ThFr Sa Su  # Mo Tu¥e Th Fr SaSu  # ¥o Tu We Th Fr Sa Su
26 1234 30 1 36 123 4 5 39 AEE

21 5 6 7 8 91011 M 2 3 4 5 8 7 8

28121314 15161718 32 91011 1213 14 15

29192021 22232425 331617181320 21 22

30 26 27 28 28 30 M 34 23 24 25 26 27 28 28
35 30 3

3 6 7 8 9101112
371314151617 18 19
382021 222324 2526
39 27 268 28 30

M 458 7 8 810
#1112 13 14 15 16 17
421819 20 21 22 23 24
43 25 26 27 28 29 30 31

Customer xDRs

The Customer xDRs page allows users to easily download xDRs that
have been defined for a customer. xDRs for the desired customer may be
found by selecting from the list of existing customers on the left side of
the page, or by entering the customer’s name in the search field and
clicking the Search button. The wildcard symbol “/%’ may also be used.

Customer xDRs

*] Logout

45 4 5 6 7 8 910
46 11 12 13 14 15 16 17
47 18 1920 21 22 23 24
48 25 26 27 26 29 30

49 2 3 45678
50 910 1112 13 14 15
5116 17 18 19 20 21 22
5223 24 25 26 27 26 29
130 31

267 8 910112
313 14 15 16 17 18 19
4202122232425 26
527 2629 30 31

Download Options () 7] XDRTypes Invoice @  Debit )
Last 12 months o
EasyCall Nov 2013 Dec 2013 Jan 2014 Feb 2014
EasyCall Ltd #MoTuWe THFrSaSu 4 MoTuWe THErSaSu Mo TuWe ThFrSaSu 4 Mo Tu We Th Fr Sa Su
EasyCall PBX 4 123 48 11 12345 5§ 2

63456789
710 1 12 13 14 15 16
817 1819 20 21 22 23
924252627 28

Mar 2014 Apr 2014 May 2014 » Jun 2014
#MoTuWe THFrS2SH #MoTuWeTHFrS2Su Mo TuWeThFrS3Su & Mo Tu We Th Fr SaSu
9 12 14 123456 18 1234 2 1

0 34567839
1110 11 12 13 14 15 16
12 17 18 19 20 21 22 23
13 24 25 26 27 26 29 30
14 31

15 7 8 91011 12 13
16 14 15 16 17 18 19 20
7212223242526 21
18 28 29 30

19 5 6 7 8 91011
20 12 13 14 15 16 17 18
21192021 222324 25
22 26 27 28 29 30 3

232345678
24 910 11 1213 14 15
25 16 17 18 19 20 21 22
2623 24252627 2829
27 30

» Jul 2014 » Aug 2014 » Sep 2014 Oct 2014
#MoTuWe ThFrSaSu #MoTuWeThErSaSu #MoTuWeThFrSaSu # Mo TuWe Th Fr SaSu
7 123456 % 123 3% 1234567 4 123 45

% 7 8 910 111213
29 14 15 16 17 18 19 20
30212223 24 25 26 21
312862930 A

32 45678 910
33 1112 13 14 15 16 17
3418 19 20 21 22 23 24
352526 27 28 29 30 A

37 8 910 111213 14
38 15 16 17 18 19 20 21
3922320252627 8
40 29 30

46 7 8 9101112
4213 14 15 16 17 18 19
BN 2BNBB
44 27 26 29 30 31
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Invoices

Site-based Reports

In addition to the standard customer xDR report it is possible to obtain
site-based reports. These reports can be downloaded by customers

and administrators in .csv and .pdf formats. Fields shown in the report
can be configured separately for .csv and .pdf files.

This solution was implemented as an extensible framework that allows for
quickly adding more support for different file formats and adjusting their
content according to customer needs.

It provides a convenient reporting tool for companies that have several
functional departments (e.g. the support department and the sales
department) and that pay for the services independently.

Customer xDRs

¢l Logout

Type

Standard Customer xDRs Report v

EasyCall Ltd, Download Options () XDRTypes Inwoice 3)  Dehit O

EasyCall Ltd. 4 [Last 12 momths (v
» Oct 2013 > Nov 2013 > Dec 2013 » Jan 2014
# Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr 5a Su
40 12 3 456 # 1.2 3 48 101 AEEEE

HM T 8 91011213 45 4 5 6 T & 910 49 2 3 4 5 6 7T & 2 6 7 8 9101112
4214151617 181920 46 11 1213 14 151617 50 910 11 12 13 14 15 3 13 14 15 16 17 18 19
43 21 2223242526327 47181920321 222324 511617 181820 21 32 420 21 22 23 24 25 26

4028 29 30 31 48 25 26 27 28 29 30 522324252627 2829 527 26 2330 11
1303

+Feb 2014 * Mar 2014 * Apr 2014 > May 2014

# Mo Tu Ve Th Fr Sa Su # Yo Tu We Th Fr Sa Su # Yo TuWe Th Fr Sa Su # Mo TuWe Th Fr Sa Su

5 1.2 9 1.2 14 12 3 456 18 1.2 3 4

63456789 103456783 1575310411213 19 5 6 7 & 3101

TA0 11 1213 14 1516 11 10 11 12 13 14 15 16 16 14 15 16 17 15 13 20 20 12 13 14 15 16 17 18

8171819 20 21 22 23 1217 18 19 20 21 22 23 7T 21 22 23 24 25 26 27 21 19 20 21 22 23 24 25

9 24 25 26 27 28 13 24 25 26 27 26 28 30 18 28 29 30 22 26 27 28 28 30 31
14 3

» Jun 2014 * Jul 2014 * AUQ 2014 Sep 2014

# Mo TuWe Th Fr 5a 5u  # Mo Tu¥e Th Fr §a S5u & Mo TuWe Th Fr 5a Su  # Ko Tu Ve Th Fr 5a Su
22 127 1234356 N 123 3 123 43567
23 2 34 5 6 7 8 287 6 91011243 32 4 5 6 7 8 910 3T 8 910 111213 14
24 910 M 12131415 2014 151617 1519 20 33 1 1213 14 151617 381516 17 1519 20 21
251617 131920 21 22 30 21 22 23 24 25 26 27 3418 19 20 21 22 23 24 39 22 23 24 25 26 27 28
262324252627 2629 31 28 29 30 31 35 2536 27 28 29 30 M 40 29 30

27T 30

Types of Report:

e Standard Customer xDRs Report — Report generated for a
customer’s accounts.

¢ Distributor Commission Report — Report generated for a
distributor.

e Site Based Report (.csv and .pdf) — Report generated for a
customer site’s accounts.

The Invoices page lets the administrator view all invoices generated by
the system or all invoices under review in the current environment. To
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view specific type of invoices select one of the options in the Invoice
Status list.

Invoices
[ 3 ® Close Invoice Recalculation | ¥ Download All Objects *I) Logout
Invoice Stalus | Generated Invoices -

Search for invoices entering /avoice No. OR selecting Custormer and Dale range

Invaice MNa
Customer
@ Fro 2013-05-21 WY Wb-DD
B To 2013-10-21 YOYY-MM-DD
Include Yoid Invoices

[(search )

Generated Invoices

To view all invoices generated by the system in the current environment
select Generated Invoices in the Invoice Status list. The desired invoice
can be found by its number. Groups of invoices can be searched by
selecting a customer and a date range.

Invoices

n | ¥l Download All

Invoice Status  Generated Tnvoices -
Search for invoices entering Invoice No. OR selecting Customer and Date range
Invoice No.

Customer ® AL

@ From 2015-05-09 YYYY-MM-DD
B 2015-07-05 WYVAN-DD

Include Void Invoices

Deliveredto Paymentsi | Outstanding
View Mo, Date  Customer eIereds Period Period Toal Duebate POIMENS! OUSANNG iy pecreste Void
[B] 40 20150709 SmaiCall 201507:09-2015-07-09 4500USD 20150710 0.00USD 4500USD  Unpaid v ¥
(9] 39 20150709 SEACaL 201507-09-2015-07-09 15.00USD 20150710 1500USD  Paidinfull  Paid : A
[B] 2 20150601 JomnDoe 20150430-20150530 5399 USD 20150601  000USD 5392USD  Overdue + X
[B] 37 20150601 520 2015-04-30-2015-05-30 27.16USD 2015-06-01 27.16USD  Paidinfull  Paid + [@
(5] 6 2015:0501 Jane Roe 2015.04-30-2015-05:30 3500USD 20150601 23500USD Paidinfull  Paid PE:|
[0] 35 20150601 Calls. Lig 20150430-2015-0530 10.00USD 201506-01  10.00USD NA Donotey % [¥]
(0] 34 20150601 EeC2 201504-30 - 2015-05-30 151.21USD 20160602  0.00USD 16121USD  Overdue PRE|
SmarCalls
B % 2otsos2s THICHS o p0ic0co0 20150526 1000USD 20150528 1000USD  NA Bantper &

How to download all displayed invoices

invoices in just one click.

How to recalculate an invoice / recrecate a .pdf file for invoice

To recalculate an invoice or to recreate a .pdf file for it, click the Invoice
Recalculation button. On the Invoice Recalculation page, select the
required invoice, specify the action and then click Save.

Field Description

View Click the @ View icon to download invoice in the
.pdf file format.
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No. The invoice number.

Date The invoice generation date.

Delivered to This indicates whether the invoice has been delivered

Customer to the customer.

° Not Delivered — The invoice has not
been delivered to the customer and is open to
changes — it can be recreated. Click the icon to
lock the invoice against changes.

° Delivered — The invoice has been
delivered to the customer and is now locked
against changes. Click this icon to allow
changes.

An invoice is considered delivered when the customer
receives an email with the invoice attached, or clicks
the @ View icon in the Invoice section of the
customer self-care interface.

Period This shows the billing period start and end dates.

Period Total This represents the current billing period’s charges.

Due date This represents the date by which payment must be
received.

Payments/ This shows payments / adjustments made for the

Adjustments invoice.

Outstanding | This represents the remaining amount the customer

Balance must pay to cover the current invoice in full.

Status This shows the invoice payment status. Detailed
description of invoice payment statuses can be found
in the PortaBilling® Administrator Guide.

Re-create Click the L Re-create icon to re-create the invoice.
This will not affect any changes except layout
attributes, customer and / or company info and .pdf
file renewal. Invoice re-creation is useful when you
have made some changes to a particular invoice
template, or if certain customer or company
attributes have been changed.

Void Click the [*¥] Void icon to void the invoice and create

it anew.

Fields below are applicable only for invoices under review:

Field

Description

Payments

This shows customer unallocated payments, i.c.
payments that the customer “overpaid” sometime in
the past. Unallocated payments are used to correct the
paid / unpaid status of future invoices.
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Adjust Click the "%/ Adjust icon to adjust the balance on the
invoice. You will be redirected to the Balance
Adjustments tab for the customer. There you insert
the amount of the balance adjustment and update the
date for the transaction if necessary.

Approve Click the 3 Approve icon to approve the invoice.

If you open Invoices page from the Edit customer page, you can also
see a section that contains aggregates of invoiced amounts.

@
» | @ Close | [B Invoice On Demand | ¥ Download | 4E Objects ) Logout
As of 09/07/2015
Last Payment received on  80.00 Total Outstanding Balance ~ 150.00
2610212015 Overdue Balance 136.00
Delivered N .
View| No. Date o Period period Due date Payments/ | Outstanding | g0 | Re.create Adjust Void
- otal Adjustments | Balance
B 3 os0rr=015 Out-OFTum Invaice 1500USD  Due upon receipt 0.00USD 15.00USD Unpaid % (K]
@ 33 281052015 26/05/2015 - 27105/2015 10.00 USD 29/0512015 0.00USD 10.00 USD Overdue E
@ 18 28022015 25/02/2015 - 26/02/2015 0.00 USD 0110372015 0.00USD NIA Do not pay E
@ 19 28022015 26/02/2015 - 2710212015 650.00 USD 0110372015 560.00 USD 100.00 USD Overdue E
@ 7 271022015 Out-Of-Tumn Invaice 35.00 USD 2810212015 10.00 USD 2500 USD Overdue E
@ 8 26/02/2015 10/0212015 - 11/02/2015. 0.25UsSD 2700212015 0.25USD NIA Do not pay ° E
@ 9 26022015 1102/2015 - 12/02/2015 18.06 USD 2700212015 18.06 USD NIA Do not pay ? E
@ 10 26/02/2015 16/0212015 - 17/02/2015 -0.01USD 2700212015 0.00USD NIA Do not pay ° E
@ 3 10/0212015 09/0212015 - 10/02/2015 250.00 USD 11/0212015 250.00 USD Paidin full Paid E
@ 1 0510212015 Out-Of-Turn Invaice 1500.00 USD 0510212015 “1500.00 USD Paidin full Paid E
Page 1 of2 ) N C Displaying 1 - 10 of 11
toc Al 22 Credits and links

Field Description
Last Payment | Read-only field, visible only when at least one
received on payment is received from the customer.

Displays the amount of the last payment received and
the date of its receipt.

Total Displays what a customer must pay to fully cover all
Outstanding unpaid and partially paid invoices.

Balance

For example, a customer receives 3 invoices for the
amounts of $50, $35 and $40 and makes a payment
of $20.

The customer’s outstanding balance is now:

$50 + $35 + $40 - $20 = §105.

Read-only field.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 385



Portal4Billing® Statistics
Overdue Displays a customer’s total overdue invoiced debt.
Balance

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

For example, a customer receives 4 invoices for the
amounts of:

$30 due date 2015-01-01,

$15 due date 2015-02-01,

$20 due date 2015-03-01,

$25 due date 2015-04-01,

and makes a payment of $10.

Then on 2015-02-15, the customet’s overdue balance
is: $30 + $15 - $10 = $35.

Read-only field, visible only if at least one invoice isn’t
tully paid by the due date.

There is one additional action available from this page:

Field

Description

Adjust

. 5 . . . . .
Click the "%/ Adjust icon to adjust an invoice amount
and leave the invoice unchanged.

The adjustment transaction is only reflected in the
invoice for the current billing period.

If an adjustment is made to an invoice issued several
billing periods ago, all subsequent invoices are also
left unchanged.

Invoice Recalculation

Administrators can use the Invoice Recalculation page to recalculate
invoices generated in the system since a certain date and for a specific
customer (or customers). This may need to be done if calculations for a
certain period were based on incorrect data (wrong rates, errors in tariffs,

and so on).

Invoice Recalculation
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Fill in the required information or perform one of the following

operations:
Field Description

Invoices Click on this link to open a calendar in a new browser

Issued After | window, from which you can select the desired date.
Alternatively, you can type the date in the box next to
the link, using the required date format.

Recreate Select this option to only recreate .pdf files,

PDF file for representing invoices. This is used when there was a

invoices mistake in the invoice template (e.g. an incorrect text, a
wrong company logo or another graphic design issue).
This will generate new .pdf files according to the
current template settings, so the new .pdf files may
look different, but no figures (e.g. total or sub-totals) in
the original invoice will be affected.

Recalculate Select this option to fully recalculate invoices —

invoices recalculate the amount of charges, payments, refunds,

etc. for the given period, calculate a new invoice total
and produce a new set of .pdf files.

Void invoices
in 'Closed’
state

This check box appears only if your choice is to
recalculate invoices. Select it to void closed invoices
and create them anew.

Available
Customers
and Selected
for Invoice
Recalculation

In the Available Customers box, select a customer (or
customers) for whom you wish to recalculate invoices.
To choose all customers at once, select the line All
available customers on top. Then click the Include-
> button. The customers selected will appear in the
Selected for Invoice Recalculation box.

After you have made your choice, click Save. You will receive
confirmation that the recalculation has been successfully scheduled. The
system will perform it during the next statistics calculation period and
send you a confirmation email upon completion.

To check if an invoice has been recalculated, go to the Invoices page and

click on the @ View icon before the invoice number.
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NOTE: During recalculation, xDR statistics for the relevant customers are also
updated.

Invoices Review

To view all under review invoices select Invoices Under Review in the
Invoice Status list. On this page you can review invoices before sending
them to customers so if any errors are detected they can be fixed before
the customer receives the invoice. You can search for all invoices for a
certain customer class by selecting it from the Customer Class list. To
see all the invoices that are under review select ANY in the Customer
Class list. You can review the invoices of a particular customer by typing
their name in the Search field.

Invoices Review

Invoice Stalus  Invoices Undar Review -

Customer Class Search
ANY - Search

Approve | Regenerate | Adjust Customer No Due Date Period Period Total Payments Outstanding Balance

To approve an invoice select the Approve check box or click the
Approval button at the bottom of the page and select the Select all check
box to approve all the invoices. To regenerate an invoice select the
Regenerate check box or you can regenerate all the invoices by clicking
the Regeneration button and selecting Select all check box. If you need
to make a balance adjustment for a certain invoice, then click the Adjust
button. Upon clicking the Adjust button you will be redirected to the
Balance Adjustments tab for the customer. There you insert the amount
of the balance adjustment and update the date for the transaction if
necessary. The il Process Now button allows you to send approved
invoices to customers / regenerate invoices immediately. The el Process
in Off-Peak button allows you to schedule delivery of approved invoices
to customers / regenerate selected invoices for off-peak.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 388



Porta 4 Billing® Help Desk

m Help Desk

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 389



Porta|4Billing® Help Desk

Trace Session

The trace session utility allows you to determine the characteristics of a
specific call when you know the h323-conf-id or the rate pattern
(destination), which may be specified exactly, or by using a wildcard.
(For example, all calls to England may be specified as “44%” in the
destination field). A date range for the search must be specified; however,
it is highly recommended to set it to the smallest range necessary, in order
to reduce waiting time and server load. Ideally, the search page should
contain one day only.

To initiate a query, click the Search Sessions button. If no results appear,
try broadening the query. When the results appear, locate the desired call
within the result set. If there are too many results, they will be divided
across pages, although in this case it is advisable to narrow the query.

Trace Session

» | ® cose *) Logout
O H323-confid |
@ Rate Pattern @i 10min
Senvice any serwice ]
& From YOY-MDD HHZ4:M:55
(ko) YOPY-MDD HHZ4:M:55
Time Zone:

Voice Calls

View ErrorReport | CLi(ani)  CLD(dnis) Country Description ¥ ConnectTime DisconmectTime —Duration,minisec ~ Amount Account/Alias  Customer  Vendor  Disconnect Reason

@l [E] 123000 123002 2010-08-10 19:45:20 2010-08-10 19:45:21 ] 0 123000 SIP Accounts INTERNAL | Normal call clearing
B [El 123000 123002 Z010-08-10 19:45:20 2010-08-10 19:45:21 ] 0 123002 SIP Accounts INTERNAL | Normal call clearing
=l [El 900 933000100 2010-07-26 15:55:08 2010-07-26 16:00:08 500 0 383000100 redRat  INTERNAL | Normal, unspecified
2 [E] =00 933000100 2010-07-26 15:55:08 2010-07-26 16:00:09 500 ] a0n SIP Accounts INTERNAL | Normal call clearing
2] [E] a0 938000100 2010-07-26 15i55:08 2010-07-26 155508 00 0 398000100 redRat  INTERNAL |Bestination out ofarder
B [El 984000100 2010-07-26 15:43457 2010-07-26 157544 347 0 898000100 redRat  INTERNAL | Narmal call clearing
2 [El 999000100 2010-07-26 15i43i57 2010-07-26 15:43:57 000 0 399000100 redRat  INTERNAL |Destination out eferder
Bl [E] o0 993000100 2010-07-26 15:43:57 210-07-26 15:47:44 a7 ] a0 SIP Actounts INTERNAL | Nofmal eall cleating
@l [El o0 993000100 2010-07-26 15:42106 2010-07-26 15:43:36 130 i ann SIP Accounts INTERNAL | Nofmal eall clearing
@l [E o0 933000100 2010-07-26 15:42106 2010-07-26 15:42:06 000 0 399000100 redRat  INTERNAL |Destination out oTarder
B [E] 900 933000100 2010-07-26 15:42106 2010-07-26 15:43:36 130 0 393000100 redRat  INTERNAL | Narmal call clearing
=l [E] 900 933000100 Z010-07-26 15141152 2010-07-26 15:42:03 011 0 383000100 redRat  INTERNAL | Narmal call clearing
2 [El 900 933000100 2010-07-26 15:41:52 2010-07-26 15:42:03 011 ] a SIP Accounts INTERNAL | Normal all clearing
2] [E] a0 938000100 2010-07-26 15i41452 2010-07-26 15:91i52 00 0 393000100 redRat  INTERNAL |Bestination out ofarder
B E 993000100 2010-07-26 13:33:20 2010-07-26 13:33i23 003 ] a0 SIP Ascounts INTERNAL | Normal all slearing
2 [El 999000100 2010-07-26 13:33:20 2040-07-26 13:33:23 003 0 899000100 redRat  INTERNAL | Narmal call clearing
@l [E]l o0 993000100 2010-07-26 13:33:20 2010-07-26 13:33:20 o:00 0 399000100 redRat  INTERNAL [Destination out sTarder

The result listing shows the origination number, the number dialed, the
destination location, connect and disconnect times, duration, account and
customer (in the case of product usage), vendor (in the case of normal
vendor termination), and the call status while disconnecting, which is

color-coded according to the table below. Click the View icon to go to
a detailed page describing the call.

Possible reasons for disconnect:

Reason H C010r| ‘ Reason H Color ’

Normal completed call Calling side error

Normal uncompleted call Called side error
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Call progress code

Network error

Trace Session Detail

The Trace Session Results page shows additional call details, such as the
h323-conf-id for the call and the setup time, as well as a detailed
breakdown of the charges applied to each entity (accounts, resellers, and
vendors). You may view the connection details for a particular vendor by

clicking the [ZT] Connection icon. On the subsequent Connection detail
page, you may view all connections for a particular vendor by clicking

the Connections icon.

fat Trace Session Results
» | ® Close | [E] Error Report | B Yiew log M) Logout
H323.confid  EFFC13BAF48D11DE AZECDD30 4853DBCS Setup Time,sec 0
Duration, sec 5
Account/Alias Customer Vendor User
urc 123001 SIP Accounts Internal vendor demoroot
Europe/Prague Europe/Prague Europe/Prague  America/Vancouver
Connect Time 2009-12-30 09:53:56 2009-12-30 10:59:56 2009-12-30 10:59:56 2009-12-30 10:55:56 2009-12-30 01:59:56
Disconnect Time 2009-12-30 10:00:02 2009-12-30 11:00:02 200%9-12-30 11:00:02 2009-12-30 11:00:02 2009-12-30 02:00:02
» ACCOUNTS
Account/Alias CLI(ani) CLD{(dnis) Country  Description  Setup Time, sec Charged time, min:sec Charged amount, USD History Disconnect Reason
123001 0ol 123000 On Network o 005 0.03333 +131%0 2+ 0130 2+100% | Mormal call dlearing

» RESELLERS

» YENDORS

Account/Alias CLIani) CLD(dnis) Country  Description  Setup Time, sec Charged time, min:sec Charged amount, USD History

Disconnect Reason

Infernalvendor 001 123000 ALL Destinations 0 0:05

€o. AccountiAlias CLI{ani) CLD(dnis) Country  Description  Setup Time, sec Charged time, min:sec

Charged amount History. Disconnect Reason

0.00000 LSO + el ul+dxed 0 Mormal call clearing

* | i Save | [l Save & Close | & Close Load

M) Logout | B Log

General Info | Tracking

SIP-UA - Type volP to Yendor
Service Type Voice Calls Routing Criteria

OHaza Hsie

Remote IP [s1p-ua ]
|

Routing Protocol

Remote IP Par [

Remote Gateway D | ]

CLD Tesh Prafic [ J
RTP Proxying | on Hae [~]
Tarir [SIP (local rerminacions [+] -
Capacity |20 ] =
Caller ldentity [suppiy

Wendor Account [1wone

Translation Rule [

Outgoing Rule [

CLI Transiation Rule |

Additional SIP Settings | |

Active Sessions

The Active Sessions page shows calls that are currently in progress or
have been completed recently. It indicates the time the call started, the
elapsed call duration, and who is making the call, and describes which

gateways the call is going through.
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Since the total number of simultaneous calls in your system can be quite
large, you can display only a certain subset of all calls, by setting a filter
for:

e Account — The account ID (or phone number) of the caller /
called party.

e Customer — Name of the customer who is using a service.

e Vendor — Carrier to whom the call has been terminated.

e Node — Element of your network (PortaSIP® server, gateway,
etc.) the call is going through (e.g. you would like to see all calls
originating on your Cisco AS5300 gateway in New York).

e Service Type — The physical service provided to the user .

e Sessions — The type of session. If the ANY option is selected
then sessions of all types are displayed (e.g. for an on-net call both
outgoing and incoming calls are displayed). If the Initial Only
option is selected then only the original sessions are displayed (e.g.
for an on-net call only outgoing is displayed).

Active Sessions

P Logout

Account Customer Vendor Node Service Type Sessions
ANY v ANY w ANY - ANY - Search
Displayed 13 sessions
Voice Calls
View * Account Customer Start Time Status Duration cu CLD ‘Vendor Connection x

0 @ 12124656768677 EasvCallLtd. 2013-06-06 07:17:55 InProgress 00:00:05 12124656768677 44236985217 InternalVendor SPUA @

%312124555783877 - B PortaSIP - 193.28.87.152 EQMZ%EEEEW
a @ 44236985217 EasvCallLtd. 2013-06-06 07:17:55 InProgress 00:00:05 12124656768677 44236985217 |nternalVendor SPUA @

g}‘12124&55783877 - B PortaSIP - 193.28.87.152 7 EQMQ%QEEM?

Field Description

Check box By selecting this check box for a particular call,
you can group several active calls into a single
group for further operations (e.g. remove them
from the active call registry)

View Click this button to see BE log of the certain
active session.

Account Account ID of the call originator.

Customer Customer who originated the call.

Start Time The time when the call was connected.

Status The current status of the session.

Duration The total call duration.

CLI Calling station ID (ANI) for the originator.

CLD Called station ID (DNIS) — the destination
number.
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Vendor Carrier used for call termination.

Connection Specific connection for this vendor.
Disconnect the Click this button to disconnect the current call.
session

The line below these fields shows a schematic call flow diagram.

Sometimes a call displayed in the active calls registry may have already
been disconnected (the most common reason for this being that one of
your gateways was rebooted and calls were cut off, although billing never
received accounting records about this). In this case, you are able to clean
up such “stalled” calls from the web.

NOTE: A cleanup operation only affects billing’s internal registry of active calls, and
will not disconnect a call that is still in progress.

If you want to delete such calls, just mark all of them (using the check box
in the column on the far right) and click the Remove sessions button.

BE Log Viewer

The Log Viewer page allows you to see a list of all sessions (voice calls,
Internet access, etc.) processed by the billing engine, and to examine a
detailed processing log for each of them, if required.

BE Log Viewer

» ® Close Pl Logout

Browse Sessions | Trace a Session ‘

For | The specifisd time period [v]
[E Erom |z011-08-30 FHVV-MM-DD (14110010 | HHZHMISS

B To  2011-08-31 TYYYV-MA-DD (14110110 | HHR4:MI:SS

@} BE Log Viewer

[ 3 ® Close B Logout

Browse Sessions ‘ Trace a Session ‘

For | The specified riue pericd [w]
[ From |z011-07-30 VHVE-HMDD (14114144 | HH24:MLSS

@ To  z011-08-31 VIVY-MM-DD | 14:14:44 | HH24:ML:SS

Start-Time End-Time H323-Conf-ID CLI{ani) CLD{dnis) User-Hame
2011-08-29 04:41:37 2011-08-29 04:41:37 10BA49F4 CFOD11EN BCIENOOC 29DADB43 999100 801140369086096 999100
2011-08-2904:41:18 2011-08-20 04:41:18 10864026 CFOD11EN BCIEOOOC 29DADB43 939100 01140368086096 939100
2011-08-29 0140014 2011-08-29 01:40:14 10B6364E CFOD11EQ BCIEODOC 28DA0BA9 999100 901140755854206 999100
2011-08-29 01.39:56 2011-08-29 01,39:56 10862478 CFOD11ED BCIEDOOC J9DADB49 999100 01140755854205 999100
2011-08-29 00:24:35 2011-08-29 00:24:35 10BA208C CFOD11E0 BC3ENOOC 29DADBE48 999100 801140755854205 999100
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BE Log Viewer
» | ® Close | & GetlLog b} Logout

Browse Sessions | Trace a Session

H323-Conf-ID |6F408ERA 11ES11EL BE32000C 23DADR4S

B From FVYY-MM-00 HHZ4:M1:55

@I FVYY-MM-DD HH24:M1:55
H323-Conf-ID: GFA0SEBA 11ES11E1 BE32000C 29DADBA9 Session timeframe, start: 2011-11-21 15.52:46
CalHD: 60c120e1-ef@3aeci@®182 168.224 122 Show SIP log from [183.28.87 71 Session timeframe, end: 2011-11-21 15:53:41

Loglevel: |5 - Debug | v| Expand All Collapse All

Type: Autharize: INVITE NAS-IP-Address: 193.28.67 71 User-Name: 16045550003 Called-Station-ld: 12000899666
N -2 TR ‘ e ‘ Calling-Station.Id: 16045550003

2:46 [0]: Processing request (BE wer:mr24-testing,cluster:32z)...
2146 [3]: Attributes:

NA5-IP-Address '183.28.87.71"
User-Name ' 16045550003
Called-Station-Id 112000999666
Calling-5tation-Id ' 16045550003

h323-conf-id
call-id
Digest-TUsername
Digest-Realn
Digest-Nonce
Digest-TRI
Digest-Method
Digest-Alyorithn
Digest-Response
h3z3-remote-address
h323-session-protocol

|6F408EEA 11ES11E]1 BS32000C 29DADB4I
'60c12081-e£93aectB192. 166, 224, 122
116045550003

'183.26.67.71"
100335d853069658aebafdes3ed2481c6584d
'5ip:12000899666B193. 28,67, 71"

| INWITE

DS
1047bb416a583d78073d6a52haef9BEa8
1192.166.224. 122"

'sipwa!

Browse Sessions tab

Field Description
Type of Events Select whether to show only billable sessions
or all events:

e Sessions — Show only billable
sessions.

e All Events — Show all events
including the following requests:
SUBSCRIBE / PUBLISH /
MESSAGE / REGISTER /
DIALPLAN.

For Display all sessions in a recent time period.

From, To Choose a specific time period.

Trace a Session tab

Field Description
H323-Conf-ID The H323-Conf-ID of a call.

Including Select this check box to see sub-sessions

Subsessions related to a specific call or an internet session
in one billing engine log.

From, To Choose a specific time period.

If you do not know the H323-Conf-ID for a call you have just made, you
can use the right side of the form to display all call attempts made within a
certain interval (this will also include failed call attempts, which makes it
extremely useful for troubleshooting problems when you are unable to
make outgoing calls, e.g. due to an authorization failure).

394



Porta|4Billing® Help Desk

You will see a list of call attempts, with the call initiation time, H323-
Conf-ID and CLI / CLD for each; click on the underlined H323-Conf-ID
to see the billing engine log for it.

SIP Log Viewer

The SIP Log Viewer page allows you to view billing logs of PortaSIP®
calls. You need to know the Call-ID of the specific call in order to trace it.
If you do not know the call-id (e.g. you just made a phone call from a SIP
phone and it failed), you can display all call attempts for a recent period
and locate the call-id of “your” call according to CLD or other
parameters.

Trace a call tab

Field Description
Call-ID The SIP Call-ID (typical format is
XXXXX@some.domain ot XXXX(@IP).
Another Call-ID The Call-ID used to trace callback calls when
one logical call consists of several independent
SIP calls.
Output format Raw text log, or with diagram, or log with
diagram in separate tab of your browser, or
log with diagram in a separate tab within the
SIP Log Viewer page.

Show Call Attempts tab

Field Description
PortaSIP Node The PortaSIP® node (virtual SIP
instance) whose log files will be
processed.
Time Interval Displays all call attempts on this node, so
that you can find the call-id for a call and
use it to obtain log information.

SIP Log Viewer

all | Show Call Attempts

calp -

butnot H323-Cont-D !
Another Call-ID ‘ |
optional, e.g. for caliback cails

[bagdnces-dicatea@iaz168.224,93 |

O Log with call diagram (in PortaTah)
O Log with call diagram

O Log with call diagram legacy)

@ Onlytext Ing

Output format

Get log

]
i
¥
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Only text log:

0 Dec 02:59:54, 791/GLOBAL /proxy[1543]1: RECEIVED message from 51.ZlZ.34.242:64253:
INVITE sip:l230008193.28.87.36 SIP/2.0
Cseq: 1 INVITE
From: "Anonymous” <sip:anonymousBanomymous.invalids;tag=2
Content-Length: 163
Content-Type: application/sdp
Max-Foryards: 70
Via: SIP/2.0/UDP 192.168.0.48: 5060;branch=z3hB4bK-1-0-3-55601
P-Preferred-Tdentity: sip:001B193.26.67.36
P-Sipper-dession: #<UdpSession:0xb6eb5a5ds
Supported: 100rel, path
Te: <sip:l23000B183.28.87.36>
Contact: <sip:123000192.166.0.48: 5060
Call-TD: 3-5&148192.165.0.48

v=0
o=nkhan 1262167196 1262167196 IN IF4 10.10.10.10
s-Sipper Seasion

©=IN IP4 10.10.10.10

©=3471155996 0

w=audioc £060 RTP/AVP 0

a=sendrecy

a=rtpmap: 0 PCMU/E000

0 Dec 09:59:54.816/GLOBAL/proxy[1549]: SENDING message to 91.21Z.54.243:64255:
SIP/2.0 100 Trying
Via: SIP/2.0/UDP 192.168.0.48: S060;hranch-z9hG4hK-1-0-3-55601 sreceived-91.212. 34, 242 3 tpor t-64253
To: <sip:l23000B183.28.87.36>
From: "Anonymous” <sip:anonymousfBanonymous.invalids:tag=2
Call-ID: 3-85L48192.163.0.48
Cseq: 1 INVITE
Content-Length: 0

0 Dec 09:59:54.817/GLOBAL/proxy[1549]: SEMDING nessage to 193.28.87.36: 5061:
INVITE sip:l230008193.28.87.386 SIP/2.0
via: SIP/2.0/UDP 193.28.87.36:5060;branch-z9hG4bK-d8754z-23ee02339FadBh6E-1--~dB7542- ;Tport
Via: SIP/2.0/UDP 192.168.0.48: 5060;branch=z9hG4bK-1-0-3-55601  received=91. 212.34. 242;rpor t=64253

Log with call diagram (legacy):

Send logs te RTTrouble ficket Send Enlarge comment

PortaSIP node: 193.28.87.168
Call-ID: 81c6114e-915£13786192.168.192.65
H323-Conf-ID: 64184906 EASCI1EZ 96DB000C 295K00E7

Show sent SIP messages (internal): [
Topiis2 168,152 = UDP:193.28.87168:5060 UDP:193.28.67. 16a:506L 200 UDP: 153..28.87. 169:5060
et e ooy bzbua/11523 22 BoroalM Media Server
BoruasTP EorcasTe Eorvadilling E

> (3.2 101/T) » INVITZ
< (.7 101/T) 100 Trying -
@21

<= (.7 101/T) 401 Unauthe
-> (3.2 101/A) ACK —

> (2.2 102/T) + INVITE —
<= (4.7 102/T) 100 Trying -

Lyl 2 A DT
b2bua[11823] Source conf-id is not generating nev conf-id
S A Tare or e ] 1 |
1 e—> Authorization request
| fa<— Ruth recusst accented
b2bual11623] New calling state seammel
b2bual11623] New calling state seamm=d
b2bual11823] Iocation lockio Zsiled. trest this as MAT oressnce
b2bual11833] Use rtoorowv: calaulatad=(True. caller behind NAT) O i R lecal o = True
b2bual11823] new leg call-id: Slc6l14e-91S1378192.168.152.65
Stooroay[1166€] Dy seasion on a ort 6563 craated, tad 4. 33001496729
63.152.65:16414

Tepprosy(11666] pre-filling calles's sddres
(T

1
| =2 Goa s/ 350 oo

1 f—> Aceounting (stop/ori@) —>
rtooronvi11866] forcefullv deleting session 1 on ports 36563/0
rtooronv(11666] RIP stats: O in from calles. 0 in from caller. 0 relaved. O drocoed
Ttooronv(11666] session on ports 36568/0 is cleaned up
b2bual11623] Use rtooroww False ) o2 0R leaal [} = False
Toon[11559) now log colloia: Blesi1se SISEI3TO0155 166 150 65

I e

i <.

3990262449200193.28.57.168 S18/2.0
Via: SIP/2.0/UDP 132.168.192.65.5062,branchos hGiDK-a3ca1180
Max-Forvards: 70
Contact: "2ni33302644425" <sip:ani333026444250153.168.152
To: <sip:855026244420§183.28 87 168>

From: "ani55502644423" <sip:ani39502644425¢153 28 87 168> tag=E
C211-1D: 81cé114e-515513738152 16515265

CSeq: 101 INVITE

Sxpires: 240

Xllow: ACK, BYE, CANCEL, INFO, INVITE
Content-Type: spplication/sdp
Supported: replaces

User-Agent: Linksys/S5BA342-6.1.5(2)
Content-Length: 403

NOTIFY, OPTIONS,

o=- 25713279 25715275 IN IB4 152.168.152.65

You can automatically submit this call log, with all the relevant details, to

PortaOne’s support ticketing system from the result page. Simply enter
the relevant trouble ticket number in the input field. (First you need to
open a ticket and provide a general description of the problem you are
experiencing).

Log with call diagram, here you can select the level of detailing of the
current SIP log:
e 0 - simple — SIP messages to/from UAs, AAA requests, RTP
Proxy commands.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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e 1 - extended — All SIP messages, AAA requests, RTP Proxy
command.
e 2 - whole — All messages from sip.log with the corresponding

Call-1d.

SIP Log Viewer

2013-07-15T10: 59:51. 5222 | portaproxy [12004] | 2aB1l0dla-9aa56£5e0192. 168
INVITE 5ip:180012345678193.28.87.168 SIE/2.0
Via: SIB/2.0/UDP 192.168.192.65:5062;branch=z9nG4bK-25abide
Max-Forwards: 70
Contact: "ani99902644423" <31p:ani999026444290192.168.192. 65
To: <3ip:180012345670193.28.87.168>
From: "anig99902644429" <sip:anif99026444290193
Call-ID: 2a810dla-92a56£5e0192.168.192.65

> Buthorization request —>
equest_accepted |

Accounting (stop/ans) ->
> (5.2 c24/8) =%
—» Accounting (stop/orig)
e )

B

B

1

.192.65|15/1039| RECEIVED message from UDF:192.168.192.65:5062 at UDP:133.

15062>

28.87.168>; tag=£290dleabSa3flceo

M

i
o
%

Porta SIP node: 193.28 87.168
CalliD: 23810d12-03a56/5e@192.168.192.65
H323Conf-D:  641B4FAD EABCTIE2 96D8000C 295A00E7
Hide panel
Loglevel: 0 - simple =
Portastp UDp:192.168.182  65:5062 DP:155.28.67. 16825060 De:193.28.87. 16855061 an UDP:193.28.87.165:5060
Server Linksvs/Spastz-5.1.5(2) = Ezua/1i223 = Fo: 2 Server
w EoreasTe = PorcaBilling
—» (A.2 101/I) INVITE — = I
< (A2 101/T) 100 Tring - |
(3.2 101/T) TVTTE — |
.2 101/} 101 Unauth — |
< (.2 101/D) 401 Unauth — |
> (A2 101/A) ACK —— I
—» (A2 102/I) INVITE — = I
< (A2 102/T) 100 Trping — i
- (2.2 102/D) |
<— (A.? 102/1) I
I

+162:5060: |

Log with call diagram (in PortaTab):

® Close | & GetLog

SIP Log Viewer

P Logout

Traceacall | Show Call Attempts

Porta SIP node:
Call-ID:
H323-Conf-ID:

View Log 4

193266778
aa7d91eb-b2c17b6@192.168.224.114~10

0AG16AAE B11611E4 911A000C 20818177

Hide panel
Loglevel: '@ - simple v
rtooroRv/ 19777 UDP:183.28.87.73:5061 UDP:183.28.87.73:5060 UDP:133.38 87,243
TrooroKV/1377T bZbuz/15 X
EoreaSID PoreaSTR =

cond-19=0033
cod-10=0054

2015-02-10T11: 2
blbua
h323-
h323-
h3z3-
rorta
Tort

7d9leb-b2c1IThERLE.
= CE

cmd-id=0055//

.168.224.114~1c|IAI1076| ARA

=
sid=l/side —8 ! u

request accepted, processing response:

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

To submit this call log, with all the relevant details, to PortaOne’s support
ticketing system first click the Get Log button on the top of the page and
then specify the relevant trouble ticket number and comment (available
for Log with call diagram and for Log with call diagram (in
PortaTab)).
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Account Info for Help Desk Staff

The Account Info page is provided for Help Desk staff responsible for
answering questions from account holders. The interface requires the
account holder to give the Help Desk an account ID or a batch and
control number. The Help Desk operator can also browse xDRs for this

account by selecting the Browse xDRs Blicon.

o
» | ® Close P Logout
Account ID Customer Bateh culz SIP Status Advanced
EasyCall Ltd, ANY v search
xDRs AccountID Idle, days Currency Balance CreditLimit Type Product Batch UM Status SIP
@ 7770000 UsD  10.00000 Debit EasyCall EasyCall
@ 7770001 usDb  10.00000 Debit EasyCall EasyCall
@ 7770002 UsD  10.00000 Dehit EasyCall EasyCall
@ 7770003 UsD  10.00000 Dehit EasyCall EasyCall
@ 7770004 USD  10.00000 Dehit EasvCall EasyCall
@ 7770005 usD  10.00000 Debit EasyCall EasyCall
@ 7770006 UsD  10.00000 Debit EasyCall EaszyCall
@ 7770007 usD  10.00000 Debit EasyCall EasyCall
@ 7770005 UsD  10.00000 Dehit EasyCall EasyCall

Once specified, clicking on Account ID will take the user to the Account
Info for that account.

ot Account Info / Retail Customer 'EasyCall Ltd'

[ 3 [ save | [g Save & Close | ® Close | [E] #xDRs | 5] E-Paymentslog | B3 Terminate Number Porting P Logout | B Log

° AccountID 15070712231 4 Balance 0.07000USD

Blocked Blocked |

Life Cycle | Subscriptions ‘ ¥olume Discounts | Notepad ‘ Service Configuration Phone Book

Account Info | Products

Web Self-Care

Additional Info

Balance Adjustments Subscriber | Aliases

Call Barring | Fraud Prevention | Custom Fields

Customer EasyCall Lid Credit Limit 100.00000 usD
Tupe Credit Opening Balance 0.00000 USD
Service Password UzFsd@vky180)5fz Aute || o funds 0.00000 USD
E-Mail
Customer Site Hone v || UserAgent —
Batch 1111 r Contact

Registered --
Contral Mumber 5

Expires

Some account details on the Account Info page are read-only. This
interface is similar to the one accessible via the customer’s accounts. Help
Desk staff have the ability to modify preferences like Web Password,
Service Password, Account Balance, Time Zone, Redirect Number,
Blocked Status and Preferred Language. When making changes, Help
Desk staff should also provide a comment detailing the reason for these
changes (for example, “user unable to call due to network outage, credited
$5”). Changes may be confirmed by clicking il Save or el Save&Close.
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Number Porting

There is an option to port numbers from / to PortaBilling®. The
PortaBilling® administrator may monitor all requests from his system (the
Port-in tab) and to his system (Port-out tab) by clicking the Number
Porting button on the Account Info page.

@ E (8] Account Info

[ 3 ® Close Number Porting Objects *I) Logout

AccountiD ® Customer Batch Ctri# SIP Status Advanced
Ay v || Show Accounts | Search

i |t

Cancel
Request

Account ID Porting Number Desired Due Date Status

B 2015676324 201-706-5879 2015-04-26 11:12:00 PROCESSING xX
B 2015678324 201-704-4892 2015-04-16 12:31:00 PROCESSING x
4 2015678424 201-696-0158 2015-04-16 12:31:00 PROCESSING x
E' 2016778524 209-400-0478 2015-05-26 10:02:00 PROCESSING x
B 2036678424 209-397-7895 2015-04-10 08:08:00 PROCESSING x
Field Description
Account ID The primary identification for this account.

Porting Number | A number that must be ported to PortaBilling®
from another telecom (Port-In tab) or from the
PortaBilling® system to another telecom (Port-

Out tab).
Desired Due The date by which the customer’s request must be
Date completed.
Status The status of the number porting process.
e NEW — Number porting request has been
created.

NOTE: The request has not yet been sent to the
number porting company.

e PROCESSING — Number porting request
has been sent; waiting for confirmation or
cancelation.

e RESOLUTION_REQUIRED - Request
is not complete; additional information is
required.

e CONFIRMED — Number porting is
confirmed by all involved entities.

o ERROR — External error towards
PortaBilling® has been detected.

e INTERNAL_ERROR - Internal error
towards PortaBilling® has been detected.

e CANCELLED — Number porting request
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has been cancelled by the owner of the
requested number.

e FINISHED — Number porting has been
successfully completed.

Cancel Request | Click the ¥ Cancel Request icon to cancel the

number porting request.

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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1 0- How to ...
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View downloaded .csv (comma-separated
values) files in Windows

To view downloaded .csv (comma-separated values) files in Windows,
please do the following to match PortaBilling® default list separator:
Control Panel = Region and Language = Formats = Additional
Settings... = List Separator .

b

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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APPENDIX A. xDR Browser

To easily view the xDR history for a particular entity you can use the xDR
browser. It is not directly accessible from the main menu, since it needs
to be accessed in the context of a specific customer / account etc.

Let’s assume that you want to view the xDR history for a particular

customer. To go to the xDR view page click the @ View icon on the
Customer Management page.

The browser is also accessible from the Edit Customer page by clicking
the xDRs button.

Edit Customer 'EasyCall Ltd’

e Save | [gl Save&Close | ® Close | E] xDRs | {} Batches | 42 Sites | (Z) Accounts | & E-Paymentslog | [ Invoices
[B Out-Of-Turn Inveice ‘ B Terminate |

M) Logout

Customer ID EasyCall Ltd Customer Class Defsult customer class -

Balance Control Postpaid
Balance 2482 74584 USD
Current Credit Limit 3000.00000 USD

Life Cycle | Taxation ‘ Abbreviated Dialin: ‘ thscljtiolls ‘ Volume Discounts | Trouble Tickets | Notepad | Service Configuration ‘ Permitted SIP Proxies

Address Info | Balance Adjustments | Web gelf-Care ‘ Additional Info ‘ Payment Info | Auto-Payments ‘ Extensions | Huntgroups
L
]
Company Name I Contact
Mr/Ms ... [ ] Phone
First Name l Fax
M i Alt Phone
LastName a Alt. Contact
Address I E-Mail
- BCC
i Description
Province/State L]
Postal Code I
-
City '
Country/Region a

xDR History for Customer "EasyCall Ltd."

» | ® Close | ¥ Download | 4 Objects

i Logout
[ From Date 2013-05-21 YYYYMMDD 07:22:15 | HH24:MI:S5
[ ToDate 2013-05-23 YYYMM-DD 00100100  HH24MLSS
Senice 211 -
Show xDRs For Customer and Credit Accounts v

Show Unsuccessful Attempts [

Show xDRs

On the xDR History page you can make an extensible search via:
e A date and time range by clicking the B icon.
e A certain service type.

e The required accounts type (for customers only).

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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If you want the information about the CDR_Failed to be included in the
results list, select Show Unsuccessful Attempts.

To initiate a query, click the Show xDRs button. The result page will
contain a summary displayed on the top of the page and a table listing all
of the calls and charges from a specified time period.

If you want to reverse any type of transaction (voice calls, credits /
adjustments, etc.), complete the following steps:
1. Select the xDRs you want to reverse.

2. Click the B Revert button.
3. In the Revert dialog box define the following:

e Transaction amount to be reversed (only if you have
selected the sole xDR in step 1).

e Comment (for example, the reason for reversing this
amount; keep in mind that this comment is visible to the
customer).

e  Whether to hide the original and correction xDRs from
the end user.

4. Click Revert.

Note that the Amount field in the Revert dialog box is inactive if you
select multiple xDRs in step 1 — the transaction amount in this case is
always equal to the sum of all selected xDRs amounts.

xDR History for Customer 'SmartCalls, Ltd."

< Cusomer smarcat, L. Tota Transactons 17
From Date 2015-02-12 09:16:00 Usage Charges  17.45334 USD
ToDate 2015-02-13 00:30:33 Usage Credits 000000 USD
ShowDRs For  Gustomer and Credt Accounts Total 17.45334 USD
Senvice (5) Voice Calls
Voice Calls
Tvew M ot From To  County Descrption ' Datemme | CSSATme  ATMOU oy poyen )
=]} 12121234567 12121234567 9134567343 India 21502-1209:3409 1723 1216833 (=]
Bl 12121234567 12121234567 9134567343 India 015:02-1209:3222 043 050167 0
=} 12121234567 12121234567 9134567343 India 201502-1209:31:24 044 051333 2
B 12121204567 12121234567 9134567343 India 2150212092815 043 0sote7
=]} 12121234567 12121234567 9134567343 India 201502-1209:27:57 015 017500
9] 12121234567 12121234567 9134567343 Inda 150212082705 025 o0z29t67
=]} 12121234567 12121234567 9134567343 India 2015-02-12 09:26:26 0:33 038500
@ 12121234567 12121234567 9134567343 India 21502:1209:25:33 015 047500
=]} 12121234567 12121234567 9134567343 India 20150212 09:25:08 017 019833
=]} 12121234567 12121234567 9134567343 India 01502-1209:24:13 039 045500
@l 12121234567 12121234567 9134567343 India 201502-1209:23:96 0:25 029167
1=} 12121234567 12121234567 9134567343 India 21502-1200:23:11 019 022167
=]} 12121234567 12121234567 9134567343 India 201502-12 09:20:41 0:30 0.35000
1=} 12121234567 12121234567 9134567343 India 2015-02-1209:18:38 045 052500
=]} 12121234567 12121234567 9134567343 India 21502-1209:19:21 015 017500
B 12121204567 12121234567 9134567343 India D150 12081851 030 03s000
=} 12121234567 12121234567 9134567343 India 01502-1209:17:44 015 017500
subtotal 2456 17.45334 -
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xDR History for Customer 'SmartCalls, Ltd."

Gustomer smartcalis, Ltd. Total Transactions 17
From Date 2015-02-12 09:15:00 Usage Charges  17.45334 USD
ToDate 2015-02-12 09:35:00 Usage Gredits 0.00000 USD
ShowDRs For  Customer and Credit Accounts, Total 1745338 USD
Senice (s) Voice Calls
Voice Calls
Tvew M ot from T Counry Descrption ' Datemme  ChOSATIme  Ameumt yion goyer(
B 12121254567 12121234567 9134567345 India D1502-1209:3409 1723 121683
=]} 12121234567 12121234567 9134567343 India 2015-02-12 09:32:22 043 0.50167 Fl
B 12121238567 12121234567 9134567343 india 2015-02-120031:24 04 051333 v
S e =
) 1212: 7500 v
) 120 Amount- Gasser usp o167 @
Bl 12120 Comment Bad zound qualit] 8500 =
Bl 121 Hite original and correction XDRs ffom encu Fesa =
B 12120 0a33 v
B ey . — v U550 v
=)} 12121234567 1! 343 India 2015-02-1209:23:46 025 0.20167 |
=} 12121234567 12121234567 9134567343 India 2015-02-1209:23:11 019 0.22167 V]
B 121210238567 12121238567 9134567363 India 2015-02-12092041 030 035000 v
=]} 12121234567 12121234567 9134567343 India 2015-02-12 09:19:38 045  0.52500 V]
B 121210238567 12121238567 9134567363 India 0150212091921 015 07500 v
1=} 12121234567 12121234567 9134567343 India 2015-02-1209:18:51 030 0.35000 Fl
B 12121238567 12121234567 9134567343 india 2015-02-1209:17:44 015 07500 v
Subtotal 2456 1745334

In case you want to reverse a transaction as if it never happened, use the
Hide original and correction xDRs from end-user option in step 3.
Therefore, both the original and correction xDRs will be given

the ® Hidden xDR icon in the Hidden column and end users will
neither see these xDRs in their invoices, notr on self-care interfaces or in
statistics.

This option is only available when the reverse transaction amount is equal
to the original transaction(s) amount and all of the transaction xDRs are
included in the open billing period or an invoice that is under review.

Note that you must be very careful when applying Hide original and
correction xDRs from end user — once an xDR becomes hidden, it’s
not possible to reverse it. So if you reverse a transaction by mistake and
mark it as hidden, you can only correct this by manually charging for the
transaction amount or by importing an analogous xDR.

If you want to view information (charged quantity and amounts due) for
all of the services, click the Show Totals by Services button.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 4“6



Porta4Billing® Appendices

» ® Close | ¥ Download | E] xDRs Objects *l) Logout
Customer EasyCall Ltd. Credits 30.00000 USD
From Date 2013-07-11 04:56:02 Payments / Refunds 0.00000 USD
To Date 2013-07-12 05:26:06 Subscriptions Charged 0.00000 USD
Total Sessions 10 Taxes 0.00000 USD
Total Transactions 10 Services Charged 1.41000 USD
Total 31.41000 USD

Show Jotals by Services

Credits 1

User  Account DeNcription Comment ¥ DateiTime Amount, USD  Hidden Revert
m Balance amus1memlmaﬂualcharge Manual charge 2013-07-12 04:55:57 50.00000 No

[&] Balance agustmenty Manual Credit Manual credit 2013-07-12 04:16: 14 -20.00000  No

Subtotal I 30.00000

Voice Calls

? View Account From 0 To Country Description DatelTime A"l'fs"';“" Hidden Revert Play
(D] 1212456762672 121245576&6’6 1420136985214 Calls between IP phones 2013-07-1204:38:36 112 0.60000 Mo
@ 4420136985214 12124567656- 4420136985214 Incoming from Anywhere 2013-07-12 04:38:36 112 012000 No
(D] 222013698521 s4z013698520 1212456762678 Calls between IP phones 2013-07-1204:36:26 109 057500 Mo
@l 1212456768678 442D1369552i 1212456768678 Incoming from Anywhere 2013-07-12 04:36:25 1:09 0.11500 No
Subtotal 442 141000

Customer EasyCall Ltd. Credits 30.00000 USD
From Date 2013-07-11 04:56:02 Payments / Refunds 0.00000 USD
To Date 20130712 05:26.08 Subscriptions Charged 0.00000USD
Total Sessions 10 Taxes 0.00000 USD
Total Transactions 10 Senices Charged 1.41000 USD

Total 31.41000 USD

Hide Totals by Services

¥ Service Charged Quantity  Amount, USD
Broadband (megabyte) 0 0.00000
Conferencing (second) ] 0.00000
Data Senvice [KB] (byte) 0 0.00000
Data Service [MB] (byte) 0 0.00000
Dial-up (second) 0 0.00000
LTE (kilobyte) 0 0.00000
Messaging Sernvice (message) o 0.00000
‘Quantity Based (pcs.) 0 0.00000
Voice Calls (second) 366 1.41000
WI-FI (second) 0 0.00000

A call session with several rating periods produces multiple xDR records,
each linked to the applicable discount level / rate. This makes it very easy
for both administrators and end users to check the accuracy of all
transactions billed. To view xDRs records for the same session, click on

the EI icon:
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XDR History for Account '12124656768677'

[ 3 ® Close | ¥ Download | [E] xDRs | [E] Services Usage Details Objects

Account 12124656768677 Credits 0.00000 USD
From Date 2013-05-22 05:02:33 Payments / Refunds 0.00000 USD
To Date 2013-05-23 05:07.04 Subscriptions Charged  0.00000 USD
Charged by “On-net product Senices Charged 159166 USD
Type Credit Total 1.50166 USD
Total Sessions 5

Total Transactions &

Show Totals by Senvices

Voice Calls

? View From To G| T i Y G c"“':?i:‘;lic"'e’ ATJ;:M' Revert Play
B a4z36985217  12124656768677 2013-05-23 05:00:38 0:25 0.20833
O] 12236985217 12124656768677 2013-05-23 04:59:57 034 028333
O] 1212856768677 44236885217 2013-05-23 04:57:52 0:59 0.49167

B 1212656768677 44236985217 2013-05-23 04:43:42 200 050000

o btotal 41 1.59166

\

xDR History for Account '12124656768677' AmericajVancouver | demoroot | [2] Help

@ Close | ¥ Download | [E] xDRs | [E Services Usage Details | 4E] Objects

Account 12124656768677 Credits 0.00000 USD
From Date 2013-05-22 05:02:33 Payments / Refunds 0.00000 USD
To Date 2013-05-23 05:07.04 Subscriptions Charged  0.00000 USD
Charged by On-net product Senvices Charged 159166 USD
Type Credit Total 1.59166 USD
Total Sessions 5

Total Transactions &

Show Totals by Semvices

Voice Calls
(Sﬁs'mn XDRs list X “
Account From To Country Description DateiTime  Charged Time, m  Amount, USD Revert

1212465676... 1212465676, 44236985217 2013-05-23 0... 1:00 0.50000
1212465676... 1212465676, 44236985217 2013-05-23 0... 1:00 0.00000

L ]

=} @ 12124656768677 44236985217 2013-05-23 04:43:42 2:00 0.50000

Subtotal an 1.59166

APPENDIX B. Audio File Formats Supported
by Music on Hold Feature

The Music on Hold feature supports the following file formats:

8svx, aif, aifc, aiff, aiffc, al, amb, au, avr, caf, cdda, cdr, cvs, cvsd, cvu, dat,
dvms, £32, t4, 164, {8, fap, flac, fssd, gsm, hcom, htk, ima, ircam, la, Ipc,
Ipc10, lu, mat, mat4, mat5, maud, mp2, mp3, nist, ogg, paf, prc, pvf, raw,
s1, 5106, s2, s24, s3, s32, s4, s8, sb, sd2, sds, sf, sl, smp, snd, sndfile, sndr,
sndt, sou, sox, sph, sw, txw, ul, ul6, u2, u24, u3, u32, u4, u8, ub, ul, uw,
vms, voc, vorbis, vox, w0, wav, wavpcm, wve, xa, Xi.

Please note that the uploaded media file should have an appropriate
filename extension.
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