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Preface

This document provides a general overview of the PortaBilling® admin
web interface.

Where to get the latest version of this guide

The hard copy of this guide is updated upon major releases only, and does
not always contain the latest material on enhancements that occur in-
between minor releases. The online copy of this guide is always up to
date, and integrates the latest changes to the product. You can access the
latest copy of this guide at www.portaone.com/support/documentation/.

Conventions

This publication uses the following conventions:
e Commands and keywords are given in boldface.

e Terminal sessions, console screens, or system file names are
displayed in fixed width font.

Exclamation mark draws your attention to important actions that must
A be taken for proper configuration.

NOTE: Notes contain additional information to supplement or accentuate important
points in the text.

Z Timesaver means that you can save time by taking the action described
here.
6»()f Tips provide information that might help you solve a problem.

Gear points out that this feature must be enabled on the Configuration
server.

5
¢
Gas

Trademarks and Copyrights

PortaBilling®, PortaSIP® and PortaSwitch® are registered trademarks of
PortaOne, Inc.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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Document Objectives

The target audience of this document is system administrators, VolIP
engineers, and system or helpdesk operators who will be managing your
services via the PortaBilling® web interface.

How to Get Technical Assistance

The dealer from whom you purchased this product is the firs? place you
should go for technical assistance. The dealer is usually the most qualified
source of help, and is the person most familiar with your system and how
this product should be installed. Many dealers have customer service and
technical support programs that offer varying levels of support,
depending on your needs and computer knowledge.

If your dealer cannot assist you

If you cannot get assistance from your dealer, the vendor provides varying
levels of technical assistance.

PortaOne’s Customer Support Setvice (email: support@portaone.com)
can supply quick answers to specific inquiries regarding product features
and technical questions. You can visit http://www.portaone.com for more
information.

Hardware and Software Requirements

Client System Recommendations
e OS: MS Windows XP or above, Linux/BSD, Mac OS X 10.6 or

above.
e Web browser:
o Internet Explorer 11.0 or above, Mozilla Firefox 38 or
above.
o JavaScript and cookies must be enabled.

e Spreadsheet processor: MS Excel, OpenOffice Calc,

LibreOffice Calc, Google Sheets.
e Display settings: A minimum screen resolution of 1024 X 768.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com E
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PortaBilling’s front-end design and functionality are simple and intuitive.
The web interface of the PortaBilling® home page is the main point of
entry to all system objects and tools. Divided into eight functional blocks,
the icons below link to pages containing tools for system management,
VoIP networking, billing, customer help and generating statistics. Each
second-level page contains a link back to the home page.

PortaBilling - Main Menu

My Company Services Trace Session
Access Levels S Currencies O Active Sessions
Users Exchange Rates BE Log Viewer

Mailing List Customer Classes SIP Log Viewer
Templates E-Payment Systems Account Tnfo
Web Interface Custom Taxes

Quick Forms

Representatives Route Categories System Load
Distributors Routing Plans ﬁ/

1! ialpl. ASR
Resellers Test Dialplan Cost / Revenue

Callshop Resellers Routing Criteria Custom Reports

Customers IVR Applications

Vendors Connections Vendor xDRs
Customer xDRs
CDR Mediation

Invoices

Destinations Nodes Geo/Risk Profiles
Destination Group Sets call Handling Fraud Traffic Profiles
Tariffs Dial Plan spending Plans

Volume Discount Plans Service Policies

00
00

Bundle Promotions Internet Services
Subscription Plans CPE Profiles
Products CPE Inventory

SIM Card Inventory
DID Inventory

These are the eight functional blocks:

Global system maintenance tasks, such as adding
administrative users, defining access levels and creating
mailing lists, templates and quick forms.

=

anagement

Tasks related to billing, such as managing the list of
services provided and the rate plan definition;
maintenance of currencies and exchange rates.

=

o
=
5
R

Tasks related to charging customers for services, such
as managing destinations, destination group sets, tariffs,
products and discount plans.

Q0
B

=
o
2
=]
(1)}

Tasks related to different entities in the system, such as
representatives, distributors, resellers, customers,
vendors and account management.

>

=

articipants

Configuration of network components: registering new
nodes (network endpoints) in the system; configuration
of CPE profiles; tools for configuring and testing call
routing.

Z

etworking

Configuration of various parameters which affect call
routing, and a tool to check how routing will be done
for a particular destination number.

Routing

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 8
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A variety of statistics and reports are available,
reflecting the status of the system or providing
information on call records, costing and revenue.

X

Statistics

Tasks available to help desk staff for assistance in
troubleshooting problems that clients may inquire

Help Desk  2POUC

O

Tasks related to fraud protection, such as configuring
geo / risk profiles, fraud traffic profiles and spending
plans.

o]
—t
I
c
[o W)

Protection

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 9
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PortaBilling Security

PortaBilling® is compliant with Visa Security Standards.

User interface

e Inactivity logout
¢ Unconditional logout

User passwords

e The minimum password length is six (0) characters and the
maximum password length is sixteen (16) characters.

e Passwords include both alphabetical and numerical components.
e Passwords are stored under irreversible encryption.
e The user’s last six (6) passwords cannot be re-used.

e Passwords must 7oz be changed within one (1) day of a previous
change.

e The initial password must be changed on the first login.
e Passwords must be changed at least once every 30 days.

Credit card information

e Credit card information is displayed as 1234xxxxxxx567.

e Credit card information is stored using the same encryption as for
the Payment System password.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 10
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Common Features

All of the functions available from the home page (main menu) are also
available using the drop-down menus:

ENE

My Company
Access Levels

Users

Mailing List
Templates
Web Interface

Quick Forms

The ﬁ Home icon on the left also contains a menu with shortcuts to all
the other PortaBilling® web interfaces:

Admin — Shortcut to this interface; same result as clicking the
Home icon.

Customer Self-Care Portal — Customer self-care interface
CC-Staff — Customer Care Staff interface.

Account Self-Care Portal — Interface for account owners (end
users).

Vendors — Interface for your termination partners.
Representatives — Interface for your sales agents or distributors.

The top right-hand side of the interface provides users with the following
information:

1 2 3

Y e

E}l Logout Ed_ug

7 /

4 =]

Time Zone (1) — The time zone where the current user operates.
Click on this link to select a time zone for your current session.
Login (2) — The login name of the currently logged in user.
Help (3) — Context help for the current page. Click this link to
open the help page.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 11
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¢ Logout (4) — Click to end the current session or, when necessary,
to re-login as another user.

¢ Log (5) — This link is only available to users with corresponding
access rights and where applicable. Click to view all logged
activities performed.

The toolbar often also shows a list of available actions relative to the
current page:

| [d Save | [g] Save&Close | ® Close

This toolbar acts as the equivalent of the “File” menu for the application,
i.e. the usual location for the “Save,” “Close” and “Add” operations.

Delete an object in the database

If you see the [®icon next to an object name in the list of objects, this
means it can be deleted from the system. Note that only objects which are
not used elsewhere in the system may be deleted. For instance, in the
screenshot below, the DID supplier costs, Prepaid cards and SIP
Phone Subscribers tariffs can be deleted, whereas the rest of tariffs are
being used by some product or connection.

Tariff Management

[ 3 @ Add | @ Close | ¢ Off-Peak Periods | [ xDR Re-rating LCR Rates ol Logout | B Log
Applied To Service Wanaged By Search

aart [v][ 2ar [v][ 2ar ]

Rates Hame Currency  Applied To  Service Managed By Routing  Deseription  Delote

DID supplier osts uso vendor  Voiee Calls Mo |

Internet Access usD vendor  Broadhand Mo

Prepaid cards usD Customer  \Voice Calls  Administrator only ™

SIF Phone Subseribers usD Customer  Voice Calls  Administrator only ™=

Show objects

The Objects icon is only available to the Root user; when selected next to
any web element (such as a data field or select menu) it displays an ACL
control. Move your mouse over the ACL control for the given element to
see the object properties, as illustrated below. These object properties can
be used by the administrator when configuring access levels for certain
users in the system. See the Access Levels section for more information.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 12
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P Change Status ‘ Objects ‘é -

Edit Customer 'SIP Accounts’

Customer ID |SIP Accounts

Customer Class Default customer class v
Balance Control Paostpaid
Balance 2.30874 USD

Current Credit Limit Not set

LifeC\'Ck| Invoices & Taxation | Abbreviated Dialing ‘ Subscriptions ‘ NoEDad| Service Configuration ‘ Measured Services

Address Info | Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Payment Method | Balance & Credits ‘ Custom Fields

Fraud Protection

Company Name [Easy Call

[N i

FirstName dohn

M.l Alex

LastName Doe

Country not set v
Address Line 1 [Green str., 88

Address Line 2

City New York

Province/State | ot set v
Postal Cade 55443

Contact  [SIP Accounts
Phone 120655544433
Fax

Alt Phone

Alt. Contact

Email

BCC

Description

& Change Status | 47 Objects |

Edit Customer 'SIP Accounts’

[l Save | [l Save&Close | ® Close | ] xDRs | 4} Batches | % Sites | (5} Accounts | & E-PaymentsLlog | [] Invoices

Ml Logout

CustomerID [aet |SIP Accounts

Customer Class ~ [aedl | Default customer class
laed Postpaid

Balance (1] 2.39874 e USD
Current Credit Limit Not set

Balance Control

3
ulecvcle| Invoices & Taxation | Abbreviated Dialing ‘ Subscriptions ‘:Notepad| Service Configuration ‘ Measured Services

Address Info | Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Pavment‘eﬂ!od | Balance & Credits ‘ ‘Custom Fields ‘ Fraud Protection
- w

Company Name [act] [Easy Call

[RGL] |Green str., 88
AddressLine 2 ey

MriMs./ [mGt] Mr

FirstName [aGt] John

ML [AGt] Alex

LastName [aGt] Dos

Country [mcy] | Mot set v
Address Line 1

City [neL] New York
Province/State  [ast] | Hot set v
Postal Code [mct] 55443

Contact [act] |SIP Accounts
Phone [AGL] 120655544433
Fax =y
Alt. Phone  [asy
Alt. Contact [acy
Email [ac]
B8CC =
Description [agy]

¥ Change Status | 48] Objects |

Edit Customer 'SIP Accounts’

[E xDRs | {{if} Batches | (& Sites | (E) Accounts | (&l E-PaymentsLog | [] Invoices

Customer ID [agt] |SIP Accounts

Customer Class [aey | Default customer class
[aci| Postpaid
Balance [A€L 2.39874 [&eQ USD

Current Credit Limit Not set

Balance Control

Lifercle| Invoices & Taxation | Abbreviated Dialing ‘ Subscriptions | Nohepad| Service Configuration ‘ Measured Services

Address Info ‘ Balance Adjustments | Web Self-Care ‘ Additional Info ‘ Payment Method ‘ Balance & Credits ‘ Custom Fields ‘ Fraud Protection

Company Name [aeq] [Easy Call

[a€t] Green str., 88
AddressLine2 gy

Mr/MS.A. (et Mr

First Name [agt] John

.l (gL |Alex

Last Name &l [Dos

Country [aeL] | Not set v
Address Line 1

City [t |News York
Province/State  [ael | Not set M
Postal Code [t 55443

Contact [@6t] |SIP Accounts

Prove 28

Fax =y
Alt. Phone  [agy
Alt. Contact (&g
Email =
BCC =]
Description  [ae]

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Sorting tables

" Date/Time C'rl'jliar:g?d A"dﬂsl‘ll}nt'
min:sec

2016-03-16 14:29:09 0:15 0.01258

2016-03-16 14:29:09 0:06 0.00000

2016-03-16 14:29:09 0:06 0.00000

2016-03-16 14:29:09 0:15 0.01258

2016-03-16 14:26:42 0:15 0.01258

This feature is available for all xDR browsers in order to sort the
displayed information according to different criteria, where necessary. The
table header cell with the orange triangle shows the sorted row. A triangle
pointing downward indicates descending order, while a triangle pointing
upward means ascending order.

Sorting is available for all columns with a bi-directional white arrow in the
top left-hand corner of the header cell. To sort a column, simply click on
the header; click the same column again for the opposite sorting order.

Another handy feature for sorting tables is that the table header is always
visible, even if you scroll to the bottom of a large table which does not fit
completely on the screen.

Multiple-language support

Currently, in addition to English as the main language, the PortaBilling®
administrative interface is available in the following languages:

e Arabic
e Chinese (traditional and simplified)

e (Czech
e Hstonian
e French

e German

o Hebrew

e Hungarian
o Jtalian

e [Latvian

e Lithuanian
e Norwegian
e DPolish

e Portuguese (from Portugal and Brazil)
e Russian

e Serbian

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 14
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e Slovenian
e Spanish
e Swedish

Translations are continually maintained and improved upon by the
community of PortaOne customers. New languages may easily be added
upon request; please contact PortaOne support to obtain the XML
template files if you would like to make and submit a translation.

Every user of the system (admin user, account, customer, vendor,
customer care admin) can choose the language of the administrative web
interface for his session. This does not, of course, affect other users; thus
user John can work with the system using English as his interface
language, while user Peter can make use of Chinese simplified as his
language.

Edit User ‘'demo”

Address Info | Web Self-Care ‘ Life Cycle ‘ Limits ‘ Notifications

Login demo Time Zone America/vancouver v
Password ~ [Eeessess Change Passviord ‘Web Interface Language | Default Language v
Access Leval demo user without objects v 2h-tu - Chinese Traditional — .
s - Czech
Allow login from ® Any IP address en - english
et . Estonian
Specific IP addresses/networks £ - Erench
APl token access de - German
he - Hebrew
hu - Hungarizn
it - Italian
1v - Latvian
Qutput Format 1t - Lithuanian
no - Horwegian
Date YYY-MM-DD 2003-12-31 v pl - Folish
8 t - Fortuguese
2411 User Defined v P .
Time HH24:ML: 58 pt-br - Portuguese Brazilian
Date & Time [YYYY-MM-DD HH24:ML: 55 user Defined hd ru - Russian
sr - serbian
Input Format s1 - slovenian
sv - Suedish
Date VYYY-MM-DD 2002-12-31 v
Time HH24:MLSS User Defined M

Editar Usuario ‘"demo’

[ el Guardar | [g] Guardar & Cerrar | ® Cerrar b Cerrarsesion | B Registro
Direccién | Interfaz del Usuario | Ciclo deVida | Limites ‘ Notifications
Login demo Zona Horario America/Vancouver v
L - Lenguaje de la WEB- 5 =
Cantrasefia Cambiar Contrasefia \nterface es - spanish
Nivel de Acceso demo user without objects v
Allow login from ® Any IP address

Specific IF addresses/natworks
APltoken access

Formato de Salida

Fecha VYYY-MM-DD 2003-12-31 v
Hora HH28: M55 Usuario Definido v
Fecha & Hora [YY¥¥-MM-DD HH24:MIL: S5 Usuario Definido v

Formato de Entrada

Fecha VYYY¥-MM-DD 2002-12-31 v

Hara HH24: M1 55 usuario pefinido M

For customer and account self-care interfaces, our officially supported
languages are English, French, Spanish and Chinese. We encourage
PortaOne customers to make translations into other languages as we’ve
witnessed that this kind of localization approach is very effective. ITSPs

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 15
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with the same background are the perfect candidates for making
translations targeted to their specific audiences since they use the same
terminology.

Tab controls

Some forms (e.g. customer or account information) contain so much
information that it is not feasible to display it all on a single screen. The
standard practice in this case is to divide the information between multiple
tabs, each of which contains only a portion of the information and can be
individually selected for display. To provide a better user experience with
a high number of tabs, PortaBilling® provides two rows of tab controls.

Edit Customer "Easy Call Ltd."

P Change Status |

Customer ID |Easy Call Ltd. Customer Class Default customer class v
Balance Control  Fostpaid
Balance 372.14000 USD
Current Credit Limit 1000.00000 USD
Spending Plan 0.00000 USD of 200.00000 USD used
Activated 2016-03-28 15:00:00
Expires 2016-03-29 15:00:00

| Life Cycle

Invoices & Taxation

Abbreviated Dialing

DIDs

Discounts | Notepad ‘ Service Configuration

Subscriptions Measured Services | Override Tariffs

Additional Info Custom Fields Fraud Protection

J Address Info

Balance Adjustments ‘ Web Self-Care

Payment Method | Balance & Credits

Company Name Contact
MrMs /. Phane
First Name Fax

M1 Alt Phone
LastName Alt. Contact
Country Not set hd Email
Address Line 1 BCC
Address Line 2

city Description
ProvinceiState | not set v

Postal Code

When you click on a tab’s name, it is selected (black font on a white
background) and you can see the associated information. Note that even
if a tab from the upper row is selected, the row order does not change,
and all the tabs stay in their original location. Thus you can always
remember where a particular tab control is located on the form; see below
for an example where a tab from the upper row has been selected.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 15



Porta 4 Billing® Introduction

Customer ID [Easy call Ltd. Customer Class Default customer class v
Balance Control Postpaid
Balance 37214000 USD
Current Credit Limit 1000.00000 USD
Spending Plan 0.00000 USD of 200.00000 USD used

Activated 2016-03-28 15:00:00
Expires 2016-03-29 15:00:00

‘ Life Cycle ‘ Invoices & Taxation ‘ Abbreviated Dialing | DIDs ‘ Subscriptions | Discounts ‘ Notepad | Service Configuration | Measured Services | Override Tariffs ‘

‘ Address Info | Balance Adjustments ‘ Web Self-Care ‘ Additional Info | Payment Method ‘ Balance & Credits | Custom Fields ‘ Fraud Protection ‘

Services Voice Calls

- Voice Calls
. RTP Proxy
+.. Jj Dialing Rules
Fraud Detection RTP Proxy Use Default -
Outgoing Calls
Music on Hold
Incoming Calls
Music on Hold: Enabled -
File: Ne Frills Cumbia (c) 2001 Kevin MacLeod. Latin A
Legal Intercept
CLI Trust
Accept Caller Identity: Nene A
Supply Caller Identity No -

First Login Greeting

Date & Time format

PortaBilling® allows users to define both the input and output formats
for date and time.

Output Format

Date [oo-tm-vnrer |21-12-2008 =l
Time [HHz4 M52 |User Defined =l
Date &Time  [DD-MM-vrvy HHZ4:MI:S5 |User Definea |
Input Format

Date [eo-mm—rrer | s1-12-2008 =l
Time [HHzZ4:mI:58 |User Definea |

Making changes to the date and / or time format on this page enables
users to enter dates and times in the desired format throughout the entire
PortaBilling® web interface. Correspondingly, all pages generated at a
uset’s request will contain the date and time in the previously set-up
format.

Date / Time format strings are composed using specifiers that represent
the values to be inserted into the formatted string.

In the following table, the specifiers are given in upper case. Formats are
case-insensitive.

Specifier \ Value | Description
Date
DD | 01-31 | Day of the month

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 17
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D 1-31 Day of the month without
a leading 0
MM 01-12 Number of the month
MON Jan-Dec Name of the month
MONTH January-December Full name of the month
YYYY 2003 + Year
YY 00-99 Last two digits of the year
Time
HH, HH24 0-24 Hours
HH12 0-12 12-hour time format;
requires AM/PM specifier
MI 0-60 Minutes
SS 0-60 Seconds
AM, PM, AM, PM
AM/PM
Separators
A separator can be any symbol except for letters and digits, or may be
left blank
Example Value
DD/MM/YYYY 12/03/2003
MON-DD-YY MAR-12-03
HH:MI:SS 12:30:00
HH12 MI:SS WRONG! AM/PM specifier is missing
HH12mi pM 1230 AM

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

18



Porta 4 Billing®

Introduction

Current release and build information

In the bottom left corner of the Main Menu page, you can see
information about the maintenance release and build of the software
currently installed, e.g. MR54-0-1 means “Maintenance Release 54 and

“Build 0”.

PortaBilling - Main Menu

»I Logout

My Company
Access Levels
Users

Mailing List
Templates
Web Interface
Quick Forms

Representatives.
Distributors
Resellers

Callshop Resellers
Customers
Vendors

Destinations
Destination Group Sets
Tariffs

Volume Discount Plans
Bundle Promotions
Subscription Plans
Products

[

)

Services

Currencies
Exchange Rates
Customer Classes
E-Payment Systems
Custom Taxes

Route Categories
Routing Plans
Test Dialplan
Routing Criteria
IVR Applications
Connections

Nodes

call Handling

Dial Plan

Service Policies
Internet Services
CPE Profiles

CPE Inventory

SIM Card Inventory
DID Inventory

Trace Session
Active Sessions
BE Log Viewer
SIP Log Viewer

Account Info

System Load
ASR

Cost / Revenue
Custom Reports
Vendor xDRs
Customer xDRs
CDR Mediation
Invoices

Geo/Risk Profiles
Fraud Traffic Profiles
Spending Plans

MR54-0-1 © 2001-2016 PortaOne, Inc. All rights reserved.

>> Credits and links
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My Company

The My Company info page allows the administrator to maintain
corporate information relating to your business. This data will be included
on reports such as invoices.

Legal Info tab

Edit Company Info

» | i@ Save | (@ Save&Close | ® Close ») Logout | B Log

Legal Info ‘ Invoicing | Report Info

Name Easy Calls Ltd. Tax ID
Address 7938 Lake Passage

Edmonton, AB
City Edmonton
Country CANADA v
Province/State |43 - Aloerts -

Postal Code  [ED4123

The Legal Info tab allows you to enter information about your company
that could be used for any legal transactions, e.g. for taxation purposes.

Field Description

Name Proper, legally-recognized form of the company’s
name.

Address Address where this company name is legally
registered. Two lines are provided.

City City in which the company is legally registered.

Country The country in which the company is legally
registered.

Province/State The province or state where the company is
registered may be selected from a list, depending on
the Country option selected.

Postal Code Postal code for the company’s registered location.

Tax ID Locally-designated tax number.
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Invoicing tab

B [s] B B

[

» | @ Save | [l Save&Close | ® Close

Edit Company Info

*l] Logout | B Log

| Legal Info ‘ Invoicing ‘ Report Info

Address

Country
Phane
Fax
Email
Web

Company Name

Demo System
Suite 408, 2562 Glen Drive

BC
V3B 2P7

CANADA v

18005555555

Invoice Number Sequence | Individusl for Reseller v

The information provided in the Invoicing tab is typically used on

reports as the primary point of contact for your vendors and customers.
This information is the same as that which appears on your letterhead and
business cards, for example.

Field Description

Company The conventional form of your company’s name. (For

Name example, “EasyCall, Inc.”)

Address Street address of the company.

Country The country may be selected from a list.

Phone Primary telephone number for the company.

Fax Primary fax number.

Email Primary email contact for the company. If defined,
this email address will appear in the From: field of all
outgoing emails, e.g. statistics / invoices or low credit
warnings sent to your customers.

This field is mandatory and must be unique for each
billing environment.

Web Web address of the company.

Invoice PortaBilling® can generate invoices for all customers

Number with sequential invoice numbering distributed

Sequence throughout the environment. In some cases, you may

want to have more than one sequence of numbers.
For example, your legislation may demand strict
sequential invoice numbering for every customer or

reseller. Select an invoice number sequence that will be

used by default for the whole environment:
¢ Individual for Environment — Sequential
invoice numbering throughout the
environment.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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e Individual for Reseller — Sequential invoice
numbering throughout the environment for
direct customers, distributors and resellers,
though the reseller will have his own
sequential numbering for all of his
subcustomers.

¢ Individual for Customer — Every customer
(direct customer, distributor, subcustomer and
reseller) will have his own sequential
numbering.

Report Info tab

Edit Company Info

» | g Save | [ Save&Close | @ Close bl Logout | B Log

‘ Legal Info ‘ Invoicing | Report Info

Time Zone America/Vancouver v
Reconciliation Period |Monthly v

Currency usD

The data contained in the Report Info tab may be used for any financial
reports, e.g. for invoicing or taxation purposes.

Field Description
Time Zone Time zone in which global reports for the
environment (e.g. Cost / Revenue Report) will be
generated.
Reconciliation Defines how frequently the global reports (e.g.
Period Cost / Revenue Reports) will be generated. This

will also set up the periodicity of the Unresolved
xDRs. (See the Statistics section.)

Currency The company’s internal currency. You can use
different currencies for your customers or
vendors, but Cost / Revenue Reports will be
generated in this currency. The value for this
parameter is set permanently for the new
environment, and cannot be changed later.

Access Levels

Access Levels allow you to control what users of your site can and cannot
do. Without such restrictions, it is almost impossible to guarantee that
users will see or change only the information that they are allowed to.
There are default ACLs defined in the PortaBilling® system. You can use
default ACLs or create new ones to fit your needs.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 23



Portal4Billing® System Management

Please refer to the Access Levels section of the PortaBilling® Administrator
Guide for a detailed description of the Access Levels functionality.

Add / Edit a New User ACL

From time to time you will find that the PortaBilling® predefined user
ACLs (Admin, Helpdesk, and so on) offer too few, or too many,
restrictions for a particular class of user. In such a case, it is time to create
a new user ACL.

The easiest method is to take an existing access level and create a new one
modeled on it, and then modify it to fit your needs. You should examine
the permissions granted to the model access level, and verify that you
want to grant access to those resources.

Next, you can include other components to suit your needs. As a style
recommendation, we suggest that you first create a component containing
the dependent components you wish to utilize.

Finally, create a new user ACL which includes only this new component.
Now you can assign this ACL to new users.
1. On the Access Level Management page, click Add.
2. On the New Access Level page, specify the following
information:
e Name — Type the custom name for this ACL.
e Type — Select the entity this ACL is applicable for.
¢ On the Components tab, define which components will
be included in this ACL and in which order by using the
Include, Remove, Up and Down buttons.

&

Click Save.

4. If required, on the Object/Attribute Permissions tab, define
any additional permissions for this ACL.

5. Click Save.

The PortaBilling® ACL management system contains style conventions
which you would be well-advised to follow:

e The name of a component should be descriptive, based on the
actions which it allows (for example, “Delete a node,” “Currencies
read-only,” and “Access to Vendor Reports”).

e By convention, when defining a new user ACL (for example,
“DemoUser”), we append “access” to the name of a component
(“DemoUser access”) that includes dependent components.
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Components tab

We have already talked about the necessary parameters for creating or
editing components, but we have not yet discussed component inclusion
in detail.

Each access level may have zero or more dependent components. These
components are ordered, and likewise are applied in order until the first
matching permission is reached. Keep in mind that the sequence of
components matching is held top-down as shown on the screenshot:

Edit Access Level 'Access to the "ASR" reports’

[ 3 & Save | &) Save & Close | & Close | [fI] Dependencies Pl Logout | B Log

Name * |Access to the "ASR" reports

Tyvpe Companent

Components | Object/attribute permissions | Notepad ‘

Available Included

Rates read-only ~ Access to the 'ASR' reports

= Reports = 1 Access to the 'Cost Revenus' reports
Access to account failed zDRs Access to the 'Database’ reperts
Access to account xDRs Access to the 'Customers Reports'
Access to all zDRs Access to the 'Vendors Reports’
Access to Commection Load graph demy

Access to customer failed xDRs
iecers te custoner wDRs
Access to the 'Connection Load' reports

Access to the 'Connections' reports

Access to the 'On-Net calls' reports
Access to the 'System load' reports
Access to the invoices stored in the system
Access to the Statistic Custom Query
Access to vemdor xDEs
Repores full access

= Represemtatiwves »
Representative access to accounts
Representative access to customers
Representarives full access

In order to understand this better, we will use the previous example.
Suppose a user is trying to view ASR reports. His access level must allow
reading of “WebForms.ASR” (object “WebForms,” attribute “ASR”). For

A the sake of simplicity, we will say that his access level includes “A,” “B,”
and “C,” where “B” allows this permission, but “C” explicitly denies it. In
this case, the user’s ability to view these reports is based on the ordering
of these components. If “B” appears before “C,” then it will work. In the
opposite case, he will not have access.

This may sound complex, but in practice the user interface is quite simple.
Two columns are shown on the Components tab of the edit page for
each access level. On the left, you have a list of the available components,
while on the right are the included components. Between these two
columns you have the Include-> and <-Remove buttons, which move
selected items between the two lists. As for ordering, the Up and Down
buttons on the far right-hand side of the page allow you to rearrange
selected elements of the Included column.

You should now have the skills necessary to implement the PortaBilling®
security model and customize it to suit your business environment.
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Default ACLs

Default user ACLs

PortaBilling® is supplied with the following predefined ACLs:

Name

Description

Root

This is a super user with Delete, Insert, Read and
Update permissions to all of the PortaBilling® objects
and their attributes.

This access level also has 5 components included:
e Use country code during upload
e Trouble Tickets access
® Quick Create access
e Extensions full access
¢ Huntgroups full access

At least one user with this ACL must be present in
the system.

root

This is a super user with read and write access to all of
the PortaBilling® objects and their attributes.

When a new environment is created this access level is
assigned to a default user by the system.

At least one user with this ACL must be present in
the system.

However, for new super users, using the Root ACL is
recommended instead of this one.

This ACL is hidden and cannot be included as a
component of other ACLs.

Admin

This is like the Root user, but has some limitations:
e Cannot create new users.
e Cannot modify company info.
e Read-only access to Destinations,
Currencies, Nodes.

Bookkeeper

This ACL means there is read-only access to billing
information (tariffs, products). Users with this ACL
can change balances for accounts / customers and
block / unblock them. They do not have access to
xDRs, but they do have access to reports.

Helpdesk

This ACL means there is read-only access to billing
information (tariffs, products). Users with this ACL
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can modify customer and account parameters. This
ACL also provides access to Trace Call.

UM Admin This component includes the Account UM Enabled
full component.

This ACL is hidden and cannot be included as a
component of other ACLs.

Default customer ACLs

PortaBilling® is supplied with the following predefined ACLs for

customers (or subcustomers):

Name

Description

Retail Access to xDRs, reports and invoices, ability to
change customer information (such as password,
address info etc), make online payments, access
information about all accounts under this customer
and view their xDR history.

Default reseller ACLs

PortaBilling® is supplied with the following predefined ACLs for

resellers:
Name Description

Reseller Ability to set up online payment processors, change
rates in the subscriber’s tariff, modify parameters of
the subscriber’s product, create subcustomers and
accounts under them, make online payments, and
create CC staff accounts.

Advanced Same as above, plus read-only access to customer’s

Reseller own tariff (the tariff used by the PortaBilling® owner
to charge the reseller).

Default customer care ACLs

PortaBilling® is supplied with the following predefined ACLs for

customer care administrators:

Name

Description

Customer Care | Maintenance tasks, such as changing password and
personal info, ability to see subcustomer, distributor
and account information and change service
parameters, give refunds (daily and transaction limits
applied), make payments towards accounts and in
favour of subcustomers and distributors, and trace a
call and see the call details.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Default vendor ACLs

PortaBilling® is supplied with the following predefined ACLs for

vendorts:
Name Description
Vendor Access to CDR data and the vendor’s information.

Default representative ACLs

PortaBilling® is supplied with the following predefined ACLs for

representatives:
Name Description
Representative | Read-only access to customer information, customer’s
xDR records, and account information.

Default account ACLs

PortaBilling® is supplied with the following predefined ACLs for

accounts:
Name Description
Account Access to xDR history, ability to change password

and account info, make online payments and
recharging using voucher.

Default distributor ACLs

PortaBilling® is supplied with the following predefined ACLs for

distributors:
Name Description
Distributor Access to xDR history, reports and invoices, access to

information about all accounts and customers, ability
to change password and customer info, make
payments towards accounts and customers, activate
inactive accounts.

Components and Permissions of Default

ACLs

In order to view a default ACL’s components and permissions, select
Adpin from the ACL.Mode list on the configuration server web interface.
We recommend that you set this option for a separate virtual environment
in order to view information for predefined ACLs within this specific
virtual environment only (i.e. the one used for experiments and tests).
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Then you can perform the following actions on the administrative web
interface:
1. Select Access Levels from the Management functional block.
2. Open an ACL you are interested in.
3. View components and permissions included in this ACL.

If this ACL contains any other components you can open them from the
Access Level Management page and view their components and
permissions.

The Access Level Management page within .4dmin mode has some
additional fields:

Name Description
Dependencies | This allows you to see the other ACLs that this
particular ACL belongs to.

Subsystem This is mainly used by the developers to define the
subsystem an ACL belongs to.
Group All ACLs are combined in groups depending on what

area of the system an ACL is connected to. The
Group column shows which group a particular ACL
belongs to.

Hidden When creating a new ACL, you can mark it as
Hidden. Hidden ACLs will be visible in the ALC list

to root users only.

Note: Once defined, the Hidden status cannot be undone.

Here’s an example: let’s say you need to assign an ACL to your new
employees and you want to see exactly which rights they will have. In this
case you would do the following:
1. Enable the Admin ACL mode on the configuration server web
interface.
2. Open the Access Level Management page.
3. Type “Bookkeeper” in the Name field and click Show ACLs.

» | @ Add | ® dose Objects »l Logout | B Log
Ham Subsystem Group Type
Bookkeeper - - =Ny -

4. Click on the ACL that you found, and you will see a component
named Bookkeeper access.
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Access Level Management

* Logout

Name Subsystem Group Type

Bookkeepar - - mNY - | showacLs

Dependencies Name  Subsystem Group Type Hidden Visible To Delete
Bookkeeper PB100 ACL prototypes User No E|

Y

Edit Access Level 'Bookkeeper’

> =l Save & Close | @ Close Objects o] Logout | B Log
Name® Bockkssper Subsystem * FB100 DB100 -
Type  User Group*® ACL acL -
Hidden (=]

« Object/Attril issi ‘ Notepad ‘

Available Included

= ACL prototypes « - Bookkeeper access -
dmin
Admin Access
Advanced Reseller
Distributer
Distributor access
Helpdesk

Helpdeak access

Ho access
Representative = Remove
Representative access

Resellex

Resellex access
Retail

Retail customer sccess
Root

Seniox

Senior CC Staff zccess
UM admin access

UM Bookkeeper Recess - ~ Go To

5. Open the Bookkeeper access ACL.

Access Level Management

) Logout

Name Subsystem Group Type

Bookkeeper access - - Y + | ShowacLs

Dependencies Name Subsystem Group Type  Hidden Visible To Delete
@ Bookkeeper access PB100  ACL prototypes Component  No
L]

Name*® Bookkssper access Subsystem*  PE100 PB100 -
Type Component Group * ACL prototypes ACL prototypes -
Hidden =

Components | Object/Attribute Permissions ‘ Notepad |

Available Included
« ACL prototypes * - Company info read-only -
Admin E Currencies full access 7
Rdmin Access Vendors read-only
Advanced Reseller Modify address for a vendor
Distributor Modify balance for a vendor
Distributor access Modify notes for the vendor

Helpdesk Customers read-only
Helpdesk access Distributors read-only

Mo access Resellers read-only

Representative Modify address for a customer
o

Representative access odify balance for a customer —

Reseller Modify notes for the customer
Reseller access Rccess to the 'Cost Revenue' reports

Retail Bccess to the 'Vendors Reports®

Retail customer access Access to the 'Customers Reports'

Root Access to the 'On-Net calls' reports

Senior Access to the inveices stored in the system
Senior CC Staff access Tariffs read-only

TM admin access Products read-only

UM Bookkeeper Access 2 Bleck a - Go To

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 3']



Porta 4 Billing®

System Management

6. View all the components and make sure that the user will be able
to view the tariffs but not modify them, and then open the Tariffs
read-only component. There you can view the following
permissions:

Access

Type

Allow/
Deny

Object

Attribute

Read

Allow

Tariffs

*

Read

Deny

Tariffs

i_tariff_template_download

Read

Deny

Tariffs

i_tariff_template_upload

Read

Allow

Tariff_Notepad | *

Read

Allow

WebForms

Tariffs

[}

Edit Access Level 'Tariffs read-only’

» | @ Add | @ Save | [cl Save & Close | ® Close | [l Dependencies | <f Objects

Name*® Tariffs read-only

Type  Component

(¢ Object

Edit Access Type AllowiDeny
ead Allow
IE‘ Read Allow Tarifis
[=] Reao Deny Tarifis
[E] Read Deny Tariffs
IE‘ Read Allow Tariffi_Notepad
[Z] Read Allow WebForms

*l Logout | B Log
Subsystem *  PE100 PB100 -
Group * Tariffs Tariffs -
Hidden m
=]
Object” Attribute * Delete
i_tariff_template_download ™
i_tariff_template_upload E‘
Tariffs ™

There is one more component inside of the Tariffs read-only
component: the Rates read-only component.

Edit Access Level 'Tariffs read-only"

» | @ Save | @ Save &Close | & Close | [ Dependencies | < Objects

*l] Logout | B Log

Name* Tariffs read-only

Type Component

Subsystem* PE100

Group * Tariffs

Hidden =

Components | Object/Attribute Permissions ‘ Notepad |

DB100 -

Tariffs -

Available

Included

= ACL prototypes =
Distributor
Distributor access
No zccess
Representative
Representative access
Retail
Retsil customer access
Root
UM admin access
M Bookkesper Access
Vendor
Vender access

« Access to ACLs -«

Access to all ACLs
ACL Management deny

= Accounts -
Access to account's self-care info
Access to subseriber info full

Access only to ACLs wisible to the reseller

»

Rates read-only

Include->
<-Remove

- Go To

The Rates read-only component includes the following permissions:

Access Type

Allow / Deny

Object

Attribute

Read

Allow

Rates
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Edit Access Level 'Rates read-only'

> @ Add | [@ Save | [g] Save & Close | @ Close | [f| Dependencies Objects o] Logout | B Log
Name® Rates resd-only Subsystem* PB100 ©B100 -
Type Component Group * Rates Rates -
Hidden =

C Object il jissi ‘ Notepad ‘

Edit Access Type AllowiDeny Object* Attribute * Delete
Read Allaw

IE‘ Read Allow Rates * E‘

For system stability purposes, you may not edit default components and
permissions. However, you may use them to create your own custom
components and / or access levels and modify permissions within them.

Override the PortaBilling® Predefined ACLs

You can assign a new individual set of default ACLs for each virtual
billing environment. You can also assign a new set of default ACLs for all
of the environments together. PortaBilling® remembers these settings
and keeps them throughout system updates.

To override a PortaBilling® predefined ACL do the following:

1.

Create an ACL that includes the required permissions on the
PortaBilling® admin interface. (For information about how to
create access levels, please refer to the Add / Edit a New User ACL
section of this guide.)

Specity this newly created ACL as the value for the corresponding
options on the configuration server web interface. (For
information about how to do this, please refer to the How o define
new defanlt ACLs section in the PortaSwitch Configuration Server
Web Reference Guide.)

When you override default ACLs for a virtual billing environment, the
system behaves the following way:

From now on for each new entity that you create in this virtual
billing environment, the previous default ACLs will no longer
appear in the Access Level list.

If there are entities that were assigned previous default ACLs
within this billing environment, they will keep their assigned ACLs
until you assign them the new ones. After that, the previous
default ACLs will disappear from their Access Level lists.

You can override default ACLs for the following types of participants:

Account (the DefaultAccountACL option on the configuration
server web interface)

CC Staff (DefaultCCStaffACL)
Distributor (DefaultDistributorACL)
Representative (DefaultRepresentativeACL)
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e Customer (DefaultRetailACL)
e Vendor (DefaultVendorACL)
e Reseller (DefaultWholesaleACL)

Note that some of these types of participants have more than one
PortaBilling® predefined ACL. For example, there are two predefined
ACLs for resellers: Reseller and Advanced Reseller. But when you
override the PortaBilling® predefined ACLs, you can assign only one new
default ACL per participant type.

You cannot redefine the PortaBilling® predefined ACLs for the User and
the Component entities), i.c. the following PortaBilling® predefined

ACLs:
e Root
e Admin
e Bookkeeper
e Helpdesk

e Component

ACL for Customer / Account Self-care
Interface

In order to create an ACL for the customer / account self-care interface,
follow these steps:
1. Open the Access Levels page.
2. Click the Add button.
3. Select “Account” or “Customer” from the Type field.
4. On the Components tab include the following components,
depending on the ACL type:
o Account Self-Care Permissions and Account Self-Care or
o Customer Self-Care Permissions and Retail Customer Access
5. To restrict user access to certain pages (hide or make read-only)
specify the name(s) of these pages on the Object/Attributes
Permissions tab.
6. After saving the newly created ACL you will be able to assign it to
a Customer or an Account, respectively.

NOTE: You can use test customer / account in order to view the Objects / Attributes
of the pages of the new self-care interface. In order to allow this customer / account
to do this add the ID of the customer / account as the ACL TipsForAccounts or

ACL TipsForCustomers option value respectively on the configuration server web
interface.

Let’s take an example in order to see how to limit user access to certain

pages of self-care interface. For example, if you would like to hide the
Identity tab on the customer self-care interface, follow the steps below:
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1. Using a test customer, go to the self-care interface and point the
cursor at the exclamation mark near the Identity tab in order to
see the Object / Attribute of this page (in our example, the Object
is SelfCare and the Attribute is identity).

Customer Self-Care Portal
DBalance: 0.00 USD

P Dashboard

& Identity

Web Interface Language: en - English || Internet Accounts ( Login internace ) | ] Logout v

& Dy prefile 228 P1p Centrex P gilling Information

@) Help

_%b__ovemde Identity:

22 P General
S

& D pvoreviste Dising

D Extensions © patch: v
O sies @ 1dentity:

@
W D prone Lies ® Override Display Number
# P pips

*Drovemde Display Name:

B @ Dising Rutes

g \E‘ﬁ @ ncoming Calls
o b .Qutgeing Calls
@ P ca Loos
& D Humgrovps
L D cal cueves

® SclfCare.identity < mm = m=
& P fuusic On Hold

2. Go to the PortaBilling® admin interface and create an ACL for
the customer self-care interface with the following parameters:
e Type — Customer

e On the Components tab include Customer Self-Care Permissions
and Retail customer access components.

= E o

New Access Level

* | i save | [ save&Close | & Close Objects Pl Logout

Name *  |ACL (custemer self-cars portal)

Type customer ¥

Components

« ACL prototypes «

Available Included

Customer self-Care Permissions
Admin Retail customer access

Admin Access
Advanced Reseller
Bookkesper
Bookkezper access
pistributor
Distributor sccess
Helodesk

Helpdesk access

Mo access
Representative
Representative access
Reseller

Reseller access

Includa-> up

<-Remove Dovin

Retail

Root

senior

senior CC Staff access

UM adnin access -

3. Click the Save button.

4. Open the Object/Attribute Permissions tab.

5. Click the Add button and specify the following settings:
e Access Type — Read
e Allow/Deny — Deny

Object — Se/fCare

Attribute — identity
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[~ ®| Edit Access Level "ACL (customer self-care portal)' ¢

» | @ Add | [d Save | [0l Save&Close | @ Close | 4 Objects

*l Logout

Name * |acL (customer self-care portal)

Type Customer

visible To | Components | Object/Attribute Permissions ‘ Notepad |

Edit Access Type AllowiDeny Object” Attribute ' Delete

Read Y| [Deny ¥ [selfcare identity

6. Click the Save button to save the changes.
7. Assign a newly created ACL to the customer.

Now the Identity tab will be hidden within the customer self-care

interface.

Customer Self-Care Portal

P Balance: £.00 USD Web Inferface Language: | en - English

D pashboard & By profile 32 P1p centrex Pilling Information

e
2(0)2 General
i

«
5 ® & Paging/Intercom
& ¥ General

it P Exctensions

8 D sies

W @ phone Lines

# @ pis

S 9 sbbrevisted Dialing
&®®
> & D jncoming Cals
€ @ ougoing cals
@ P calloss

& ¥ Huntgroups
B P caiqueues
<& P pusic On Hold

® paging/Intercom Prefix

Disling Rules

v | Intemnet Accounts ( Logn: internacc ) | (5] Logout +

© Help

User Management

The User Management page shows existing users registered in the

system, and also allows you to edit current user information or

add and

delete users. To add a new user, click the [¥] Add button on the User
Management page. The user list table contains the following information
and operations:

User Management

] Logout | B Log

TechWritingEnv-root roat ROOT - created on installation please change the password

Login Access Level Email Description Status Delete
demo demo user without objects demo@portaone.com
demoroat demo user without objects demoroot@portaone.com ™
support Helpdesk support@portaone.com &l

B

Column Description

Login

The username for log in and user identification. It is
provided as a link to the edit page where you can view
and edit the information about that particular user.

Access Level

The privilege level or role assigned to the user. See the
Access Levels section for more information.
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Email

An email contact for the user. For convenience, this is
provided as a link, so you can send an email to the
user directly from this page.

Description

A short description associated with the user.

Status

The status of the uset’s account. The user can have
the following statuses:

e Expired A _ Is assigned when Expiration
Date has already passed.

e Inactive A Is assigned when the Start
Using date has not yet arrived.

Delete

The Delete button appears next to all users except
for the superusers and the last root user in the
environment. This permanently deletes the user from
the system.

Add / Edit User

The Add User page allows you to enter details to create a new user
account. The Edit User page allows you to change details for a particular
user account.

Address Info tab

» & save | [ Save&Close | & Close P Logout | B Log

Edit User 'demo’

Company Name
Mr./Ms./

First Name

.l

LastName
Country
Address Line 1
Address Line 2
City
Province/State
Postal Code

Address Info ‘ Web Self-Care ‘ Life Cycle ‘ Limits ‘ Notifications

FortaOne

Mr

Des.

Jason

CANADA

Suite 408, 2563 Glen Drive

Coquitlam

BC - British Columbia v

V3B 2P7

Contact Dee Jasen
Phone

Fax

Alt. Phone

Alt. Contact

v Email demo@portsona.com

Description

Mandatory field for user contact information:
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Field Description
Email An email contact for this user. The user will receive
notifications for which he is subscribed via this email.

Web Self-Care tab

Edit User 'demo’

M) Logout | B Log
Address Info | Web Self-Care | Life Cycle | Limits | Notifications | Trouble Tickets | Notepad ‘
Login demo Time Zone America/vancouver v
Password = |wswssess Auto Web Interface Language en - English v
Access Level Root M
Allow login from Any IP address
* Specific IP addressesinetworks
APl token access 4
APl authentication token 00102472-5373-4492-b6d6-6|| Generate
Field Description
Login The new user ID to be used at login and elsewhere
throughout the system.
Password The password for this login. A secure and hard-to-

guess password may be automatically generated by
clicking the Auto button.

Access Level | The privileges or role associated with this user. See the
Access Levels section for more information.

Allow login You can ensure that access to the PortaBilling®

from administrative web interface only occurs from physical
locations that you define. For example, you can
specify IP addresses that belong to your network. If a
user tries to log in from outside your network,
PortaBilling® denies that access and the user cannot
log in.

The following formats can be used to permit access
from specific IP addresses or networks:
e Asingle IP address: 10.10.10.1
e A network in IP prefix (slash) notation:
192.168.192.0/24
o An IP address and a netmask:
192.168.192.0/255.255.255.0

You can enter multiple definitions, with each starting
from a new line and ending with semicolon.

API token You should use tokens instead of standard login-

access password pairs for authenticating your applications
integrated with PortaBilling via API.

API Input the combination from this field into your

authentication | application and remove the password from it (the

token AuthInfoStructure and LoginRequest API structures
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have the #ken property).
Time Zone The time zone in which this user will be operating.
Web Interface | The language to be used on the admin web interface
Language for this user.

For a description of the input and output formats, please refer to the
Common Features section.

Life Cycle tab

This allows the administrator to set up the user account’s activation and
expiration dates.

Edit User "demoroot’

» [l save | (gl Save & Close | @ Close M) Logout | B Log

Address Info | Web Self-Care ‘ Life Cycle ‘ Limits | Notifications ‘

activation_date  2015-02-05 i ,
YYY¥-MM-DD @ Calendar - Mozilla Fire. |00 {20 e
Expiration Date
[Ispecific_date = & hitps://akweb portaone.com/cal/cal.hir
YYYY-MM-DD 2015 Februszy o

Mo Tu We Th Fr Sa Su

The account will not expire if the Expiration Date field is left blank.

Limits tab

The Limits tab provides an opportunity to assign values for different
types of individual user credit.

Edit User 'demoroot’

» | Il save | [l Save&Close | ® Close Objects * Logout | B Log

Address Info | Web Self-Care | Life Cycle | Limits ‘ Notifications

Daily credit'refund limit 200 usD
Transaction creditrefund limit |10 usb

#| Authorized to increase Temporary Credit Limit
upto 10 uspD ¥

for period up to |30 days
Field Description
Daily credit / Defines the amount that a user can assign during a
refund limit 24-hour period. Note that by default this value is

unlimited for all users. The only exceptions are CC
Staff users whose default daily credit / refund limit
equals zero.
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Transaction Defines the amount that the user cannot exceed per
credit / refund transaction. Note that by default this value is
limit unlimited for all users. The only exceptions are CC

Staff users whose default transaction credit /
refund limit equals zero.

Authorized to Defines the amount of the credit limit increase
increase (either as an absolute value or as a percentage of
Temporary the permanent credit limit), and the credit usage’s
Credit Limit valid time span.

NOTE: If the Authorized to increase Temporary Credit Limit check box on the
User management page is not selected, the temporary credit limit increase is
unavailable for this user.

Notifications tab

Notifications are the text messages (email or SMS) that are sent from
PortaBilling® to the users: about accounts generation, custom repotts,
DID upload, etc.

The Notifications tab allows you to manage notification templates and
define which email and / or SMS notifications to send to your customets.

BEEEHQ Edit User '"demo’

Address Tnfo | Web Self-Care | Lfe Cycle | Liits | otifications | Trouble Tckets | Notepad |

Notification + Mail smMs
Send | Template Send | Template

= Category: Fraudulent Activity on Account (1 Item) E
Customer's account fraudulent activity detected [ sustem

i

= Category: Account Generator (15 Items)
Custom
[3 sustem
[3 sustem
[7 sustem
CZ sustem
7 sustem
CZ sustem
7 sustem
CZ sustem
7 sustem
CZ sustem
[Z system
[Z system
[3 Sustem
[3 sustem

Accounts generation error, batch exists
Accounts generation error, cannot access directory
Accounts generation error, cannot create directory
Accounts generation error, cannot creale new batch
Accounts generation error, cannot fetch Customer name
Accounts generation error, cannot fetch Product name
Accounts generation error, cannot open file

Accounts generation error, exceeded generation attem
Accounts generation error, number of available accoun
Accounts generation error, please provide a correct en.
Accounts generation error, please speciy AccountID |
Accounts generation error, please specify the number
Accounts generation error, unknown customer

Accounts generation error, wrong accounts amount

NNANNANNNRENANNANNAE

Accounts generation finished
= Category: Mailing List (25 ltems)
Account quarantined [ Sustem [ Sustem

7 sustem 5 sustem

For more information about notification templates, please refer to the
Notification Templates and APPENDIX D. Available Notification Templates
sections of the PortaBilling Templates Guide.

Field Description
Notification | The notification name.
Mail
Send Select this check box to send the corresponding
notification to customers via email.
Template This shows whether the notification template
has been modified:
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o [7 System — The default template is
used.

e W Custom — The template has been
modified.

Note that a template becomes a Custom
template once you save it after editing it,
regardless of whether it has actually been
modified or not.

SMS
Send Select this check box to send the corresponding
notification to customers via SMS.
Template This shows whether the notification template
has been modified:
o [7 System — The default template is
used.
o W Custom — The template has been
modified.

Note that a template becomes a Custom
template once you save it after editing it,
regardless of whether it has actually been
modified or not.

How to edit a notification template

To edit an email notification template, click the Custom / System link in
the Mail column and specify all the required parameters on the Edit Email
Template page.

To edit the SMS notification template, click the Custom / System link in
the SMS column and specify all the required parameters on the Edit SMS
Template page.

Note that for a user being created, Custom / System links are
unavailable. You can only edit a notification template for a user that has
already been created.

Edit Email Template / Edit SMS Template

The page title reflects the type of template being edited and can be either
Edit Email Template or Edit SMS Template.

This page allows you to modify the subject, body, format and post
processing rule for variables.
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&

» |@ save|d Save&Close|® Close|E SendmeaCopy|@ Reset

BCC: asr ‘E‘
Body low_pdd
L St S L e e
S lise ¢ Description
SR B e, er oo 1 I e
Field Description
Notification The notification name. This is a read-only field.
Editing Area
Subject The subject as it appears in an email to a customer.
BCC The area to put email addresses of persons who want
to receive a copy of this notification. You can specify
more than one valid email address; make sure you
separate them with commas.
Body The content of the message.
Variables
A list of available variables for this template. This list
cannot be modified.
Click on the variable to see its properties in the
Properties area.
Properties
Description The description of the selected variable.
Format The format of the variable.
e Seclect one of the predefined formats from the
list.
e Seclect Other to define your own format for
the variable.
Rule This option is only available when Other is selected
for the Format.
Type the definition of the required format for the
variable.
Postprocessing | The post processing rule for variables that can be
rule specified using regular expressions in Perl.
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How to reset a notification template

To reset a notification template to its default settings, click the & Reset
button on the toolbar.

How to ensure that a notification template is configured correctly

To check that the template is configured as required, an administrator can
send a test copy of the notification to their own email address (the email
address configured in the user settings).

To treceive a test copy of the notification, click the [El Send me a Copy
button on the toolbar.

Superusers

“Ordinary” administrator-level users can be promoted to “superuser”
status — this is done by adding their numeric IDs (i_user) to the
Superusers variable that is managed from the configuration server web
interface. Superuser status permits certain operations that ordinary users
do not have access to. One of the most important abilities of a superuser
is switching between virtual environments. This is why superuser status
cannot be configured via the web interface: by giving a virtual
environment to someone, you allow him full control of that environment.
However, he should not be able to re-configure his account to “jump”
into another environment.

PortaBilling - Main Menu

Login into other env. fm(m mm u ol Logout
Admin
Wy Company Services Trace Session
Customer Self-Care Portal Access Levels Currencies Active Sessions
Reseller sers Exchange Rates BE Log Viewer
Callshop Resellers Wailing List ‘Customer Classes SIP Log Viewer
cC staff ‘emplates E-Payment Systems Account Info
Neb Interface ‘Custom Taxes
Account Self-Care Portal iy Formg
Vendors
- kepresentatives Route Categories System Load
Representatives i Routing Plans ASR
W Resellers Test Dialplan
ese! Dialpfan Cost | Revenue
Callshop Resellers Routing Criteria Custom Reports
‘Customers IVR Applications
Vendors Connections Vendor xDRs

Customer xDRs
CDR Mediation

Invoices
Financial Documents

)] Destinations Nodes Geo/Risk Profiles
Destination Group Sets Call Handling Fraud Traffic Profiles
Tariffs Dial Plan Spending Plans

Volume Discount Plans Service Policies
Bundle Promotions Internet Services
Subscription Plans CPE Profiles
Products CPE Inventory

SIM Card Inventory
DID Inventory
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Environment Navigator

3 Ml Logout
Environment Node
List of Users
Login i_env Name P Type Name
= 1 pb 1555 Aloe/MeraMVTS Pro  testststst ACLbarth, alexandra, alexandra_admin, andrew, andrui, angel,
10.1.0.150 HuaweilASN 10.1.0.150 angel_rp, asm_1, aston_r, barthACL, barthACL290, bartholomew,
B o dee_q3, demo, demohelpdesk, dimas, kate, lexxus_a, lexxus_bk,
127.0.0.98 PortaCne/Generic  gy.ugw01.swifing.com  |exxus_hd, lookingman, lunatic, mod1, med_root, norby, olli, pb-
192.168.1.7 Mikrotik/ROUTER  Mikrotik root, porta-support, skeener, skeener2, skeener_reseller, soap-
N root, stalker, Stalker_user, strang, suchkov, terya, timberwolf,
102168162104 Mikrotik/ROUTER  MikroTiKQA ua_test, vitalas, vittest, videmyan, vova, wi_1, wilson, xaker, zher
192.168.192.182 Cisco/PDSN Cisco PDSN -
192.168.192.182
] 2 BEConformance 1083.28.87 101 CiscoVOIP-GW Cisco-193.2887.101 BEConformance-root
19328 87 102 Aloe/MeraMVTS Pro  Mera - 193.28 87 102
193.28.87.103 QuintumMOIP-GW  Quintum -
193.28.87.103
193.28.87.104 BroadSofBS BroadSoft -

193.28.87.104

NOTE: Only user, who is on the superusers list, can modify the information about
another superuser.

Mailing List

The Mailing List Management page allows you to define which email
alerts are to be sent to different users (see Notifications).

Mailing List Management

* | ® Close Dbjects Ml Logout | B Log
User Subject
il users v [all types -]
User Subject
detmo-toot --NOKE--
helpdesk ~-NONE-
keeper Adaptive routing penalty threshold reached
Adaptive rauting warning threshold reached
CC Staff Error Reports
Error in translation rule
Fraud detection (Ack 1 Rej f Ery
General hilling miscanfigurations
Merchant account error
Mismaich in the Destinations or Rates tahle

Select a user from the User list to view which mailing lists a particular
user is subscribed to. Select a mailing list from the Subject list to view all
users subscribed to a particular mailing list.

Templates

The purpose of templates is to maintain all data downloaded from the
system. Templates automate the processing of user input and create
customized output in various data and media formats.

S ’ Read more about using the templates functionality in the PortaBilling
Templates Guide.

Add a New Template

To add a new template, select the [#1 Add button.
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Field

Description

Name

The logical name of the template object.

Type

Choose one of the following template types:
e Invoice
e Tariff Download

Description

Type an informative and helpful description of this
dialing rule.

Other information on the page will differ, depending on what type of
invoice was selected in the Type field.

Add Tariff Download Template

Add Template

New Template P Description

ooooooo

General Info tab

Field

Description

Media

Choose one of the following media types:
o [al.csv— Comma separated values.
o .xsl — Excel binary file format.

Options

Permits the changing / altering of the default column set

for the created template. The following options are
available:

e Normal — This is a traditional-style template with

a default column set.

¢ Quantity Based — The template has a set of
fields that are typical for the quantity based tariff
(e.g. Minimum Threshold, Rounding, Unit
Price Initial, etc.).

¢ Routing — When selected, the fields Route
Category, Preference and Huntstop are
enabled by default.
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Add Invoice Template

Field

Description

Managed
By

e By default — Administrator only.

e The template can be assigned to a reseller so that
it is visible in the list of available invoice
templates on the reseller self-care interface.

General Info tab

» | o save | o Save&Close | @ Close

Add Template

Name Description
Type

Managed By

GeneralInfo | Taxation

Source

Asingle page with to

Pages. - ’
© First page with tofals + usage details attached on additional pages

Subtotal per Service [ 1]

Field Description

Source e Upload External Template — Select this option
if you want to use an invoice template created
offline.

¢ Design Template using Built-in Editor —

Select this option if you want to create template
using PortaBilling® in-built functionality.

Template This allows you to upload a previously designed invoice

File (only for | template from an .html / .css file.

Upload

External This simplifies the process if the invoice template is

Template) created by an external design agency (that does not have

access to PortaBilling®) and allows advanced template
customizations (e.g. arrangement of data to exactly match
“legacy” invoices or insertion of dynamic content such as
banners) by third-party developers.

Image (only
Jor Upload
External
Template)

You can add an image to (or update an image in) the
invoice template.

For example, to upload an zzage.gif file and display it in
customer invoices, the template should contain code
similar to the following <img src="[%
%]image.gif"/>.

image path
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Pages e A single page with totals only — This is a

(only for traditional-style invoice. It consists of a single
Design page with an invoice header (your company
Template using name, customer name, etc.), invoice fields

Built-in (invoice number, invoice date), and invoice footer
Editor) (subtotal, total).

e First page with totals + usage details
attached on additional pages — This template’s
first page is identical to the A single page with
totals only invoice template. Additionally, it
contains multiple pages with details of calls
related to the invoice.

Subtotal This allows you to calculate (and respectively, show in
per Service | the invoices) subtotals per service.

(ondy fr
Design
Template using
Built-in
Editor)

Taxation tab

Add Template

» | | Save | i Save&Close | @ Close b Logout

Name New Template B Description

Type Taveice BE
Managed By Adminiscrator only -

Taxation © o Taxation
) Via Taxation Plugin
) Tax Aready Included n XORs

Field Description
Taxation This allows you to choose the taxation method. The
(only for following options are available:
Invoice type) e No Taxation — Select this option if customers
that will use this template are exempt from
taxation.

e Via Taxation Plugin — The plug-in module will
be used to make tax calculations.

e Tax Already Included in xDRs — In this case,
back calculations from the total amount are
made. If this option is selected, a list of taxes with
an inline-editor will allow you to create, edit and
delete up to 5 types of taxes.
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To enter editing mode for this template, save your input using the
lel Save&Close button. Next, select the template you would like to edit
on the Templates page.

Clone Template

You may also create a new template as a clone of an existing one. For this,
open the template you want to clone and click the 2 Clone button. The
cloned template inherits all of the parameters from the original template
and can then be customized as desired.

Edit Template 'Retail customers'

» [l Save | [gl Save & Close | @ Close Clone ¢l Logout | Bl Log

Name Retail customers - Features
Type Invoice
Managed By ABC Shuttle Ltd

Media | Header
Layout Designer

Printable Form

Fields | Columns | Footer

NOTE: When you clone templates that have taxes included in the rate, a cloned
invoice template will not inherit the taxes defined in the post processing rules.
Therefore, you need to define these taxes on the Custom Taxes page and assign
them to a customer or customer class.

Edit Template

Edit Template 'Default CSV'

» | i@ Save | [ Save&Close | @ Close o) Logout | B Log
Name |Default CEV B Media CEY
= Type Tariff Download Timezone | Auto j

Media ‘ Header | Fields ‘ Columns ‘

C8Y Delimiter [ iconma) =
CEY Text qualifier [ (double quotes) =~
Mo Header r
Header Data Stat At Row |2
Header Titie W
Mo Fields r
Fields Data Start AtRow 5
Fields Title W

Galumns Data Start At Row |8

Colurnns Title W

Once a new template is saved, the document’s Media, Type and
Managed By properties cannot be changed.

Each template object consists of several logical components. For example,

the Invoice template’s components are Media, Header, Fields, and
Footer.
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The Media tab is present for all types of templates, and shows the media
available for download. For tariff download in .csv format, it is important
to know what delimiter was used, whether there is a header, or in what
row the tariff information starts. For Invoices, the Media tab contains a
link to the PortaBilling® Layout Designer, which allows you to customize
the appearance of your invoices and receipts.

Edit Template 'Default XLS'

» | il save | [l Save&Close | @ Close ¢ Logout | B Log
Name [oefauttvis 7 Media  Excel
xcal Type Tarifl Download Timezone [ iuto Ea|
‘ Media | Header | Fields ‘ Columns |
Description IErEED Format Other Format Rule Post Processing Rule
Column
Message 1 \NDHE ﬂ ‘ J I ‘
Message 2 \NDHE ﬂ ‘ J I ‘
Of-peak Period [a 110 =] [rexe Eal I
OffPeak Description \B (83 j \Text ﬂ [ I
Destination Group Set \l: 31 j \Text ﬂ | I
Free Seconds \D (4) j \SEE ﬂ I I
Post Call Gurcharge |2 (5)  «| [1234.12348 7] | [
1234.10
Login Fee EITTI ) Py [ [
Connect Fee cm - iéji*'m [ [
Formula H (8 x| |1234-12345 | [ [
Other:

The content of the Header, Fields, Columns, and Footer tabs is
arranged in a similar way, and allows flexible mapping of information
related to user documents and information in the PortaBilling® database.

Column Description
Description Description of template components.
Target Column Defines the mapping of template information
to the original / destination document.
Format Data format.

e Choose a format from the list, or

e select Other if the desired format is
not available. Provide a format
definition in the following field.

Other Format Rule Perl code. Active only if Format = “Other:”

Post Processing Rule | Perl code.

Layout Designer

The Layout Designer allows you to customize the appearance of all types
of printed output in PortaBilling®.
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& E @ == e Template 'SuperCall invoice'

0 n N n 12 n 12 n 14 n 15 | 18 i 17 i 18

& BB 7 puldfs

E BEE B Smomin i
EIEIE . | vowcompioslege Swie400,2063 GlnDrwe | oo |nvolce:

e Coquitlam, BC : : - - : : Date: Tavoic #

. U3 7PI Caada [N

* March 1, 2006 © B

(==
1
&
LY

| .
| Page Header ¢ Footer

= [fora ] Statement Period — N

Feom | S Te : S Termis ‘ D{ Fields »

1
@
b
&

 February 1, 2006 | Tehriary 28, 2006 - Py fidl :‘ Mard  Footer » Period To Date
T T 7| Insert Row

Terns
: : : : : : : : : -|th Inserr col
Previous Balarice * : : : CIHUED '8 Remove Row Due Date

5
.1}
B
@

Pamotts - : : : : CmmusD

: - arSend Back

Chiasges this peiio : : S mETm - [EaBring To Froms
H B clone

S| X pelete

B

Total due : : : : : ©8549TSD -

Layout Designer (LD) Quick Start

To launch, click the Layout Designer button on the Media tab on the
Template Management page. The sliding toolbar on the left side
provides most of the controls for manipulating content in the editor area.
There are three different states for most of the toolbar icons: normal,
active, and not available.

Icon state Description

Normal — Click to activate.

Active — Click to deactivate.

|| B

Not available.

Icon Description

Add Picture — Click to select a picture (e.g. your company logo)
from a file select dialog box. Click the Open button to place the
picture on the worksheet. To remove the picture, right-click on it
and choose Remove. Another way of deleting a picture is to
press Delete on your keyboard.

Lock Aspect — Fixes image proportions during scale operations.

0] | Preview — Click to preview your work in a browser window.

Add Table — Click to place a table on the worksheet. A table can
be removed by using the context (right-click) menu or by
E=] | pressing Delete on your keyboard. Click the table cell to make it
active. To add another table, click on the worksheet to deactivate
the currently active object. Read more about tables below.

=] Text Align — A section of nine buttons used to align text in an
active table cell.
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Word Wrap.

Text controls — The tools and selects from this section control
T font attributes such as font style (bold, italic, underline), font

T family (serif, sans-serif, cursive, fantasy, monospace), and font

size.

Foreground Color — Change the text color by selecting from
this list.

Background Color — Change the color of the active table cell by
selecting from this list.

w | Border — A section of six buttons for showing or hiding the
border of the active table cell.

Stroke — A section of three controls for changing the active cell’s
border weight, style and color.

Grid — On by default; click to turn off the grid.

Snap to Grid — On by default; click to allow arbitrary
positioning of elements on the worksheet.

Envelope Window — Two half-transparent gray boxes
displaying the positions of envelope windows; click to turn off.

o

K7 Undo — Click to cancel the last action.

Save and Close — For convenience in editing the bottom of the
worksheet, these controls duplicate the main toolbar controls.

B

S , A straight line in the Layout Designer can be simulated by using a table
with only one visible border.

Table

The main Layout Designer object is the table, which is a placeholder for
all inserted information. A table or a table cell within a table can be
moved and scaled by dragging the cell handlers. Double-click a table or a
cell within a table to enter cell editing mode, where you can type in or edit
a cell’s text. To change the attributes of a cell’s text, make sure the cell is
selected (8 black square handlers are visible) and set the text attributes in
the toolbar on the left.

Changing the text attributes of a cell in the toolbar will affect all text in

Z the current cell. To change the attributes of part of the text, enter cell
editing mode (double-click), select that part of the text, and use the
keyboard shortcuts listed below.
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Context Menu

48 Insert Row
il Insert Col
‘S Remove Row
i1 Remowve Col

Header ’ The context (right-click) menu provides you with
. , .

wilelds greater control over tables and other objects, and

Footer '

allows certain data located in the PortaBilling®
database to be displayed in the table cell. To show
the menu, right-click on a table or cell. The three top
elements of the context menu correspond to the

Th Send Back .

3 Bring To Front template components (tabs); in the case of an

I Clone invoice, for example, these would be Header, Fields
X Delete and Footer. Users can also set the order of all

objects in the window and clone or delete selected
objects.

Select one of the menu elements to activate a submenu containing a list of
all the fields specified in the template editing window. The selected item
will appear in the selected cell as the item’s value. Double-click the cell to
enter editing mode; the cell now displays the corresponding variable.

Page / print setup

The page context menu (right-click on the worksheet) provides access to
the Web-Page Dialog for page, envelope and print setup.

https://demo?.portaone.com - Porta... g (m]

Faper size:

Envelope:

Marg

Letter |w|

£9-9903 Z wnd

(2]

Left:

Top:

Header:

0.25in

0.25in

0.25in

Right:

Baottom

Footer:

0.25in

0.25in

0.25in

Open your browser prior to printing. In your browser’s File menu, select Page Setup.
In the dialog box, set up the paper size (A4 or Letter), delete all Header and Footer
symbols, and set all margins to zero or a value close to zero.

Envelope Formats: America

Envelope Envelope Window Window | Window
Measurements size From Left From
Bottom

#6-3/4 3-5/8" x 6-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2"
#7 3-3/4” x 6-3/4” | 1-1/8" X 4-1/2” 7/8” 1/2"
#7-3/4 3-7/18"x7-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2"
#8-5/8 3-5/8” x 8-5/8” 1" X4 1” 3/4”
#9 3-7/8" x 8-7/8" | 1-1/8" X 4-1/2” 7/8” 1/2"

#10 4-1/8" x 9-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2"
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a1



Porta 4 Billing® System Management

#11 4-1/2” x 10-3/8” | 1-1/8” X 4-1/2” 7/8” 1/2"
#12 4-3/4” x 117 | 1-1/8" X 4-1/2" 7/8” 1/2"
#14 5" x11-1/2” | 1-1/8" X 4-1/2” 7/8” 1/2

Double-window envelopes

Envelope Window Size Location Placement
TOP WINDOW
#9-9903 37/8" x 8 7/8" From Left 3/8”
From Top 1/2”
BOTTOM WINDOW
35/8”x85/8” P From Left 7/8"
From Bottom 5/8”
TOP WINDOW
# 8-5/8 7/8” x 3-1/2" From Left 5/8”
From Bottom 21/4”
BOTTOM WINDOW
35/8°x85/8” x4 From Left 5/8”
From Bottom 5/8”
TOP WINDOW
#9-13036 7/8” x 3-1/4” From Left 3/8”
From Bottom 2-1/2”
BOTTOM WINDOW
37/8x87/8” T e From Left 12’
From Bottom 7/16”
TOP WINDOW
#9-13037 7/8” x 3-1/4" From Left 3/8”
From Bottom 2-1/2”
BOTTOM WINDOW
37/8x87/8” x4 From Left 1/2”
From Bottom 3/4”
TOP WINDOW
#9-13038 718" x 31/2" From Left 3/8”
From Bottom 2-3/8”
BOTTOM WINDOW
37/8x87/8” P From Left 3/8”
From Bottom 5/8”

NOTE: Envelope #9-9903 (3 7/8" x 8 7/8") is QuickBooks compatible.

Envelope Formats: Europe

Format Size [mml] Content Format
cé 114 X 162 A4 folded twice = A6
DL 110 x 220 A4 folded twice = 1/3 A4
C6/C5 114 x 229 A4 folded twice = 1/3 A4
C5 162 x 229 A4 folded once = A5
c4 229 X 324 A4
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DIN 680 specifies that a transparent address window should be 90 X 45
mm in size, and the window’s left edge should be located 20 mm from the
left edge of the envelope. For C6, DL, and C6/C5 envelopes, the bottom
edge of the window should be 15 mm from the bottom edge of the
envelope. For C4 envelopes, the top edge of the window should be either
27 or 45 mm from the top edge of the envelope.

Keyboard shortcuts

Shortcut Action
Z Arrow keys | Move objects with grid size increments.
Ctrl — arrow | Use to scale table cells or images with current grid size
key increments.
Cell editing mode

Ctrl-A Selects all objects in the Template window if nothing is
selected, or selects all text in an active table cell.

Ctrl-C Copy selected text.

Ctrl-V Paste clipboard text starting from the current cursor
position.

Ctrl-X Cut highlighted text.

Ctrl-I Change selected text style to I7alic.

Ctrl-B Change selected text style to Bold.

Ctrl-U Change selected text style to Underline.

Ctrl-K Hyperlink selected text (opens hyperlink editing dialog).

Netscape or Mozilla users may experience the lack of a movable cursor
6‘()/‘ allowing them to select text from the keyboard in cell editing mode. Press
the F7 key to turn the edit cursor (caret browsing) on and off.

Users with a small screen resolution may enjoy the benefits of their

browser’s full-screen mode. Simply press the F11 key to switch your
Mozilla, Google Chrome or IE into full-screen mode.

Web Interface

The Web Interface page is for managing various parameters that affect
the look and feel of the information presented on the PortaBilling®
admin interface.
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Custom Fields

Web Interface

» | @ Add | [d save | [g) Save&Close | ® Close M Logout | B Log

Custom Fields.

(o] (] [w] [w] B

Object *

Customer
Customer
Account

Customer

Mo Tper P ronerten T

Custoner Bonus Texs Min. Length: 4, Max. Length: 5 None
Preferred Support Engineer Name Text Min. Length: 1, Max. Length: 20 No No
Intemet Supplier Text Min. Length: 4, Max Length: 6 Yes No
Drivers License ID Text No Yes

[ O [ [d [

Customer Bonus. Text Min. Length: 4, Max. Length: 5 None Yes Yes

It is possible to store a set of extra attributes (e.g. driver’s license ID or
tax code) to supplement the standard PortaBilling® information. This tab
allows you to create your own custom fields and give them whatever
name you like, set a field type, and so on. Custom fields are treated like
any other field; they can be set on the Customer / Account Info page
and used for search queries. Custom fields are also added to Invoice
templates under the Header section and it is possible to add custom
fields in Layout Designer (right-click=>Header).

Administrators can manage extra user information with the help of the
Custom Fields tab on the Web Interface page. For each new custom
field, the following attributes must be set:

Field

Description

Object

Defines whether the custom field applies to the
customer ot the account.

Name

The descriptive name of the field. This is the name
that will be displayed next to the custom field on the
Edit Customer or Account Info pages.

Type

Choose the type of field:

e Text — Basic single-line input field.

e Number — Input field used to store and
validate numerical values.

e Date — Field type used to store dates.

e Date & Time — Custom field that stores
dates with a time component.

e List — Single select list with a configurable set
of options.

NOTE: Once a custom field is created, the Type field cannot
be changed.

Properties

Enables you to customize properties of the field that
define its form, appearance, or value. These properties
are specific to the field type. Click Properties or

the £ Wizard icon to invoke the wizard. This will
enable you to define a new field format or change an

existing one and to specify the default value a custom
field should have.
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Default

Read-only attribute which must be specified in the
Properties attribute.

Mandatory

Defines the mandatory status of the field.

Visible to the
End User

Custom fields may store a privileged additional
information that is required for support and
troubleshooting and must be shown on the web
interface without the risk of exposing it to end users.

However, such information as customet’s bonus,
driving license ID, etc. can be useful for both an
administrator and end user.

Select this option if you want to enable end users to
see and edit this custom field on their self-care
interfaces.

6,c)/‘ You can delete a custom field at any time. All records of its values will
also be deleted then.

Quick Forms

The Quick Forms page shows the quick forms currently in the system.

Quick Forms

> Add |® Close * Logout B Log
Currency. ANY M Customer Class:  ANY M Search
? Name Currency Customer Class Delete
Account usp Default customer class x
Create New Account usp Distributer xX
Customer uUsD Retal SIP x
Add a New Quick Form

To add a new quick form, click the ] Add button.

Quick Forms

. Add |® Close ») Logout B Log
I
Curriway ANY v Customer Class:  ANY v Search
"
? lName Currency Customer Class Delete
iAccnunt usD Default customer class x
\;Create New Account usD Distributor x
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Add Quick Form

vl Logout

Werk in progress

Name Quick Form for EasyCall : Customer Class |Default customer class v
Managed By [dninistrator Only v Currency USD - US Dollar LAl

I Display Summary Upon Creation

Visible To
Available ACLs Included ACLs
Admin - no taritfs Adnin
adnin_with_no_tariffs_page Distributor
Bookkeeper
Helpgesk
Ho access
Root
Root a5 Admin
Root without Object button Include->
G Reseller

Reseller <-Remove

Edit Quick Form "Quick Form for EasyCall'

Work in progress

» Choose Controls | i@ Save | [@ Save&close | @ Close »f) Logout | B Log
= Name Quick Form for Easycall . Customer Class Default customer class
Managed By Administrator Only Currency usD

I Display Summary Upon Creation

Controls | visible To

No controls have been selected. Please add available controls via "Choose Controls™

After creating the initial quick form definition, you need to specify which
fields in the customer and account information will be pre-populated, and
which are to be filled in later by a data entry person. To do this:

1.
2.

>

Click on 2l Choose Controls on the toolbar.

Enter the details that customers (being created by this quick form)
have in common.

Click el Save on the toolbar to save the details.

Now click on Accounts on the toolbar to enter the details that
accounts (being created by this quick form) have in common.
Then click il Save on the toolbar.

If you want to use this quick form to create several accounts, click
Next on the toolbar to access the information page for the next
account, then click bl Save.

Repeat step 6 until all the information for all accounts has been
entered.

Finally, click Close on the toolbar to return to the Quick Form

page.
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Custemer Controls / Quick Form 'Quick Form for EasyCall'

=) Accounts Objects P Logout
.. 5
s customerm | | Customer Class Default customer class
Blocked Balance Control Postpaid +
Currency USD - US Dellar |

w Permanent Credit Limit

Address Info | Web Self-Care ‘ Additional I'D ‘ Billing ‘ Payment Info | Service Configuration
[]

Login I Time Zone The same a5 billing cime ¥
"

Passwaord I Auto Yweh Interface Language Default Language v

Access Level Retail L M
u

Output Format l

[

Date [TrYY-MM-DD I 2003-12-31 v

Time HH24: MI:55 i User Defined v

Date & Time: YY-MM-DD HH24 ML S5 User Defined v

Input Format !

Date [TrTY-MM-DD I 200%-12-31 v
w

Time HHZ4:MI:55 v User Defined v

3 kel Save | (o] Save & Close | ® Close Objects 5] Logout
@ Account ID . Opening Balance 10
Blocked
Account Info | Products | Web Self-Care | Subscriber | Additional Info ‘ Life Cycle | Service Configuration
# Login Accaunt 1D Time Zone Awerica/Vancouver v
< Password S3qrayred Auto Web Interface Language en - Englizh v
Access Level Account self-care A

Output Format

Date [T -MM-DD Z003-12-31 v

Time HHZ4:MI:55 User Definsd v

Date & Time TT-MM-DD HH24 1 M1:55 User Defined v
Input Format

Date [T -MM-DD 2003-12-31 v

Time HHZ4:MI:55 User Defined v

The check box next to the field defines its status with regard to data entry.
If the check box is selected, this means that the data entry person will be
prompted to enter a value for this field (you can still specify a default
value for this field). If the check box is not selected, you must provide a
value for this field when defining the quick form, which will then be
inserted into the database.

NOTE: Values for some fields must be entered by the data entry person, since they
must be unique (e.g. Customer Name.)

Please refer to the Customer Management and Account Management sections of
this guide for a detailed explanation of individual fields in the forms.
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3- Adjusting
Billing
Parameters
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Services

Services in PortaBilling® define the naming and billing parameters of the
physical services you offer to customers. Each service is associated with a
particular service type (which defines what the customer is actually

doing — making a phone call, sending a message, using Wik, etc.).
Services allow you to specify which parameters are used to calculate
charges and, finally, what the rates for each service are.

For your convenience, PortaBilling® now provides a set of pre-defined
services with all the required parameters. You can easily change an
existing service name to make it more descriptive for your administrators
and customers; or you can define new services.

Add / Edit Services Online

Click the (H Add button to add a new service. Services you create can be

edited later by clicking the [=] Edit icon. Standard PortaBilling® services
cannot be changed, and are shown in gray. Click the el Save button to
save your work when done.

Services

» [ add | el Save | gl Save&Close | & Close M) Logout | B Log
Edit Name * Service Type * Rating Base * Base Unit * Billing Unit * Billing:Base Ratio * Charge For Usage * Taxation Code Delete
‘ | ‘ sessior-time | ‘ | ‘ | ‘ | ‘
tseconds)
sessiortime
Conferencing Canferencing Pl second minute 80 Yes
fquantity
Data Senvice [KB] Data Service {hytes) Ite kilobyte 1024 Ves
Data Service MB]  Data Service CQUEily bte megabyle 1048576 Yes
(bvtes)
session-tima
Dial-up Dial-up Internet (secands) secand minute B0 Yes
Column Description
Name Service name.

Service Type Choose the service type (physical service) supplied to
the customer. See below for a description of the
available service types.

Rating Base Specification of which particular parameter is used to
calculate charges, e.g. “session time”, “amount of
data transferred” and the like. Where applicable, the
rating base selection also defines what is to be used as
the base unit; e.g. for the Internet Access service
you could use bytes, kilobytes or megabytes as the

base unit.

Base Unit A customer-visible name for the units in which
service use is measured; this also would be the

smallest possible unit you can use in the rating

configuration.
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Billing Unit A customer-visible name for the units used to
calculate service charges. You will use these units to
specify your rating prices, and the usage details in
xDRs will be shown in these units.
Billing:Base If billing units are different from base units, this
Ratio parameter defines how many base units make up one

© 2000-2016 PortaOne, Inc. All rights Reserved.

billing unit (for instance, 1024 bytes makes 1
kilobyte). This parameter is extremely important, as it
affects calculations in all xDRs for this service.

If you decide to deploy a new service with a different
ratio between units (e.g. 1 kilobyte equaling 1000
bytes), a new service type must be created before you
attempt to do any further configuration.

Taxation Code

When adding a new service, you can also specify the
taxation code that will be used by EZtax®, formerly
known as BillSoft®, (it should be in the following
format — 12:35) or SureTax® (an ordinary number is
used here, for example — 050105) taxation plug-ins.

Supported Service Types

Once installed, PortaBilling® supportts the service types shown in the
table below. The Rating Base column refers to the applicable rating base
options. S (“session-based”) means that the service type is charged based
on the duration of its use, while Q (“quantity-based”) means that some
other numerical parameter supplied by the network node is used, e.g. the
amount of data transferred.

Name Rating Description
Base

Conferencing S Rating conference calls via PortaSIP®
Media Server (or some conferencing
server).

Data Service Q Data transfers rated using the amount
transferred as the billing parameter.

Dial-up S Dial-up Internet access sessions, rated

Internet based on session duration.

IPTV IPTV services, like pay-per-view movies,

rated based on the number of views.

Internet Access

S, Q Internet access sessions (DSL, PPPoE,
etc.), rated based on session duration or
the amount of transferred data.

Measured Q Rating the amount of an allocated

Service resource (active calls, IP Centrex phone
lines and other), charges are based on the
number of resource units consumed.

Messaging Q Rating messages (text, SMS, MMS, other)
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Service based on the number of messages sent.
Quantity Based Q Generic quantity-based service type; can
be used to apply charges for any service
use expressible in numerical form (e.g. the
number of pizzas ordered).

Session Based S Generic time-based service type; it can be
used to apply charges for any service use
based on the length of time the service
was accessed.

Voice Calls S Rating telephony calls (incoming or
outgoing) made via PortaSIP®, VoIP
gateways or other equipment.

Wi-Fi S Wireless Internet access sessions, rated
based on session duration.

Currencies

The Currencies page allows you to define a method for determining
exchange rates between currencies. Supported methods include explicitly
defined exchange rates or the use of external services such as yahoo.com
or xe.com.

NOTE: Before relying on an external exchange rate service, read its terms of use
A thoroughly, as the rates it provides are usually given at a delay of at least fifteen
minutes from the actual values.

To define an exchange rate source for a currency, first click 1 Add on the
toolbar.

Currencies

» | @ add | Il Save | [ Save &Close | @ Close *l Logout | B Log

Search

(Cumeney ] ([carreney Hame ] [_county

_ 150 4217 ec.
Edit Hame Major Minor

s Exchange Rate Payment Remittance Minimum
alpha  num digits

S et Payment Syatem  Pavment Method pURTR Delete

Currencies

> | @ Add | id Save | [l SavekClose | @ Close * Logout | B Log
Search
Sunency ] [_Surency name | [_country ]
_ 150 4217 Dec. _ Exchange Rate Payment Remittance Minimum
B b mum "M g Malor Minor o ey Payment System Payment Method payment. Delete
xoz —[v] I ] 2]
[§] usD 840 USD-USDollar 2 dollar cent geay GoverTest Payment - = [@B|[@2] 1.00000

KE. com Systern

Yahoo. com
ChATETY AE U 5 EXCRAMge ate source you agtee 1 te XE.GOM s of Use
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Currencies

» [ Add | [d save | [ Save & Close | ® Close M Logout | B Log
Search
| | [
150 4217 Dec. ~ _ Exchange Rate Payment Remittance Minimum
Edit To o Hame digits Major Minor Ere® i Payment System Payment Method Payment Delete
Bum [ Haral v v v
[§] uso B840 USD-USDollar 2 dollar cent Exchange Rate [ O B (E) (@B (@] 1 00000

Chooshy  Please specify currency Exchange Rate  asf Use

1EUR =[1.28930 “usD

From the Exchange Rate Source list, select Manual, yahoo.com, or
xe.com. (The specific exchange rate is defined in the dialog box when
adding a new currency or changing the exchange rate source for an
existing one.)

The next list shows all payment systems registered by the system’s
administrator. Choose one which will be responsible for all payments in
this currency using the payment methods chosen for it. If this is not
required, select an empty value. It is possible to add multiple
combinations of the same currency with different payment systems; in
this case, all of them will use the same exchange rate source.

Currencies

» | @ Add | i Save | [ Save & Close | ® Close °f) Logout | B Log

Search

[curraney ) [oumeney name ] [_coury

150 4217 i -
n a— Dec. otor  Minor Exchange Rate Payment Remittance O T M
B digits Source System Payment System < Payment

E EUR 978 EUR - euro 2 Euro euro-cent Manual AuthorizeMet

[@B)@2] 1.00000
[@®)@] 100000

E uso 840 USD-USDallar 2 dollar  cent Manual CoverTest Payment

Choosing XE.COM as exchange rae swrce you agree tn the {E.COM Brms of Use

Please note that it is not allowed to have multiple payment systems
assigned to the same currency using the same payment method.
Because of charges for the use of online payment systems, it is
recommended that a non-zero value be entered in the Minimum

Payment field.
Column Description
ISO 4217
alpha Official three-letter currency code (e.g. USD).
Num Numeric currency code according to ISO standard.

Name Commonly used name of the currency.

Dec. digits Maximum number of decimal places allowed by the
currency, e.g. for US dollars or euros it will be 2, since
the smallest unit is one cent (0.01), while for yen it will
be 0, because an amount in yens can only be a whole
integer.

Major The main currency unit, e.g. dollar.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 62



Billing® Adjusting Billing Parameters
Minor The lesser currency unit (if applicable), e.g. cent.
Exchange Defines the method of entering the exchange rate for

Rate Source

this currency: updated either manually by an
administrator, or by PortaBilling® from exchange rate
sites such as xe.com or yahoo.com.

For an existing row in the table, click on the underlined
xe.com ofr yahoo.com line in a column to immediately
fetch the current exchange rate.

Payment Selects an online payment processor to process

System payments in this currency.

Remittance Defines a payment remittance system. Select the

Payment corresponding payment remittance system to allow

System your customers who maintain their balances in this
currency to transfer funds from their accounts in
PortaSwitch to a mobile phone’s balance in another
counttry.
Note that one currency entry can be assigned to a
payment or remittance system or to neither of those
options.

Payment Read-only column; lists all available payment methods

Method (e.g. VISA) for the selected payment system.

Minimum The smallest allowed amount for an online payment (in

Payment the corresponding currency), in order to prevent

service abuse.

Select bl Save or click the kel Save icon in the Edit field to make your
changes take effect.

The ISO 4217 currency code is normally composed of a country’s two-
character ISO 3166 country code plus an extra character denoting the
currency unit. For example, the code for Canadian Dollars is simply
Canada’s two-character ISO 3166 code (“CA”) plus a one-character
currency designator (“D”). Currency unit names (major and minor) are
not defined in ISO 4217, and are listed in the table only for user
convenience. Visit BSI Currency Code Service (ISO 4217 Maintenance
Agency) website http://www.bsi-global.com/for more information.

Exchange Rates

All exchange rates used within the system are listed. The Effective list
allows you to define whether only current exchange rates (Now) or all
exchange rates ever used (->Now) will be shown. The following
information is provided in the exchange rate listing:
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Exchange Rates

Update bl Logout

»  Effective

How |v|

Edit Hame Exchange Rate, USD*  Source Timestamp x
[E] canagian Doltar 1 CaD = 0.98060 Yahoo.com 2011-12-28 09:00:06
IE‘ eurn 1 EUR = 1.30617 XE.com  2011-12-28 09:00:07

S Dollar 1 USD = 1.00000 Manual Entry 2011-11-05 09:00:25
Field Description
Edit Click the [ =] Edit icon to modify the given exchange

rate. Select bl Save or click the kel Save icon in the Edit
field to make your changes take effect.

Name The currency unit name (for example, “Canadian
Dollar™).

Exchange Currency exchange rate. Defines the number of units of

Rate the base currency equal to one unit of the foreign

currency. (For example, with British Pounds as the
foreign currency and U.S. Dollars as the base currency
the base currency units would be “1.5326” and the value
of this column would be “1 GBP = 1.5326)

Source Shows the exchange rate source for the given currency
as defined on the Currency page.

Timestamp | The effective date for the given exchange rate. Newer
exchange rates supersede older ones.

Click the [E Edit icon to modify an existing exchange rate. This will copy
the content of the current row into the table header. The source will be
changed to Manual. Enter the new exchange rate, then select either

lel Save Edit, el Save or [l Save&Close to save changes.

Customer Classes

A customer class is a definition of various properties (e.g. invoice terms)
which can be easily applied to a large number of customers.

On the Customer Class Management page, you can view a list of all
currently defined classes. This list provides the following information:

@ E [ B EEE Customer Class Management
» | @ Add [ ® Close ™ Logout | B Log

Managed By, Search

e .

Name. Currency  Managed By  ArchivexDRs voices Taxation Description Dekete
ABC Shuttle Inc. ABC Shutte Inc Yes No  TaxIncluded into the Rate
ABC Shuttle Lid ABC Shuttle Ltd. Yes No  Taxincludedintothe Rate

CC retail USD  AdministratorOnly  Yes Yes  Taxincludedinto the Rate [E]

Default customer class Administrator Only  Yes Yes  Taxincludedinto the Rate

Easy Call g USD  AdministratorOnly  Yes Yes Fixed VAT Rate
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Column Description
Name Name of a specific customer class.
Currency Currency that is used for a particular customer class.
Managed by e Administrator only (default) means that this
class will be used for your direct customers, and
is accessible only to your administrators.
e Sclect a PortaBilling® reseller to assign this class
for use by a particular reseller.
Archive Defines whether the statistics generation is enabled for
xDRs this customer class.
Invoices Defines whether the invoice generation is enabled for
this customer class.
Taxation The taxation method used to calculate taxes for this
customer class.
Description | A logical description of this customer class.

Add / Edit Customer Class

Customer classes allow you to define a set of parameters to be shared

among a certain category of customers. For example, you can create two

separate classes — one for your retail customers and the other for your
business customers, plus define the relevant parameters for each class.
After that, you only need to assign the required customer class to all

customers of a given category to ensure that all of them have the same

parameters (such as grace period, invoice template, taxation, notification

list, etc.).

The Add Customer Class page allows you to define a new customer
class within PortaBilling®.

The following parameters are available:

Field Description
Name Name of the customer class.
Currency Select the currency for this customer class.

Note that a customer class with currency can be
assigned only to those customers that are charged in
the same currency as the currency of the customer
class.

Leave this option empty if you are going to assign
this customer class to customers with different

currencies.

NOTE: Once saved, the currency cannot be changed.
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Managed by

Define whether the customer class is intended to be
used by a reseller.

e Sclect Administrator only if this class will be
assigned to your direct customers, resellers,
etc. and only users of the admin interface will
have access to it.

e Sclect a particular reseller that can have access
to this customer class on the reseller self-care
interface. This customer class will be used
only for this reseller’s subentities (customers,
subresellers). Admin interface users will be
able to view and edit this customer class as
well, but won’t be able to assign it to anyone.

Description

Type an informative and helpful description of this
customer class.

General Info tab

Edit Customer Class "Easy Call, Inc'

P Logout

Name Easy Call, Inc
Managed By Administrator Only

Currency ~ USD

Description

4

J General Info | Regular Invoices | Out-of-Turn Invoices | Taxation | Measured Services | Fraud Protection | Custom Fields | Notifications

Taxation Methad

Tax Included in the Rate v Billing period is closed ® Automatically

Upon Administrator's Approval

— Statistics
Generate Statistics

butno later than days after the period is over

Invoice rounding

® On off
Suspend Cn Insufficient No i
Send statistics via email Do Hot send v Funds For Subscriptions
. Close customer's account days after Provisional Termination
r Invoices
Generate Regular Invoices ® On off
Allow CUt-0FTum Invoices ® on off

® Custom rounding [xxxxx.xxooo | =l [*

Currency default | xxxxx.xxxxx

Field

Description

Taxation
Method

e Seclect Taxes included in the rate if rates
that will be used to charge customers of this
class incorporate the applicable taxes.

e Sclect EZTax (US, Canada) to use the
external taxation module from EZtax, Inc.

e Sclect SureTax (US, Canada) to use the
corresponding external taxation module.

o Seclect Fixed VAT Rate to add a certain
percentage of value-added tax to the charges.

o Select Custom taxation to add a certain
percentage of tax to the charges. This
taxation method is similar to the Fixed VAT
Rate but allows the application of some
custom named taxes.

e Sclect GST (Malaysia) to use the
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PortaBilling® internal taxation plug-in that
handles the Malaysian goods and services tax.

For more information about taxation methods please
refer to the Processing Taxes section in the PortaBilling
Administrator Guide.

Statistics

Generate
Statistics

® On — Select this option to enable statistics
calculations for all customers that belong to
this customer class.

e Off — Select this option to disable statistics
calculations for all customers that belong to
this customer class.

Send statistics
via email

This option is available only when statistics
generation is enabled for the customer class
(Statistics Generation is set to On).

It defines what kind of xDR statistics should be
delivered to the customer by email:
e Full Statistics — Send a .csv file with a
complete list of xDRs.
e Summary Only — Do not send a full list of
xDRs, only a brief summary.
¢ Do Not Send — This option prevents the
delivery of event statistics to the customer via
email.

For more details, see the Additional Info tab subsection
of the Add / Edit Customer section in this guide.

Invoices

Generate
Regular
Invoices

This option is available only when Statistics
Generation is set to On.

Define whether to generate regular invoices for the
customers that belong to this customer class:
e On — Select this option to enable the
generation of regular invoices.
e Off — Select this option to disable the
generation of regular invoices.
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Separate
Invoice for
Recurring Fees

Prior to enabling this option, please refer to the
Auto-charging for subscriptions and service usage
balance section of the PortaBilling Administrator
guide for details.

Enable this option to generate an additional out-of-
turn invoice that will only cover subscription charges
and taxes calculated for these recurring charges. The
out-of-turn invoice is then automatically paid by the
customer’s credit card.

Note that an out-of-turn invoice can only be paid
with a credit card; it cannot be paid manually via the
web interface. Therefore, make sure that the Auto-
charge invoice balance to using pre-authorized
Payment Method option for the customer class is
also enabled.

Allow Out-of-
Turn Invoices

Define whether to generate out-of-turn invoices for
the customers that belong to this customer class:
® On — Select this option to enable the
generation of out-of-turn invoices.
e  Off — Select this option to disable the
generation of out-of-turn invoices.

Invoice
rounding

This is a pattern that defines how the rounding up of
the invoice total works.

This pattern takes the form of XXXXX.XX000.
An X (to the left) means that the digit(s) in this
position remain unchanged, while a 0 (to the right)
means that this position is rounded up.

For example, XXXXX.XX000 means that the
amount is rounded up two decimal places, so that
1.2345 becomes 1.24. Note that rounding off is
always done upwards.

For your convenience, invoice rounding can be
specified as:
¢ Custom rounding — With this option
selected you can specify your own rounding
up pattern by changing X to 0 or 5 (e.g.
XXXXX.XX500).
e Currency default — This is the pre-defined
rounding up pattern for the currency, selected
for the customer class.

Other
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Billing period
is closed

Define whether a billing period should automatically
be closed or only after an administrator’s approval.

e Automatically — Select this option to
automatically close a billing period at the end
of the billing cycle and immediately generate
the customer’s invoice.

e Upon Administrator’s Approval — Select
this option to close a billing period only after
an administrator’s approval. Customer
balance adjustments can be made during the
time pending for an administrator to approve
it. These adjustments will be included in the
still-open billing period and on the customer’s
current invoice.

o but no later than ... days after the
period is over — Type how many
days PortaBilling® waits for the
administrator’s approval before
closing a billing period.

Suspend On
Insufficient
Funds For

Subscriptions

This option allows you to suspend all customers that
belong to this customer class when their balance or
available funds are insufficient to cover subscription
charges of subscriptions assigned to them directly.
o Yes — Customers who have insufficient
available funds are automatically suspended.
When they are suspended, they no longer
receive the service and therefore no
subscription charges are generated. As soon
as funds become available, the service is
resumed and new charges are generated.

e No — The subscription’s full amount will be
charged regardless of the current balance
status. It may happen that a customer’s
balance exceeds the credit limit or the amount
of available funds (in this case the negative
value of available funds appears).

Close
customer’s
account ...
days after
Provisional
Termination

Type how many days after provisional termination
passes until the customer’s account will be
permanently closed (if the administrator does not
manually restore this customer within this period).
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Regular Invoices tab

This tab is available when regular invoice generation is enabled for the
customer class (the Generate Regular Invoices option on the General
Info tab is set to On).

Edit Customer Class 'Retail’

» | i Save | gl Save& Close | @ Close ° Logout | B Log

Name Retail © Ccumency UsD

Managed By Administrator Only Description

Corcratiot | Reqarness | Outof T e | arstn | essredsenaecs | rrurrotecion | Cstom e | osteatons

Generate IV0ics PDF @ attne end of billng period - Payment Terms:

) Postponed, based on resource availability Auto-charge invoice balance using
pre-authorized Payment Method

Paymentis expected within 3 days afler invoice generation
Notity customer about upcoming due date 3, days before due date

) On demand
Invoice Template - Wholesale customer -
Sendinvoices viaemail € automatically

- Payment Collection

) After review and approval by admin
Do nottry o collectthe payment ifthe amount due islessthan 5 usD

© Never
Re-sendthe invoice 136 days after dus date

Charge using the pre-authorized Payment Method 1 days after due date

Suspend the customer's senices

Send a suspension waming 3 days before suspension date
Suspendthe customer's senices 14 days after due date

Close the customers account

Send a closing waming 3 days before closing date

Close the customers account 21 days after due date

Field Description
Generate e At the end of the billing petiod — With this
Invoice PDF option enabled, PortaBilling® processes the

customer’s xXDRs, applies charges (e.g.
subscriptions, fees, etc.), creates a regular
invoice and generates a .pdf file. XDR
processing for the next customer only starts
once the .pdf file for the previous customer
has been generated. Note that this is the
default option.

e DPostponed, based on resource availability
—With this option enabled, PortaBilling®
creates a regular invoice and charges a
customer’s pre-authorized payment method
immediately. PortaBilling® begins to generate
the .pdf files only once the calculations
related to the previous billing period (e.g.
xDR processing, statistics) for all customers
have been completed. This is a useful option
for service providers who automatically
charge customers’ pre-authorized payment
method.

e On demand — With this option enabled,
PortaBilling® makes all calculations for the
customer, creates their regular invoices and
saves them to a database. These invoices are
then accessible via API. However, the .pdf
file will not be generated unless explicitly
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requested. Note that at any time an
administrator can initiate .pdf file invoice
generation on the customer’s page.

Invoice Select one of the predefined invoice templates. For
Template how to create an invoice template please refer to the

Templates section of this guide.

Click the Invoice Template link to review and edit
the selected invoice template.

Send invoices
via email

Define when to send regular invoices by email to a
customer.

e Automatically — Select this option to
automatically send a .pdf copy of the regular
invoice to a customer when a new invoice is
created.

After review and approval by admin —
Select this option to send a .pdf copy of the
regular invoice to a customer only after an
administrator has reviewed and approved the
invoice.

o Hold for review for ... days — Type
the number of days PortaBilling® will
wait for an administrator to approve
an invoice before sending the invoice
to the customer.

Never — Select this option if you don’t want
to send a .pdf copy of the regular invoice to
the customer.

Payment
Terms

Auto-charge
invoice balance

Select this check box to automatically charge the
customer’s credit card for the full amount due when

using pre- his billing period is closed; as a result, a regular
authorized invoice will be created with a zero amount due.
Payment

Method

Payment is This option is available only when the Auto-charge
expected invoice balance using pre-authorized

within ... days
after invoice

Payment Method option is enabled.

generation Type how many days after regular invoice generation
a payment is expected.
Notify This option is available only when the Payment is

customer about
upcoming due

expected within ... days after invoice generation
option is not empty or 0.
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date ... days
before due date

Type how many days prior to the invoice due date a
notification should be sent to a customer. Use
comma to separate values.

For instance, “14, 7, 3 means that the customer
should receive a notification 14, 7 and 3 days before
the due date. (Obviously, if the customer pays after
the first notification, no further notifications will be
sent).

Leave this field empty to disable notifications
completely.

Payment
Collection

Do not try to
collect the
payment if the
amount due is
less than

This option is available only when the currency for
the customer class has been defined.

Type the minimum charge threshold required for
creating a regular invoice. If the amount due on a
regular invoice is lower than the specified threshold,
no payment is required immediately and notifications
concerning the invoice will not be sent yet.

If no payment is made, the balance is applied to the
next invoice(s) until the amount due on the new
invoice crosses the threshold. The status of such an
invoice on the web will be reflected as “Do not pay.’

b

For example, if the collection threshold is $300:

e For invoice #1 with charges for the first
billing period equal to $100 and an invoice
total of $100, the invoice status is “Do not
pay,” no suspension warnings.

e Forinvoice #2 with charges for the second
billing period equal to $100 and an invoice
total of $200, the invoice status is “Do not
pay,” no suspension warnings.

e Forinvoice #3 with charges for the third
billing period equal to $100 and an invoice
total of $300, the threshold is reached and
notification concerning invoice #3 includes
the amount to pay equal to $300.

e If the customer pays $100, then invoice #1 is
paid. The next notification about invoice #3
includes the amount to pay (equal to $200). If
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the customer makes a $50 payment, then
invoice #2 is partially paid.

e For Invoice #4 including charges for the
fourth billing period (equal to $100), with
$150 paid and an invoice total of $250, the
status of the invoice is “Do not pay,” no
suspension warnings. But invoice #3 must
still be paid, with an amount due equal to
$150 and suspension warnings are sent to the
customer.

Re-send the
invoice ... days
after due date

Type how many days after the invoice due date a
notification regarding the overdue regular invoice
should be sent. Use comma to separate values.

For instance, “0, 7, 14 means that the customer will
receive a notification on the due date and then 1 and
2 weeks later. (Obviously, if the customer pays after

the first notification, no further notifications will be

sent).

Leave this field empty to disable notifications
completely.

Charge using
pre-authorized
Payment
Method ...
days after due
date

Type how many days after the invoice due date an
attempt should be made to charge a customer’s credit
card for the regular invoice amount due. Use comma
to separate values.

For instance, “0, 3, 10” means that PortaBilling® will
attempt to charge the customer’s credit card on file
on the due date and then 3 and 10 days later.
(Obviously, if one of the charge attempts succeeds,
no further attempts will be made).

Leave this field empty to disable re-collect attempts
completely.

Suspend the Select this option if you want to suspend a customer’s
customer's services if a regular invoice is unpaid.

services

Send a This option is available only when Suspend
suspension customer’s services ... days after due date
warning ... is not empty or 0.

days before

suspension Type how many days before the suspension date (or
date before the customer is automatically suspended for

the second time if the suspension was delayed by the
administrator) a notification will be sent to the
customer.
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Note that the number of days specified here must be
less than or equal to the number
of days specified in Suspend customer’s services
... days after
due date.

Leave this field empty to disable such notification.
Suspend the This option is available only when you enable the
customer’s Suspend the customer's services option.
services ...

Type how many days after the due date the
suspension of customer’s services will take place if
the regular invoice is still unpaid.

Note that the number of days specified here must be
greater or equal to the number of days specified in
Send a suspension warning ... days before
suspension date.

Close the
custometr’s
account

Select this option if you want to close a customer’s
account if a regular invoice is unpaid.

Send a closing
warning ...
days before
closing date

This option is available only when Close the
customer’s account ... days after due
date is not empty or 0.

Type how many days before the closing date a
notification will be sent to the customer.

Note that the number of days specified here must be
less than or equal to the number of days specified in

Close customer’s account ... days after due date.

Leave this field empty to disable this notification.

Close the
customer’s
account ...
days after due
date

This option is available only when you enable the
Close the customer’s account option.

Type how many days after the due date the
customer’s account will be closed if the regular
invoice is still unpaid.

Note that the number of days specified here must be
greater than or equal to the number of days specified
in Send a closing warning ... days before closing
date and Send a suspension warning ... days
before suspension date .
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Out-of-Turn Invoices tab

This tab is available when generation of out-of-turn invoices is enabled
for the customer class (the Allow Out-of-Turn Invoices option on the
General Info tab is set to On).

Edit Customer Class 'Retail’

» | i Save | gl Save& Close | @ Close ° Logout | B Log

Name Retail © Cumency  USD

Managed By Administrator Only Description

Coreratiot | Reparinwses | outof T e | Traton | essredservees | et protecian | cotom s | tteatons |

Invoice Template * Wholesale customer v | Copysettings from Regular Invoices tab
Sendinvoices viaemail  Never -

Paymentis expected within 3 days afer invoice generation

Payment Terms.
’V Notity customer about upcoming due date 3, days before due date

Payment Collection
Re-sendthe invoice

days after due date

Charge using the pre-authorized Payment Method days after due date

SIgn

Suspendthe customer's senices
Senda suspension waming days before suspension date
Suspendthe customer's senices. days after due date

Close the customers account

D

Send a closing warning days before dlosing date

Close the customers account days after due date

Field Description
Invoice Select one of the predefined invoice templates. For
Template information on how to create an invoice template,

please refer to the Templates section of this guide.

Click the Invoice Template link to review and edit
the selected invoice template.

Send invoices Define when to send out-of-turn invoices by email to

via email a customer.

e Automatically — Select this option to
automatically send a .pdf copy of the out-of-
turn invoice to a customer when a new
invoice is created.

e Never — Select this option if you don’t want
to send a .pdf copy of the out-of-turn invoice
to the customer.

Copy settings | Click the Copy button to copy all of the setting for

from Regular payment terms and payment collection from the
Invoices tab regular invoices.

Payment

Terms

Payment is Type how many days after out-of-turn invoice
expected generation a payment is expected.

within ... days
after invoice
generation

Notify This option is available only when the Payment is
customer about | expected within ... days after invoice generation
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upcoming due
date ... days
before due date

option is not empty or 0.

Type how many days prior to the invoice due date a
notification should be sent to a custometr. Use
comma to separate values.

For instance, “14, 7, 3 means that the customer
should receive a notification 14, 7 and 3 days before
the due date. (Obviously, if the customer pays after
the first notification, no further notifications will be
sent).

Leave this field empty to disable notifications
completely.

Payment
Collection

Re-send the
invoice ... days
after due date

Type how many days after the invoice due date a
notification regarding the overdue out-of-turn invoice
should be sent. Use comma to separate values.

For instance, “0, 7, 14” means that the customer will
receive a notification on the due date and then 1 and
2 weeks later. (Obviously, if the customer pays after

the first notification, no further notifications will be

sent).

Leave this field empty to disable notifications
completely.

Charge using
pre-authorized
Payment
Method ...
days after due
date

Type how many days after the invoice due date an
attempt should be made to charge a customer’s credit
card or other configured payment method for the
out-of-turn invoice amount due. Use comma to
separate values.

For instance, “0, 3, 10” means that PortaBilling® will
attempt to charge the customer’s credit card on file
on the due date and then 3 and 10 days later.
(Obviously, if one of the charge attempts succeeds,
no further attempts will be made).

Leave this field empty to disable re-collect attempts
completely.

Suspend the Select this option if you want to suspend a customer’s
customer's services if an out-of-turn invoice is unpaid.

services

Send a This option is available only when Suspend the
suspension customer's services ... days after due date option
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warning ...

is not empty or 0.

days before
suspension Type how many days before the suspension date (or
date before the customer is automatically suspended for
the second time if the suspension was delayed by the
administrator) a notification will be sent to the
customer.
Leave this field empty to disable such notification.
Suspend the This option is available only when you enable the
customer’s Suspend the customer's services option.
services ...

days after due
date

Type how many days after the due date the
suspension of customer’s services will take place if
the out-of-turn invoice is still unpaid.

Note that the number of days specified here must be
greater or equal to the number of days specified in
Send a suspension warning ... days before
suspension date.

Close the
custometr’s
account

Select this option if you want to close a customer’s
account if an out-of-turn invoice is unpaid.

Send a closing
warning ...
days before
closing date

This option is available only when the Close the
customer’s account ... days after due date option
is not empty or 0.

Type how many days before the closing date a
notification will be sent to the customer.

Leave this field empty to disable this notification.

Close the
customer’s
account ...
days after due
date

This option is available only when you enable the
Close the customer’s account option.

Type how many days after the due date the
customet’s account will be closed if the out-of-turn
invoice is still unpaid.

Note that the number of days specified here must be
greater than or equal to the number of days specified
in Send a closing warning ... days before closing
date and Send a suspension warning ... days
before suspension date .
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Taxation tab

On this tab you can configure the taxes to be applied to the customers of
this class. The content of this tab depends on the taxation method
selected for this customer class on the General Info tab.

Tax Included inthe Rate

@ - % Edit Customer Class 'Easy Call Ltd."

» | | Save | [dl Save&Close | @ Close o) Logout | B Log

Name Easy Call Ltd. Currency  USD
Managed By Administrator Only Description

i

General Info | Regular Invoices | Taxation ‘ Measured Services | Fraud Protection | Custom Fields | Notifications

Apply Name Taxrate (%)  Applied to
il Tax 1 (all charges) 7.00000 All Charges
Tax 5 (all charges) 25.00000 All Charges

Tax 7 (all charges) 3.00000 All Charges

When you enter rates into PortaBilling®, you can define them in such a
way that they incorporate the necessary charges and applicable taxes. For
example, if your price is $0.10 per minute and there is 7% tax, the rate will
be entered as $0.107 (80.10 + 7%). When the invoice is created, the tax
information must be propetly presented to the customer. Since the total
amount of the invoice and the tax rate are known, the actual amount of
tax and the pre-tax amount can be “back calculated”.

Select the Apply check box next to the custom taxes you want to include
in the rates.

For information on how to define custom taxes that are listed when this
taxation method is selected, please see the Custom Taxation section of this

guide.

Note: The Tax Included in the Rate taxation method can only include custom
taxes applied to all charges.
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Fixed VAT Rate

Q
» | @ save | [ saveadlose | ® Close | 4 Objects

Edit Customer Class 'Prepaid Customers’

Name Prapaid Customers Currency USD

Managed By Administrator Only

Coreratito | ovecs | Taravon | evteatons

Apply taxes at the moment of payment (for prepaid customers and debit accounts only)

ExemptFromTax [
VAT percentage 20 %
TaxxDR Per Senice

Fixed VAT rate is a taxation system that is used worldwide. The Fixed
VAT Rate allows you to add a certain percentage of value-added tax to

the charges.

Field

Description

Apply taxes at
the moment of
the payment
(prepaid
customers and
debit accounts
only)

With this option selected, the taxes for services will
be calculated and applied to prepaid customers based
on the tax rate and the top up amount. The total sum
of payment will be increased by the calculated tax
amount (e.g. a user enters a $10 payment to top up
the balance. The system calculates the taxes and adds
them to the entered amount, increasing the sum total.
The user is provided with full payment information:
the entered amount, the tax amount and the sum
total.)

Upon payment processing, the customer’s balance is
increased by the actual amount ($10), excluding taxes.

Exempt from
Tax

The customers from this customer class are exempt
from tax charges. This field deactivates all other
fields.

VAT This shows the value-added tax in percent. The
percentage numerical value ranges from 1 to 100.

Tax xDR per This allows you to calculate taxes per service (and
Service respectively show them in the invoices).

EZtax (US, Canada)

Edit Customer Class 'Prepaid Customers’

» | e Save | [ Save&Cose | @ Close | ¢ Objects

M) Logout | B Log

Name Prapaid Customers
Managed By  Administrator Only.

General Tnfo | Tnvoices | Taxation | Notifications

Currency USD

Resellers Status inthe State of Sale  ©) Regulated  © Unregulated
VolP Taxation © Normal

Tipe Business
Incorporated City Area Inside © outside
Taxation Mode: © Non-switched ) Switched

O Aggressive
© Residential

[lFederal Taxes
[ state Taxes
[ County Taxes
[l Local Taxes

Exempt From
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When the EZtax (US, Canada) taxation method is selected, the
following will be done for all customers in this assigned customer class:

1. All accumulated transactions (xDRs, refunds, etc.) will be sent to
EZtax® (formerly known as BillSoft®) suite along with the
customer’s information (used to determine tax jurisdiction).

2. EZtax will calculate all applicable taxes and send the information
to PortaBilling® so that it can be inserted as extra xDRs for the
specific customer (each type of tax will produce a separate record;
thus if both state and city taxes are applicable, there will be two
separate transactions).

3. PortaBilling® will then proceed to generate the invoice as usual.

SureTax (US, Canada)

FER- Edit Customer Class 'Prepaid Customers"
» | i@ Save | il Save&Close | ® Close | 4 Objects * Logout | B Log

Name: Prepaid Customers P Currency USD
Managed By  Administrator Only

R [

Regulatory Code  vor® -
Sales Type Business -

Summary Type Summary by Federal, State and Local Taxes
DecmalDigts 2

Tax Exemption

11 State and Lozal Gro:
211 State T
211 Taxes =

SureTax is another taxation system that allows you to accurately and easily
calculate taxes for your US and Canada customers. You can use this
taxation method to tax voice call services and subscriptions.

When you select SureTax as a taxation plug-in, you can define such
parameters as:

e type of customer

® summary type

e type of tax exemption

Edit Customer Class 'Prepaid Customers’
» | @ save | @ saveaclose | ® close | 4 objects o) Logout | B Log

Name Prepaid Customers ° Currency  USD
Managed By  Administrator Only

Conea e | v | Taraton | oo

Apply taxes at payment (for prepaic "l B

Apply Name Tax rate (%) Applied to
VAT 2000  AllCharges
[C] HST 1300  AllCharges
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This taxation plug-in is similar to VAT, but allows you to specify more
than one tax and rate. When a check box is selected, the customer in this
assigned customer class is charged a corresponding tax.

For how to define custom taxes that are listed when this taxation method
is selected please see the Custom Taxation section of this guide.

Field Description
Apply taxes at | With this option selected, the taxes for services will
the moment of | be calculated and applied to prepaid customers based

the payment on the tax rate and the top up amount. The total sum
(prepaid of payment will be increased by the calculated tax
Customers amount (e.g. a user enters a $10 payment to top up
only) the balance. The system calculates the taxes and adds

them to the entered amount, increasing the sum total.
The user is provided with full payment information:
the entered amount, the tax amount and the sum
total.)

Upon payment processing, the customer’s balance is
increased by the actual amount ($10), excluding taxes.

Note that only those custom taxes that apply to All
Charges will be calculated at the moment of
payment.

GST (Malaysia)

The Taxation tab is not available when this taxation method is selected.

Measured Services tab

On this tab you can configure which allocated resources will be measured
and what charges will be applied for their consumption.
All resources consumed have their own metrics.

How to add a metric

To add a metric, click the Add icon and select which parameter will be
measured from the Measured Parameter list. To charge your customers
for this resource consumption, select the Apply Charge check box and
specify the charges and charging criteria.

NOTE: Each metric can only be added once per customer class.
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Edit Customer Class 'IP Centrex customers'

> Add | [d Save | [l Save&Close | ® Close | M) Logout | B Log

Managed By Administrator Grly

Name 1P Centrex customers * Cumency  USD

Description |1p Centrex and Hosted IP PBX customers|

General Info | Regular Invoices | Taxation | Measured Services | Fraud Protection | Custom Fields | Notifications

Name

Active calls

General Info

Measured Parameter: *

Free

Apply Charge Based
o Items

Charge Price per Item

Rate Code Service Delete

No x
Charges
Active calls - Apply Charge: /'
Charge Based On: Average - value within period
Charge: 5.00000 USD for each item
Do not apply charges for the first 30 S items
Charge Rate Code: ACTIVECALLS -

Service:  Measured Service v

L= =]

The following parameters are available:

Field Description
Measured Specity which consumed resource will be measured
Parameter and aggregated.
The available options are:

e Active calls — The actua/ number of
connected calls at a specific moment in time.

e Concurrent calls — The number of
simultaneous outgoing calls allowed for a
particular customer. This amount is defined
for the customer or customer site by the
administrator (in the Limit Simultaneous
Calls service feature);

e PBX Extensions — The number of
extensions a customer defines within their IP
Centrex environment.

Apply Charge | Select this check box to apply charges to customers
for consumed resources.
If left clear, measured resources data will be used for
statistics purposes only.
Charge Based | Select which criteria will form the basis for charges to
On Value be calculated and applied to customers.
Within Period
The available options are:

e Average — At the end of a billing period the
system collects aggregated measurements and
calculates their average. It is then used for
calculating a customer’s charges.

e Maximum — At the end of a billing period
the system collects aggregated measurements,
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extracts their maximum value and uses that
for assessing a customet’s charges.

e Minimum — At the end of a billing period
the system collects aggregated measurements,
extracts their minimum value and uses that
for calculating a customer’s charges.

Charge for Specify the price for each consumed unit of
Each Item resources.
Do Not Apply | Specify the amount of consumed resources that the

Charges for the
First Items

customer will not be charged for (as a rule this is
included in the customet’s service bundle).

Charge Rate
Code

Select which rate code is to be used to calculate
charges for resources consumed. This rate code is
shown in the customer’s xDRs and invoices.

Service

The service type used to calculate charges for
resources consumed. This service type is shown in
the customer’s xDRs and invoices.

Fraud Protection

On the Fraud Protection tab you can choose fraud protection tools to
be applied to the customers of this class.

Edit Customer Class "EasyCall'

» Il save | [l Save & Close | ® Close P Logout B Log
Name EasyCall Currency usp
Managed By Administrator Only Description
General Info | Regular Invoices | Out-Of-Turn Invoices | Taxation | Measured Services | Fraud Protection | Custom Fields | Notifications
Spending Plan 28@ USD per day v Fraud Trafic Profile Premium-price internationz ¥
Field Description
Spending Plan | This tool limits the amount of money that a customer
can spend per day on services.
Choose a spending plan from the list.
Fraud Traffic | This tool allows service providers to monitor traffic
Profile sent through their networks and receive alerts

whenever a fraudulent usage pattern is detected.

Choose a fraud traffic profile from the list.

NOTE: Spending plans can only be assigned to customer classes with a defined

currency.
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Custom Fields

On this tab you can define a set of custom fields that will appear on the
pages of the customers that belong to this class and their accounts. Note
that custom fields must be first created on the Web Interface page.

Edit Customer Class "Retail Customer'

Name Retail Customar © Cumency  Notset

Managed By Administrator Only Description

General Info | Regular Invoices | Out-Of-Turn Invoices | Taxation | Measured Services | Fraud Protection | Custom Fieki | Notifications

Visible
Object Hame Type Properties Default  Mandatory ~ fothe
End Use:

[7] Customer Bifthday Present Selected Text i, Length: 2, Max Length: 20 T-hirt No Yes
[ Customer CustomerBonus Number Min. Value: 0, Max Value:45,.. 0 No Yes

Field Description
Obiject Defines whether the custom field applies to the
customer or the account.
Name The descriptive name of the field. This is the name

that will be displayed next to the custom field on the
Edit Customer or Account Info pages.

Type The type of the custom field:

e Text — Basic single-line input field.

e Number — Input field used to store and
validate numerical values.

e Date — Field type used to store dates.

e Date & Time — Custom field that stores
dates with a time component.

e List — Single select list with a configurable set

of options.

Properties The properties of the field that define its form,
appearance, or value. These properties are specific to
the field type.

Default The default value of the custom field.

Mandatory Defines whether this custom field is mandatory.

Visible to the | Custom fields may store a privileged additional

End User information that is required for support and

troubleshooting and must be shown on the web
interface without the risk of exposing it to end users.

However, such information as customet’s bonus,
driving license ID, etc. can be useful for both an
administrator and end user.

This fields shows whether end users are enabled to
see and edit this custom field on their self-care
interfaces.
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Note that an administrator can add custom fields to the customer class managed by a
reseller. In this case, however, only fields created via the admin interface will appear
on this tab.

Notifications tab

Notifications are the text messages (email or SMS) that are sent from
PortaBilling® to the users: about accounts generation, custom repotts,

DID upload, etc.

The Notifications tab allows you to manage notification templates and
define which email and / or SMS notifications to send to your customers.

o B

® =g Edit Customer Class 'Default customer class’
» | @ save | i saves dlose | ® close

Name Dafault customer class Currency  Notset r
Managed By  Administrator Only Description
General nfo | Regular Invoices | Out-Of-Turn Invoices | Taxation | Measured Services | Fraud Protection | Custom Fiekl | Wotifications
Mail sms
Notification 1
Send | Template Send | Template
~ Category: Fraudulent Activity on Account (2 ltems) I
Account suspicious aciivity detected [Z System
Customer's account fraudulent actiity detected [ Sustem
= Category: Account Generator (15 ltems)
Accounts generation error, batch exists M 3 Custom
Accounts generation error, cannot access directory [Z System B
‘Accounts generation error, cannot create directory [Z system
Accounts generation error, cannot create new batch v ¥ Custom
Accounts generation error, cannot fetch Customer name [Z system
Accounts generation error, cannot fetch Product name [3 Sustem
Accounts generation error, cannot open file [ System
Accounts generation efror, exceeded generation attem.. V3 Sustem
Accounts generation efror, number of available accoun ¥ 3 Sustem
Accounts generation error, please provide a correct en V3 Sustem
Accounts generation error, please specify Account 1D | ¥ 3 Sustem
Accounts generation error, please specify the number V3 Sustem
Accounts generation efror, unknown customer ¥ 3 Sustem |
Accounts generation error, wrang accounts amount M 3 sustem
Accounts generation finished M 3 sustem
= Category: Password Change (3 Items)
wen ik % sustem < -

For more information about notification templates, please refer to the
Notification Templates and APPENDIX D. Available Notification Tenmplates
sections of the PortaBilling Templates Guide.

Field

Description

Notification

The notification name.

Mail

Send

Select this check box to send the corresponding
notification to customers via email.

Template

This shows whether the notification template
has been modified:
o [7 System — The default template is
used.

o W Custom — The template has been
modified.

Note that a template becomes a Custom
template once you save it after editing it,
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regardless of whether it has actually been
modified or not.

SMS

Send Select this check box to send the corresponding
notification to customers via SMS.

Template This shows whether the notification template

has been modified:
o [7 System — The default template is
used.
o W Custom — The template has been
modified.

Note that a template becomes a Custom
template once you save it after editing it,
regardless of whether it has actually been
modified or not.

How to edit a notification template

To edit an email notification template, click the Custom / System link in
the Mail column and specify all the required parameters on the Edit Email
Template page.

To edit the SMS notification template, click the Custom / System link in
the SMS column and specify all the required parameters on the Edit SMS
Template page.

Note that for a customer class being created, Custom / System links are
unavailable. You can only edit a notification template for a customer class
that has already been created.

Edit Email Template / Edjt SMS Template

The page title reflects the type of template being edited and can be either
Edit Email Template or Edit SMS Template.

This page allows you to modify the subject, body, format and post
processing rule for variables.
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Edit Mail Template

> | Save |l Save& Close |® Close| ) SendmeaCopy |® Reset » Logout]

Subject
BCC:

Body

Notification: Accounts generation error, batch exists

Can not create new batch <% $batch %>. Please choose other name.

1 %> Generation Error. Batch <% §batch %>
Group: None

BRERDED

batch

billing_model

Properties: batch

Description:
Batch name
Format:
Text

Postprocessing Rule

Field

Description

Notification

The notification name. This is a read-only field.

Editing Area

Subject

The subject as it appears in an email to a customer.

BCC

The area to put email addresses of persons who want
to receive a copy of this notification. You can specify
more than one valid email address; make sure you
separate them with commas.

Body

The content of the message.

Variables

A list of available variables for this template. This list
cannot be modified.

Click on the variable to see its properties in the
Properties area.

Properties

Description

The description of the selected variable.

Format

The format of the variable.

e Seclect one of the predefined formats from the

list.
e Seclect Other to define your own format for
the variable.

Rule

This option is only available when Other is selected
for the Format.
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Type the definition of the required format for the
variable.
Postprocessing | The post processing rule for variables that can be
Rule specified using regular expressions in Perl.

How to reset a notification template

To reset a notification template to its default settings, click the & Reset
button on the toolbar.

How to ensure that a notification template is configured correctly

To check that the template is configured as required, an administrator can
send a test copy of the notification to their own email address (the email
address configured in the user settings).

To receive a test copy of the notification, click the [l Send me a Copy
button on the toolbar.

Payments

E-Payment Systems

Payment Systems tab

When you open this tab, you see a list of payment systems that contains
only the basic details — the name of the payment system, processor, and
payment methods.

E-Payment Systems

*I) Logout

Name Processor Payment Methods TestMode | Del...

e

Authorize.Net AuthorizeNet
PaymentExpress PaymentExpress
PayNearile PayNeartle

Cielo Cielo @
@

PajPal PayPal

Beanstream TEST Beanstream

# % & * F F F + *

test_payment_2 TestProcessor o
Moneybookers Moneybookers o x
WorldPay Junior WorldPay Junior @t x

Page 1 of 1 C Displaying 1- 9 of 9
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How to see full payment system information

E-Payment Systems
M Logout ] B Log

Mame Processor Payment Methods Test Mode Delete

AutherizeMet AutherizeMet = I e (=] e e

General Info Credit and Debit cards

Name. *  AuthorizeNet

Payment Processar

Processar *  AuthorizeMet

Login. *  gemo

Data Protecbon

PAssWord”  sosees
CVV required

o Test Mode
Slere card information

Additional Info
Direct Debit and e-Check

To see full details, click the plus sign next to the payment processor name.
In the expanded area you will see the payment system information
organized in sections by type of preference. Click the minus sign to
collapse the expanded area into a single line again.

How to modify payment system information

To modify payment system information, type or select different values for
the fields and options in the expanded area. Two buttons appear at the
bottom of the expanded area: Update and Reject changes. Click
Update to save changes. Click Reject changes to return to previously
saved information.

How to add a new payment system

To add a new payment system, click 1 Add on the toolbar and specify all
required information in the dialog box. Click Add at the bottom of the
dialog box to save changes. Click Cancel to discard changes.

After adding the payment system, it is necessary to assign it to one or

A several currencies in which payments will be processed using the chosen
payment methods (see the Currencies section). Only after doing so can this
payment system be used for payments by customers and accounts defined
in these currencies.

Please note that several (more than one) systems may not be assigned to
the same currency using the same allowed payment method, i.e. you
cannot have two systems with VISA as the allowed payment method
assigned to the currency USD. However, you can assign both a system
with VISA as the allowed method and another with MasterCard as the
allowed method to the currency USD. Similarly, you can assign one
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system with VISA to the currency USD and another with the same
method to the currency EUR.

How to remove a payment system

To remove a payment system, click the Delete button.

How to check e-payments logs

To check information about credit card or direct debit charge attempts
for the whole environment, click & E-Payments Log on the toolbar.
Please see the E-Payments Iog section for further details.

Field

Description

General Info

Name

A descriptive name of the payment system. This
field is mandatory and may contain 1-64
characters.

Payment Processor

Processor

A real-time transaction processing system that
functions as a payment service and uses a secure
transaction server on the Internet. This field is
mandatory.

Login

A username, a login ID that uniquely identifies
your payment processor account. This field is
mandatory and may contain 4-64 characters.

Password

A password for your payment processor
account. This field may contain 4-64 characters.

Test Mode

This mode allows you test the payment
processor settings without processing live card
data. We recommend using this mode when you
configure a new payment system or change the
settings of an already configured one.

Additional Info

URL suffix

This option is applicable for PayPal
configuration and permits the PayPal payment
processor to function in multiple virtual
environments. This field may contain 32
characters.

Credit and Debit
cards

Select one or more credit or debit cards for the
payment system to process.

Credit and Debit cards:
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e American Express
e Discover

e Switch / Maestro
e MasterCard

e VISA

Note that different payment processors may
support different payment methods. Please refer
to the corresponding payment processor
documentation for information about supported
payment methods.

Data Protection

This section is available only for online
payment processors

CVV Required

When a service provider’s merchant account,
which is interconnected with the selected
payment processor, is configured to check card
security codes, it must be indicated in
PortaBilling®.

Select this check box if the card security code is
required for payments via this processor.

NOTE: When for each transaction, a card security code
(CSC, CVWV, etc.) is required, the payment processor
rejects pre-configured auto payments since
PortaSwitch® does not store such codes and so they
are not automatically transmitted to the payment
processor. Consequently repeated unsuccessful payment
attempts create an additional load on the system.

To avoid this, when the CVV Required option is
selected, the system discards all previously configured
auto payments via this payment processor.

Store card information

Select which types of credit card information
PortaSwitch® must save.

The following options are available:

e Full Credit Card Information Except
CVV - By default, PortaSwitch® saves
full credit card information (except the
card security code which cannot be
saved for security reasons).

e Token only — You can select to store
tokens only after you have selected the
CVV Required option. In this case,
PortaSwitch® saves only the token
obtained from the payment processor.
For token-based payments, a card
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security code is entered which is passed
to the payment processor one time only
with each new credit card’s first
transaction. After that, the payment
processor issues a token for this card
and subsequent transactions therefore
do not require additional CVV
verification.

For more information about token-based
payments please see the Recurring Payments
Without Storing Credit Card Info paragraph in the
PortaBilling Administrator Guide.

eCheck

Direct Debit and

Select one or more payment methods for the
payment system to process.

Direct money withdrawal from a bank account:
e E-check (direct debit from a bank
account)
e Direct Debit

Note that different payment processors may
support different payment methods. Please refer
to the corresponding payment processor
documentation for information about supported
payment methods.

Supported payment processors

One or more payment systems may be utilized for electronic payments. In
order to make use of these services, you must first register with one of the
currently-supported payment processors.

NOTE: Supported means that a corresponding Business: OnlinePayment plug-in
module is available at www.cpan.org. This does not guarantee that the module will
support all the required features, and some extra work may be required to integrate it
into the solution and perform testing. Please contact support@portaone.com for a
current list of payment modules which have been thoroughly tested and work “out of
the box”, such as AuthorizeNet.

Name Web Page External Token-
based
payments
support
AuthorizeNet www.authorize.net Yes
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Beanstream www.beanstream.com
Chase www.chasepaymentech.com
Paymentech
Cielo www.cielo.com.br
eSELECTplus www.moneris.com
GlobalCollect www.globalcollect.nl
First Data www.firstdata.com
Global Gateway
Virtual Terminal
(formerly
known as
LinkPoint)
Luottokunta www.luottokunta.fi Yes
Moneybookers www.moneybookers.com Yes
Netaxept www.paynet.no
NetaxeptBBS www.betalingsterminal.no/N
etthandel-forside/
Ingenico http://payment- Yes
Payment services.ingenico.com
Services
(formerly
known as
Ogone)
PaytlowPro www.verisign.com/products- Yes
services/payment-
processing/online-
payment/payflow-pro/
PaymentExpress | Www.paymentexpress.com Yes
PayNearMe www.paynearme.com Yes
PayPal www.paypal.com Yes
ProxyPay3 www.eurobank.gr
SecureHosting | www.securehosting.com Yes
SecurePay www.securepay.com.au
TripleDeal www.docdatapayments.com
WorldPay www.worldpay.com
Invisible
Woﬂdpay Junior www.worldpay.com Yes

What is a payment processor?

A payment processor is a real-time transaction processing system that
functions as a payment service using a secure transaction server on the
Internet. Merchants with a valid merchant account at an acquiring bank
(“payment system”) can use this system to submit, authorize, capture and
settle credit card or eCheck transactions without the need for a separate
transaction terminal.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 93


http://www.beanstream.com/�
http://chasepaymentech.com/�
http://www.moneris.com/�
http://www.globalcollect.nl/�
http://www.luottokunta.fi/�
http://www.moneybookers.com/�
http://www.paynet.no/�
http://www.betalingsterminal.no/Netthandel-forside/�
http://www.betalingsterminal.no/Netthandel-forside/�
http://www.verisign.com/products-services/payment-processing/online-payment/payflow-pro/�
http://www.verisign.com/products-services/payment-processing/online-payment/payflow-pro/�
http://www.verisign.com/products-services/payment-processing/online-payment/payflow-pro/�
http://www.verisign.com/products-services/payment-processing/online-payment/payflow-pro/�
http://www.paymentexpress.com/�
http://www.paynearme.com/�
https://www.paypal.com/�
http://www.eurobank.gr/�
http://www.securehosting.com/�
http://www.securepay.com.au/�
http://www.docdatapayments.com/�
http://www.worldpay.com/�
http://www.worldpay.com/�

Porta|Billing® Adjusting Billing Parameters

Payment system basics

This section is provided for information purposes only. The terms and
conditions of your payment system are subject to agreement between you
and your bank or merchant service provider, and should be consulted for
specific information relating to your payment system.

A payment system is required to accept credit cards using the system. A
payment system is a special account with a bank that is a member of the
Visa and MasterCard associations (American Express may also be part of
your payment system). Such a bank has been certified by the Visa and
MasterCard associations and can provide you, as the merchant, with all
the services related to your payment system.

You must have a credit card payment system in order to use a payment
processor for credit card transaction processing. The payment processor
system is separate from your payment system, but it may be purchased at
the same time from the bank or merchant service provider which is
creating your payment system.

The merchant service provider normally does the following:

e Assigns you a payment system number.

e Sets up your payment processor account.

e Assigns you a login ID and password for use with your payment
processor account.

e Acts as your main point of contact for basic issues regarding your
merchant and payment processor accounts.

e Enables you to add certain types of credit cards to your payment
system.

e If the merchant service provider is also your payment processor
reseller, it also activates the processing capability for these cards
on your payment processor account.

e Deposits credit card funds to your account.

Your merchant service provider may also provide you with MID and TID
numbers. The payment processor does not need these numbers, but some
third-party solutions (such as certain Shopping Cart providers) may
require them.

Once your payment system is set up and “live” on the credit card system,
you can begin accepting credit cards from customers. It is your
responsibility to configure the payment processor to meet your own
needs, and to provide a hosting environment which is appropriate for the
choices you have made within the payment processor.
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Payment Remittance

Payment Remittance tab

On the Payment Remittance tab, you can enter information related to
payment remittance systems that allows your customers to transfer funds
to users of mobile operator services in different countries.

One or more payment remittance systems may be utilized to transfer
funds. In order to make use of these services, you must first register with
the currently-supported payment remittance processor TransferTo.

E-Payment Systems

Page 1 ot Displaying 1-10f 1

How to add a new remittance system

To add a new payment remittance system, click [l Add and enter the
account name, login, password and processor in the edit row at the top of
the listing.

Test Mode is a special mode of interaction with the system. It is useful
during the initial setup phase, when a merchant may want to test its setup
without processing live card data.

What is a remittance processor?

A remittance processor (such as TransferTo) is a transaction processing
system that delivers international top-up services. You create an account
with an online remittance processor, provide it with your company
information and establish the method of transferring funds from you to it
on a periodic basis. In return, you receive credentials (username,
password, etc.) for initiating transactions via the remittance API. Now
your application can connect to the API server and, upon providing valid
authentication information, request that funds be transferred to a
customer of a mobile carrier.

Bitcoins

Bitcoin tab

On the Bitcoin tab, you can enable Bitcoin payments. To do this, select
the Accept Bitcoin Payments check box, type the address of a
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centralized Bitcoin wallet that will store all Bitcoins received and define
the minimum payment.

NOTE: This tab is only available if the Bitcoin option is enabled on the Configuration
server and BTC currency is added on the Currencies page.

Payments
*l Logout
Accept Bitcoin Payments: v
Transfer all Bitcoin Payments to this Address: 15g8xP18Qc UX30dnHkfdbgy o WEFMomJ4rZ

Minimum payment: * 0.01 BTC

Custom Taxes

On this page you can add new custom taxes or modify existent ones.

Custom Taxes

[ 3 [ Add | @ Close o] Logout | B Log
Edit Name* Tax rate (%) Applied to* Delete
E| GDP 18.00000 Usage Charges Cnly |E|
[ FusF 1230000 All Charges [
[ ecr 2500000 All Recurring Charges [ %]
Field Description
Name The descriptive name of the tax in the system (will be

present in xDRs and in taxation configuration for
individual customer or customer class).
Tax rate (%) A percentage rate value for this tax.
Applied To This field shows which services this tax is applied to.
Here select one of the available options:
e Usage Charges Only — All charges except
for subscriptions and credits / adjustments.
e All Charges — Applied to all charges
including subscriptions and credits /

adjustments.
e All Recurring Charges — Applied only to
subscriptions.
Delete Click this button to remove this custom tax from the

system.

Click the IE‘ Edit icon to edit a castom tax.
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Note: You will not be able to change the Applied to option for the custom taxes
included in the Tax included in the Rate taxation configuration for an individual
customer or customer class.
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Destinations

Destinations are a list of all the possible phone number prefixes in your
system which will later be used for creating price lists (Tariffs). For your
convenience, destinations are grouped in alphabetical order by country.

In the case of a non-telephony service (e.g. video-on-demand), the
destinations define various service categories (e.g. VIDEO-
NEWRELEASE and VIDEO-FOREIGN), and so a different rating may
be defined. For some services (e.g. WiFi access) you would only need one
destination for the service, since there is no further differentiation.

Destinations may be edited and if a destination is not being used in any of
the tariffs it will have a Delete button. Of course, it is not necessary to
include every destination in a given price list; only those prefixes
(destinations) that will be used by the particular vendor or customer must
be entered.

PortaBilling® can support different numbering plans, but it is highly
recommended that you keep all of your destinations in the E.164
numbering space. The Destinations table contains valid E.164 prefixes.
Different standards and government bodies control the E.164 numbering
space, and there are some private numbering spaces too.

Click here to view the Official ITU Dialing Procedures document (.pdf)

Though the E.164 numbering space is universal in VoIP telephony,
PortaBilling® also supports the E.212 format, which is used in mobile
networks. The E.212 format defines destinations as a combination of the
mobile country code (MCC) and the mobile network code (MNC). The

MCC / MNC pairs are stored in the MCC_MNC_Sets table and are
offered for selection while defining destinations in respective menus.

PortaBilling® is supplied with a file that contains a basic set of
destinations. It covers all the countries of the world and some of the
major destinations in each country, linking prefix information to:

e Country (if applicable)
e Subdivision (if applicable)
e Description

Of course, you may edit the supplied destinations list according to your
needs. Also, you may always add more destinations later, as needed.
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Add / Edit Destinations Online

To add new destinations, select the required numbering format (E.164,
E.212 or custom) and click the & Add button.

For destinations in the E.164 format, enter the prefix and choose a
country from the list. After selecting the country, the subdivision field will
be refreshed. Choose a subdivision if necessary. Click the Update button
to save the new destination.

To edit an existing destination, enter a prefix or description (i.e. proper,
mobile, etc.) in respective search fields or select a country from the list
and click the Search button. From the list, choose the destination you
wish to edit by clicking the # Edit icon. Choose subdivision from the
refreshed list and type in the description, if any. Save your work by
clicking the Update button.

@ Add |[® Close | & Losding M Logout | @ Log
Number Format. & 164 Prefix: Country:  ANY Description: m
Edit Prefix Country = Subdivision Description Delete
E 15 UNITED STATES OF AMERICA Mot Applcable
E 150 UNITED STATES OF AMERICA Mot Appltable *x
E 1T UNITED STATES OF AMERICA x
E 1201 UNITED STATES OF AMERICA
[ 12010 UL TES OF AMERICA
e 1202 umNI OF AMERICA
E 1202 UNITED STATES OF AMERICA x
E 1203 UNITED STATES OF AMERICA
[ 1204 CANADA
[ 1205 U A Alzbama
e 1205 UnI A Washingion
E 1207 NI TES OF AMERICA Maine
E 1205 UNITED STATES OF AMERICA Idaha
[ 1208 UNITED STATES OF AMERICA Caldomes
15 1210 UNITEL 5 OF AMERICA Tewas
E 1210007 UNITED STATES OF AMERICA Mot Applcable UNITED STATES

For destinations in the E.212 format enter a MCC code. The country for
this code will be automatically transmitted and the MNC list will be
refreshed. You can still edit the country for this destination, if necessary.
Select the MNC code. Click the Update button to save the new
destination. PortaBilling® will automatically add the E.212 prefix to the
destination and store it as the E212-MCC-MNC input in the database.
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Number Format: €212+ MEC Country. ANY  + Network Description m
Edit | MCC MNC Country Metwork Bescription Delete
" 204 " NETHERLANDS Elaphant Tak Communic »®
E e 03 UNITED KINGDOM x
[ 255 n UKRAINE WVodafone

= 255 7] UKRAINE Bl

" 78 05 ARMENIA MTS »®
E a2 = CANADA ®
E kLl ) UNITED STATES OF AM.

e i 800 UNITED STATES OF AM. »®
= m 10 UNITED § OF AM . Blusgrass Wislass LLC

" m an UNITED § OF AM

E n 812 UNITED STATES OF AM.

The Custom format is used to define special destinations that are used
for various service categories or to apply a special rating (e.g. to charge a
special rate for calls to favorite numbers).

To add a destination in the custom format, enter the prefix (e.g.
NETACCESS). Provide the description for this destination, if necessary
and click the Update button to save the new destination.

B Add (@ Close | & Loading M) Logout B Log
Numoe Format | Custom . pret S ——r—]
Edit Prefix Description Delete
=] EMERGENCY Emanenty x
= NCOMING Incoming from Amywhers »®
= e ncoming from Network »
™ NCOMINGNR necening freem Vit Netwerk x
[ INCOMINGNRX Inceening from IP centrex x
(%} METACCESS
B TAXES for charging for tanes x
E us VR Applications
= VOICEOHNET Calls batwesn IP phones
= VOICEOHNETR Calls batwesn IP phones »®
E VOICEONNETRX Calls within the same |P Centrex
E Drefadt

Destination access levels

User Type Access Description
Root, or if ACL Full access.
includes Use
country code
during upload
ACL which allows | Can perform all types of operations with
read / write destinations except for manually specifying a
operations on country during upload. If an administrator uploads
Destinations, e.g. a new destination, the system automatically
Admin chooses the appropriate country, using the longest
match from the destinations available.
all other types Read-only.
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Destination Upload / Download Procedures

Upload

The .csv file header contains the following fields: Action, Prefix,
iso_3166_1_a2, Description and Country Subdivision.

Field Description

Action Add or delete; encoded as “+”” and “~ or “add” and
“remove.”
Note: Only unused destinations that do not appear in the
Rates table can be deleted. If the action is "+” and the prefix
is already in Destinations, then the update action will be
performed.

Prefix Value to be stored in Destinations.

Specify the phone number prefix (e.g. 420) for
uploading destinations in the E.164 format.

Two-letter ISO
Country Code

Value to be stored in Destinations.iso_3166_1_a2.

Note: /gnored if the uploader is not Root or does not have
“Use country code during upload” in the ACL. In this case, the
system would automatically choose the appropriate country
using the longest match from the destinations that are
available. If you would like to set the Country property as
“Not Applicable,” then the value must be encoded as “--".

If the field is empty and the uploader’s access level is Root,
then the system automatically chooses the appropriate
country using the longest match from the destinations that are
available.

Description

Value to be stored in Destinations.

Country
Subdivision

Value to be stored in
Destinations.i_country_subdivision. Specify this
value for how it is stored in the PortaBilling® system.

Download

The .csv file header contains the following fields: Action, Prefix,
Country Code (iso_3166_1_a2), Description and Country

Subdivision.

Field Description
Action Add or delete, encoded as “+.”
Prefix Missing prefix.

All other fields | Empty.
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NOTE: For tariff uploads, new destinations are emailed as .csv attachments in error
reports using the Destinations Upload format: Action, Prefix, Country Code
(iso_3166_1_a2), Description and Country Subdivision.

Uploading destinations

The system is supplied with a predefined set of countries and the most
common destinations for those countries. If required, new countries may
be inserted into the database manually. When uploading new destinations,
a super user can specify the country using its ISO country code. If empty,
the system tries to find a country via existing destinations.

For example, if “16045” is uploaded, the system finds that “1604” is
already in the database as “Canada.” If it is not possible to find the
country in this way, or if the country is “N/A,” the destination will not be
imported. An uploaded file with such a destination will be sent back for
correction in a format suitable for upload.

ISO 3166-1 Country Codes

For more information on this standard, visit the ISO 3166 Maintenance
Agency website.

The complete title of ISO 3166-1 is “Codes for the representation of
names of countries and their subdivisions.”

Country Codes

e ISO 3166-1 gives coded representations of more than 230 names
of countries or areas dependent on a country.

e ISO 3166-1 contains a two-letter code (Alpha-2-code), a three-
letter code (Alpha-3-code) and a three-digit numeric code,
(Numeric-3-code) for every entry in its list of country names.

ISO 3166-1 does not code:
e Names of languages (e.g. Gaelic)
e Names of nations or peoples (e.g. Dutch)
e Names of groups of countries (e.g. Scandinavia)
e Names of continents (e.g. Asia)
e Names of organizations (e.g. OAS, NAFTA, WHO)
e Top-level Internet domains

Applications

ISO 3166-1 codes are used in many applications in all branches of
industry, trade and statistics worldwide. One example of their use are the
“code elements from ISO 4217 codes for currencies and funds, which
are based on the ISO 3166-1 Alpha-2-Code (e.g. USD for US Dollars,
where US comes from ISO 3166-1).
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ISO 3166-2 Country Subdivision Codes

ISO 3166-2 “Country Subdivision Codes” establishes a code for the
names of principal administrative subdivisions within countries coded in
ISO 3166-1. ISO 3166-2 was published on December 15, 1998.

The code elements used consist of the Alpha-2 code element from ISO
3166-1 followed by a separator and a further string of up to three
alphanumeric characters.

The names of the subdivisions are given in more than one language if the
country has more than one official language (and if the alternative
language versions were available to ISO). In Uzbekistan, for example,
there are two official languages, Uzbek (uz) and Russian (ru), so the
subdivision names are also listed in these two languages. The
Romanization systems used to convert the country subdivision list from
non-Roman to Roman script (e.g. from Cyrillic, in the case of Uzbekistan)
are also given. The abbreviations and language codes (ISO 639) used in
the header preceding the subdivision list for each country are explained in
annexes to the standard.

Destination Group Sets

Regular destination group sets

Very often a logical destination (e.g. Czech Republic — Mobile) will consist
of multiple prefixes (420601, 420602, 420604, 420732 and so on). It
would be quite inconvenient to repeat the same “create a new rate”
operation for every individual prefix, since all of the price parameters are
the same. Thus you could create a destination group “CZ-Mobile” and
then perform “create a new rate” only once, with the rates for all of the
prefixes being created automatically. However, since different carriers
might include different prefixes in the “Czech Republic — Mobile”
category, you need to be able to maintain different sets of destination
groups. Regular destination group sets perfectly serves for this purpose.

How to add a regular destination group set

To add a regular destination group set, click 1 Add on the toolbar. In the
Name field, type a destination group set’s name. In the Type list, select
Regular DG set and click the Update button.

Destination Group Sets

» Add |® Close I Logout B Log
Edit Name Type Delete
e Asia Regular DG set xX
¥ -y Updato PR Complete DG set
| Africa Regular DG set
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Destination Group Sets |
*l Logout @ Log

Type Delute
Complete DG sel
Regqular DG sot
[= " hsia Regular DG sat x
= Brazd Mobils Regular DG ssi
E BRAZIL Regular DG set

After the destination group set has been saved, click its name to manage
the destination groups included in this set.

How to add a destination group to a set
On the Edit Destination Group Set page, click 1 Add on the toolbar.

Edit Destination Group Set 'Brasil Mobile’

Search. Name -

Edit Name Description Prefixes Delete
B Canada Canada region x

B Brasil Mobile 55009, 55019, 55029, 55039, 55049, 55059, 55069, 55079, 55089, 55099, 5510.
Update Cancel

Field Description
Name Type a name for the destination group, e.g. UK-
Mobile.
Description Type a destination group’s description.

Click the Update button to save the destination group.

How to add destinations (prefixes) to a group

Follow these steps to add destinations to a destination group:

1. Click the hyperlinked destination group name.

2. On the Edit Destination Group page, click B Add on the
toolbar.

3. On the Add Destinations to Group page, use the Search tool to
quickly locate the destinations you want to include in the group.

4. Select the check boxes next to the destinations you want to add
and click bl Save.

@ Save|® Close > Logout

Search: Country - Bra%

Il

/55028 BRAZIL Brazil Mobile

Page 1 of27 ) » C Displaying 1 - 100 of 2612

5. Click ® Close to see the list of selected destinations.
6. Click'® Close to return to the Edit Destination Group page.
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Complete destination group sets

In a complete destination group set any prefix that is used in the system
belongs uniquely to only one destination group. This allows service
providers to clearly recognize traffic sent through their networks by their
target destinations.

When an administrator creates a complete destination group set, it comes
with a Default Group that includes all the prefixes available in the
system. Upon adding new destination groups in the complete destination
group set, the administrator moves the prefixes from the Default Group
to these new groups.

How to add a complete destination group set

To add a complete destination group set, click [#] Add on the toolbar. In
the Type list, select Complete DG set. In the Name field, type a
destination group set’s name and click the Update button.

Destination Group Sets

» |[@ Add|® Close ) Logout B Log
Edit Type Name Delete
E Complete DG set = | Premium-price inter calls ‘ b 4 -
Update Cancel
Page 1 of 1 C‘ Displaying 1- 42 of 42

After the destination group set has been saved, click its name to manage
the destination groups included in this set.

How to add a destination group to a set

On the Edit Destination Group Set page, click the Add Group icon.

J Edit Destination Group Set 'Premium-price_intér-cails'

¢l Logout B Log
Destination Group 1 Description

[ UK Mobile | [ UK Mobile numbers

Default Group (Un

Update Cancel

Field Description
Destination Type a name for the destination group, e.g. UK-
Group Mobile.
Description Type a destination group’s description.
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Tariffs

Click the Update button to save the destination group.

How to add destinations (prefixes) to a group

Follow these steps to add destinations to a destination group:

1. In the Destination Group list, select Default Group
(Unassigned Destinations). All the prefixes available in the
system are displayed in the right panel.

2. Use the Search tool to locate the destinations you want to include
in the group.

3. Select the check boxes next to the destinations you want to add
and click the Move Prefexes icon.

4. In the Select Destination Group dialog box, choose the

destionation group you want to move the prefixes to and click
Ok.

Edit Destination Group Set 'Premium-price_inter'calls’
» | @ Close *[) Logout B Log

Destination Group Set Prefixes, Destination Group "Default Group (Unassigned Destinations)

Search: Country ~ United Kingdom Q

Destination Group T Description Prefix Country Description
= Premium-price_inter calls " 44447400 UNITED KINGDOM UK-Mobile Hutchison 3G -
: Default Group (Unassigned Destinations) V44447401 UNITED KINGDOM UK-Mobile Huichison 3G
UK Mobile UK Mobile numbers v 44447402 UNITED KINGDOM UK-Mobile Hutchison 3G
" 44447527 UNITED KINGDOM UK-Mobile Orange 05
" 44447528 UNITED KINGDOM UK-Mobile Orange 05
" 44447529 UNITED KINGDOM UK-Mobile Orange 05
V7 44447530 UNITED KINGDOM UK-Mobile Orange 05 =
Page 1 of6 ) )» ( Displaying 1- 100 of 590

» | ® Close ¢} Logout B Log
Select Destination Group [x]
Destination Group T Description

- Premium-price_inter calls
Default Group (Unassigned Destinations)
UK Mobile UK Mobile numbers

[ o ] ome ]

A tariff is a collection of individual rates, a rate being a per-destination
price. Each tariff has its own set of rates. Call billing is based on billing
units. You can define two billing units for each destination: the first billing
unit (interval) and the next billing unit (interval). Billing unit precision is
one second, and the minimum length of each unit is likewise one second.
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Typical billing unit configurations include 60/6 (the first unit, i.e. the
minimum charged call duration, is one minute, and subsequent intervals
are one-tenth of a minute, i.e. six seconds) and 1/1 (per-second billing).

Tariff Management

[ (& off-Peak Periods | [3 xDR Re-rating LCR Rates P Logout | B Log
Applied To Service Managed By Search

2y - Y - Y -

Rates  Upload Hame Currency  Applied To Service Managed By Routing  Description Delete

& DID supplier costs usD Vendor Voice Calls No

& |ntemetAccess usD Vendor Broadband No

& Prepaid cards usD Customer  Voice Calls Administrator Only

& SIP Phone Subscribers usD Customer  Voice Calls Administrator Only

The main Tariff Management page shows a list of all existing tariffs.
Tariffs can be located using the Search form, by selecting a reseller from
the list, or choosing the tariff’s name.

To edit a tariff, click on its name in the list. Click the L*=] Edit Rate icon
to edit individual rates for the given tariff.

Click the & Upload icon to upload rates into the given tariff.

The [¥] Delete icon will be visible only when the tariff is not in use (not
assigned to any customer or vendor and not being used in any product’s
rating entry), and enables permanent deletion of the given tariff.

Add / Edit Tariff

To add a new tariff to the system, select [ Add to go to the Add Tariff
page. Existing tariffs can be edited by clicking on the tariff’s name in the
list.

Add Tariff

Pl Logout
Name EasyCall outgoing °  Currency USD - US Dellar -t
Applied To Customer ~ ° Seriice Voice Calls -
Managed By Administrator Only -
General Info

Default Of-Peak Period NOT DEFINED -
Destination Group Set ~ USiCanada -
Free Seconds o
Post Call Surcharge 0.00000 %
Login Fee 0.00000
ConnectFee 0.00000
Round Charged Amount xxxxx.xx000 | [=]
Default Formula. w
Update Usage Time Always -
Short Description
Description What we charge customers with the

EasyCall product for outgoing

calls.

Field | Description |
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Name

The logical name for the tariff.

Currency

Indicates the currency in which pricing information is
defined. All pricing information for a single tariff must
be defined in the same currency.

Applied To

Designates whether this tariff will be used to charge
your customers or resellers or to calculate costs
associated with your vendors. You must select a value
here to get access to certain fields that are available only
for a specific type of tariff.

Setvice

Select the service for which this tariff will be used (by
default the Voice Calls service will be selected).

Managed By

Allows you to designate this tariff as managed by the
administrator only (so this tariff will be applied to your
direct customers), or by a specific reseller (so this tariff
will be used to charge the reseller’s subcustomers).

Only available for tariffs of the Customer type.

Routing

The tariff contains information about the carriet’s
routing preferences, in addition to the usual cost data.

Only available for tariffs of the Vendor type.

Default Off-

Allows to select one of the previously defined off-peak

Peak Period | periods. If you do not differentiate between peak and
off-peak rates, just select Not defined.

Format This defines which numbering format rates will be
added to the tariff. You can select the rate format only
for tariffs to charge for Messaging services.

The options are:
e [E.164 — Add rates for E.164 destinations. This is
the default value.
e [E.212 — Add rates for destinations in the E.212
format.
For all other services the format value is read-only and
dimmed.

Destination | A set of destination groups (UK-Mobile, CZ-Mobile,

Group Set etc.) you would like to use for more convenient rate
entry.

Free Number of free seconds granted for each call. In order

Seconds to claim free seconds, the length of the call must be at
least one billing unit (i.e. the first interval; see the ‘Enter
Rates’ section above).

Post Call Increases the total call cost by the given value.

Surcharge

Login Fee Amount to be charged immediately after the first user

authentication.

109



Billing®

Rating

Connect Fee

Amount to be charged for each successful call, in
addition to other charges.

Round
Charged
Amount

Pattern that defines the rounding of a charged amount
in an individual xDR.

This pattern takes the form of XXX000. An X (to the
left) means that the digit in this position will be left
unchanged, while a zero (to the right) means that this
position will be rounded off.

For example, XXXXX.XX000 means that the amount
will be rounded up two decimal places, so that 1.2345

becomes 1.24. Note that rounding off is always done

upwards.

Default
Formula

Default call rating formula applied to new rates.

Note that the value of this parameter is only used when
a new rate is inserted. Modification of this parameter
has no effect on existing rates.

Update
Usage Time

This determines when the First Usage and the Last
Usage fields of an account get updated.

e Only by billable records — The fields will be
updated by generating a successful toll call /
event.

e Always — The fields will be updated by the
successful usage of any toll-free services.

Short
Description

While the name of a tariff is for your internal use, and is
usually created according to your internal rules, you can
also add a name meaningful to your reseller.

For example, for the tariff name aABC-SmartCall-
USD-1800, the short description will be Smart call
using a toll-free number.

Description

Tariff description.

Free Seconds, Connect Fee and Post-Call Surcharge are only applied
when the default rating method is used. For more about different call
rating methods, see the PortaBilling Administrator Guide.

Web Upload & Download

Choose appropriate templates for web upload / download of tariffs. Read
more about this in the Templates and Managing rates offline sections.
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Email Upload

Edit Tariff 'EasyCall outgoing’

» @ Add | @ Save | (&) Save & Close | @ Close | ¥ Download | & Upload Rates Test | [T Clone o] Logout | B Log

Name EasyCall outgeoing *  Currency USD
Applied To  Customer Service \Voice Calls
Managed By Administrator Only

General Info | Web Upload & Download | Email Upload | Notepad ‘

Edit From * Key ™ Template Disabled Delete

csv-tariffs@mydomain.com Sdgahjztsienwausb Csv upload - B ¥

Tariffs can be uploaded to the system from an email received with an
attached document in either .csv or .xls format.

Field Description

Edit Click the Edit icon to copy the current row in the form
above for editing.

Type Uploaded document type, either .csv or .xIs file.

From Sender’s email; to prevent unauthorized access, only
trusted email will be allowed.

Key Security key; tariff will be accepted only if the correct
key is specified in the message’s subject line or body.

Template Select a template to map information in the uploaded
file using PortaBilling®. Read more in the Templates
section.

Disabled Disable receipt of tariffs from this source.

Delete Click the Delete icon to remove this source.

NOTE: You need to add an email alias (to which you will send tariffs for upload) to
the EmailUploadAlias field on the Configuration Server web interface. For example,
if the PortaBilling Web Server name is web.yourcompany.com and you added the
“tariffupload” alias, you will send emails with tariffs to

tariffupload@web. yourcompany.com for upload. Also make sure that your mail server
redirects emails sent to the above address to the PortaBilling Web Server and that port
25 is not blocked by a firewall.

Off-Peak periods

Peak and off-peak prices

It is possible to have two different sets of prices, one for peak and one for
off-peak time. In fact, you can have two separate off-peak periods

(e.g. nighttime and weekends), meaning there are three separate sets of
prices. A call is always billed using one particular rate; this also applies to
calls starting in the off-peak period and ending in the peak period, or vice
versa, i.e. there is no proration.
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Off-peak periods are defined using the powerful yet flexible Time: : Period
module. The Off-Peak Period Wizard is also available to help you create
a period definition easily.

You can create a master list of various off-peak periods (e.g. one from

9 p.m. to 7 a.m. including weekends and another from 8 p.m. to 8 a.m.
daily) and then use these definitions for specific tariffs or rates inside the
tariff.

Off-peak period definition wizard

To manage the available off-peak periods, select Off-Peak Periods on
the Tariff Management page.

Tariff Management

[ 3 @ Add | & Close @_un—veak Periods | [ #DR Re-rating LCR Rates ol Logout | B Log
n
m Avplied To Service Managed By Search
o m (] (] ]
L]
Rates g Hame Currency  Applied To Service Managed By Routing  Description  Delete
BDID supplier costs uso vendor  Voice Calls Mo =
Whntemet Access uso Wendor Broadband o
%veua\d cards uso Customer  Voice Calls Administrator anly |E|
#EIF Phone Subscribers usD Customer  VYoice Calls Administrator anly |3|
n
L]
u
Off-Peak Periods
» | @ Add | ® Close b Logout | B Log
w
L]
u Off-Peak Periods
L]
- W Deseripti Managed By oSt Delet
= lame escription anage Perioa DElEte
- OFF FEAE 1:
L] From 01:00 until 02:00 N TesT
n Hight oy G G G e Administratar anly [ |Z|
u OTHERWISE PEAK
] FERIOD: reor
[} Off-pesktime From 05:00 umril 15:00 Adminigtratar only & Iz‘
. any day of any month
L]
L]

Off-Peak Period Definition

* | bl save | [ Save&Close | ® Close

Rame
Managed By Administrator only v
Off peak rate is used if OFF PEAK 1:

(O Session starts during the off-peak period
O session finishes during the off-neak period OTHERVISE PEAK
@ gession starts and finishes during the oftpeak
period

The Off-Peak Period wizard provides users with a flexible tool for
defining a new off-peak period. On a sequence of pages, the user may
select a time interval, day of the week, day of the month, and month;
multiple select is allowed. The following example illustrates the process of
creating an off-peak period that starts at 6 p.m. every day and lasts until
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6am the next morning. Another off-peak interval is on weekends. We will
also include some holidays, i.e. January 1" and December 24-26.

On the first page, select 6 p.m. in the From column, and 6 a.m. in the
Until column. Now click the Next button. The two text areas on the
right of the page give the user a display of the current period definition.
The top text area displays a verbal definition of the period — From 6:00pm
until 6:00am, and the bottom one contains this same information in a
format that can be parsed by PortaBilling -- hr { 6pm-5am} . This sets up
the first period; in order to continue, skip the following pages by clicking
the Skip or Next button until the “Period definition completed” message
is displayed, then click the Add button to add another definition to this
period. The wizard now returns to the first page.

NOTE: Time::Period module treats all formula elements as
“inclusive.” Thus, in the example above, 6pm to 6am will be
represented as hr {6pm-5am}. This is perfectly correct, since 5am
actually means “all of the 5" hour — 05:00:00 ... 05:59:59.”

Now for the weekends: by clicking the Skip or Next button, go to the
second page and select Weekend, or, holding down the <Ctrl> key,
select Saturday and Sunday from the list. Click the Next button and skip
until the “Period definition completed” message is displayed. Click the
Add button to add another definition to this period.

To include January 1% in the off-peak period definition, skip to the Day of
Month page, and select 1. Click the Next button. Now select January,
click Next, skipping forward to the next page. Follow the same steps to
select the December 24-26 interval. Hold the <Ctt]> key down to select
multiple entries.

On the next page, you can choose how the system will charge calls which
overlap with your off-peak period, i.e. cover both peak and off-peak time.
There are three options you can choose from:

e If the call starts in the off-peak period, it will be charged using off-
peak rates (even if part of the call was made during peak time).
This method is the easiest and most transparent for end-user
authorization of outgoing calls.

e If the call finishes during the off-peak period, it will be charged
using off-peak rates; it does not matter whether it starts within the
off-peak period or not.

e Or, the off-peak rate will only be used if the call both started and
finished during the off-peak period. In this case, any call which
partly extends into the peak period will be charged at the peak
rate.
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To evaluate your work, look at the top text area. The following text
should be displayed:

From 6:00pm until 6:00am
any day of any month
OR Sunday and Saturday
of any month
OR 1
of January
OR 24-26
of December

If the definition is correct, click the Finish button.

Test the off-peak period

If you are unsure whether you have created a correct off-peak period
definition, you may use the test utility to check if a specific moment in
time fits into the period or not. In order to run the off-peak period test,

cither click the &% Test Period icon on the off-peak periods page, or use
the Test Period button on the last page of the Off-Peak Period wizard.

Test Period |
* | '® Close
Date and Time & L HH24:M1
[2o09-12-26 | [pzson |

Period [starkstop hr{1-3y wd{mo-fr |
Period Description [prom 01:00 until 04:00,

Workdays

of any month

Now simply enter any time / date and click the Test! button to check
whether this moment fits into the off-peak period definition.

Rates

Managing rates online

Managing rates online is very convenient for maintaining existing rate
tables and for reference purposes. In the case of new price lists or major
updates, the offline method is better.

On the Tariff Management page, click the [=] Rates icon for a tariff.
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Rates for Tariff 'BT_Customer_T'
» | @ Add | ® Close | @ upload & Clean up Rates. ») Logout | B Log

Effective From

Now

Country

it Destination* @ e e BRI oo % D[4 [ @ ookt

Description First  Next  First  MNext  HH24mMIss

BRAZIL Peak 1 0.05125 20151111
ERE
SaoPaulo Off-Peak: Night 1 0.02000 TS

INDIA 2015.03.06
91 1 0.03455
Proper 04:10:50

SINGAPORE 2015.03.06

E|
ER 1 0.04325
]
]

Proper 041112

TURKEY 2015.03.06
% 1 0.01545
T 04:10:49

UNITED STATES OF AMERICA
1208 ; oousss 215038
‘Washington 04:10:17

The filter at the top of the page allows you to view rates depending on
their Effective From date or Destination. The Effective From list
allows you to define which rates to show:
e All shows all rates (used until now including current rates and
scheduled for the future).

e ->Now shows rates used until now including current rates.
e Now shows only currently effective rates.

e Now-> shows current rates and those that will become effective
in the future.

To edit an existing rate, click the (=] Edit icon next to it to copy rate
details into the form. Note that if a tariff contains peak and off-peak rates
there will be two rows of fields: the top one is for peak rates, and the
bottom one is for off-peak rates.

Usually you will enter rate data for each destination separately. However,
if the tariff has a Destination Group Set defined, by clicking on G in the
Destination column header you can switch into Destination Group
mode. Now you can enter a destination group name (e.g. UK-Mobile)
instead of a prefix, and the system will automatically create rates for all of
the destinations in that group.

The Clean up Rates button allows you to remove rates that have an
‘effective from’ date set in the future.

Customer rates

Rates for Tariff 'BT_Customer_T'

* Logout | B Log
Eftective From
Yow < Country
Country Interval, ssconds* price, UsDminute * O Effectve From
Eait Destination = e wrvmmon 7% Q[ § @ velete
Description First  Next  First  Next  HHaMIss*
O = BRAZIL Peak 1 0.05125 20151141
Sao Paulo Off-Peak: Night 1 0.02000 08:08:08
INDIA 2015.03-06
91 1 002455
= o 04:40:50
SINGAPORE 20150306
o5 1 0.04325
= e o412
TURKEY 2015.03-06
9 1 001545
= Proper 04:10:49
UNITED STATES OF ANERICA 03
[E 1200 1 0.00555 QUL
Washington 04:10:17
Field | Descripti |
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Destination | Destination prefix. May be entered directly, e.g. “47” for
Norway; or you can access the destinations directory by
clicking the Destination link. In the destinations
directory dialog box, you can search for the desired
prefix by country name.

Set Inter / Switches between normal and inter / intra state rates for

Intra State / | US destinations.

Set Normal

Rating (only Click Set Inter / Intra State if price per minute

Sfor US depends not only on the actual destination (area code

destinations) and exchange), but also on whether the caller resides in
the same state as the called party.

Country Country corresponding to the current destination.

Description | A short description of the specified destination.

) Off-Peak | This column is available only if there is at least one off-

Periods peak period defined in the system.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Specifies the off-peak period for this particular rate.

When there is no default period specified for the tariff,
the column header displays the icon instead of the title.

First interval

First billing unit in seconds.

Next interval

Next billing unit in seconds.

Price first

Per minute price for first interval.

Price next Per minute price for next interval.

Off-Peak First billing unit in seconds for off-peak time.

First interval

Off-Peak Next billing unit in seconds for off-peak time.

Next interval

Off-Peak Per minute price for first interval in off-peak time.
Price first

Off-Peak Per minute price for next interval in off-peak time.
Price next

Second Off- | Per minute price for the first interval during the second
Peak Price off-peak time.

first

Second Off- | Per minute price for the next interval during the second
Peak Price off-peak time.

next

Effective Exact time when the rate becomes effective. Click
Time the i Set Effective Immediately icon to make the rate

effective immediately. Click the DD-MM-YYYY link to
set up the desired date using the calendar.
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ﬁ e Indicates if this rate uses a call rating formula.

The 3] icon indicates that there is no formula,
thus old-style rating is used.

e The [ icon indicates that the rate already has a
formula defined. Click on the icon to invoke the
call rating formula wizard.

° @ Payback Rate — This means that
the customer is credited for using
certain services, rather than paying for them (e.g.
the service provider receives the termination
fee for his own subscribers and wants
to encourage his users to receive more calls
by passing on a certain portion of these savings).

. Hidden — This means that the rate is
excessive (e.g. there are usually more than 500
rates for Argentina mobile because of different
prefixes). This flag does not affect usage of the
rate by the billing engine. It simply indicates that
this rate may be omitted when making a list of
rates for the end user.

Rate
Properties

. ﬁ Discontinued — This means that the rate
will stop being active immediately or from the
specified time-stamped date. To deactivate the
rate in the future, specify a certain date and time
in the Effective From field.

e & Forbidden — This means that no calls are
authorized for this particular destination.

Delete Click the Delete icon to delete this rate. Only rates

which are not yet active can be deleted.

Vendor rates

If you create a Routing type tariff, it will define the routing and
termination costs for a connection to a vendot.

Rates for Tariff 'ABvendor'
+ | @ add | @ Save | ® Close | & Upload | (3 Tariff | < Clean up Rates | 4] Objects ¥ Logout | B Log

Courtry. FRouting Interval, seconds Price, USD/minute ' (O Effective From
Edit Destination o vevvmmon 7 &[4 i @ oelete
Deseription Routs Category Frafersnce Wuntstop  First  Mext  Frst N HH24:MISS -

FRANCE 2014-06-06
[5 3ase7as e Pesk  Default 5 30 1 0.25000 D

2014-06-06

Not Appiicable
E| oo rl Peak FEX 5 1 0.01000 013111

POLAND 2014-06-06
[E aszs000 Potan Pesk  Defaut s 1 0.09000 D

UNITED KINGDOM X
[ satz000 Pesk  Default 5 &0 10 0s0000 odfogon  20E06-06
UK Netional 01:33:37
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Field Description

Route You can split rates into categories such as “Premium,”

Category “Cheap,” etc. and use these categories in routing plans.
See the Route Categories section for more info.

Preference Routing priority (0—10), higher values mean higher
priority, 0 means do not use this rate for routing at all.
See the Call Routing section of the PortaBilling
Administrator Guide for more info.

Huntstop If one of the routes has huntstop enabled, then all
routes with a lower route category or preference will be
ignored.

US Inter / Intra state rates

PortaBilling® offers a simple solution for identifying and billing US

inter / intra state VoIP traffic. In order to apply LCR propetly

and calculate call costs in accordance to rates applied by vendors,
PortaBilling® determines whether a call is intra- or inter- state and applies

the correct rate.

Within a new environment, the setup option for US inter / intra state
rates is off by default. To activate it (permanently for the environment),
click Enable US Intra-State on the Tariff Management page.

Tariff Management

Applied To l Service

any S | v Ay

Managed By

Search

Search

In order for PortaBilling® to recognize whether the call is intra / inter
state, you must specify whether the destination belongs to one of those
categories by clicking the Set Inter / Intra State button.

Rates for Tariff "EasyCall’

M) Logout | B Log

Destination

I
1

Edit i Destination * Type
1

L1

Price, USDiminute *
>

(3 Effective From
YYYY-MM-DD
T o
HH24:ML:SS

#% & [ f§ @ vetete

UNITED STATES OF AMERICA  goT DEFINED
:

2| B S

.
] :ﬁﬂ:mmmm >

NOTE: The activation of Inter / Intra State is possible only when the destination

number starts with “1.”

Once the Inter / Intra State option is set, you may specify the individual

rates for these calls in the corresponding fields.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

118


https://www.portaone.com/support/documentation/�
https://www.portaone.com/support/documentation/�

Porta|Billing® Rating

Rates for Tariff "EasyCall"

» [ add | d save | ® Close | &) upload Tariff | < Clean up Rates M Logout | B Log
Effective From Destination
oo | ) Courmber ] Crefo ] Cerows ) Comuns ]
Country (3 Effective From
Edit Destination * Type Interval, seconds * Price, USDiminute * wyv-nmop %5 & [ ff @ pelete
Description HHZ4:ML:55
_____ u | 0.03 immediately
L] UNITED STATES OF AMERICA Inter-State [ ] | =0000 X
: Ittt m s m e i ]

MCC / MNC rates

PortaBilling® offers a simple solution to identify and bill for SMS traffic.
Since the majority of mobile carriers use MCC / MNC destination codes

for rating, you can define your rates by using the same format in
PortaBilling®.

NOTE: You can add rates for MCC / MNC codes only for tariffs with the Messaging
services type of service and E.212 format selected.

Field Description

MCC/Country | This is the mobile country code and the
destination country. Select the MCC /
country pair from the list. Start typing the
code to narrow the search.
MNC/Network | This is the mobile network code and the
destination mobile network. Select the MNC
/ network pair from the list.

Call Rating Formula Wizard

Because of the extreme flexibility of the call rating formula, it has a quite
complex syntax. To avoid possible errors, the call rating formula wizard
allows you to design a call rating formula easily.

The top table allows you to edit rate parameters (such as interval or price
per minute) directly; below it, the current formula is displayed (read-only);
and, finally, there are two tabs for managing different formula parameters:
Rating Sequence

Here you can construct the actual call charge plan by defining a sequence

of charge elements such as time intervals, surcharges and call disconnect.

Please consult the Charging Calls — Rating Formula Method section of the
Unified PortaSwitch Handbook Collection for more details.
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Rating

The following categories are available in the (Available) list on the left.

e Interval — Sets rounding and prices for certain call intervals.
e TFixed Surcharge — Adds a fixed amount to the total call cost.

¢ Relative Surcharge — Increases the total call cost (for all charge
elements from the beginning of the call to the moment of the
surcharge application) by the specified percentage.

e (Call Disconnect — Forcibly disconnects calls.

Rate Formula Wizard for ‘446 UNITED KINGDOM" ‘

[ el save | [g] Save & Close | @ Close

Interval, see.

First" Next * First

1 1 0.30000

Formula:

Rating Sequence | Call Duration

Price, USD/min

Next "

0,40000

Available

Count”

Rating Sequence

Ngpricel intervals of First incerval seconds

Custorn ®
Unlimited ) until the end of the call

times | WN@priceN intervals of Next incerval seconds

Duration”

Custom (O]
First Interval O
Mext Interval (O

sec.

Price

Custorn ®
FirstPrice O
NestPrice )
Pricer O

ush

1. Choose the element type from the list on the left (Available).
Fill in the element parameters (such as interval duration, price,

etc.).

3. Click the Include button to add this element to the formula.

Interval
Field Description
Count Number of rounding periods in the interval.
Duration Rounding period (in seconds).
Price Price per minute automatically prorated according
to the rounding period duration.

Fixed Surcharge

Field

Description

Custom

Defines the amount to be added to the total call
cost at a specified moment.

Tariff Connect Fee

If enabled, the amount specified in the tariff
Connect Fee field will be applied.

Tricky

If enabled, a fixed surcharge will be left out when

the call duration is announced to the end uset.
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Apply randomly Randomly applies a fixed surcharge using a
percentage chance (defined below).
Probability Defines a percentage chance for applying a fixed

surcharge (only available if the Apply randomly
field is enabled).

Relative Surcharge

Field

Description

Custom

If specified, the total call cost (for all charge
elements from the beginning of the call to the
moment of the surcharge application) will be
increased by a specified percentage.

Tariff
Post call surcharge

If enabled, the total call cost (for all charge
elements from the beginning of the call to the
moment of the surcharge application) will be
increased by the percentage specified in the
tariff’s Post Call Surcharge field.

Tricky If enabled, a fixed surcharge will be left out when
the call duration is announced to the end user.

Apply randomly Randomly applies a relative surcharge using a
percentage chance (defined below).

Probability Defines a percentage chance for applying a

relative surcharge (only available if the Apply
randomly field is enabled).

Disconnect Call

Field Description
Probability Defines the percentage chance for disconnecting
the call.
Dispersion The interval in seconds during which the call

disconnection will occut.

Call Duration:

NOTE: This option must be enabled on the configuration server web interface; by
doing so, you accept the responsibility for any legal issues related to use of this billing

feature.
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Rate Formula Wizard for "446 UNITED KINGDOM' |
» | [@ Add | @ Save | [g Save & Close | ® Close

Interval, sec. Price, USDimin
First" lext* First" lext
1 1 0.30000 0,40000

Formula:

Rating Sequence | Call Duration

Do not bill calls shorter than |5 sec

Call Duration Modifiers

Edit Up/Dn Interval, sec. Extend By, % Delete

geconds

[5] & First200 seconds 20 K
[5] BRI Following 200 seconds 10 K
[S] ®E  Following 600 seconds 5 E

[5] Rermalning call duration 0

Do not bill calls shorter than — For a detailed description of this feature,
see the Too short calls section of the PortaBilling Administrator Guide.

Field Description
Interval, sec. The duration of a specific call interval to which
“add duration” should be applied. Initially there
will be only one row in the Add Duration table,
defining the rule to be applied to the whole call.
Click the [Y1 Add button to add a rule for another
interval. Intervals are interpreted according to the
order in which they appear in the table, e.g. the
first row covers the firs 300 seconds, the second
row covers the following 300 seconds, and so on.
Extend By, % Defines how the call duration for this interval
should be changed (increase in percentage; a 0
value means that the call duration should not
change).

Managing rates offline

The rates table may be prepared using a spreadsheet processor (e.g. MS
Excel) and can then be easily imported into PortaBilling®.

This is very convenient if your termination partner sends you a file with
rate updates that must be entered into PortaBilling® in order to calculate
costs and route your customers’ calls properly. This can be done with the
help of the Rate Upload functionality. To upload your rates file, perform
the following steps:

1. On the Tariff Management page, click on the tariff name.
In the Edit Tariff page, click the & Upload icon.
In the Rate Upload for Tariff page, click Browse.
Locate the Tariff-sample.csv file, then click Open.
On the Rate Upload for Tariff page, select all required options:

e Add rates from the file to existing rates or

ARl
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e Replace all of the existing rates with the rates from
the file — The default option is to add new rates. If there
is at least one parameter that differentiates a new rate from
the existent one then the new rate will override it. If a rate
for a certain prefix exists in the tariff but is not present in
the file you received from the carrier, it will remain
unchanged. The replace mode uploads all the new rates
from the file and marks all the existent rates as
discontinued.

e Rates with 'effective from' date from the past should be
uploaded as effective immediately — Sometimes you might
receive a file with rates later than expected, when the
moment at which the rates were supposed to become
effective has already passed. Select this check box to
upload these rates as effective immediately or leave the
check box unselected to skip these rates.

e Skip rates with the same data — Sometimes carriers will
include all prefixes in a rate update file, even if no change
in pricing has occurred for some of them. In order to

prevent the creation of duplicated rate rows, simply select
this check box.

e Template — Here you select an existent template or
choose the Create New Template option to create a new
template. For the latter case, the settings for this file
format are stored in a template, so the next time you get a
rate update from the carrier you simply upload this file
into PortaBilling® using this template.

e Timezone — Here you choose a time zone for which the
rates from the uploaded file will become effective.

6. On the Review File Parsing page, verify whether the file was
parsed properly and, if necessary, change file parsing parameters
such as delimiters.

7. On the Review Data Fields Definition page, specity where the
individual data elements, such as destination prefix, price, payback
rate, etc. are located in the file.

8. On the Review Rate Information page, review the data for
accuracy and view the results, comparing the new rates with the
existent ones. Adjust the prices and mark the desired rates as
Payback if necessary.

9. In case there are new destinations in the uploaded file, approve
the automatic creation of them and assign a country and
destination group for these destinations on the next Create New
Destinations page.

10. On the Summary page, view information about the number of
rate records to be processed.
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e Save as template — Here you specify a name for the
template (if you previously selected the Create New
Template option).

¢ Send notification to — Here you specify an email to
which a notification about the result of the rate upload
procedure will be delivered.

11. On the Summary page, click Start Import.
12. On the Edit Tariff page, click Close.

You can verify your work on the Rates page. For more details regarding
rate upload, see the PortaBilling Templates Guide.

Administrators can initiate virtually an unlimited number of tariff upload
sessions simultaneously. The only limitations here are the hardware
resources: the amount of free disk space and available random-access
memory on the PortaBilling® Web setver.

Test Rating

This page allows testing of the rating formula and shows the resulting cost
and duration of the call. The formula can be used both ways: either to
calculate the call’s cost given its duration, or to see how long a call ought
to last given its cost.

1% Edit Tariff 'EasyCall'
» | i Save | [ol Save& Close | ® Close | & Download | & Upload Rates Test | [E Clone o) Logout | B Log
w
L}
Name EasyCall ® Currency Usil
Applied To  Customer Service VnmE Calls
Managed By Administrator only n
L}

General Info | Web Upload & Download | Email Upload | Naepad ‘

Default OF-Peak Period | weekend [»]

-
Destination Group Set | ¥-Telecom v m
=
L]

Test Rating for Tariff 'EasyCall’

. ® Close *I) Logout
€3 YYYY-MM.DD HH24:MI:SS Result of the testin,
YYYY-MM-DD 3 [}
DateandTime 50051229 23137108
Formula
|15D4534680546 | Farmula: MIN = 1|SEQ = 60x1%0.02 & BxMNx0.02

@ Simulate session charges based on the seszion duration

Chi d nt: 0.2 USD
O simulate authorization based on the available funds e

Real charge history, +1:60x0.02+80x6x0.02

Session time HH:MI:SS, WIS or 55
.
n
n

Test Rating for 1 ariff 'EasyCall"

» | ® Close N ™ Logout
T YYYY-MM-DD HH24:MI:SS Result of the testin
YYVY-MM-DD ' [}
Dateand Time /.o 5 o5 23:37:06
Formula.
|1eu45 CERL] ‘ Expanded Formula: MIN = 1|SEQ = 60x1:0.02 & Gxhx0.02

O simulate session charges based on the session duration

Real credit time: 500 .0 30000
® simulate authorization based on the available funds S i, DS )

Announced credit time: 500 min. 0sec. (30000 sec)

Availablefunds [t | usD Real charge histary: +1160x0.02+4990x6x0.02
Announced charge history: +1x60x0.02+4990x6x0.02
Field | Description |
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Date and Time The date and time when the call is initiated.

Click on M icon to set the current time. The
YYYY-MM-DD link opens a calendar that
can be used to select a date.

Destination The phone number to call.

Session time Simulate rate for the specified call duration.

Available funds Simulate authotization for the situation, when
user has the entered amount of available
funds.

Results of the testing

Formula The rate formula used for the given
destination.

Expanded Formula The rate formula with the real interval and

price values.

If the formmula calenlates the call cost based on its duration
Charged amount Charged amount for test call
Real charge history A short description of how the Charged
amount was calculated
If the formula calenlates the call duration based on available funds

Real credit time The true maximum call duration.
Announced credit The announced maximum call duration.
time

Real charge history A short description of how the Real credit
time was calculated.

Announced charge A short description of how the Announced
history credit time was calculated.

Clone Tariff

To minimize the amount of work required to create new tariffs,
PortaBilling® allows you to create them as clones from existing ones. The
new tariff will have exactly the same parameters as the old tariff.

To clone a specific tariff, click the "= Clone button on the toolbar on the
Edit Tariff page. Give the new tariff a name, define whether the cloned
tariff will be managed by the administrator only (so this tariff will be
applied to your direct customers) or by a specific reseller (so this tariff will
be used to charge the reseller’s subcustomers), and then click the Clone
button.

Note that the Manage by option is only available for cloning Customer type tariffs.
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o] Edit Tariff 'EasycCall outgoing'
» | @ Save | [dl Save&Close | ® Close | ¥ Download | & Upload Rates Test | @ Clone ¢ Logout | B Log

Name EasyCall outgoing “ Currency USD
Applied To  Customer Service  Voice Calls
Managed By Administrator Only

General Info | Web Upload & Download | Email Upload | Notepad |

Default Off-Peak Period  NOT DEFINZID -

é--—-—-—

Destination Group Set ~ USaCanada -

o] Edit Tariff "EasyCall outgoing’
» | [ Save | [ol Save&Close | & Close | ¥| Download | & Upload | [E Rates Test | [ Clone 0 Logout | B Leg

Name EasyCall outgoing *  Currency USD
Applied To  Customer Service Voice Calls
Managed By Administrator Only

General Info | Web Upload & Download ‘ Email Upload ‘ Notepad ‘

Default Of-Peak Period NOT DEFINEL -
Clone Tariff

Destination Group Set USaCanada

TR RIS o Enter new tariff name

Post Call Surcharge 0.00000 Managed By Administzator Only 4
Login Fee 0.00000

Connect Fee 0.00000
Round Charged Amount c000x.Xx000

Default Formula b

Update Usage Time Rlways -

Short Description

XDR Re-rating

The xDR re-rating page allows you to fix the most common problem:
incorrect pricing information entered into a tariff. This may happen, if, for
example, someone sends you the wrong pricelist, or your administrator
simply clicks the wrong button, resulting in incorrect charges in the
database.

The PortaBilling® xDR re-rating feature can perform re-rating in two
different modes. Please consult the xDR Re-rating section of the
PortaBilling Administrator Guide for more details.

To run the re-rating task, click the B xDR Re-rating button on the
Tariffs page.

Tariff Management

[ 3 @ Add | @ Close | ¢ Off-Peak Periods | [ xDR Re-rating LCR Rates ol Logout | B Log
=
|
Applied To . Service Managed By Search
e [~ g (] ]
L]
n
Rates Hame m  Cumency  Applied To Service Managed By Routing  Description  Delete
DID suppliercosts  m uso vendor  Voice Calls Mo =
Internet Access L] uso Wendor Broadband o
Prepaid cards : uso Customer  Voice Calls Administrator anly |E|
one Subseribers ustomer uice Calls ministrator only
SIP Phi Subscribers g usD Cust oice Call Adi Arat 1
-
L]
L]

<
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xDR Re-rating

» | & Close ] Lagout

8 From Date [2009-12-28 |¥r¥v-MM-OD [0oi00i00 |HHZ4:MISS

B ToDate  [wew Jvrvs-m-oo | [Hzapss

Tariff Type [custouer [v]"

Customer ® Al

Of |

Senice [Voice calls [v]"

Wrong Tarifl | Easyrall [v]"

Correct Tarif [ Aardvoip [v]"

Rates Effective ® g5 atthe specific time

[How | vrev-ma-oo | |HHz4:m1:ss ™

O atthe time of call

Field Description
From Date Specify the start of the time interval for xDRs

to be re-rated. Click the B Calendar icon to
set up the desired date using the calendar.
To Date Specify the end of the time interval for xDRs
to be re-rated. Click the E Calendar icon to
set up the desired date using the calendar.

Tariff Type Select a specific type of tariff. Can be of the
following type: Customer, Reseller or
Vendor.

Customer / Reseller / | Select the specific customer, reseller or vendor

Vendor due to the Tariff Type specified to narrow
the set of xDRs to be processed.

Service Choose the service for which xDRs should be
re-rated.

Wrong Tariff Select the “original” tariff with incorrect
pricing information entered.

Correct Tariff Select the tariff with correct pricing

information entered. This tariff should be of
the same type as the Wrong Tariff one.
Rates Effective Choose the time when the rates associated
with Correct Tariff become effective.

Click the Create Task button to launch the re-rating task.

Re-rating and volume discount counters

If volume discounts are used when calculating call charges, it is no longer
possible to treat such calls separately from others, since the way one call is
charged affects all other calls made subsequently. For instance, if a call is
charged $5, this is the amount added to the volume discount counter. If
the charged amount is then changed to $1 during re-rating, this will affect
all other calls in the same destination group, since a different discount
would now apply to them.
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To overcome possible confusion when volume discount counters are
involved in re-rating, this process should always be run from a specific
moment in the past (when the error occurred) to the present moment. In
this case, all discount counters will be rolled back before recalculation
actually starts, and then updated with each re-rated call.

NOTE: Re-rating with volume discount counters only works with XDRs generated
following an upgrade to the MR16 version, since older versions of XDR data do not
have the full information required to roll back volume counters.

LCR Rates

You may click the @ LCR Rates button on the toolbar to quickly create a
new Routing info — LCR blending report.

NOTE: This type of report is available for root and admin users only.

Please consult the Routing Info — LCR Blending section of the Unified
PortaSwitch Handbook Collection for more details.

Volume Discount Plans

The volume discount plans tool is great for making automatic price
adjustments and allotments. It allows you to adjust prices depending on
the volume of services consumed by customers, allocate a certain volume
of free services and transfer a balance to a sub-wallet that has been
designed for a particular type of service. These are the three main
discount schemes:
e Discounts — Use them to adjust prices depending on the volume
of service consumed by customers.
¢ Quotas — Use them to allocate a defined volume of free-of-charge
services for your customers.
e Service Wallets — Use them to divide the customert’s balance into
virtual sub-wallets. Each sub-wallet is designated for a specific
service and destination group.

For more details about all the discount schemes, please refer to the
PortaBilling Administrator guide.

h 5| [g2 & D g
» |[@ Add|@ Close ¢ Logout

Managed By:  ANY Search

Name Currency Managed By Description Delete
1000 minutes to USA & Canada uso Administrator Only 1000 free minutes to USA & Canada x

5GB Free Internet on Demand uso Administrator Only

Discount for retail customers uso Administrator Only Discount for US&Canada retail customers

x
5GB Free Internet Plan uso Administrator Only x
x
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Use the main Discount Plan Management page to list all existing plans.
Plans can be located using the search form, by selecting a reseller from the
list, or entering the plan’s name.

How to add a volume discount plan

To add a new volume discount plan to the system, click Bl Add and
specify all the required information on the Add Discount Plan page.

How to edit a volume discount plan

To edit a volume discount plan, click on its name in the list and specify all
the required information on the Edit Discount Plan page.

NOTE: Already assigned volume discount plan is not editable.

How to delete a volume discount plan

The X Delete icon will be visible only when a volume discount plan is
not in use (not assigned to any customer, account or product), and
enables permanent deletion of the volume discount plan.

How to clone a volume discount plan

To clone a volume discount plan, follow these steps:
1. On the Edit Discount Plan page, click the '@ Clone button on
the toolbar.

Discount Plan Name: * 500 minutes to USA & Canada

Managed By Administrator Only

2. In the Clone Discount Plan dialog box, type a name for the
cloned volume discount plan and select who will manage it — the
administrator or one of the resellers.
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Add / Edit a Volume Discount Plan

General Info tab

Add Discount Plan

» |k Save |ldl Save &Close |® Close P Logout B Log

Plan Name: * SmartCall Prepaid Promotion Currency: * USD - US Dollar -

Managed By: Administrator Only -

Destination Group Calls to Europe - Description SmartCall prepaid promotion
Set: *

Destination group Same Destination as Rate
lookup type: By Prefix of Rate Destination

«) By full rating pattern match

Charged Amount X0 XX000 B
Rounding

Field Description
Plan Name The logical name of the volume discount plan.

Currency Indicates which currency is used for billing calculations.
All discount rules in a plan are to be defined in this
currency. A volume discount plan can only be assigned
to customers, accounts and products using the same
currency.

Managed By e By default — Administrator only.

e The plan can be assigned to a reseller (Managed
by NNN) so that it is manageable from the
reseller self-care interface.

Destination | Discounts can be defined for individual groups (e.g.

Group Set US&Canada, Asia, Western Europe) within this set.

Once chosen for volume discount plan creation, the

destination group set cannot be changed later on.

Destination e Same Destination As Rate — This requires
group exactly the same prefix as the one in the tariff in
lookup type order to be used in the destination group for the

volume discount definition. For example, if the
tariff has a rate for destination 4202, and this
rate is used to charge the call, while the volume
discount only contains a destination 420, this
discount will not be applied.

e By Prefix Of Rate Destination — This
provides more flexible matching: the destination
used in the tariff must be equal to or more
specific than the destination used in the volume
discount definition; so in the example above, the
discount would be applied. This puts more load
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on the billing engine, since an extra pattern
match must be performed.

e By full rating pattern match — Match the
originally dialed phone number against all
available destinations in the volume discount
plan. Note that this is the most resource-
intensive option.

Charged A pattern that defines the rounding of the amount
Amount charged for a volume discount.
Rounding

This pattern takes the form of XXXXX.XX000. An X
(to the left) means that the digit(s) in this position will
be unchanged, while a 0 (to the right) means that this
position will be rounded off. For example,
XXXXX.XX000 means that the amount will be
rounded up two decimal places, so that 1.2345 becomes
1.24.

Note that rounding off is always done upwards. This
parameter is only applicable for discounts based on the
amount of money.

Description | Short description of a volume discount plan.

When you fill in all the required fields, click the bl Save icon. After a
volume discount plan has been saved, the Discounts, Quotas and
Service Wallets tab becomes available.

Discounts, Quotas and Service Wallets tab

Here you can define the discount rules within the volume discount plan.
For instance, you may include 100 free monthly domestic SMS, 1000 free
monthly minutes to US & Canada and a special offer of 15% off calls to
India after the customer has used more than 200 minutes in calls.

To add a new discount rule to the plan, click 1 Add on the toolbat.
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o]

» |E Add|@ Save |l Save& Close |® Close | Clone »I Logout B Log
Plan Na@e.o 1000 minutes to USA and Canada
| U
Discounts, Quotas and Service Wallets
Destination Group Service Type Scheme Scheme details Delete

o]

» |[® Add |k Save |[o Save & Close |® Close [ Clone

»I) Logout B Log

Plan Name: * 1000 minutes to USA and Canada

Destination Group

General Info

Additional Info

Discounts: *

Service: *
Destination Group: *

Type: *

Prorate thresholds for first usage peried

Combine with Other Always

Service Type Scheme Scheme details Delete
Scheme * >
Voice Calls - Service Wallet
Quota
US & Canada -
=) Discount
Volume, minute -
Scheme Details
Reset Threshold Monthly .

Counters: *

Off-Peak periods: *

‘ Separate one Off-Peak Period - |

| |
-

- e

Field

Description

General
Info

Service

Choose a specific service (voice calls, messaging, data
transfer, etc.) that this discount rule will apply to. You
can bundle the discount rules for multiple services into
the same volume discount plan.

Destination
Group

This parameter defines a destination group (a list of
prefixes) that will be used in a volume discount
definition. Select a destination group from the list.
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Type

Select the threshold type: will you use thresholds based
on the charged amount, or on the consumed traffic?

e Monetary means the threshold is measured in
currency units (e.g. USD), and the counters will
go up by the amount which the customer
should have been charged for the service before
the volume discount plan was applied.

e Volume means the unit is minutes, MB, SMS,
etc. depending on the selected service.

For example, you can use thresholds based on the call
cost (10% discount after more than $10 worth of calls)
or on the call time (e.g. 10% discount after 200
minutes).

NOTE: Let’s look at a situation in which a customer’s balance is
$10.00 (and the volume discount counter is also $10.00). The
customer makes a 30-minute call, and the tariff rate is
$0.20/min. The call is charged as 30 * 0.20 — 10% = $5.40, and
this value is stored in the CDR for the call. Thus the customer’s
balance will be modified by $5.40, to become 15.40. At the same
time, the volume discount counter will go up by the amount
without the discount because the discount applies to a standard
rate. Thus the counter will go up by $6, to become $16.00.

This parameter defines which discount scheme is
applied to a new discount rule.

NOTE: Once a scheme is selected and saved, it cannot be
replaced with another scheme.

Select a discount scheme among three options:

e Service Wallet — This scheme makes it
possible to divide the customer’s balance into
virtual sub-wallets. Therefore, money
transferred to a sub-wallet can only be used for
a specific service (e.g. only for calls to the US or
only for sending SMS, etc.). Service wallets can
be topped up via the self-care or administrator
web interface.

e Quota — This scheme enables you to allocate a
defined volume of services for your customers.
For example, provide 100 minutes for calls to
Canada and 3 GB of Internet traffic for a $30
monthly fee (a subscription).

e Discount — This scheme enables you to adjust
prices depending on the volume of service
consumed by customers. This helps you
encourage them to use the service more in
order to receive the discount (e.g. spend $20 for

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 133



Porta 4 Billing®

Rating

calls to the UK and get a 30% discount for the
following calls made during the rest of the
month). You can also use discounts to make

special offers (e.g. new customers receive 50%
off for 10 GB of Internet traffic).

Service Wallet is selected for Scheme

Destination Group Service Type Scheme Scheme details Delete
- US&Canada Voice Calls Volume, minute Service Wallst N/A 0.0-100% *®
0.0-0%
After reaching the last threshold limit
Allow no more than 1 rollover(s)
General Info Scheme * «
Service: * Voice Calls -
Quota
Destination Group: *  US & Canada -
Discount
Type: ™ Volume, minute -
Scheme Details
Additional Info «) Zero initial Balance
Notify Customer/End User when Initial Balance
minutes used minutes
Notify Customer/End User when
Threshold reached Topup your Service Wallet *
Volume, minutes Fee, USD
30 10 o+
60 18 x
120 30 x
Field Description
Scheme
Details
Zero initial This option makes it possible to divide the
Balance customer’s balance into virtual sub-wallets. Each sub-

wallet is designated for a specific service and
destination group. Therefore, money transferred to a
sub-wallet can only be used for a specific service (e.g.
only for calls to the US or only for sending SMS,
etc.).

Initial Balance

Use this scheme to grant a certain volume of service
to your customers for one time. For example, grant
your IPTV customers 1 GB of Internet traffic free of
charge as a promotional offer. Note that service
wallets with an initial balance cannot be topped up.
Specify the amount of traffic or money (depending
on the threshold type) in the field below.
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Topup your
Service Wallet

Here you define the top-up options that will be
available via the administrator, customer ot account
self-care web interfaces.

e Volume — The volume of traffic to be
available for top up.
e Fee — The price you charge for the defined

volume of traffic.

Click on the # Add icon to add a new row.
Click on the ¥ Delete icon to delete the current
record.

Additional

Info

Notify This option allows you to define a notification
Customer / threshold. When this threshold is reached, an email
End User when | or SMS notification is sent to your customers

... minute(s)
used

informing them that the volume of services
consumed is approaching the discount threshold.

Notify
Customer /
End User when
Threshold
reached

When this option is selected, an email or SMS
notification is sent to your customers informing them
that the discount threshold has been crossed and the
discount no longer applies.

Quota is selected for Scheme

Destination Group

General Info
Service: *
Destination Group: *

Type:

Additicnal Info

Service

Voice Calls
USA&Canada

Volume, minute

Prorate thresholds for first
usage period

/| Rollover unused minutes to the
next usage period

Allow no more than: 2

/] Notify Customer / End User
when

150

| Notify Customer / End User
when Threshold reached

Split xDRs &

Type Scheme Scheme details Delete

Scheme *

Service Wallet

Discount

Scheme Details

Reset Threshold Monthly .
Counters: *

Off-Peak periods: *  Separate one Off-Peak Pe ~

Peak Quota s 200 minutes

v |1

Unlimited Voice Calls

Off-Peak Quota: s 300

Unlimited Voice Calls

minutes
minutes used
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Field Description

Scheme

Details

Reset This option allows you to define how a quota will be

Threshold applied.

Counters
If you select Daily, Weekly, Twice monthly or
Monthly, then the quota counters reset each day, week,
half a month or month, respectively. For example, you
can provide a triple-play package that includes quotas
such as 1000 minutes for domestic calls, 1 GB of
Internet traffic and 150 domestic SMS — for a monthly
subscription fee of $40. Once the quota is consumed,
the service is unavailable until the following month.

Off-Peak Select one of the options to define a different set of

periods thresholds for peak and off-peak period(s).

Peak Quota | Type a threshold value for the peak quota here. The
threshold value is measured either in currency units or
volume of service (e.g. minutes), according to the
threshold type. The value entered must be numeric
(with a period allowed) and greater than zero. To
provide a special “unlimited” value for the threshold,
select the Unlimited check box.

Off-Peak This tab is only available if the Separate one Off-peak

Quota Period or Separate two Off-Peak Periods option is
selected in the Off-Peak Periods list. Type a threshold
value for the off-peak quota here. To provide a special
“unlimited” value for the threshold, select the
Unlimited check box.

Second Off- | This option is only available if the Separate two Off-

Peak Quota Peak Periods option is selected in the Off-Peak
periods list. Type a threshold value for the second off-
peak quota here. To provide a special “unlimited” value
for the threshold, select the Unlimited check box.

When Quota | These restrictions apply to a service when quota is used

Exhausted up. Select one from among the three restriction modes:

(only for the e No Restriction — The service remains available

Internet Access at the standard rate.

service type) e Limit Usage — The service is limited by using

the Internet access policy.

e Block Usage — The service becomes
unavailable.

NOTE: When Limit Usage or Block Usage is selected,
quotas that have lower priorities will not be applied.
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Additional
Info
Prorate This prorates quota thresholds according to the
thresholds for | number of days remaining in the first usage period after
first usage the volume discount plan assignment.
period
For example, a volume discount plan is created with
1000-minute quota, and a regular rate is applied after
that. If a customer has a wonthly usage period and
the volume discount plan is assigned on October 20th,
then the threshold becomes 367 minutes since there are
11 days remaining in October. For the following month
the threshold becomes 1000 minutes.
Rollover If at the end of the usage period (e.g. at the end of the
unused month) there is unused traffic left (i.e. minutes, Internet
minutes to traffic, messages, etc.), it can be rolled over to the next
the next usage period.

usage period

For example, a customer has signed up for 100 bundled
monthly minutes of free calls to Canada. By the end of
the month, only 90 minutes have been used up. The 10
minutes remaining are rolled over to the next month,
so during the next month 110 free minutes will be
available for the customer.

Please note that if you change the customer’s volume
discount plan (e.g. change an add-on product), then the
unused minutes will transfer only if the new volume
discount plan has the same discount entry (for more
details see the Change of 1 olume Discount Plans for
Customer | Account chapter in the PortaBilling
Administrator Guide).

Allow no
more than: ...
rollover(s)

The maximum number of usage periods that unused
traffic can be rolled over.

For example, if the usage period is monthly and you
select 2, the unused traffic left from the first month will
be rolled over to the second month and if not used
completely, to the third month (2 rollovers). If unused
traffic is not completely used by the end of the third
month, it will expire.

Note that if unused traffic from two or more usage
periods is rolled over to the next one, the quota with
the earliest expiration time is used first.
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Notify
Customer /
End User

when ...

This option allows you to define a notification
threshold. When this threshold is reached, an email or
SMS notification is sent to your customers informing
them that the volume of services consumed is
approaching the volume of quota.

Notify
Customer /
End User
when
Threshold
reached

When this option is selected, an email or SMS
notification is sent to your customers informing them
that their quota has been used up.

Discount is selected for Scheme

Destination Group

= US&Canada

Service

Type

Voice Calls Volume, minute

Scheme

Monthly Discount

Scheme details
Peak 0.100-0%
100..300- 10%
300.0-20%
Off-Peak, 2nd OfF- 0.100-20%
Peak 100.0-30%
After reaching the |ast
threshold limit

Delete
x

General Info Scheme * L4
Service: * Voice Calls - Service Wallet
Quota
Destination Group: * US & Canada -
Type:* Volume, minute -
Scheme Details
Additional Info
gasat Thraxshn\d Monthly .
" Prorate thresholds for first usage period ounters
; Off-Peak periods: ©  Separate one Off-Peak Period -
Combine Mlh Other *pter reaching the last thresho ~ @
. . .
Field Description

Scheme Details

Counters

Reset Threshold

will be applied.

standard rate.

wholesale partner.

This option allows you to define how a discount

If you select Daily, Weekly, Twice monthly or
Monthly, then the discount counters reset each
day, week, half a month or month, respectively.
For example, provide a monthly deal of the first
100 minutes for calls to the UK at a standard rate
and all following calls to this destination at a 30%
discount. When the next usage period begins, the
customer’s calls to the UK are charged the

Select One Time discount to provide a
permanent discount with no time limitation. For
example, provide a rate that is 10% cheaper for a
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Off-Peak periods

Select one of the options to define a different set
of thresholds for peak and off-peak period(s).

Additional Info

Prorate thresholds
for first usage
period

This prorates volume discount thresholds
according to the number of days remaining in the
first usage period after the volume discount plan
assighment.

For example, a volume discount plan is created
with a 100% discount for up to 1000 minutes, and
a regular rate is applied after that. If a customer
has a monthly usage period and the volume
discount plan is assigned on October 20th, then
the threshold becomes 367 minutes since there are
11 days remaining in October. For the following
month the threshold becomes 1000 minutes.

Combine with
Other Discounts

Select 2 mode to combine this discount with other
discounts.

NOTE: To see more examples about how to use these
combining modes, please refer to the Modes for Combining
Discounts chapter in the PortaBilling Administrator
Guide.

e Never — This mode of combining
provides full override. It implies that a
higher priority volume discount plan
prevents the use of all lower priority ones.
This means that even if the higher priority
one is used up, the lower priority volume
discount plans are ignored.

e Always — Using this mode of combining,
discounts are summed up to 100% (there
is no money back for a consumed service).
For example, two 30% discounts will
result in a 60% final discount; 70% + 40%
discounts will result in a 100% final
discount.

e  When discount lower than 100% is
active — If a higher priority volume
discount plan has a threshold with a 100%
discount defined within it, only this
volume discount plan is applied to a
session until the 100% discount threshold
is used up. Only after the volume of the
consumed service exceeds the 100%
discount threshold can the rest of the
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discounts be applied. If discounts defined
in both the higher and the lower priority
volume discount plans are applicable to
the same call, they are summed up to
100%.

e After reaching the last threshold — A
higher priority volume discount plan
prevents the use of lower priority ones
until its “unlimited” threshold is reached
or the last (i.e. biggest) threshold is
exceeded (regardless of discount value).
For example, calls to Germany, discounted
by 100% exclusively for 50 minutes are
followed by a 50% discount for 1000
minute calls, while another (lower priority)
volume discount plan for the EU offered a
30% discount. For calls to Germany the
EU discount would only become
applicable if the full 1050 minutes are
used.

When you fill in all the required fields, click the Save button and the
Discount Scheme dialog box opens.

Discount Scheme dialog box

In the Discount Scheme dialog box, you can define the following:
e The discount thresholds.

e Threshold values and corresponding discount values for peak and
off-peak periods.

A threshold defines the maximum counter value (the volume of traffic or
charged amount) within which the current discount may still be applied. If
the last available discount is to be applied regardless of the counter value,
(e.g. first 200 minutes — standard rate, up to 500 minutes — 10% discount,
and 20% discount after that) then this last discount will be created with a
special “unlimited” threshold.

Off-Peak Discount Scheme

This tab is only available if the Separate One Off-peak Period option is
selected in the Off-Peak periods list. Here you can define a different set
of thresholds for the off-peak period. The mode of doing that is similar to
that for Discount Scheme.

2nd Off-Peak Discount Scheme

This tab is only available if the Separate Two Off-peak Periods option
is selected in the Off-Peak periods list. Here you can define a different
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set of thresholds for the second off-peak period. The mode of doing that
is similar to that for Discount Scheme.

Discount Scheme

You can create an unlimited number of thresholds for a discount rule.
Click the Add button to define a new discount threshold.

Peak Discount Scheme

Threshold

First 200.00 minute(s)
Following 300.00 minute(s)

Following unlimited minute(s)

Threshold

Following
* Unlimited service

Discount

= 20

100% (Free Service)

Off-Peak Discount Scheme

0.00 .. 200.00 minute(s)

200.00 .. 500.00 minute(s)

500.00 .. Unlimited minute(s)

minute(s)

Discount Scheme

(]

2nd Off-Peak Discount Scheme

Interval Discount Send Warning Send Notification Split xDRs Delete

0% ~  130.00 minute(s) ~/  200.00 minute(s) x

10 %

LY

290.00 minute(s) ~ 300.00 minute(s) x

0% x

Notifications

Additional Info

SpiitxDRs @

Field

Description

Threshold

Following ...
minute(s) /

Type a threshold value here. The threshold value is
measured either in currency units or volume of

USD service (e.g. minutes), according to the type of
discount. The value entered must be numeric (with a
period allowed) and greater than zero.

Unlimited Select the Unlimited service option to provide a

service special unlimited value for the threshold.

Discount

% Type a percentage discount here. The percentage

discount value must be numeric (with a period
allowed) and less than 100. A 0% discount means
that standard rate will be applied.

100% (Free

Select this option to provide the service free of

Service) charge.

Notifications

Notify This option allows you to define a notification
Customer / threshold. When this threshold is reached, an email
End User when | or SMS notification is sent to your customers

... minute(s) informing them that the volume of services

used consumed is approaching the discount threshold.
Notify When this option is selected, an email or SMS
Customer / notification is sent to your customers informing them
End User when | that the discount threshold has been crossed and the
Threshold discount no longer applies.

reached
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Additional

Info

Split xDRs When a session spans several rating periods (e.g. covers
both peak and off-peak periods) it is divided into
portions.
Select the Split xDRs check box and then multiple
xDR records will be produced for sessions like this
one. Each xDR record will be linked to the applicable
discount level / rate.

Service These restrictions are applicable only for the Internet

restriction | Access service type.

No Select this option to apply no speed or time restrictions

Restriction to this threshold.

Limit Usage | Select this option to limit Internet service by using the
Internet access policy, e.g. to significantly decrease the
upload / download speed.

NOTE: When this option is selected, discounts that have lower
priorities will not be applied.

Block Usage | Select this option to block Internet service.

NOTE: When this option is selected, discounts that have lower
priorities will not be applied.

When you fill in all the required fields, click the Update button.

Bundile Promotions

The Bundle (Inter-service) promotions feature allows you to offer
promotional discounts based on monthly amounts spent and apply
charges based on usage minimum.

Bundle Promotion Management

» Add | @ Close v Logout | B Log

Managed By Search

AlY Search

Name Currency Managed By Description Delete
$1000 usage minimum uso Administrator Only
Imickey usD Administrator Only

Eree Subscripticn after $100 spent uso Administrator Only
Millenium uso Administrator Only $1000 bonus for every $10000 spent on voice calls (but not mo.
Residential plus usD Administrator Only

M MM

Add / Edit a Bundle Promotion

To add a new bundle promotion, select Add to go to the Add Bundle
Promotion page. An existing bundle promotion can be edited by clicking
on its name.
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Add Bundle Promotion

& Save | [g) Save&Close | & Close

*I) Logout

Name *

Managed By *
Currency

Destination Group Set *

Residential Plus Description 310 dollars on SHS - SHS
product fes waived. $50 on
calls or on NS - all

monthly fees waived.

[v]
]
]

Administracor Only
USE - US Dollar

Corporate - World

[ Add | [l Save | o] Save&Close | 3 Close

Edit Bundle Promotion "Residential Plus’

P Logout | B Log

Name *

Description |10 dollars on SM3 -
SMS product fee waived.

Residential Plus

Managed By * 450 on calls or on SHS
Currency * - all monthly fees
Destination Group Set * waived.
§ Analyze Criteria Apply To
- Service Destination Group Apply [Z]structure Invoice Comment Service Subseription e
Voice Calls [v] [v] creait  [v| 0.50USD - |Usage cradit Subscriptions [v] [~
Field Description
Name The name of a bundle promotion to be used in
the system.
Managed By e By default — Administrator Only.
e A bundle promotion can be assigned to
a reseller (Managed by NNN) so that it
is manageable from the reseller self-
care interface.
Currency Indicates which currency is used for billing

calculations. All charges and credits in the
bundle promotion are to be defined in this
currency. A bundle promotion can only be
assigned to customers that are charged in the
same cufrfency.

Destination Group
Set

A set of destination groups (UK-Mobile, CZ-
Mobile, etc.) you would like to use for more
convenient promotion application.

Description

An extended description of this bundle
promotion.

Analyze

These columns indicate which service and
destination group will be used to analyze how
much money the customer has spent on
services during the billing period to credit or
charge customer accordingly.

Service

Specifies for which service xDRs will be
analyzed.

Destination Group

Specities which destination group xDRs will be
analyzed.

Criteria These columns indicate a promotion scheme,
credit or charge amounts and a comment
shown on the customer’s invoice.

Apply Indicates whether a customer should be
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charged or credited for the promotion.

Structure

To configure a flexible promotion scheme
click on the column header or the 2 Wizard
icon in order to launch the promotion wizard
(see the section below).

Invoice Comment

Specifies what comment customer will see on
his invoice for this promotion transaction.

Apply To

These columns indicate where to apply the
promotion.

Service

Indicates whether to apply the promotion to a
setvice, a whole bill, payments, taxes, credits /
adjustments or subscriptions (all or one in
particular).

Subscription

If the Subscriptions option was selected from
the Service list you may either select a specific
subscription here (to apply the promotion to)
or leave this list empty to apply the promotion
to the customer’s own subscriptions and a// of
their credit accounts’ subsctiptions.

Promotion Wizard

The promotion wizard provides the administrator with a flexible tool for
defining promotional discounts based on amounts spent during the billing

period.

Promotion Amount

Percentage

Edit Threshold, USD* Credit, % * Delete
H Unlimited Unlimited 10 E
[E] 1000 0 [¥]
oK ] [ Cancel
Field Description
Promotion Defines whether the promotion is based on a
Amount percentage or a fixed sum of money:

e Fixed — Increases or decreases service payment
by a fixed amount of money.
e Percentage — Increases or decreases service
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payment by a defined percentage.

Threshold This field defines the maximum amount of money to be
spent for a service to apply a corresponding credit or
charge. Value entered must be numeric and greater than
zero. To provide a special “unlimited” value for the
threshold, select the Unlimited check box.

Credit / This field defines a credit or charge amount (either fixed
Charge or percentage based) that is applied when customer
spends a corresponding amount of money for a service.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Examples:

Bundle promotion based on the amount of money spent

The promotion discount is defined as 0...1000 USD — 0%,
1000...Unlimited USD — 10%.

> | B Add | [d Save | [ Save&Close | ® Close Objects *l Logout | Bl Log

Name * 10% voice calls disc. on $1000 Description 1403 43scount for voice

Managed By - calls on minimum of

$1000 spent
Currency *
Destination Group Set* Corporate - World
Analyze Criteria Apply To
Edit _— Delete
Service Destination Group Apply  Structure Invoice Comment Service Subscription
Conferencing Credit Whole Bill
0.4000 USD - 0%

[E] voice cans World Credit o ] R Whole Bill ™

For Voice Calls service usage up to $1000 no discount will be provided, a
10% discount will be applied to the entire bill if the Voice Calls service
usage exceeds the $1000 threshold.

Bundle promotion with multiple discount thresholds

The promotion is defined as 0...50 USD — 0%, 50...100 USD - 10%,
100...Unlimited USD - 20%.

Edit Bundle Promotion "Corporate Plus’

» [# Add | [ Save | [ Save & Close | @ Close | 47 Objects bl Logout | B Log
Name * |corporate Plus Description up to $50 - no
discount
Managed By * M
ged By up to £100 - 10%,
Currency * over - 20% discount
Destination Group Set* Corporate — World
Analyze Criteria Apply To
Edit _— Delete
Service Destination Group Apply /| Structure Invoice Comment Service Subscription
Conferencing Credit Whole Bill
0.50 USD-0%
[ =] voice cails Asia Credit 50.100 USD-10% Voice Calls [
100..Unlimited USD - 20 %

For Voice Calls service usage up to $50 no discount will be provided,;
from $50 up to $100 a 10% discount will be applied; for service usage
above $100 a 20% discount for the Voice Calls service will be applied.
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Mandatory minimum for service usage

The mandatory minimum for service usage is defined as 0...1000 USD —
1000 USD.

Edit Bundle Promotion "$1000 usage minimum’

P Logout | B Log

Name *
Managed By *

Currency *

Destination Group Set”

Analyze Criteria

Edit

Service* Destination Group Apply* |7 structure”

v

Broadband

[5] vaice Calls UsA

Charge

Description

Apply To

Invoice Comment

0..1000 USD - 1000 USD Mandatory minimum for service usage Voice Calls

Delete
Subscription

K]

A customer commits to spending $1000 minimum per month on voice
calls. For Voice Calls service usage of below $1000 a deficient amount is
added this customer’s invoice. For example, if the customer spends only
$800, the deficient $200 is added to his invoice so that it equals $1000.

Bundle promotion based on a defined percentage

The promotion is defined as 0...100 USD — 0%, 100...Unlimited USD —

*l) Logout | B Log

0
100%.
* | @ Add | [l Save | [l Save &Close | ® Close Objects
Name * User charge vaive over 5100
Managed By *
Currency *
Destination Group Set* Residentizl - World
Analyze Criteria
Edit
Service Destination Group Apply /| structure
Conferencin Cred:
- 0.100USD -0 %
[=] voice calls World Credit oo™\ iimited USD - 100 %

User charge waive over $100 Subscriptions

Description g25ve customer's
monthly user charge on
minimum spending of $100

Apply To

Invoice Comment Service Subscription

Whole Bill

User Chal

Delete

K|

rge - Residential Plus

For Voice Calls service usage below $100 no discount will be applied to
subscriptions; for service usage above $100 a 100% discount will be
applied to a specific subscription. In other words, the user will receive a
subscription for free after spending more than $100 on Voice Calls.

Subscription Plans

With subscription plans, you can charge customers recurring (e.g.
monthly) fees for using the service. For example, the fee is $30 per month
for an IP Centrex phone line. You can include subscription plans in
customer products (both main and add-on ones).
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= Subscription Plan Management
[ [ Add | @ Close Objects P Logout | B Log
Managed By Search
any v Search
Name Currency ~ Managed By Type Discounts Description Delete
EasyCall Subscription ©sp  Administrator Only In Advance Multi-Month Discounts $15 activation fee, subscription for & months
Equipment Rental USD  ABC Shuttle Ltd. Postpaid §5 activation fee, subscription for 6 months
Linksys Phone Rental usD  Administrator Only Postpaid Promational Periods ~ §5 activation fee, subscription for 1 month
Spring Promo UsD  Administrator Only Progressive $10 activation fee, subscription for 3 months
Subscription plan ush ABC Shuttle Ltd.  Postpaid currently is not used

Use the Subscription Plan Management page to list all existing plans.

Add / Edit a Subscription Plan

To add a new subscription plan to the system, select Add to go to the
Add Subscription Plan page. An existing subscription plan can be edited
by clicking on its name in the list.

Add Subscription Plan

» | @ Save | [ Save&Close | ® Close P Logout
Subscription Plan Name Equipment Rental Currency usD - us Dollar v
3;?;;':?';.:‘:&';:‘3"'6 Equipment Rental Managed By Administrator only v

General Info | Periodic Fee | Promotional Periods | Taxation Info

Charge Suspended Customers ¥

Can be applied more than once #

Subscription Is Activated upon the account's first usage v
Activation Fee 0.00000 usD

Minimum Subscription Period 12 Maonths.

Early Cancellation Penalty ® Fixed [so usD

Remaining subscription charges
Subscription Charges Applied At the end of the billing period v
Periods in Advance

Round Charged Amount XHHHHLXKOOD |

Description Equipment Rental

Field Description

Subscription Plan The logical name of the subscription plan.
Name

Subscription Plan A clear subscription name shown to end users
Name Visible to End | on invoices and on their self-care interfaces
User (e.g. the internal subscription name is “Phone

Book” while the name visible to end users is
“Telefonbuch”).

Managed By e By default — Administrator only.

e The plan can be assigned to a reseller
(Managed by NNN) so that it is
manageable from the reseller’s self-care
interface.

Currency Indicates which currency is used for billing
calculations. All fee amounts in the plan are to
be defined in this currency. A subscription
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plan can only be assigned to customers,
accounts and products using the same

currency.
General Info tab
Field Description
Charge Suspended e Select this check box to enable
Customers subscription charges for suspended

customers (in this case, subscription
fees are always fully applied
disregarding user status).

e C(lear this check box only when
applying subscription charges for those
days when the customer wasn’t
suspended. (Note that customer’s
invoice will contain a transaction for
the entire billing period subscription
fee and a transaction showing the
compensation for those days when the
customer was suspended.)

For new subscriptions, the Charge
Suspended Customers option is off by
default (so that subscription charges will 7of be
applied for those days when services were

suspended).
Can Be Applied Select this check box to assign the same
More than Once subscription multiple times to one account.

Note that you can use this option only when
you are adding a new subscription plan.

For new subscriptions, the Can Be Applied
More than Once option is off by default (so
that subscription charges will 7o¢ be applied
multiple times for one account).
Subscription Is If the subscription is assigned to an account,
Activated this parameter specifies the date upon which
the subscription charges will apply:
e At the given start date — The first
billed day is the subscription start date.
The start date can be specified for
subscriptions assigned to a customer or
account directly. When assigned to an
account with the status Not Yet
Active (i.e. such an account has the
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activation date defined as sometime in
the future) via the main or add-on
product, the subscription will only start
to be charged after such accounts are
activated.

e Upon the account’s first usage —
Charges are applied when the account

is first used (e.g. a user has made a first
call).

Activation Fee

A one-time fee applied when the subscription
is activated.

Minimum
Subscription Period

Time interval (in months) during which the
subscription must remain uninterrupted so as
to avoid penalties.

Early Cancellation
Penalty

If the subscription is cancelled eatlier than the
minimum subscription period a one-time fee is
applied. The following options are available:

e Fixed — A fixed charge is applied
without taking account of when the
subscription was cancelled.

¢ Remaining subscription charges —
The charge will depend on the time
when the subscription was cancelled.

For example: a subscription plan has a
$30 monthly subscription fee and a 12-
month minimum subscription period.
A customer signs up on September 10"
and cancels the subscription on
October 1% (he has only used the
service for 20 days.) In this case, the
subscription will be charged for 11
months and 10 days, that is $30*11 +
$30/30*%10 = $330 + $10 = $340.

Subscription Charges
Applied

This defines the way subscription charges are
applied to a customer’s account:

e At the end of the billing period —
The customer is charged the full
subscription fee at the end of the
billing period.

e In advance — The customer is charged
subscription fees until the end of the
N™ full billing period that follows the

current one.

For instance, a subscription charged 2
months in advance is activated on
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April 1 for the customer with the
monthly billing period. Therefore the
customer’s invoice for April will
include subscription charges for May
and June. When activated in the within
the current billing period (e.g. April
10™), the customer’s invoice will
contain their pro-rated subscription
charges for the incomplete billing
period (from April 10" till April 30™)
and their advance subscription charges
for two future billing periods (May and
June).

e Progressively — The customer is
charged a prorated subscription fee on
a day-by-day basis. This means that by
the end of the billing period, the total
subscription fee amount will have been
charged.

For example, if the monthly
subscription fee is $9.99, a progressive
charge of $0.33 will be made daily, so
that on the 10" day the subscription
charges will total $3.33 and by the end
of the month, $9.99.

Depending on your business model,
specify how PortaBilling® will generate
xDRs for customer subscriptions:

o Keep total charge only —
PortaBilling® generates a single
xDR updated every day to cover
subscription charges from the
beginning of the billing period till
the current day.

o Generate daily charges —
PortaBilling® generates a separate
xDR for every daily subscription
charge. These xDRs can be used
for accounting and reporting.

Periods In Advance

Only available for subscription plans charged
in advance; specifies for how many periods
advance charges should be made.
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Round Charged A pattern that defines the rounding of the
Amount amount charged for a billing period (e.g. when
the monthly subscription amount is $10.00,
but the service was only used for 10 days, it is
desirable to round the applicable charge of
$3.33333).

This pattern takes the form of XXX000. An X
(to the left) means that the digit(s) in this
position will be left unchanged, while a zero

(to the right) means that this position will be
rounded off.

For example, XXXXX.XX000 means that the
amount will be rounded up two decimal places,
so that 1.2345 becomes 1.24. Note that
rounding off is always done upwards.
Description An extended description of this subscription
plan.

Periodic Fee tab

* | [@ Save | [ol Save&Close | & Close Pl Logout

Subscription Plan Name Equipmant Rental Currenc y USD - US Dollar
Subscription Plan Name

2 Administrator onl;
visible to End User Equipment Rental Managed By Administrator Only

General Info | Periodic Fee | Promotional Periods | Taxation Info

Periodic Fee " |15.99 uso Show rates for | monthly v | billing periods

Field Description
Periodic Fee The value of the periodic fee that will be
applied to the customer while a subscription is
active if no special promotional fees or bulk
discounts are defined.

Daily Periodic Fee This option is available only for subscriptions
(for subscriptions charged | charged progressively with the Generate daily
progressively) charges option enabled.

Specify the value of the daily fee that a
customer will be charged while their
subscription is active.

Show rates for Shows how the defined periodic fee will be
applied to customers with a specific billing
period (e.g. if a $10 periodic fee is defined for
customers with a monthly billing period, a
$2.33333 periodic fee will be applied to
customers with the weekly billing period and
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Promotional Periods tab

In this tab you may define specific fees for different promotional periods.

Add Subscription Plan

[ [ Add | d Save | g Save&Close | ® Close | <] Objects

Subscription Plan Name

Subscription Plan Name
visible to End User

General Info | Periodic Fee | Promotional Periods ‘ Taxation Info

Show rates for | monthly

Equipment Rental Currency USD - us Dollar M

Equipment Rental Managed By Administrator Only A

Edit Up/Down Promotional Periods® Fee, USD" Delete ¥ | billing periods

E| 1000000 [%]

First 5 month(s)

Standard rate 19.99000 USD will apply after & month(s) of promational period

Field

Description

Promotional Periods

Promotion span — the number of billing periods
covered by this fee.

Fee

Amount of the fee.

Show rates

Shows how the defined promotional fee will be
applied to customers with a specific billing
period (e.g. if a $10 promotional fee is defined
for customers with a monthly billing period, a
$2.33333 promotional fee will be applied to
customers with a weekly billing period and so
on.)

After you have edited a specific row, click ml Save to confirm that you
have finished editing this row. (You still need to save the whole form —
use bl Save on the toolbar for this).

NOTE: You can change the order of the promotional periods by clicking = and [=

arrows.

Taxation Info tab

BEEEB

Add Subscription Plan

» | il Save | [l Save&Close | ® Close | 4] Objects

] Logout

Subscription Plan Name

Subscription Plan Name
visible to End User

Equipment Rental

Equipment Rental

Currency UsD - US Dollar v

Managed By administrator only v

General Info | Periodic Fee

Promotional Periods

Taxation Info

Taxation Method

Activation
Cancellation

Usual

sureTax (Us, Canada)

Transaction Code

v

Field |

Description

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

152




Porta | {Billing®

Rating

Taxation Method

Tax legislation may require that taxes be
calculated individually for different types of
services (voice calls, equipment rental costs, etc.).
It can be done by means of special taxation plug-
ins. These plug-ins link each type of fee to the
relevant taxation rule via a tax code. Select
whether one of such taxation plug-ins is to be
used for taxing this subscription plan.

e Sclect None if taxes are already included
in the subscription fees, or if the
Custom taxation or Fixed VAT Rate
taxation methods are used for taxing this
subscription.

e Select EZtax (US, Canada) to use the
external taxation module from EZtax,
Inc.

e Select SureTax (US, Canada) to use the
corresponding external taxation module.

e Seclect GST (Malaysia) to use the
PortaBilling® internal taxation plug-in
that handles the Malaysian goods and
services tax.

Note that the corresponding taxation method
must be defined for a customer or for a
customer class that will use this subscription.

For more information about taxation plug-ins
please see the Processing Taxes section in the
PortaBilling® Administrator Guide.

EZtax (US, Canada)

Transaction /
Setvice

Each subscription can include up to three
separate fees: an activation fee, a periodic fee and
a cancellation fee. Each fee may consist of
charges for one or more different services. It is
the responsibility of the service provider to
describe the service bundles (i.e. which services a
subscription covers and in what proportion
subscription fees are distributed among these
services) to the tax company and acquire
corresponding tax codes.

e Activation — Type the tax code
associated with services covered by a
subscription activation fee (e.g. 20 feet of
cable cost, administrative costs).

e Cancellation — Type the tax code
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associated with services covered by a
subscription cancellation fee (e.g.
administrative costs).

Usual — Type the tax code associated
with services covered by a periodic
subscription fee (e.g. SIP phone rent and
voice calls).

Surelax (US, Canada)

Transaction Code

For general information, see EZtax (US, Canada)
section, Transaction / Service description.

Activation — Type the tax code
associated with services covered by a
subscription activation fee (e.g. 20 feet of
cable cost, administrative costs).
Cancellation — Type the tax code
associated with services covered by a
subscription cancellation fee (e.g.
administrative costs).

Usual — Type the tax code associated
with services covered by a periodic
subscription fee (e.g. SIP phone rent and
voice calls).

GST (Malaysia)

Tax Transaction
Code

Select the tax transaction code that indicates how
services covered by this subscription are to be
taxed.

Multi-Months Discounts tab

This tab is available only for subscriptions charged in advance (In
advance is selected from the Subscription Charges Applied list on the

General Info tab).

To improve your cash flow, you can now encourage your customers to
pay monies in advance by providing them with bulk discounts for
subscriptions that are charged in advance (e.g. “Pre-pay for 6 months and
get 20% off for Internet” or “Pay for 12 months and save $100 for

IPTV).

An administrator can set the number of billing periods and choose a
discount value, which will either be a percentage (e.g. 20%), or a fixed

sum (e.g. $20).
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» | @ Add | b Save | el Save&Close | ® Close

Add Subscription Plan

M) Logout

visible to End User

Subscription Plan Name
Subscription Plan Name

Equipment Rental

Equipment Rental

Currency USD - US Dollar M

Managed By Administrator Only v

General Info

Periodic Fee

Promotional Periods

Multi-Month Discounts | Taxation Info

Percentage

Fixed Amount

Edit months

El &
El 12

Standard Fee, USD | months

119.94 USD /& months. 15
239.88 USD [ 12 months 25

Discount, % Discount Fee, USD i months  Delete

101.949 USD /6 months lz‘
179.91 USD / 12 months. lE‘

Field

Description

Discount type

Defines whether a discount is based on a
percentage or on a fixed sum:

e Percentage — The discount is provided
as a defined percentage, calculated from
the standard periodic fee.

¢ Fixed amount — The discount is
provided for a defined amount.

Months Shows the number of months this bulk discount
applies to.

Standard Fee Shows the value of the standard periodic fee for
the specified number of months.

Discount The percentage discount value. It must be

numeric (with a period allowed, e.g. 33.3) in the
1-100 range. A 100% discount means “free
service.”

Discount Fee

Shows the auto-calculated fee value with the
defined discount applied. If Fixed amount
discount type is selected, then specify the
amount of the discount fee here.

Products

A product is a combination of services that you provide to a customer for
a price. For example, you decide to sell calling cards with 10 cents/minute
calls to the Czech Republic for calls to a local access number in New
York, and 15 cents/minute + 50-cent connection fee for calls to a toll-
free line. In this case, your product will include two types of service:

® access via the local New York number, and

e access via the toll-free line,

with price parameters associated with each service.
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Rating entry is the main component of a product definition. It specifies
where your customers are allowed to use a service and how they should
be charged for it. Rating entry allows you to specify the following
parameters which define an access point:

1. The type of service provided.

2. The node on which the service is used. What exactly does “node”
mean in this context? If, for example, a customer calls to gateway
A, enters his PIN, and makes an outgoing call which is terminated
on gateway B, is he using a service on node A, node B, or both?
The correct answer is that the service is regarded as having been
provided at the point where authorization was performed. In this
example, since PIN authorization is performed on node A, it is
node A which must be listed in the rating entry.

3. A tariff with a complete set of rates. Thus it should include every
possible destination allowed by your customers’ service plan (e.g.
in the case of a telephony service, every destination to which you
want to let them call).

4. Identification of the access code (method) on that node. This
parameter allows you to use different rate plans for the same
service. For example, you may choose a rate plan according to the
PSTN access number (local or toll-free) that the customer has
dialed. Or you may use different rate plans for outgoing, incoming
and forwarded calls in your IP calls service. (While for services
such as prepaid cards the access code is a number, for other
services any string may be used, so long as it is one provided by
the application handling the call).

5. Originating line information (this is applicable only to the voice
call service). You can separate rating entries based on originating
line information (e.g. whether the call was made from a home
phone or a pay phone). Make sure your telecom provider supplies
you with this information in the call setup.

6. A service consumption policy for suspended customers. For
example, you may want to allow such customers to continue
receiving incoming calls (since they are free.)

7. The rate match mode that allows you to rate calls based either on
their destination or on the caller’s number.
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New Product

> |® Save|[d Save&Close|® Close |l RateLookup | Clone v Logout | B Log

ﬁf’?) Product Name: * Easy Call Residential Currency: * USD - US Dollar -
A
Product Name visible £, ¢ Managed By: Administrator Only -
10 End User. *
Product Type = Main Product

Add-on product

Service type: VOICE -

System builtin senices: / Vaice Calls

User-defined senices: Incoming calls International calls Local calls MyCalls
Service type: DATA

System buittin senices: | | Data Senice [KB] | | Data Senice [MB]

Service type: NETACCESS
User-defined senices: Broadband || BroadbandCheck || Intemnet (LTE, 3G)

Service type: QUANTITY.

System built-in senices: | Quantity Based

Sevice type: WIFI
System built-n senices: || WiFi

Sewvice type: DIALUP
System buittin senices: | | Diakup

Service type: MSG

System built-in senices Messaging Senice

Service type: CONFERENCE

System built-in senices Conferencing

New Product
> || Save |l Save& Close |® Close ) Logout B Log

Product Name: * EasyCall

Product Name visible

Work in progress | oo

EasyCall

Product Type: * Main Product
Add-on product

Included Services Service Configuration Usage Charges  Volume Discount  Recurring Charges  Additional Info Notepad

Service type: VOICE

System built-in services: ! Voice Calls

User-defined services. Incoming calls International calls Local calls MyCalls
Service type: DATA

System built-in services: Data Service [KB] Data Service [MB]

Service type: NETACCESS

User-defined services: Broadband BroadbandCheck Internet (LTE, 3G) LTE

Service type: QUANTITY
System built-in services: Quantity Based

= [ ewt | Do

The basic information for defining a product is as follows:

Field Description

Product Name The internal product name.

Product Name A clear product name to be shown to end
Visible to End User | users on their self-care interfaces (e.g. the
internal product name is “Phone Book” while

the name visible to end users is
“Telefonbuch”).
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Product Type The product type can be the following:

e Main Product — A basic product that
assigns all the basic services that are
available to your customers.

¢ Add-on Product with precedence
level — An additional product by which
you can increase or limit the services
provided to your customers.

Add-on products have precedence over the
main product, so no matter what is defined
within the main product, it will be overridden
by settings defined within add-on products
(this applies only to the options that are
supplied with add-on products).

In order to differentiate the add-on products
there is also a precedence level parameter for
each add-on product. If there are more than
one add-on products assigned to an account
they will be sorted according to the specified
precedence level.

Currency The currency in which the product will be
maintained. To edit a currency, delete all rating
entries for this product.

Managed By e Administrator only (default) means
that this product will be used for your
direct customers and is accessible only
to your administrators.

e Sclect a PortaBilling® reseller to assign
this product for use by a particular
reseller.

Work in Progress The ** Work in Progress icon indicates that a

rating entry for the current product is not yet

defined. Consequently, the product is not
available for usage.

Included Services Tab

You can define which service types are available for all accounts that this
product is assigned to.
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Edit Product "EasyCall"
» [ @ save[@ saves Close [® Close | Rate Lookup & Cione o0 Logout | H Log
Product Name: * EasyCall
Product Name visible
to End User. * Easy Cal

Product Type: Main Product

[T RINTEEN  Service Configuration  Usage Charges  Volume Discount  Recurring Charges  Additional info  Notepad

Service type: VOICE
System buil-in services: / Voice Calls

User-defined senvices: Incoming calls || International calls || Local calls || MyCalls

Service type: DATA

System built-in senices Data Senice [KB] || Data Senice [B]
Service type: NETACCESS.
User-defined senices: 1/ Broadband || BroadbandCheck | | Intemet (LTE. 3G)

Service type: QUANTITY
System built-in senices: | Quantity Based

Sevice type: WIFI
System builtin senices:  / WiFi

Service type: DIALUP
System buittin senices: | | Dialup

Sewvice type: MSG
System builtin senices: / Messaging Senvice

Service type: CONFERENCE
System buittin senices: / Conferencing

Service type: IPTV

System built-in senices PTV

User-defined senices: v+ [zzz a

Service Configuration Tab

You can define the default values of service attributes for all accounts
which this product will be assigned to (naturally, you can override them at
the account level later on).

Note that each service feature includes the Feature can be edited by
option which provides two check boxes:

e Administrators — This permits administrators to enable / disable
the service feature for accounts that have this product assigned.

e End users — This permits end users to enable / disable the
service feature on the account self-care interface. Note that some
service features are not currently present on the PortaBilling®
account self-care interface.

If you have your own self-care portal, you can add the required
service features to it by using PortaBilling® API.

Edit Product "EasyCall"
) Logout

Rate Lookup | € Clone

Product Name: * EasyCal
Product Name visible
Ez Call
to End User. * asy el
Product Type Main Product
Included Services [IMIAWHIEMAN Usage Charges  Volume Discount  Recurring Charges  Additional info  Notepad
Services Outgoing Calls
Conferencing A

Intemet Access Individual Routing Plan

» Voice Calls Feature Status: Enabled -
R OCal Feature can be edited by: /1 Administrators End-users
Fraud Detection
Individual Routing Plan: Retail Customers -
Incoming Calls R
Wi E911
Feature Status: Disabled -
Feature can be edited by: / Administrators End-users
Callvia VR
Feature Status Disabled -
Feature can be edited by: / Administrators Endusers
MR51:02 © 2001 Inc. Al 2> Credits and links
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Field | Desctiption
The oice Calls service type
Fair Usage To prevent fraud and service abuse of products that
Policy provide your customers with free calls, you may

define limits for simultaneous calls that can be
applied to all accounts with this product.

Feature Status

Select Enabled from the list to activate the Fair
Usage Policy feature.

Max number of
incoming calls

Allows only a specific number of concurrent
incoming calls for accounts with this product.

Max number of
outgoing calls

Allows only a specific number of concurrent
outgoing calls for accounts with this product.

Max number of
simultaneous
calls

Allows only a specific number of concurrent calls
(regardless of their type, such as incoming or
outgoing) for accounts with this product.

Max number of
forwarded calls

Allows only a specific number of concurrent
forwarded calls for accounts with this product.

Call Recording

Enables the recording of calls made or received

by this customer’s accounts. The user can start and
stop recording a specific phone conversation after it
has already started by using various phone controls.

Feature Status

Select Enabled from the list to activate the Call
Recording feature.

Auto Record
Outgoing Calls

Automatically records outgoing calls made

by this customer’s accounts. Note that calls made to a
voice mailbox to retrieve messages will not be auto-
recorded.

Auto Record
Incoming Calls

Automatically records calls received by this
customer’s accounts.

Auto Record
Redirected
Calls

Automatically records calls redirected by this
customer’s accounts.
Note that:

e Redirected (transferred or forwarded) calls are
only recorded if the XDR for this call is
created for the redirecting party.

e Calls diverted to voicemail will not be auto-
recorded.

The Incoming Calls section

Unified
Messaging

Allows the account users with this product to access
the unified messaging system. See the PortaSIP Media
Applications Guide for more details.

Feature Status

Select Enabled from the list to activate the Unified
Messaging feature.
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Mailbox Limit,
MB

Allows you to define / change mailbox limit.

Fax-only mode

Allows you to configure accounts with this product
as a dedicated fax machine.

¢ When the Fax-only mode is set to Yes
(e.g. for an account that represents a DID
number), every incoming call to this number
will be answered with “start fax” tones,
indicating that it will only receive fax
messages. Thus the phone line will serve as a
dedicated fax line, emulating the behavior of a
legacy fax machine.

e When the Fax-only mode is set to No, the
voicemail mode is enabled for the phone line
and allows a caller to leave a voice message
which can be listened to latet.

Present Caller
Info

Display caller info on incoming calls.

Feature Status

Select Enabled from the list to activate the Present
Caller Info feature.

Call Waiting

This activates the Call Waiting functionality.

Feature Status

Select Enabled from the list to activate the Call
Waiting feature.

Caller ID
(CNAM)
Lookup

This option shows the actual name of the caller
retrieved from the database of the CNAM provider
for incoming calls.

Feature Status

Select Enabled from the list to activate the Caller
ID (CNAM) Lookup feature.

Call
Forwarding

Assigns call forwarding mode to the accounts with
this product.

Feature Status

e No Forwarding — Disables call forwarding
entirely.

e Follow-Me — Enables the standard follow-
me forwarding.

e Advanced Forwarding — Activates the
advanced call forwarding mode.

e Forward to SIP URI — End users can enter
a forwarding destination as a CLD@IP or
CLD@domain. PortaSIP® will round-robin
through DNS SRV records if they are
configured for the specified domain.

e Simple Forwarding — Allows you to specify
a single phone number to which all calls will
be sent.
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Maximum
Forwards

Type the number of concurrently active forwarding
destinations allowed.

Please note that you do not have to limit the total
number of phone numbers entered, but rather the
number of phone numbers active at any given
moment of time.

For instance, a user may have a list of 20 numbers,
each active in its own time period, some temporarily
turned off, and so on. When call forwarding is done,
PortaBilling® will compute a list of numbers which
may be used at that moment, and choose only the
first N in the list, where N is the number specified in
Maximum Forwards.

This option is active only when call forwarding is
enabled.

Forward by
DTMF

This option is active only when one of the several call
forwarding modes is selected. It allows a user to use
DTMF tones to transfer calls forwarded to the user’s
mobile phone from the user’s IP Centrex extension,
and to stay on the line until the other party picks up.

Thus, if a user receives a call to his mobile phone and
needs to transfer it to his colleague at Extension
1002, he dials *661002#, and when his colleague
confirms that she is free to take the call, he hangs up.

Call Screening

Enables call screening / conditional call forwarding
features.

Feature Status

Select Enabled from the list to activate the Call
Screening feature.

Auto Attendant

Activates the auto attendant functionality for
accounts with this product.

Feature Status

Select Enabled from the list to activate the auto
attendant functionality.

The Outgoing Calls section

Individual
Routing Plan

This enables the selection of the routing plan to be
used for outgoing calls when the end user dials a
number without using a specific selection code.

Feature Status

Select Enabled from the list to activate the
Individual Routing Plan functionality.

Individual Select the required routing plan from the list.
Routing Plan
E911 Activates emergency services for accounts with this

product.
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Feature Status

Select Enabled from the list to activate the E911
feature.

Call via IVR

This feature enables calls to be processed in an
assigned IVR-capable voice application.

For example, the Pass-through IVR application plays
a “time left” warning when a specified number of
seconds is left — before the call is disconnected — or it
can announce the maximum allowed call duration to
the destination and then connect the call.

Feature Status

Select Enabled from the list to activate the Call via
IVR feature.

Voice
Application

If Call via IVR is enabled, select a voice application
for processing the calls. Typically this is a special
pass-through IVR application for voiceover
announcements during the call, but any standard IVR
application can be selected to intercept the outgoing
call.

Phone Book

Activates the Phone Book feature. This allows an
account user to maintain its own set of frequently
dialed numbers, assign speed dial codes to them and
define a list of favorite numbers.

Feature Status

Select Enabled from the list to activate the Phone
Book feature.

Speed Dial This enables the use of a speed dial code to call

Code favorite numbers.

Maximum The maximum allowed length (1-9) of speed dial

Speed Dial codes.

Length

Maximum You may allow an account user to define a list of

Favorite favorite numbers. This field specifies the maximum

Numbers amount of numbers that the account can mark as
favorites.

Favorite This defines the period in days during which the

Numbers favorite numbers cannot be changed. Thus when a

Locking new favorite number is added (or an existent one is

Interval changed) by an account user, the number will be

locked for a specified period of days. When this
period ends, the favorite number can be either
changed or deleted.
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Favorite This is a comma-separated list of patterns for
Numbers numbers which an account user can mark as
Allowed favorites. For example, to allow an account user to
Patterns mark Moscow, Russia destinations as favorites, input

“7495, 7499” here.

This field can contain the following special symbols:
e % — wildcard for any number of symbols,

and

e _ —cquivalent wildcard for one symbol.

If this field is empty, then any number can be marked

as a favorite.

Hide CLI This allows you to remove CLI (ANI) information

for outgoing calls.

Feature Status

Select Enabled from the list to activate the Hide
CLI feature.

Hide CLI by
Default

e No — Show caller ID by default.
e Yes — Hide caller ID by default.

Note that when making a call, you can dial the special
feature access code before dialing the phone number
to override the default setting.

For more information, please see the Service Codes
table in the Dialing rules section of this guide.

Call Barring

Activates the Call Barring feature for accounts with
this product. Call barring allows your customers to
prohibit outgoing calls to specific destinations.

Feature Status

Select Enabled from the list to activate the Call
Barring feature.

CPS Limitation

This allows you to enforce the calls per second (CPS)
limitation. The CPS limitation defines how many
dialing attempts per second can be made by an
account with this product assigned.

Feature Status

Select Enabled from the list to activate the CPS
Limitation feature.

Allowed rate

Set the limit of dialing attempts per second for this
product. If the limit is exceeded, new dialing attempts
are blocked. The allowed values are from 1 to 1000.

The Internet Access service type

Access Policy

Allows to limit bandwidth according to the required
rule. For more information please see the Internet
Services section of this guide.

Feature Status

Select Enabled from the list to activate the Access
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Policy feature.

Internet Access
Policy

e Seclect the appropriate internet access policy
from the list, or

e Sclect None if you do not want to limit the
bandwidth on the account with this product.

Hotlining

Select Enabled if your NAS supports a hotline.

Feature Status

Select Enabled from the list to activate the
Hotlining feature.

Static IP

Select Enabled if you want to assign a static 1P
address to accounts with this product.

Feature Status

Select Enabled from the list to activate the Static IP
feature.

Session Limit

Defines the maximum number of concurrent
sessions that can be initiated.

Feature Status

Select Enabled from the list to activate the Session
Limit feature.

Max
Simultaneous
Sessions

Specity the maximum allowable number of
concurrent sessions (only available when the Session
Limit feature is enabled).

The IPTT service type

NOTE: The content of this section is available only if an IPTV platform is set up
on the Configuration server. For information on how to set up an IPTV platform on
the Configuration Server, please refer to the JPTV Services handbook from the
Unified PortaSwitch Handbook Collection.

Channel This feature defines a set of broadcast channels that
Package are available to accounts with this product.
Activation PIN | Specifies a numeric code to be entered from end
user’s STB (Set-Top Box) remote controller to
activate IPTV services.
The Wi-Fi service type
Limit Allows you to limit bandwidth for the accounts with
Bandwidth this product.

Feature Status

Select Enabled from the list to activate the Limit
Bandwidth feature.

Max Upload Specifies the maximum upload rate for the accounts
Rate with this product.

Max Download | Specifies the maximum download rate for the

Rate accounts with this product.

Fraud Detection section

Geo-IP Fraud Detection can be enabled for individual products, thereby
allowing IP verification to be performed on all accounts using this
product. This allows you to apply Geo-IP verification to specific business
and residential VoIP products, and skip it for other products (for

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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backward compatibility or simply because it does not fit the business
model, for instance, for a service similar to Skype, where users can register
and use the service anywhere in the world.)

Edit Product "EasyCall"

» |l Save |lg] Save &Close | ® Close Rate Lookup Clone i Logout B Log
Product Name: * EasyCall
Product Name visible
EasyCall
to End User * v
Product Type: Main Product
Included Services Service Configuration Usage Charges Volume Discount Recurring Charges Additional info Notepad
Services Fraud Detection
—- T Voice Calls
i Outgoing Calls Geo-IP Fraud Detection
Fraud Detection Feature Status: Enabled -
Incoming Calls Feature can be edited by: +/ Administrators End-users
Location change allowed every: 60 minutes
After passing screening IVR, allow 10 .
normal calls for: minutes
Geo/Risk Profile: Business customers - @
] Edit Geo/Risk Profile 'Business customers'
3 & Ssave | [l Save & Close | @ Close *0] Logout | B Log
Name Businass customers “ Description
Managed By Asministrator Only -
No Restrictions @ Suspicious @ High-risk @
Calls are notrestricted when they originats from tne (@ Redirect the call to screening IVR aftens | ¥ calls @ Immediately redirect the call to screening IVR
countries listed below. ~ ~
() Reject calls without any further () Switch the Account to quarantine state, bypass the
actions screening IVR

) Reject calls without any further actions

[ Select Al [ Select Al [ Select Al
UKRAINE Not Appiicable =
UNITED ARAB EMIRATES Internal Network El
UNITED KINGDOMW Anonymous Proxy
UNITED STATES OF AMERICA. Asia/Pacific Region
Europe

Other Country

Satelite Frovider
AFGHANISTAN

ALAND ISLANDS
ALBANIA

ALGERIA

AMERICAN SAMOA
ANDORRA

ANGOLA

ANGUILLA

ANTARCTICA

ANTIGUA AND BARBUDA
ARGENTHA

ARMENIA =

Note: Use Drag&Drop to move destinations around. Keep Cirl key pressed to select two or more destinations.

Field Description
Feature Status | Select Enabled if you want to apply IP verification
to be performed for all accounts using this product.

Location Type the minimum time interval in minutes during
change allowed | which an end user is not supposed to make calls from
every: ... different locations (i.e. from different IP addresses).
minutes
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For example:

A location change is allowed every 240 minutes

(i.e. every 4 hours).

A call comes in and its location is detected as "New
York." For three days calls come from this number in
New York, and then the account calls from Egypt.
Merely an hour later, the same account calls from
Bangladesh.

Because only an hour had passed after the call from
Egypt was made, the system considers the call from
Bangladesh to be a potential security breach and
screens it.

This restriction works independently of the geo / risk
profile assigned, and applies to location changes
between countries as well as within a single country.
It applies to roaming and stationary end users (the
latter are allowed to change location within the
country specified in the Current Location option for
the customer / customer site / account.).

By typing O inside this option you allow end users to
make calls from different IP addresses,
simultaneously.

After passing
screening IVR,
allow normal
calls for ...
minutes

Allows the end user to make calls for a specified
period of time after passing the screening IVR
without inputting the PIN again.

Geo / Risk
Profile

Choose a geo/ risk profile depending on the area
where you sell the service and what type of service it

is. Click the @ Wizard icon to edit the chosen
profile.

To create a new Geo / Risk profile, choose Click
wizard icon to create ... from the list and click the

@ Wizard icon.

Usage Charges Tab

Rating list on Usage Charges tab defines where users of this product can
use the service, and how they will be charged for it.
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Edit Product "EasyCall"

+ [ @ save [ saves Close [® Close | Rate Lookup [T Cione o0 Logout | H Log
Product Name: * EasyCall
Product Name visible
to End User. * Easy Cal
Product Type Main Product
Included Services | Service Configuration |WIFHXSIT W Volume Discount  Recurring Charges  Additional info  Notepad
Service Used At Charges Applied
Edit | Log | Node Access Code Service Tariff Advanced | Del-
onfig
Service type: Voice Calls
¥ [ posp Any code Voice Calls Gloriax » x
® [ posi INCOMING Voice Calls Inter Calls » x

Overdraft Protection: v/

o
Breakage: 0.00 usb

uRS102 Inc. AlL 22 Credits and links

Edit Product "EasyCall"

» [® save [ savesCiose|[® Close | RateLookup | Cione °D Logout | 8 Log

Product Name: * EasyCall

Product Name visible

to End User: * Easy Cal

Product Type: Main Product

Included Services  Service Configuration [MITSVIXe'*H M Volume Discount  Recurring Charges  Additional info  Notepad

Service Used At Charges Applied
i Nod Access Cod Servi Tariff
Edit | Log | Node ccess Code ervice ari Advanced | D°l
Config
Service type: Unknown
73 [E  PortaSip ~  GreenZone Voice Calls ~  General - » x®
Service type: Voice Calls e
¥ [E Potsp Any code Voice Calls Gloria+ » x
¥ [ Poasp INCOMING Voice Calls Inter Calls » x
Overdratt Protection: 1/
@ tew
Breakage: 0.00 usp

mRs102 Snc Al 25 Credits and links:

Field Description

Node The node on which the service is provided to
the end users.

Tariff A tariff is applied to end users to charge for the
provided service.

Access Code Identification of the access code (method) on
that node. This parameter allows you to use
different rate plans for the same service.

For example, you may choose a rate plan
according to the PSTN access number (local or
toll-free) that the customer has dialed. Or you
may use different rate plans for outgoing,
incoming and forwarded calls in your SIP calls
service using the OUTGOING, INCOMING
and FOLLOWME access codes, respectively.
(While for services such as prepaid cards the
access code is a number, for other services any
string may be used, so long as it is one provided
by the application handling the call).

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Adpanced Config

Service Allowed to
Suspended Users

This parameter allows / disallows end users to
use certain services when their accounts are

suspended:

e None — No services are provided to
suspended users.

e Zero Charged Only — Allows your
customers to continue using free services
during suspension periods. For example,
if their account is suspended and you
allow them to continue receiving
incoming calls (since they are free), select
this option.

Originating line
information

This parameter allows service providers to
charge end users depending on where the call
originates from.

For more information please refer to the OLI-
Based Billing section of the PortaBilling
Administrator Guide.

Rate Match Mode

This parameter allows you to rate calls either
based on the destination or the caller’s number:

e Default — Rating based on the
destination number.

e Calling number — Allows the use of the
caller’s number to calculate billing
charges (e.g. for charging the owner of a
toll-free number for incoming calls).

Overdraft Protection

Remaining
balance
requirement

e When set to Positive amount
available, account should have some
available funds to use the service,
regardless of the service itself being
provided for free (e.g. free calls).

e Switching this option to Positive
amount greater than breakage allows
you to set the minimum available funds
required for using the service to the
product’s breakage value.

e The option No restriction allows a
session to start without first verifying the
account’s available funds.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Lock at least

Select this check box to set the funds for each
individual session to be locked when it reaches a
certain amount (effective only if the specified
amount is higher than the computed deposit
amount required for the session authorization).

If an account’s available funds fall below a
certain value, you can use this option together
with the Remaining balance requirement
option to restrict usage to only one session at a
time (even for free sessions), thus providing
additional overdraft protection.

Or you can use this option together with the
Each fund lock allocates no more than
option to provide additional protection for
simultaneous session use. (For example, select
the Each fund lock allocates no more than
option from the Lock at least list and more
funds will be locked without changing the
sessions’ duration).

Limit maximum
locked funds for
each session to

Select to reduce the funds to be locked for each
individual session but does not restrict the
session itself (effective only if the specified value
is lower than the computed funds required for
session authorization). This option weakens the
strictness of overdraft protection, so the user
can use funds above the limit to initiate several
simultaneous sessions.

You can use this option to fine tune the
strictness of overdraft protection for postpaid
services where a certain overdraft can be
allowed. In this case, the funds above the limit
can be used for several simultaneous sessions.
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Each fund lock In the case of a single session, this determines
allocates no more | the maximum amount of account funds to be
than used for the session, and in the case of dynamic

reauthorization, this determines the extension
(chunk) of already consumed funds. This option
limits the maximum amount of funds requested
by the NAS, thus allowing more strict
protection. It may be used for static
authorization in order to leave some account
funds unlocked and accommodate simultaneous
usage of other services.

If dynamic reauthorization is unavailable and
there is a big price difference in the tariff, this
option can’t be applied effectively (e.g. if this
option has low value, expensive calls would be
limited to very short durations; if it has high
value, cheap calls would be authorized with
ovetly long durations, unnecessarily blocking the
account from simultaneous usage). In this case,
you can use this option to fine tune the
strictness of overdraft protection.

Send alerts when | Attempts to use the services simultaneously
overdraft is while all funds are locked by a session can signal
detected a fraud attempt (for services such as calling with

prepaid cards). This can be the result of
inaccurate overdraft protection constraints. Turn
this option on in order to receive real-time email
alerts about these attempts.

Tariff per access point

By default, you define different ways of charging for your service based
on the way the service is accessed (a combination of parameters such as
node, access code, etc.). For example, when a user calls your gateway via a
toll-free access number, a different (more expensive) tariff will be applied
than if he were calling via a local access number.
To add rating entry:

1. Click the [ Add button to access the Add Usage Chatges page.
Choose a Service.
Choose a Node where the service will be provided.
Type in the Access Code value (if required).
In the Tariff list, you can choose a specific tariff that should be
applied to the customer.

Rl

e TFor the Voice Calls service type, you can also choose the
special entry Assign Tariff per Routing Plan, in order to
define additional tariff — routing plan combinations. A
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specific tariff will be applied based on which routing plan
was used for a particular call.

6. Configure overdraft protection for this product. Use the #
Advanced Config button to define the overdraft protection

settings.
7. Click the il Update button.

Assign tariffs per routing plan

For a voice call service, you can also choose to apply a different tariff
based on which routing plan (i.e. which set of vendors — cheaper or more
expensive ones) was used to terminate the call. Thus if a customer
chooses to use premium routes, he will be charged more, while if he uses
a routing plan that includes low-cost carriers, he will be charged less.

Edit Product "EasyCall"

> |® save | saveaClose|® Close |l Rate Lookup | Clone ° Logout | B Log

Product Name: * EasyCall

Product Name visible
Ez Call
to End User. * asy el

Product Type: Main Product

Included Services  Service Configuration [MITSVIX'*H M Volume Discount  Recurring Charges  Additional info  Notepad

Service Used At Charges Applied

Edit | Log Advanced | Del-

Node Access Code Service Tariff Contig

173 [E  PortaSip ~ General - » x
Assign Tarif per Roting Plan I

173 [E Porasip INCOMING Voice Cal  Update T 15 Tarf El » x
mickey
1ttask
tintrainter
2crosstel
2Microscan
Ztaskd
2ytelecom

333 IP Centrex - Incoming sction:

@ Help
333 IP Centrex - Outgoing skage: 0.00 usD

Assign Tariff to Routing Plans

Edit | Routing Plan Tariff Del...

¥ Business BT_Customer_T x
¥ Premium Premium A x
¥ | Retail - | General - X
Update  Cancel
==

Switching from the “simple” use of one tariff for outgoing calls,
regardless of the routing plan, is a step that requires attention to detail.
You are already able to assign any routing plan to any customer; and all
accounts will automatically be assigned the same routing plan that was
previously assigned to their customer. If the administrator now
reconfigures the product to use “tariff per routing plan”, but does not
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take into consideration that some customers had a particular routing plan
assigned to them, and thus omits that routing plan from the rating list, an
unpleasant situation may arise. Now when a customer with an account
whose routing plan has been omitted tries to make a phone call without
specifying a selection code, the call will be rejected, since the product’s
rating list effectively says: “We don’t want customers of this product to
use this routing plan!” In order to prevent this happening through an
operator error, PortaBilling® pre-populates the table for routing

plan / tariff mapping with @// the routing plans currently assigned to
accounts of this product. You then have a clear overview of all the routing
plans that are being used, and can decide which tariff should be applied to
each of them.

To edit the rating list:

1. Click the * Edit button.
Choose the service, node, and tariff from the lists.
Type the access code value, if any.

Change the overdraft protection parameters, if necessary.
Click the bl Update button.

AN

Volume Discount Tab

Edit Product "EasyCall"
lose | B Rate Lookup | Clone

Product Name: * EasyCall

Product Name visible
to End User: * Easy Cal

Product Type: Main Product

Included Services  Service Configuration  Usage Charges [WMUINNESSHUE Recurring Charges  Additional info Notepad

Default Discount Plan: EasyCall Ltd - Standard

MR51-0-2 © 2001 Inc.All 2> Credits and links

Field Description
Default Specifies a discount plan to be applied to all accounts by
Discount default.
Plan

If at the end of the usage period (e.g. at the end of the month) there is
unused traffic left (i.e. minutes, Internet traffic, messages, etc.), it can be
rolled over to the next usage period. For example, a customer has signed
up for 100 bundled monthly minutes of free calls to Canada. By the end
of the month, only 90 minutes have been used up. The 10 minutes
remaining are rolled over to the next month, so during the

next month 110 free minutes will be available for the customer.

Please note that if you change the customer’s discount plan (e.g. change
an add-on product), then the unused minutes will transfer only if the new
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discount plan has the same discount entry (for more details see the Change
of Volume Discount Plans for Customer | Account chapter in the PortaBilling
Administrator Guide).

Recurring Charges Tab

This tab allows you to define the subscription plan that is mandatory for
this product, so that this subscription will be automatically applied to
every account to which this product is assigned.

Edit Product "EasyCall"

» | @ Save|[d Save&Close|® Close |l RateLookup | Clone * Logout | B Log

Product Name: * EasyCall

Product Name visible
to End User. * Easy Cal

Product Type: Main Product

Included Services  Service Configuration  Usage Charges  Volume Discount [(UESTUIEYERTERN  Additional info  Notepad

Subscription: EasyCall plus -
Conditions. Fees. Promotions
Subscription Is Activated At the given start date Activation Fee 0.00 usD Promotional Periods No
Minimum Subscription Period 0 Months Periodic Fee 1999 USD/ Mont ~ Multi-Periods Yes
Subscription Charges Applied In advance Cancellation Fee 0.00 usD
Field Description
Subscription The name of the subscription plan.
Conditions This shows the main parameters of a subscription

plan. This field contains the information about
the activation period, minimum duration period
and charging pattern of a subscription plan.
Fees This shows an overview of the fees defined
within a subscription plan:

e Activation Fee — A one-time fee applied
when the subscription is activated

e DPeriodic Fee — Fees that are applied
while a subscription is active.

e Cancellation Fee — If the subscription is
cancelled before the end of the minimum
subscription period, a one-time fee is
applied.

Promotions This shows information about promotional

periods and discounts defined within a

subscription plan:

e Promotional Periods — Indicates if any
promotional periods have been defined
within a subscription plan.

e Multi-Periods — Indicates whether a
subscription plan contains bulk discounts.
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To add a subscription plan to the product, choose the subscription plan
from the Subscription list. You will see brief information about this
subscription plan below. Click Next.

NOTE: To define a flat rate for provided service(s) and avoid discrepancies that may
arise between subscription plans with different configuration parameters — only one
subscription plan per product is allowed (for both main and add-on ones).

Additional Info tab

Edit Product "EasyCall”

» | Save |[ml Save& Close |® Close Rate Lookup | &) Clone ) Logout B Log

Product Name: * EasyCall

Product Name visible

Easy Call
to End User:*

Product Type. Main Product

Included Services Service Configuration Usage Charges Volume Discount Recurring Charges Additional Info Notepad

Advanced Configuration for Usage Charges Account Self-Care Configuration

Overdraft Protection: W Product Group -- none -- v
Breakage: 0.00 usp Account Default ACL Account self-care -
Info URL:

Description:

Description visible to End
User:

Field Description
Advanced
Configuration
for Usage
Charges

Overdraft e Disabled — When the locking of funds is

Protection requested, this is done separately for
each session and does not affect other
sessions. Effectively, there are no
“locked” funds. For obvious reasons, it
is not recommended for general use.

e Enabled — Fund locking is done for all
account types.

Breakage This value should be set by the administrator

based on the currency and minimum price per

minute. It is used in Account Management to

obtain a summary of “depleted” (practically

unusable) accounts.

How it works: An account user could have a
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very small balance, e.g. 0.015. This is not enough
to make calls to most destinations, except
perhaps calls to technical support and certain
local calls. Thus, even though the account’s
balance is not yet zero, the account is basically
unusable (and the customer will probably never
use it). The administrator is interested in how
many accounts are in this state, i.e. how many
accounts are depleted.

Account Self-Care Configuration

Product Group This option takes effect if the Allow Self-care
Sign-up option is enabled for add-on products.

e Sclect the product group an add-on
product will belong to. It is then
reflected as a component of the
corresponding product group on the
account self-care interface.

e None — The product will not belong to
any group.

e Create New Group — When selected, an
additional field appears where you can
specify the name of a new group. This
group will be managed by the same entity
as this product.

Account Default Specifies an ACL to be assigned to new accounts
ACL created with this product.

Allow Self-care Takes effect only to add-on products. When
Sign-up enabled, this allows end users to sign up for the

add-on product by themselves on their account
self-care interface.

Description visible | Description to be shown to end users on their
to End User account self-care interface.

Info URL URL to an external website describing product
features. Customers can access it by clicking on
the Product Info link in the main menu of their
self-care interface.

Description Product description.

Allowed With

Every add-on product has a list of allowable main products that are
compatible with it. On this page you can define this list.
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Edit Product "Call Recording”

Product Name: * Call Recording

Product Name visible
Prouct name Call Recording

Product Type: Add-on Product Precedence level: Low

Included Services  Service Configuration WAIZXAUCTM Volume Discount  Recurring Charges  Additional info  Notepad

Name Description
Easy SUS
/| EasyGal
ELMAHHOUD (buying) [
' gold_product .

Page 1 of2 Displaying 1 - 50 of 85

Rate Lookup

PortaBilling enables you to use the Rate Lookup feature, with which you
can easily view rate information for a tariff(s) of a particular product. To

use this feature, click the ] Rate Lookup button on the toolbar of the

Edit Product page. Alternatively, you can click on the 5] Rate Lookup
icon next to the product name on the Product Management page. Then
on the Product Rate Lookup page use search filters to display (a)
specific rate(s):

Product "EasyCall' Rate Lookup

» | ® Cose *Ij Logout

Country

[Couniy ] (osserption ] » A B CDEFGHIIKLMNOPQRSTUVWXYZ

bestin
bt it v 5y mumber ] (o)

Interval, sec. Price, USD/min
$2 Destination Country Description Festures  Tarit
First Wext  First Next

[ 1601 UNTEDSTATESOFAMERICA Mississippi 1 1 010000USD 0.10000USD @3 inter Calls
1602 UNITED STATES OF AMERICA Arizona 11 005000USD 005000USD @ Inter Cals
1800 Not Applicable United States Toll Free 1 1 0.03000USD 0.03000USD @3 #&  Inter Calls

In addition to the mandatory rate information (e.g. Destination,
Country, Interval and Price) there may also be icons that indicate
features which have been applied to the rate, such as Surcharges,
Payback Rate and Call Rate Formula (this indicates if the rate uses a

call rating formula). To get more information click the &] Explain icon.

Product Groups

When you provide various add-on products and allow end users to sign
up for add-ons via the account self-care interface, you may also want to
provide them with effective product management tools.

This can be done by organizing your add-on products in groups. After
add-on products have been assigned to a corresponding group by your
administrators or resellers, these products become available for end users
on the Products Configuration tab of the account self-care interface,
thus simplifying the product search and self sign-up for them.
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» | 3 add Product Groups

Product Management

® Close Objects

*] Logout | B Leg

=

Managed By rNY -
w

Naml

Callify Cards

Easylall

Franlg
Postiald services

Premyum_TV

SIP lubsurlbers

ElElE &BE g

€

Type:  ANY - Status: ANY - Search:
Managed By Type Currency Description
Administrater Only Main uso
Administrater Only Main usb
Administrator Only Add-on usb
ABC Shuttle Ltd Main usp
Administrater Only Main usD
Administrater Only Main uso
&

Delete

Displaying 1-130f 13

Product Groups

* | B Add | ® Close | < Objects

* Logout | B Log

Edit | Name 1 Managed By Delete
2 SMS Bundles Administrator Only - X
B ABCShutle Ltd ABC Shutt  (ypqate G
[E  Intemet Access ABC Shuttle Ltd
E Voice Calls Administrator Only
Page 1 of 1 c Displaying 1-7 of 7
Field Description
Name The name of a product group.
Managed by | Specify the owner of a product group.

¢ Administrator only (default) means that this
group can be assigned to products provided to

direct custometrs.

e Select a particular reseller to hand this group

over to the resellet’s use.

Once the owner has been specified, it cannot be

changed.

Clone Product

Product configuration is an important step, since you need to specify all
the rating entries properly in order to ensure the correct functionality. To

minimize the amount of work required to create new products,

PortaBilling® allows you to create them as clones of existing ones.

In this case, PortaBilling® will copy all the tariffs used in an old product
and generate a replica of it. The new product will have exactly the same
rating entries, except that they will now refer to the newly created tariffs.
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Administrators can clone all existing products within the environment,
while resellers are limited to cloning only those products they have access
to.

Any modifications in the newly created product will not affect tariff or
rate data configuration within the old product. However, it is important
not to make changes in the old product while a new one is currently being
cloned.

To clone a specific product, click the 'EIClone button on the toolbar on
the Edit Product page. Give the new product a name, then click the el
Save button.

Product Name: * Smart Call

Default Discount Plan. none -
¥/ Clone Al Taiiffs

#/ Clone All Subscriptions

[Q e ] coea

NOTE: When cloning a product managed by a reseller, you can assign it to any other
reseller (to do this, select the required reseller from the Managed By list in the
Clone Product dialog box).

Products intended for use by the service provider (managed by administrator only)
cannot be cloned as managed by reseller.

NOTE: Cloning may take a significant amount of time, depending on the amount of
data involved. The new product will appear in the product list only after the cloning is
complete.
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Representatives

You may need to track income associated with people with whom you
have a business relationship. These people may sometimes be employees,
while in other cases they are dealers, partners at a law firm, or
independent contractors.

NOTE: Representatives do not participate in billing or revenue sharing. They are listed
for information purposes only, as required when PortaBilling® is integrated into back-
office CRM for calculating commissions and the like.

Each sales representative is assigned initials. Their names and initials
appear on sales forms, allowing you to associate specific sales
representatives with specific sales in order to track their income.

Add Representative

» | [ save | [g Save & Close | ® Close *l) Logout
Representative | Petsr Smith i Currency |USD - US Dellar [>]"
Initials pe " Is nactive []
Managed By Administrater only [w]

Address Info | Additional info | Web Self-Care ‘

Tax 1D

£} Representative Management

[ [# Add | ® Close ¢ Logout | B Log

Managed By Search
e =
Initials Hame Resellers Customers Distributors Currency E-mail Managed By Status Delete
PS PeterSmith [} -3 usp Administrator only |

NOTE: Once a new representative is created, the Currency and Managed By
properties cannot be changed.

Distributors

The Distributor model is designed to expand sales activities by involving
extra agents and enlarging the point-of-sale network without significant
costs and risks.

The Distributor Management page shows the distributors currently in
the system.
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Distributor Management

» | @ add | ® close * Logout | B Log
Tvpe Customer Class Search P —
[Direct Distribators ) [t | | [Sear ) Seatch
xDRs n Subdistributor Customers Accounts Currency Balance Control Available Funds  Balance Credit Limit  E-Mail Status Delete
(D] John Barring LN 2 (] usp Postpaid - 50.00000 100.00000
9] Mary Distributar = L) & Postpald - 500000 10000000

Add a New Distributor

To add a new distributor to the system, click 1 Add to go to the Add
Distributor page.

Add Distributor

» Il Save | [gl Save & Close | % Close P Logout

Customer ID John Distributor Customer Class Defzult customer class -
Blocked 1} Currency USD - US Dollar -

Permanent Credit Limit

Address Info | Web self-Care | Additional Info | Life cycle | Payment Info

Default Sale Commission * 15 % Send statistics via email 2As defined by the Customer Cl:
Default Payment Commission* 12 % Invoice Template 23 defined by the Customer Cl: 4
Subscription Discount Rate 5 o% Send Invoices 2= defined by the Customer Cl: &
Representative oo Defined Invoice Number Sequence Default -

TaxID Suspend On Insufficient Funds For Subscriptions A= defined by the Customer Cl: 4

The following are associated with a distributor:
e Default Sales Commission (this is applied when an account is
created or a distributor is assigned);
e Default Payment Commission (this is applied when payment is
entered).

To save the new distributor, click el Save.

When a customer or account is created or activated under the distributor,
the distributor’s balance increases by the account’s balance, minus his
commission. For example, if the distributor’s commission percentage is
15% (default sales commission), and a new account with a $10 balance has
been created, then the distributor is charged $8.5 and has a $1.5 profit.
When the distributor applies payment of $10 towards an account, and his
payment commission is 10% (default payment commission), then the
distributor is charged $9 and has a $1 profit.

When the distributor makes a payment in favor of his customer, the batch
commission rate is used by default, except in the following cases:

e The batch has not been assigned a commission rate;
e The debit account does not belong to any batch.

In these cases, the distributot’s commission rate is used.
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The distributor will be charged:
e When he applies payment toward a customer or an account.
e When he is assigned to an active account.

e When an account to which he has been assigned is activated (or
when a new account is created in the active state).

To generate a batch of accounts, you can use the account generator and
assign the distributor to these accounts. The account generator only
permits the creation of an inactive debit when a distributor has been
selected.

Add a Subdistributor

The procedure for adding a subdistributor is similar to the Add a New
Distributor procedure described above.

Add Subdistributor for "John distributor”

» el Save | ] Save & Close | ® Close ] Logout

Customer ID il distributor - Customer Class Default customer class o ©
Blocked (=] Currency USD - US Dollar ="

Permanent Credit Limit 100

Address Info | Web Self-Care | Additional Info ‘ Life Cycle ‘ Balance & Credits | Invoices & Taxation | Custom Fields

Company Mame Bill Distributor Contact Mr. Bill Green
MriMs.J.. Mr. Phone

FirstName Bill Fax

Ml Alt Phone

Last Name Graan Alt. Contact

Country UNITED STATES OF AMERICA o E-Mail

Address Line 1 BCC

Address Line 2
city New York Description
Province/State  NY - New York -

Postal Code

The only limitation here is that a distributor and all of their
subdistributors always share the same currency.

Customer Management

On the Customer Management page, you can view a list of all registered
customers, or use search filters to display a specific set of customers only.

Filter value Description

Direct Customers Customers directly owned by your company
(who have a business relationship with you,
receive bills from you, and pay to your
accounts).

All Customers All customers; this includes your own
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customers and those of your resellers.

Subcustomers of

All subcustomers of a specific reseller.

Reseller NNIN

Customers of All customers of a specific distributor.

Distributor NNN

Search Filter by name and contact details. When you
enter a value in the search field, all customers
who have the search string in their customer
name, company name, first / last name or
contact info (e.g. state, city, country, zip code,
phone, email, login) will be displayed.

Advanced Search Allows you to specify complex search

conditions (see more info below)

The following search filter is only available for Resellers:

All Resellers

| Only customers of the reseller type.

The following search filter is only available for Distributors:

All Distributors Only customers of the distributor type.
Distributors of All distributors of a specific reseller.
Reseller NNN

The page provides the following information and activities:

@ E @

» | @ add | ® Close

Customer Management

P Logout | B Log

Type

Customer Class Search

Advanced

[Dpirect customers

v | [y v

Search | Search

xDRs 4]
[B] Adam smith

[B] callback

[©] Asgard Telecom
(2] Bingo Telecom

Accounts Currency Balance Control Available Funds  Balance
& UsD Postpaid -126 69594
6.99000
0.00000
13.98000

Credit Limit Email Status Delete
100.00000

1000.00000
450.00000
100.00000

=
&y usD
&

UsD Postpaid
Postpaid

UsD Postpaid

Column

Description

xDRs

Click the l2] View icon to go to the xDR view page.

ID

The customet’s name.

Owned By

The name of the reseller owning the customer (none
are displayed if the Direct Customers filter is
applied).

Accounts

Click the &V Accounts icon to go to the Account
Management page (for retail customers).

If there are no accounts under the customer, the
icon changes accordingly to [--] No Accounts, so
that you can easily see this.

Currency

The currency in which the customer’s account is
maintained and billed.

Balance Control

The customer category: either prepaid or postpaid,
depending on the way their balance is controlled.

Available Funds

The amount of available funds to spend on
services — is only shown for prepaid customers.
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Balance

The customer’s current balance — is only shown for
postpaid customers.

Credit Limit

The credit limit applicable to the customer’s account
(if any).

Email

Email contact for this customet.

Status

The status of the customet.

e The ¥ Permanently Terminated icon
means that this customer was closed. (1)

e The @ Blocked icon means that all of this
customer’s accounts have been
administratively blocked. Note that
subscription fees still apply to blocked
customers, consequently they continue to
recetve invoices. (2)

e The i Suspended icon means all services
to this customer have been suspended
because of an overdue invoice. (3)

e The "I Provisionally Terminated icon
means that customer’s activities were
temporally stopped. (4)

o The & Credit Exceeded icon will appear if
the customer’s credit has been exceeded. (5)

e The i Suspension Delayed icon means
that customer suspension was delayed. (0)

e The %% Frozen icon means that periodic
payments for this customer have been
suspended due to repeated errors (for
instance, the customer canceled his credit
card and did not enter the information for
his new card in PortaBilling®). (7)

e The " Spending Limit Reached icon
means that the customer’s daily spending
limit has been reached. (8) The spending
limit is renewed at 00:00:00 every day, so
once the limit is renewed, the Spending
Limit Reached status is lifted from the
customer. Please refer to the Spending Plans
section for details.

Note that only one status is displayed. What status is
displayed depends on its priority. In the above list,
the status priority is indicated in the parentheses

(1 corresponds to the highest priority).
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Delete Click the [ ¥ Delete icon to remove the customer.
The delete icon will only appear if there are no
xDRs or accounts owned by the customer, or other
entities (products, tariffs, etc.) managed by the
customer.

Advanced Search

In advanced search mode, you can specify an unlimited number of search
conditions. Every condition applies to a particular field (e.g. customer’s
ZIP code). Click [H Add a new search condition to add another
condition.

Customer Management

[ 3 [# Add | ® Close *0) Logout | B Log

Type Customer Class Search Backto

Direct Customers ] | amre [+] simple search
[3 Add a new search condition Advanced Search Criteria

city EES [v]  [Hew vark B
rewe M= =

xDRs [ Credit Limit Balance E-mail Status Delete
100.00000 20.00000 adming@easycall.cam

100.00000 0.00000

Cont
18] Easvcal i ma
Is
8] smartcan

Operation Description
Is The value of the field in the customer information
must match the search criteria exactly.
Begins with The value of the field in the customer information

must start with the specified value (e.g. if you enter
the filter value “John”, customers with the names
“John” and “Johnny” will be selected).

Contains The value of the field in the customer information
must contain the specified value somewhere (e.g. if
you enter the filter value “Eric,” customers with the
names “Eric,” “Erica,” “Maverick” and “American”
will be selected).

Ends with The value of this customer information field must end
with the specified value (e.g. if you enter the filter
value “smith,” customers with the last names “Smith”
and “Hammersmith” will be selected).

Is empty The corresponding field in the customer information
must be empty.

All search operations are case-insensitive, so you can enter “Eric” as
a search criteria and even if the customer’s name was originally entered as
“eric” or “ERIC,” you will still see him in the list.
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All conditions work in conjunction, so in the case of multiple search
criteria the customer’s record must satisfy all of them in order to appear in
the result list.

During a search operation using auxiliary fields (e.g. fax) or the “contains”

comparison, the database cannot use indexes. This will result in a full table
A scan, meaning an increased load on the server and a longer time to

produce the final result. Please avoid using such search operations if not

necessary.

By clicking Back to simple search you can switch the form to its original

mode.

Add / Edit Customer

To add a new customer manually, select 21 Add on the toolbar and then
(if a quick form selection dialog — select Manually at the bottom of the
list).

The Add Customer page allows you to define a new client entity within
PortaBilling®. The information on the top of the form is required.
Information on all the other tabs is optional, and need not be provided
when creating the customer. Once created, the customer cannot be
changed from a retailer to a reseller, or moved under another reseller.

Add Customer

> & save | [g) Save & Close | @ Close »] Logout

Customer ID |EasyCall Ltd Customer Class pefault customer class v
Blocked Balance Control Fostpaid v
Currency usD - us pollar v

Permanent Credit Limit

Address Info | Web Self-Care | Additional Info ‘ ufe(vcle| Payment Info | Volume Discounts | Service Configuration | Custom Fields

Company Name Contact
Mr.iMs./. Phone
First Name Fax
M. Alt. Phone
Last Name Alt. Contact
Address E-Mail
BCC

# Description
Province/State
Postal Code
City
Country/Region

Field Description

Customer ID | Defines the customer name as it will appear in the
PortaBilling® system. This is distinct from the
Company Name field in the Address Info tab.
Blocked Blocks all of this customet’s accounts (i.e. if this is
checked, all of this customet’s accounts will become
unusable). Note that subscription fees still apply to
blocked customers, consequently they continue to
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recelve invoices.

Balance The customer category: either prepaid (a customer
Control who pays for services in advance) or postpaid.
Currency The currency must be specified by selecting it from the

list of available currencies. Once saved, the currency
cannot be changed.

Permanent If this field is left empty, there is no credit limit
Credit Limit defined for this customer; we strongly recommend
entering a value here. In the latter case, if Radius
authentication is enabled, calls that exceed the limit
will be denied (only for postpaid customers.)
Available The balance for this customer (only for prepaid
Funds customers.)

While consuming the service, the amount of funds
decreases. When it reaches zero value, no more
services can be used.

Customer The customer class assigned to this customer. In order
Class to change any parameters of the particular customer
class, click on the Customer Class link.

When adding a customer, be aware that if you select
a class with a defined currency, the Currency field will
show the corresponding value and this cannot be
modified; if the class without a predefined currency is
selected, then a list of currencies will be available.

When editing the customer, the Customer Class
field will only contain classes with the sawe currency, or
classes with no defined currency.

Address Info tab

The Address Info tab provides most of the commonly required contact
information. Also note that you may enable your account manager to
receive a copy of every email sent to the customer by entering account
manager’s email address in the BCC field.
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Edit Customer 'EasyCall Ltd."

. @ Save | [l Save&Close | ® Close | E] xDRs | {if Batches | 48 Sites | (5 Accounts | (& E-Paymentslog | [] Invoices M Logout 8 Log
&> Change Status ‘
Customer ID EasyCall Ltd. Customer Class Default customer class v
Balance Control Postpaid
Balance 2027.37000 USD
Current Credit Limit Notset
Life Cycle | Invoices & Taxation ‘ Abbreviated Dialing ‘ DIDs‘ thscripﬁons| Discounts ‘ TrouhkTichgls| Notepad ‘ Service Configuration | Measured Services
Address Info ‘ Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Payment Method | Balance & Credits | Custom Fields Fraud Protection
Company Name |EasyCall Ltd. Contact lJnhnune—
MrMs.J... Mr Fhone W
FirstName: ohn Fax
[EHN Alt. Phone
LastName Dos Alt. Contact
Country UNITED STATES OF AMERICA v Email john.doe@easycall.com
Address Line 1 IM— BCC
Address Line2 [sg/ 87
city ook Description [pR mansger
Province/State | Ny - New York M
Postal Code 02555

Enter a customer’s mobile number in the Alt. Phone field to send SMS
notifications.

Balance Adjustments tab

The Balance Adjustments tab allows the administrator to correct a
customer’s balance (this tab is only available in Edit Customer mode).

Edit Customer "EasyCall Ltd."
& Save | (gl Save&Close | ® Close | E] xDRs | {{} Batches | 4% Sites | [Z) Accounts | & E-Paymentslog | [] Invoices

» bl Logout | B Log
& Change Status |
Customer ID EasyCall Ltd. Customer Class Default customer class A
Balance Control  Postpaid
Balance 2027 37000 USD
Current Credit Limit Not sst
Life Cycle | Invoices & Taxation ‘ iated Dialing ‘ nms‘ ipti ‘ Discounts | TmnbleTickﬂs| Notepad ‘ Service Configuration ‘ Measured Services

Address Info Balance Adjustments ‘ Web Self-Care ‘ Additional Info | Payment Method | Balance & Credits | Custom Fields

Fraud Protection

Action Action Description [use this transaction to manually give compensation related to a specific service (decreases the
No Action Customer's balance).

Amount panuzl Charge

Sarvite Manual Credit
E-Commerce Payment Visible Comment  |Manual credit

Data E-Commerce Refund

Internal Comment

Authorization Only

Include into Qut-Of-Ty Capture Payment
Manual Payment
Promotional Credit

Refund
void

The following fields are common for all actions:

Field Description

Action e No Action — No balance adjustments will be
made.

e Manual Charge — Use this transaction to
manually charge a customer for a specific
service they used.

For instance, if you are selling a SIP phone to a
user. This means the balance will be changed so
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that the user is able to make fewer calls.

e Manual Credit — Use this transaction to
manually give compensation related to a
specific service.

For instance, if the user files a complaint and
you agree to give him credit toward future
service use. This means the balance will be
changed so that the customer is able to make
more calls.

o E-Commerce Payment — Use this transaction
to charge the customer’s credit card and apply
the amount to the customer balance as
payment.

o E-Commerce Refund — Use this transaction
to reverse a previous E-commerce payment. It
withdraws funds from your company’s
merchant account and applies them as credit to
the user’s credit card. The amount is deducted
from the customer balance.

o Authorization Only — Verifies that the
customer’s credit card is valid and reserves a
given amount. Returns a transaction ID to be
used in a Capture Payment transaction.

Does not affect the customer balance in
PortaBilling® or their credit card balance.

The transaction ID will be written to the
customer Notepad.

o Capture Payment — Charges the user’s credit
card and applies the amount to his balance as a
payment (decreases the customer balance).
Requires a transaction ID from the
Authorization Only transaction. The amount
must be less than or equal to the amount of the
corresponding Authorization Only transaction.

e Manual Payment — Use this transaction when
receiving a payment (e.g. cash or check) directly
from the user. This means the balance will be
changed so that the user is able to make more
calls.

e Promotional Credit — Use this transaction to
give the user a credit, for example, as a sales
promotion. The difference between this and
Manual Credit is that this transaction applies to
a special Credits / Promotions setvice, and not
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to any actual service. Basically, it provides some
“virtual” funds to the user for future use.

e Refund — Use this transaction to refund an
earlier payment received from the customer
(e.g. a check returned by the bank). This means
the balance will be changed so that the
customer is able to make fewer calls.

e Void — Use this to cancel money reservation
that was made by using the Authorization
Only option. Once applied, the money become
released on the user’s credit card.

Amount Amount to charge / refund.

Action Concise description of the selected action.
Description

Visible A comment on this transaction visible to the end user
Comment and in the xDR browser.

Internal An internal comment on this transaction; not visible in
Comment the xDR browser, and accessible only from the

database directly.

The following fields are available only for Manual charge and Manual Credit actions:

Field Description
Service A service for which the manual charge / credit is made.
The chatrged / credited amount will be included in
the selected service section on the next invoice.
Date A date associated with the manual charge / credit. For

example, you can specify a date for manual credit
action for when an item is credited.

Note that if the selected date falls within a previous
(closed) billing period the transaction will be included
in the next invoice.

Include into
Out-of-Turn
Invoice

This allows you to include transactions on an out-of-
turn invoice to be issued on demand. You should then
generate the invoice with the requisite transactions on
the Out-of-Turn Invoice page.

For example, when the end user visits your office to
buy a new IP phone, your clerk issues an invoice
covering the cost of the phone, takes the money for the
phone, and gives the phone and the invoice to the end
user.

Transactions included in an out-of-turn invoice that
was generated on the Out-of-Turn Invoice page won’t
be reflected on the regular invoice issued at the end of
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| | the billing period.

The following fields are available only for certain E-Commerce actions:

Field

Description

Make a
Payment (on/y
Sfor E-Commerce

Click this button to make a payment using a credit
card. For more details please see the Make a Payment
dialog box subsection.

Payment)

Authorize a Click this button to make a payment using a credit
Payment(only for | card. For more details please see the Make a Payment
Authorization dialog box subsection.

Onf)

Transaction ID | The transaction ID obtained via the Authorization
(only for Only or E-Commerce Payment transaction. This is
E-Commerce required to use the reserved earlier amount for a
Refund and current transaction or to reverse previously made
Capture Payment) | payment.

Make a Payment dialog box

Field Description
Amount Amount to charge / refund.
Visible A comment on this transaction visible to the
Comment customer in the xDR browsert.
Internal An internal comment on this transaction; not visible
Comment in the xDR browser, and accessible only from the

database directly.

If you have not already stored the credit card information you will see a
new credit card form. Otherwise two available options appear in the
Make a Payment dialog box:

e Saved Payment Method — Select this option to make a payment
using the stored credit card information. You will be provided
with information about the credit card type, number and
expiration date.

e New Payment Method — Select this option to make a payment
with a new credit card. Fill in the information about the new
credit card (cardholder name, card number, expiration date and
CVV code if required) and the customer contact information.
Check the Save Credit Card information for future use box to
store this credit card information and use it for future payments.

Taxes applied at the moment of payment

If the Apply taxes at the moment of payment feature is enabled for the
customer, there is also a field that shows the applicable tax and the
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Amount field is replaced by two fields that represent amounts before and
after taxation.

This feature is available only for prepaid customers and only certain
taxation plug-ins can be used (Custom taxation and Fixed VAT Rate). For
how to enable the Apply taxes at the moment of payment feature, please
see the description of the Taxation tab subsection of the Customer Classes
section or the description of the Invoices & Taxation tab subsection of the
Add | Edit Customer section in this guide.

Taxes are calculated for the following actions:
e E-Commerce Payment
e Authorization Only
e Capture Payment
e E-Commerce Refund
e Manual Payment
e Refund

For the first four of these actions (E-Commerce Payment, Authorization

Only, Capture Payment, E-Commerce Refund) taxes are added above the
entered amount:

The amount applied to the balance = Entered amount

The amount charged (or refunded) to a credit card = Entered amount + Tax

For Manual Payments and Refunds, taxes are back calculated and
deducted from the entered amount:
The amount applied to the balance = Entered amount — Tax

E-Commerce Payment, Authorization Only and Capture Payment

Field Description
Top Up The exact amount that will be applied to a balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Total The amount that will be charged to the end user’s credit
Charged card.
Amount

E-Commerce Refund

Field Description
Top Up The exact amount to deduct from the balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Refund The amount that will be refunded to the end uset’s
Amount credit card.
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Manual Payment

Field Description
Total The amount received from the customer
Charged
Amount
Top Up The exact amount that will be applied to the balance
Amount (back calculated from the Total Charged Amount and
known taxation rates).
Applicable | Taxes applied to the Top Up Amount.
Taxes
Refund
Field Description
Refund The amount that will be returned to the customer.
Amount
Top Up The exact amount that will be deducted from the
Amount balance (back calculated from the Refund Amount and
known taxation rates).
Applicable | Taxes applied to the Top Up Amount.
Taxes

Additional Info tab

P Change Status ‘

bl Logout

B Log

Customer ID |EasyCall Ltd.

Customer Class Default customer class v

Balance Control Postpaid
Balance 2027.37000 USD

Current Credit Limit Not set

Life Cycle ‘ Invoices & Taxation ‘

Dialing ‘ DIDs ‘ | Discounts ‘ Trouble Tickets | Notepad ‘ Service Configuration | Measured Services

Address Info ‘ Balance Adjustments ‘ ‘Web Self-Care ‘ Additional Info ‘ Payment Method | Balance & Credits | Custom Fields | Fraud Protection

Bundle Promation
Discount Plan

Subscription Discount Rate

Cwerride Tariffs Enabled

Auto-Provision DIDs via Batch

Suspend On Insufficient Funds For Subscriptions | ves v

DIDWH for customers v Distributor Alex distributor M

None v Represeniative ANNa Lemerick v

1868 minutes to USA & Canada v Use Hierarchy of Cffices (#)
= ® Main Office (HQ)

Branch Office (site}

Field

Description

Auto-Provision

This enables the customer to choose DID or toll-free

DIDs via Batch | numbers from the DID batch. You will charge the
customer for the allocated numbers according to the
prices specified in the assigned batch.

Bundle Bundle promotion to be applied to this customer.

Promotion

Discount Plan

The volume discount plan to be applied to this
customer.
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Subscription
Discount Rate

Amount of discount applied by default to all
subscriptions of this customer (assigned either
directly to a customer or to one of his accounts).
Discount rate affects on/y the subscription’s periodic
fees.

Suspend On
Insufficient
Funds For

Subscriptions

This option allows you to suspend a customer when
their balance or available funds are insufficient to
cover subscription charges of subscriptions assigned
to them.

+ As defined by the Customer Class —
Option configured for the customer class is
used.

« Yes — Customers who have insufficient
available funds are automatically suspended.
When they are suspended, they no longer
receive the service and therefore no
subscription charges are generated. As soon
as funds become available, the service is
resumed and new charges are generated.

o No — The subscription’s full amount will be
charged regardless of the current balance
status. It may happen that a customer’s
balance exceeds the credit limit or the amount
of available funds (in this case the negative
value of available funds appears).

Override
Tariffs
Enabled

This defines whether the override tariff feature is
enabled. Select the check box next to this field and
the Override Tariffs tab will appear.

Distributor

Assigns a distributor to this customer. See the
Distributors section for more information.

Representative

Assigns a representative to this customer. See the
Representatives section for more information.

Use Hierarchy
of Offices

This allows you to create two types of customers:
e Main Office (HQ) customers
e Branch Office (site) customers.

Main Office (HQ) and Branch Office (site)
customers are linked together into a group.

Main Office
(HQ)

This defines the “main” customer in the group for
which the basic service configuration is done. All
extensions and huntgroups added for this customer
become available for all of its Branch Office (site)
customets.

Branch Office
(site)

This defines the “subordinate” customer created
under the Main Office (HQ) customer. This
customer inherits all of the main customet’s
extensions and huntgroups.
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Balance & Credits tab

The Balance & Credits tab provides full information about the customer
balance.

& Change Status |

& Save | @ Savesdlose | ® Close | B xDRs | {i} Batches | diu Sites | (3 Accounts | (& E-PaymentsLog | [] Invoices |

Edit Customer "EasyCall Ltd."

Customer ID |EasyCall Ltd.

Customer Class pefault customer class v

Balance Control Postpaid
Balance 12.37000 USD

Current Credit Limit 5000.00000 USD

Life Cycle

Invoices & Taxation

Abbreviated Dialing

Measured Services

Trouble Tickets ‘ Notepad | Service Configuration

DIDs

Subscriptions | Discounts

Address Info ‘ Balance Adjustments | Web Self-Care

Additional Info ‘ Payment Method ‘ Balance & Credits ‘ ‘Custom Fields | Fraud Protection

Permanent Credit Limit
Temporary Credit Limit Increase
walid Until

Credit Limit); Valid Until: 2016-04-24

Credit Limit History
Previous Credit Limit, USD

5000.00000

Maximum possible increase: 500 USD (or 10% aver the Permanent

5000.00000

0.00000 USD
Credit Limit Warning Threshold(s) 4500

usD Unallocated Payments

uso v uso ¥
YYY-MM-DD

HH24:MI:55

Comment
Credit Limit set

Valid Until User ¥ Timestamp

2016-03-25 06:55:32

Current Credit Limit, USD

not limited by Date demo

Credit Limit
Increase (only for

Field Description
Permanent The credit limit value defined for a customer during
Credit Limit creation.
(only for postpaid
custonmers)
Temporary Here you can temporarily increase a customer’s credit

limit (the value should be defined either as an amount
or as a percentage of a positive Permanent Credit

postpaid customers) | Limit value).

Valid Until (on/y | Specify the date and time for when an increased
for postpaid credit limit value will automatically be reverted to a
customers) permanent state.

NOTE: The values for the Temporary Credit Limit and
Valid Until cannot be higher than the values provided in the

Maximum possible increase prompt.
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Low Funds /
Credit Limit

Warning
Threshold

If a warning threshold is defined for a customer
balance and the customer balance reaches this value,
a notification is sent to the custometr.

Depending on the customer balance model, warning
thresholds are known as Credit Limit Warning
Threshold for postpaid customers and Low Funds
Warning Threshold for prepaid customers.

For postpaid customers the balance warning threshold
is defined either as an amount or a percentage of a
positive Permanent Credit Limit value. For prepaid
customers, balance warning thresholds are defined
only as an amount of an Available Funds value.

To send customers multiple notifications, define
several balance warning thresholds as comma-
separated values.

Unallocated
Payments

Unallocated payments show that the customer
“overpaid” you sometime in the past, and are used to
correct the paid/unpaid status of future invoices.

NOTE: Unallocated payments do not represent a “cash
reserve.” When a payment is made, the amount is
immediately applied to the customer’s balance.

Credit Limit
History

This shows changes made to the customer’s credit
limit (e.g. increases, decreases, temporary increases,
etc.).

Payment Method tab

On this tab you can define the customer payment information: the pre-
authorized payment method and configure auto payments. On this tab
you can also delay the customer’s suspension for several days.

This tab is only available when there is a not external payment system
configured in the system and assigned to the customer’s currency.
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&> Change Status ‘

Customer ID Easy Call Ltd. Customer Class Defzult customer class v
Balance Control Postpaid

Balance 357.14000 USD
Current Credit Limit 1000.00000 USD
Spending Plan 0.00000 USD 0f 200.00000 USD used

Activated 2016-03-25 00:00:00
Expires 2016-03-26 00:00:00

Life Cycle | Invoices & Taxation | Abbreviated Dialing | DIDs | Subscriptions | Discounts

Notepad ‘ Service Configuration

Measured Services ‘ Override Tariffs

Address Info | Balance Adjustments | Web Self-Care

Additional Info | Payment Method | Balance & Credits Custom Fields ‘ Fraud Protection

Read the Retention Restrictions carefully before using this section

— Pre-authorized Payment Method
Not Set

® Saved Payment Method

Credit Card
Cardholder name  John Doe Country UNITED STATES OF AMERICA
CreditCard No.  4007x000x0027 Address Green str
Card VISA City New York
Exp. Date 01/2018 Province/State New York
Postal Cade 14000
Billing Phane 1400000

New Payment Method

— Auto-Payments.
Charge Invoice Amount using pre-authorized Payment Method | As defined by the Customer Class ¥

Pay when the balance exceeds usp

NOTE: The payment data remains in the database until it is explicitly removed or
replaced with new payment data. For example, if you have saved the customer’s
payment data and then reconfigured PortaBilling® to use the other payment system —
the one that doesn't support the saved payment method, you will still be able to
review stored payment information under this tab’s Saved Payment Method.

How to set a pre-authorized payment method

To set a pre-authorized payment method:
1. Select the New Payment Method option.
2. Select one of the payment method options:
e Credit Card
e Bank account (eCheck)
e Direct Debit NL

3. Specify all the required payment data
4. Click Save.

The number of available payment options may change, depending on the
payment system settings. Options appear on the list only when there is a
payment system configured to use them. This system must also be
configured to maintain payments in the customer’s currency.

How to remove a pre-authorized payment method

To remove a pre-authorized payment method, select Not Set and then
click Save.
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NOTE: The payment data remains in the database until it explicitly removed or
replaced with the new payment data. For example, if you have saved the customer’s
payment data and then reconfigured PortaBilling® to use the other payment system —
the one that doesn't support the saved payment method, you still be able to review
stored payment information under Saved Payment Method on this tab.

How to automatically charge a customer’s pre-authorized
payment method for invoices

The Charge Invoice Amount using pre-authorized Payment Method
list allows you to define whether a customer’s pre-authorized payment
method should be charged when the billing period is closed.

How to automatically top up a customer’s balance via their
pre-authorized payment method

If you want to charge a customer’s credit card whenever his balance
crosses a specified threshold, select the Pay when the balance exceeds
(for postpaid customers) or Pay when the balance drops below (for
prepaid customers) check box, and when the customer’s balance crosses
the threshold specified in the when the balance exceeds / when the
balance drops below field, their pre-authorized payment method will be
charged for the amount specified in the Pay field.

How to enable auto payments again if they were disabled by the system
In case the auto payment functionality has been disabled by the system, a
corresponding message appears in the Auto-Payments section.

Review the payment system and the customer’s pre-authorized payment
method configuration, and then click the Enable it again button in the
Auto-Payments section of the Payment Methods tab to re-enable auto
payments.

Auto payments information

When the auto payments section is available

This section is available only when a suitable payment processor is set up
in the system, and a customer has an online payment method configured
as their pre-authorized one.

Auto payments can be set up for not external payment systems that:
e support tokenization for payment processing; or
¢ do not support tokenization and do not require the CVV code.

If the payment system is configured to use tokens for payments, this
section appears only once a token has been returned by the payment
processor and saved by PortaBilling®. Since the payment processor
returns a token upon the first successful transaction with a new credit
card (or other supported payment method), at least one manual
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transaction must be successfully completed for the auto payments section
to become available.

For how to set up a payment system, please see the Payments chapter of
this guide.

Applying taxes for auto payments

For your prepaid customers and their debit accounts taxes can be
calculated and applied when their balance automatically tops up. For this,
you need to define the tax rate and enable the Apply taxes at the
moment of payment (for prepaid customers and debit accounts)
option for the customer class or for the customer.

Only certain taxation plug-ins can be used (Custom taxation and Fixed
VAT Rate). Please see the Taxation tab subsection of the Customer Classes
section or the description of the Invoices & Taxation tab subsection of the
Add | Edit Customer section in this guide.

The tax amount is calculated based on the amount of the top-up and then
added to the payment sum. Upon successful payment processing, the
customet’s balance is topped up by the total charged amount excluding

tax.
Field Description
Top Up The exact amount that will be applied to a balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Total The amount that will be charged to the end user’s credit
Charged card.
Amount

Retention Restrictions

IMPORTANT! A merchant may not use account and transaction
information for any purpose other than assisting the completion of a
payment card transaction, or as specifically required by law. Merchants
may collect a payment card number and expiration date independently of

A a payment card transaction only with the express consent of the
cardholder. A merchant may only retain this information for the sole
purpose of facilitating future payment transactions. A merchant must not
provide this information to any other person, except for the sole purpose
of assisting the completion of a payment card transaction.
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Web Self-Care tab

Edit Customer 'EasyCall Ltd.'

e save | Il Save & Close | ® dose ‘ E xDRs ‘ {it Batches | 5% Sites ‘ () Accounts | {# E-Payments Log ‘ O Invoices ‘
> Pl Logout B Log
P Change Status ‘

Customer ID |EasyCall Ltd. Customer Class Default customer class v
Balance Control Postpaid
Balance 12.37000 USD
Current Credit Limit 5000.00000 USD

Life Cycle | Invoices & Taxation | i Dialing | DIDs | iptic ‘ Discounts | Trouble Tickets ‘ Notepad | Service Configuration ‘ Measured Services

Address Info | Balance Adjustments | Web Self-Care | Additional Info | Payment Method ‘ Balance & Credits ‘ Custom Fields Fraud Protection

Login asycallitd Time Zone The same as billing time Zone ¥

Password | Auto Web Interface Language Default Language v

Access Level Retail v

Access Web Self-Care as [ Login

Customer

Output Format

Date YYYY-MM-DD 2603-12-31 v

Time HH24:MI:SS User Defined v

Date & Time (YYYY-MM-DD HH24:MI:55 user Defined M

Input Format

Date YYYY-MM-DD 2083-12-31 v

Time HH24: MI: S5 User Defined M

Field Description
. " "
Login The customer self-care interface login.
Password The customer self-care interface password.

Click the Auto button to generate a random, hard-to-
guess password.

Access Access level assigned to the customer.

Level

Access Web | The customer self-care interface login mode.

Self-Care as e C(lick Login to log in to the customer
Customer self-care interface. This button is visible

only when the defaunlt ACL is assigned to
a customer.

e C(lick Login with current ACL to log in
with the access level currently assigned to
the customer. This button is visible only
when a non-defanlt ACL is assigned to a
customer.

e C(lick Login with default ACL to log in
with customers’ default access level. This
button is visible only when a non-defanlt
ACL is assigned to a customer.

Time Zone | Time zone for the customer self-care interface.

Web The display language for the customer self-care interface.

Interface

Language
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Date & Time Format

PortaBilling® allows the administrator to define both input and output
date and time formats for each customer registered in the system.

By making changes to the date and / or time format on this page,
customers will be able to enter dates and times in the desired format
throughout the entire PortaBilling® customer self-care interface, on
invoices, etc.

See the User Management section for examples of date and time format
usage.

Service Configuration tab

Using this tab, the administrator can activate / deactivate various features
of the voice calls service provided to customers. Note that features are
defined per service hpe (the physical service provided to the user) rather
than per service (the name used in the billing configuration and “visible” to
the end user). Thus if you decide tomorrow to bundle your VoIP services
under a different name, and create a new service called “Internet
Telephony” rather than the old name, “Voice Call,” you do not actually
have to change the configuration settings for any of your customers.

Edit Customer "EasyCall Ltd."
& Save | [ Save&Close | ® Close | E] xDRs | {i} Batches | o Sites | () Accounts | (& E-PaymentsLog | [] Invoices |
P Change Status |

) Logout B Log

Customer ID EasyCall Ltd. Customer Class Default customer class v
Balance Control Postpaid
Balance 1237000 USD
Current Credit Limit 5000.00000 USD

Life Cycle | Invoices & Taxation | Abbreviated Dialing | DIDs | Subscriptions | Discounts Measured Services

Trouble Tickets ‘ Notepad | Service Configuration

Address Info ‘ Balance Adjustments | Web Self-Care Additional Info ‘ Payment Method ‘ Balance & Credits ‘ Custom Fields | Fraud Protection

Service Types Voice Calls

—-% Vioice Calls

RTP Proxy
Dialing Rules

Fraud Detection RTP Proxy Use Default -
Outgoing Calls
Music on Hold
Incoming Calls
Music on Hold Enabled -
File: No Frills Cumbia (¢) 2001 Kevin Macleod. Latin -
Legal Intercept
CLI Trust
Accept Caller Identity None -
Supply Caller Identity No -

First Login Greeting

The Services menu on the left allows you to select for which group of
service features you would like to define parameters.

Voice Calls
| Field | Description |
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Legal Intercept | Intercepts all incoming and outgoing calls of this
customer for law enforcement purposes.

First Login When a new account (phone number) in this IP

Greeting Centrex environment is provisioned and registers for
the first time, call this phone back and play a pre-
recorded voice message confirming service
activation, giving information about various available
options, and so on.

RTP Proxy

RTP Proxy This specifies the RTP proxy policy for this
customer. For a description of possible values, refer
to the Calls to/from Vendor via SIP connections with
Voice Calls service type section.

CLI Trust

Accept Caller e Favor forwarder — Use the

Identity redirector- provided ID for caller

identification.

e Caller only — Use the caller-provided
ID for caller identification.

e None — Do not accept caller-
provided ID for caller identification.

Supply Caller ® Yes — Accept the remote network
Identity and maintain caller ID on outgoing
headers (even for private calls).

e No — Do not accept the remote
network and strip any private caller’s
1D.

Limit

simultaneous

calls

Limit Engage real-time checks of the number of concurrent

simultaneous calls made by accounts that belong to this site. When

calls the specified number of concurrent calls has already
been established (calls are in the “connected” state)
and the account tries to place another call, that call
will be rejected.
Choose Customer’s default option to use the values
defined at the customer level.
NOTE: To enable the Limit Simultaneous Calls feature,
activate the send_start_acct option for the corresponding
PortaSIP instances on the Configuration Server. To increase
the features accuracy, activate the allow_reauth option too.
Note that these features may slightly increase the load on the
billing engine.
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Max number of
simultaneous
calls

Allow only a specific number of concurrent calls
(regardless of their type, such as incoming or
outgoing) for accounts at this site.

Max number of
incoming calls

Allow only a specific number of concurrent incoming
calls for accounts at this site.

Max number of
outgoing calls

Allow only a specific number of concurrent outgoing
calls for accounts at this site.

Max number of
forwarded calls

Allow only a specific number of concurrent
forwarded calls for accounts at this site.

Codec

Select a suitable codec connectivity profile that will

connectivity be used for bandwidth allocation calculation. Every

profile new call’s allocated bandwidth is calculated by
considering a negotiated codec and its parameters to
enable full use of the available bandwidth and block
new calls if no more bandwidth is available.

Max bandwidth | This allows you to configure the bandwidth

utilization limitation to ensure that only an acceptable
number of calls are allowed, in order to avoid severe
degradation of the sound quality on calls in progress.

Max incoming

This allows you to configure the bandwidth

bandwidth utilization limitation for incoming calls.

Max outgoing This allows you to configure the bandwidth

bandwidth utilization limitation for outgoing calls.

Call Parking

Call Parking e Select Enabled to activate this feature for the
customer.

o Select Disabled to make this feature

unavailable to the customet.

Park Prefix The end user can dial this access code to park a call.

The default value is *70.

This access code is available only if call parking is
enabled for the customer.

Read-only field. For information about how to
configure Park Prefix, please see the Service Codes
table in the Dialing Rules section of this guide.
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Release Prefix

The end user can dial this access code to retrieve
a call from the parked status.

The default value is *71.

This access code is available only if call parking is
enabled for the customer.

Read-only field. For information about how to
configure Release Prefix, please see the Service Codes
table in the Dialing Rules section of this guide.

Music On Defines the music on hold to be used with the IP
Hold Centrex environment.
Music On Hold o Select Enabled to activate this feature for the
customet.
e Select Disabled to make this feature
unavailable to the customer.
File o Select the music from the list.

e Select Upload New Music to upload your
own music. The Upload New Music dialog
box appears.

In the Upload New Music dialog box, select
a file on your local file system using the
Browse button. To rename the music, enter
the desired name in the Music Name field;

otherwise the local file name will be used.
Then click Upload.

The uploaded music will replace the previous
entry in the list, and is usually enabled within
10 minutes.

For a list of supported audio file formats, see the
Audio File Formats Supported by Music on Hold Feature
chapter.

Incoming Calls

Field

Description

Sip Contact

Enable this feature to define the way a SIP device will
perform SIP registration to PortaSwitch®.

Deliver
Incoming
Calls To

Define whether the IP PBX address for delivering
incoming calls is taken from the IP PBX registration

account or specified directly in the Static Address
field.
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Account This shows the customer’s IP PBX registration account.
This option is usually selected if a customer’s IP PBX is
located at a dynamic IP address and can register only
the main phone line (provisioned as the registration
account in PortaBilling®) on the PortaSIP® server.

Static Address | Enable this feature if the customer’s IP PBX can’t
petform SIP registration to PortaSwitch®.

Use Original | Specify the destination number that calls will be routed

CLD to. If left blank, the number originally dialed will be
used as the destination number.

Host This contains the destination host the calls will be
routed to. A customer’s IP PBX can be identified with
one of the following options:

e A valid IP address (four numbers
separated by points, e.g. 12.34.56.78).

e A valid domain name (e.g.
pbx.example.com).

e A valid domain name with configured
DNS SVR records. In this case,
PortaSIP® will round-robin through
them.

Transport Select the transport protocol (either TCP or UDP) that
is used to deliver incoming calls.

Ext-to-Ext For incoming calls from phones within the IP Centrex

Call environment, use a ring pattern different from the

Distinctive default one.

Ring

User- Define to which external SIP proxies the customer can

managed SIP | forward calls using the SIP URI forward feature.

addresses

Addresses Type IP addresses or hostnames of external SIP proxies
here. Use one of the following formats:

e [P address

e [P address:port

e hostname

e hostname:port

Group Pickup | The Group Pickup feature enables members of the

same huntgroup to answer each other’s calls by dialing
a Group Pickup Prefix.

Note that group pickup must be enabled for the
particular huntgroup as well.
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Group Pickup | An end user can dial this access code to answer a call

Prefix arriving to the huntgroup that this member belongs to.
The default value is *40.
This access code is available only if group pickup is
enabled for the customer and for the huntgroup.
Read-only field. For information about how to
configure Group Pickup Prefix, please see the Service
Codes table in the Dialing Rules section of this guide.

Endpoint This allows the end user to configure call redirection on

Redirection their SIP phones (if this feature is supported by the SIP
phone).

Outgoing Calls

Field Description

Override

Identity

Override Here you can set options that an end user may use for an

Identity

identity. If an end user applies an identity that does not
belong among the options permitted, it will be replaced
with an identity provided by an administrator.
PortaBilling® provides several options for overriding
identity information:

e Never — The caller’s identity information
supplied by the remote party will neither
be screened nor overridden. This implies
that the remote party is trusted and takes
tull responsibility for the supplied display
number and display name.

e If Different From Account ID And
Aliases — The identity will be overridden
if it differs from the ID of the account
that is authorized for the call and any of
the aliases assigned to this account.

e If Different From All Customer
Accounts — The identity will be
overridden if it doesn’t match an account
ID (or account alias) of any account
belonging to this customer.

e If Different From All Accounts In The
Specified Batch — An end user may only
specify an identity (account ID or account
alias) that belongs to his account’s batch.
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If a specified identity does not belong to
that batch, it will be replaced with an
identity provided by an administrator.

e If Different From All Accounts in the
Specified Huntgroup — An end user may
only specify an identity (account ID or
account alias) that belongs to his account’s
huntgroup. If a specified identity does not
belong to the huntgroup, it will be
replaced with an identity provided by an
administrator.

e If Different From All Accounts in the
Specified Site — An end user may only
specify an identity (account ID or account
alias) that belongs to his account’s site. If a
specified identity does not belong to that
site, it will be replaced with an identity
provided by an administrator.

e Always — The identity value supplied by
the remote party will always be overridden.
This allows you to manually specify the
display number and / or the display name
for an account.

Batch This allows you to specify a batch (this field is only

available when If Different From All Accounts In The

Specified Batch has been selected).

Huntgroup | This allows you to specify a huntgroup (this field is only

available when If Different From All Accounts In The

Specified Huntgroup is selected).

Site This allows you to specify a site (this field is only available
when If Different From All Accounts In The Specified
Site is selected).

Identity Here you can specify a default value that will replace the
account identity (or display number) when the identity
used for the call in the RPID / PAI headers (or From
header) is invalid. If not specified, the account ID will be
used instead.

Override This allows you to control the “Caller number” value that

Display will be placed in the From: header and typically displayed

Number on the called party’s phone display. The possible values
are:

e Never — The display number supplied by
the remote party is not restricted and
therefore will not be modified. This allows
the remote IP phone or IP PBX to supply
any CLI / ANI number.

e If Ruled Out By The Identity
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Constraint — The validity of a display
number supplied by a remote party is
verified according to a rule set for identity.
For example, when the If Different From
Account ID And Aliases option is selected in
the Override Identity list, and the display
number supplied by the remote party
doesn’t match the ID of the account that
is authorized for the call or any of the
aliases assigned to this account, the display
number will be overridden.

e If Different From The Used Identity —
The display number supplied by the
remote party (in the From: header) will be
overridden if it is different from the used
(already checked and / ot overridden
according to the Override Identity
constraint) caller identity.

e Always — The display number supplied by the
remote party will always be overridden. This
allows you to manually specify the display number
for an account.

Override This allows you to override the caller name used by the

Display calling account. The possible values are:

Name e Never — The display name supplied by the
remote party is not restricted, therefore it
will not be modified. This allows the
remote IP phone or IP PBX to supply any
display name

e Always — The display name supplied by
the remote party will always be overridden

Paging /

Intercom

Paging / This allows you to enable the intercom feature for

Intercom accounts under this customer.

Paging / This only appears if the Paging / Intercom feature is

Intercom enabled. It allows you to specify a dial code to establish

Prefix intercom calls between two extensions.

Dialing Rules

Field Description

Dialing

Rules

Dialing Rules | This permits you to enable / disable the dialing rules

for this customer.
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Dialing
Format

e Seclect one of the existent dialing rule
formats. Click the &1 Wizard icon to
review the selected dialing rule.

e Seclect Custom Dialing Rule if you
want to create personalized dialing
settings for a customer. Then click the

Wizard icon to open the Dialing

Rule Wizard.
Translate CLI | This permits you to translate the CLI number in
on outgoing outgoing calls based on the selected dialing format.
calls

calls

Translate CLI | This permits you to translate the CLI number in
on incoming | incoming calls based on the selected dialing format.

Fraud Detection

Field

Description

Location
Information

In this section you can set the country the end
user is currently in or usually resides in (and thus
this country will be treated as ‘safe’ when the
system checks for fraudulent activity) and
whether the end user is allowed to make calls
from abroad.

Location
Information

¢ Enabled — Select this option to
provide information about the
end uset’s current ‘default’
country and whether they are
permitted to make calls from
abroad.

e Disabled — Select this option if
such information must not be
provided. In this case, fraud
detection, if enabled, is based
solely on the geo / risk profile
settings.

Allowed Mobility

This option is available only when Location
Information is set to Enabled.

Specify whether the end user is permitted to
make calls from abroad.

e Stationary User (Permanent
Location) — Select this option
for residential users who may
only make calls from a single
country. These end users are not
authorized to make calls from
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countries other than their default
one, and outgoing calls made
from other countries will be
screened.

¢ Roaming User (Changeable
Location) — Select this option
for users who frequently travel to
different countries.

In this case, the call will be screened if it
does not meet one of the following
conditions:

o The call is made from the end
uset’s default country.

o The call is made from countries
in the No Restrictions section in
the geo / risk profile specified in
the end user’s product.

e The call is made from countries
in the Suspicious section of the
geo / tisk profile, but the number
of calls does not exceed the value
permitted (also specified in the
geo / risk profile).

Current Location | This option is available only when Location

Information is set to Enabled.

Select the country from the list.

This is the user’s ‘default’ country, i.e. the
country where the end user permanently resides.

Calls made from this country will be treated as
safe and legitimate even if this country is on the
High-Risk list of the geo / fraud profile.

Calls made from other countries by stationary
end users (Allowed Mobility is set to
Stationary User (Permanent Location)) will
be screened.

For example, the geo / risk profile assigned to an
end user lists Myanmar as a high-risk country.
But when an end-user moves to Myanmar for a
half- year business project, Myanmar can be
assigned as the end uset’s current location. Thus,
the end user will be permitted to freely make
calls from this new location, and you won’t need
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to create a separate geo / risk profile for them.

Note that if you leave this option blank, the
system automatically tries to obtain its value
upon first use of the account after its creation.
This is done according to the following logic:

e Ifageo / risk profile is defined in
an end user’s product and the end
user makes a call from a
nonrestricted country, the system
will use this country as the end
user’s current ‘default’ country.

e Ifageo / risk profile is not
defined, the system has no source
for verifying which country is
considered ‘safe’ and thus treats
all countries as ‘suspicious.” Since
the current location can only be
automatically assigned when a
country is considered ‘safe,” the
system will not be able to assign
it. Therefore, all outgoing calls
made by the end user will be
screened.

NOTE: To permit auto detection of the account’s
location, on the configuration server web interface go to
the Admin node -> the Global environment -> the
VoiceFraudProtection group and enable the
Assign_Primary_Location option.

Abbreviated Dialing tab

Here the administrator may define a list of phone extensions for his IP
Centrex environment, plus create abbreviated dialing for external phone
numbers. The Abbreviated Dialing feature works with both SIP and
H.323, with adequate support from either the SIP Server or Cisco TCL
IVR.

A PortaBilling® customer can set up dialing rules as an international
prefix, outside prefix, direct number (e.g. 911), or abbreviated dialing for
his accounts.

NOTE: To be able to add extensions / abbreviated numbers, you should enter the
maximum length of anticipated digits (e.g. 3 in the case of 123-like numbers) in the
Abbreviated Number Length field and click Save.
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Edit Customer 'EasyCall Ltd.'
[ add ‘ [l save ‘ o] Save & Close ‘ ®(Iose|E|xnns|m|}mha ‘ d%aSilElAmolmh ‘ sl E-PaymentsLog | =] ]mmiosl
¢ Change Status ‘

o Logout | B Log

Customer ID | EasyCall Ltd. Customer Class Default customer class A
Balance Control Postpaid
Balance 12.37000 USD
Current Credit Limit 5000.00000 USD

Life Cycle | Invoices & Taxation Dialing | DIDs | Subscripti Measured Services

Discounts

Trouble Tickets ‘ Notepad | Service Configuration

Address Info | Balance Adjustments | Web Self-Care | Additional Info | Payment Method ‘ Balance & Credits ‘ Custom Fields ‘ Fraud Protection
Abbreviated Number Length |2
Edit  Abbreviated# 2ToDial Description SP Delete
El 188 1217770088 Amanda's office Lynksys K
El 189 1217770089 Andrew’s IP phone E

To add a new abbreviated dialing numbert, click the B Add button and
enter the following information:

Field Description

Abbreviated # | The number the end user will dial on his phone
(extension number).

# To Dial The number that the call will be forwarded to. You
may enter the ID of one of the customer’s accounts or
any phone number. If you leave this field blank, then
the abbreviated number is considered to be a direct
number, or “dial as is.” This is useful for making sure
that special numbers (e.g. 112) are never converted by
other translation rules.

Note: Phone numbers must be entered in the E.164 format.

Description Description of this abbreviated number, e.g.
“Andrew’s IP phone.”
SIP If # To Dial represents the ID of one of the

customer’s accounts, you will see the SIP “lamp” icon
here. It will light up if the account is currently being
used by a SIP UA to register with the SIP server;
otherwise it will be gray.

DIDs tab

The DIDs tab provides full information about the DID numbers
assigned to a customer.
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P Change Status ‘

[l Save | gl Save&Close | @ Close | E] xDRs | {fif Batches | & Sites | () Accounts | (3l E-Paymentslog | [ Invoices

Edit Customer "Adam Smith'

Customer ID |adam Smith

Customer Class Default customer class v

Balance Control Postpaid
Balance 12773689 USD

Current Credit Limit 5000.00000 USD

Life Cycle ‘ Invoices & Taxation

Abbreviated Dialing | DIDs‘ Subscriptions

Notepad ‘ Service Configuration

Measured Services

Address Info ‘ Balance Adjustments ‘ Web Self-Care ‘ Additional Info

Payment Method | Balance & Credits | Custom Fields | Fraud Protection

Total DiDs 5

Total monthly charges 32.19 USD

Activation Recurring

DID Number Group Country Area Fee Fee Description
12065550028 Free DIDs UNITED STATES OF 2.00USD 7.00 USD North America
AMERICA
12124254781 UNITED STATES OF 7.00USD 9.99 USD United States of America
AMERICA
1604123575 North American DIDs CANADA 15.00 USD 7.00 USD Canada
1604123577 North American DIDs CANADA 15.00 USD 410 USD Canada
1604123578 North American DIDs CANADA 15.00 USD 410 USD Canada
Field Description
Total DIDs The total quantity of DID numbers assigned to a
customer. The link makes it possible to view all the
customer’s DID numbers in the DID Inventory.
Total monthly | The total amount of recurring fees for DID number
charges usage applied to the customer.
DID Number Phone number.
Group Name of the group the DID number belongs to.
Country The country that the DID number belongs to.
Area The area that the DID number belongs to.
Activation Fee | A one-time charge paid to a service provider for DID
number activation.
Recurring Fee | A monthly amount charged by a service provider for
a provisioned DID number.
Description Comments about a particular DID number.

Subscriptions tab

This tab displays the subscription plans currently applied to this customer.
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P Change Status ‘

Customer ID |Easy Call Ltd. Customer Class Default customer class v
Balance Control Postpaid
Balance 372.14000 USD
Current Credit Limit 1000.00000 USD
Spending Plan 0.00000 USD of 200.00000 USD used

Activated 2016-03-24 16:00:00
Expires 2016-03-25 16:00.00

Life Cycle Override Tariffs

Invoices & Taxation | Abbreviated Dialing ‘ DIDs ‘ Subscriptions | Discounts ‘ Notepad ‘ Service Configuration | Measured Services

Address Info | Balance Adjustments | Web Self-Care

Additional Info ‘ Payment Method | Balance & Credits | Custom Fields

Fraud Protection

Finish

. . Subscription
Activation Date  Billed To
Edit  Products/Subscriptions C"";’"‘ 'l‘_l“;g""y Lo Mﬁ"s‘s"y == 'ﬂ:f"“,:' Date YWYY- Yy "‘“"b"““{"‘a Close  Delete
= = YYYY-MM-DD MM MM-DD il
DD nd User
Pending Subscriptions
Active Subscriptions
E Easy Call plus 100 USD 100 USD 2016-02-16) > 2016-03-31 Easy Call plus E
E Prepay Plan 48 USD /6 months 48 USD /6 months 2015-08-12 = 2016-05-31 Prepay Plan E
E Prepay Plan 2 216 USD /12 months 216 USD /12 months 2015-09-12 > 2016-08-31 Prepay Plan 2 E

Closed Subscriptions

Subscriptions are divided into three groups:

¢ Pending Subscriptions — Subscriptions that are not yet active
(i.e. they will be activated sometime in the future).

e Active Subscriptions — Currently active (and billed) subscription

plans.

e Closed Subscriptions — Subscriptions that have already been
closed.

Subscription assigned to the customer becomes active at the date specified

in the Start Date field available when you add a subscription. Note that

if

the Start Date is set to “immediately,” the subscription is activated within

an hour after adding it.

For more information about subscription plan types and general settings

please refer to the Subscription Plans chapter of this guide.

Field Description

Product/Subscrip | The subscription plan name.

tions

Click this link to open the corresponding
subscription plan.

Current Fee e For subscriptions with prepaid plans:
Shows the fee for the current prepay
period and the period duration.

e For subscriptions without prepay plans:
Shows the subscription fee for the current
billing period.

Next Fee e For subscriptions with prepaid plans:
Shows the prepaid plan that will be applied
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once the prepay plan specified in Current
Fee expires.

e For subscriptions without prepay plans:
Shows the subscription fee that will be
applied to the customer for the next billing
period.

Discount Rate, %

The discount rate applied to the periodic fees for
this subscription.

If you leave this field empty, the discount rate
defined in the customer’s information (see the
Additional Info tab of the Edit Customer page)
will be applied.

Any value you enter will override the default
customer discount rate. Entering 0 means no
discount (i.e. the rate defined in the subscription

plan is applied).

Start Date

This field is visible only when you add a new
subscription.

The desired subscription activation date:
immediately, or sometime in the future.

Activation Date

Displays the date when the subscription is
activated.

Click the Show Motre button to see the
subscription start date.

Finish Date e For pending and active subscriptions: The
date when this subscription will
automatically be closed.

e For closed subscriptions: The date when
the subscription has been closed.

Billed To Shows the date until which subscription charges

have already been applied.

Subscription Plan
Name Visible to
End User

The subscription plan name as the end user sees it
on their self-care interfaces and invoices.

Close

Click the [%] Close icon to close the subscription.
This icon is available only for optional active
subscriptions.

How to add a subscription

To add a new subscription, click Add on the toolbar and fill in the

following fields:

e Product/Subscriptions — Select the preferred subsctiption plan

from the list.
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e Discount Rate, % — Type the desired discount rate.

e Start Date — Type the desired subscription activation date in the
format “YYYY-MM-DD” (e.g. 2015-10-01), or click the Start
Date link in the column title to select the date in the Calendar
window. The default value is “immediately.”

e Finish Date — Type the subscription closing date in the format
“YYYY-MM-DD”(e.g. 2015-10-31), or click the Finish Date link
in the column title to select that date in the Calendar window.

e Subscription Plan Name visible to End User — If required,
specify the new subscription name that is displayed to the end
user. The default name is set within the subscription plan.

For subscriptions with multiple prepay plans, also select which plans will
apply:
e From the Current Fee list, select the prepay plan for the current
period.
e From the Next Fee list, select the prepay plan that will be applied
once the prepay period for the plan specified in Current Fee runs
out.

Refer to the table at the end of this section for more detailed descriptions
of the fields.

How to edit a subscription

Only pending and active subscriptions can be edited. To edit a
subscription, click the Edit icon, make the desired changed, and then
click the Save icon.

How to delete a subscription

Only pending subscriptions can be deleted. To delete a subscription that
was mistakenly assigned to the customer, click the Delete icon in the
Delete column.

Discounts tab

Edit Customer "EasyCall Ltd."

» ol Save | [g] Save&Close | @ Close | B xDRs | {iif Batches | & Sites | (&) Accounts | /7 E-Paymentslog | [ Inveices | ¢ Change Status *I Logout B g

Customer ID [EasyCall Lt Customer Class ~ [Default custoner class v
Balance Control  Postpaid
Balance 12.37000 USD
Current Credit Limit 5000.00000 USD

| Life Cycle | Invoices & Taxation ‘ Abbreviated Dialing | DIDs ‘ Subscriptions ‘ Discounts ‘ Quotas & Service Wallets ‘ Trouble Tickets ‘ Notepad ‘ Service Configuration | Measured Services |

Address Info ‘ Balance Adjustments ‘ Web Self-Care ‘ Additional Info Payment Method | Balance & Credits ‘ Custom Fields ‘ Fraud Protection |

[[] Show not active and used up Discount Plans

Discount Plans

Volume Discount

History | Destination Group e

Peak Level Discount Expiration

Previous Used Current
Threshold | -~ Threshold

= Voice Calls
@ Europe EasyCall-Standard 50% 0UsD 0 USD 20USD 4 day(s)

@ US&Canada EasyCall-Standard 100% 0 minute(s) 0 minute(s) 26 minute(s) 4 day(s)
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Field Description
Show not active and | Select this check box to review also discounts
used up Discount that are not currently active or have been used
Plans up.
Discount Plans
Field Description
History Click the @ View Details icon to open a dialog
box that shows extended information about the
discount.
Destination Group Destination groups included in the customet’s
discounts.
Service Shows the service type for which the discount
is valid.
Volume Discount The name of the active volume discount plan
Plan that applies to this customer.
Peak Level The empty field indicates that the discount is

provided regardless of whether the service is
used during peak or off-peak periods.
Otherwise, this column contains the period
names.

Discount The value of the discount currently applied to
the customer.

Previous Threshold | The threshold value for the last used discount
level.

Used Shows the current value of both consumed and
remaining discount volume (in minutes or
funds). The progress bar graphically reflects
how much of the discounted service has been
consumed.

Current Threshold The threshold value for the currently used
discount level. When a customer’s internal
counter reaches this value, the next level
discount will start being applied according to
the discount scheme.

Expiration Shows the time left for the discount to be
reapplied to the customer.

If Never is defined, it means that this discount
is for one-time use and will not be reapplied to
the customer.
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Discount History dialog box

Discount Level

folume Dot Flan Pesk Lovel Discount | FIEVIOUS | oy (Currene - Expiraton ‘[C?‘;'“%"\
= Active Discount Plans
EasyCall-Standard 50% ousD 0usD 20UsD 4 day(s) Always
0% 20UsD 0usD Unlimited
Field Description
Status The current status of the discount plan:
e Active Discount Plans — Are the
volume discount plans currently in use.
e Used in Full — Are the volume
discount plans that have been used up.
e Not Yet Active — Are currently inactive
volume discount plans.
Combine Shows the way this discount is combined with other
with Other discounts that apply to a session.
Discounts

Quotas & Service Wallets tab

Edit Customer 'EasyCall Ltd"

Customer ID |EasyCall Ltd

Customer Class SIP Trunking customers v
Balance Control ~ Postpaid

Balance 677.80134 USD

Current Credit Limit 1000.00000 USD

[ wife cycte | tnvoices & Taxation | Abbreviated Dialing | DIDs | Subscriptions | Quotas & Service Wallets | Trouble Tickets | Notepad | Service Configuration | Measured services |

‘ Address Info ‘ e ‘ Web Self-Care ‘ Aadditional Info ‘ Payment Method ‘ Balance & Credits ‘ ‘Custom Fields ‘ i ‘

/1 Show not active and used up Quotas

History | Destination Group Peak Level Usage Top-up Expirati...
Messaging Service
o
o
Voice Calls
usA 0 minutes of 60 minutes used 1day
Field Description
Show not Select this check box to review also quotas that are not
active and currently active or have been used up.
used up
Quotas
Quotas
Field Description
Service Shows the service type for which the quota is valid.
History Click the @ View Details icon to open a dialog box
that shows extended information about the quota.
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Destination | Destination groups included in quotas that apply to this

Group customer.

Peak Level The blank field indicates that the quota is provided
regardless of whether the service is used during a peak
or off-peak period. Otherwise, this column contains the
period names.

Usage Shows the current value of both consumed and
remaining quota volume (in minutes or funds). The
progress bar graphically reflects how much of the quota
has been consumed.

Top-up Click the Top-up button to purchase a desired amount
of service.

Expiration Shows the time remaining for the quota to be reapplied

to the customer.
If Never is defined, it means that this quota is for one-
time use and will not be reapplied to the customer.

Quota History dialog box

Click on the @ View Details icon to open the Quota History dialog box:

Volume Discount Plan

— Active Discount Plans

Discount Level

Combine
Expiration | with Other

Previous Current 5
Discounts

Peak Level Discount Threshold | Used Threshold

1000 min to US & Canada 100% 0 minute(s) 0 minute(s) 1000 minu..  Never Afer reachin
0% 1000 minu 0 minute(s) Unlimited
Field Description
Status The current status of the discount plan:
« Active Discount Plans — Are volume discount
plans that are currently in use.
« Used in Full — Are volume discount plans that
have already been used up.
« Not Yet Active — Are currently inactive
volume discount plans.
Discount The total discount value currently applied to the
customer.
Previous The threshold value for the last used quota level.
Threshold
Used / Shows the current value of both consumed and
Remaining remaining quotas (in minutes or funds). The progress
bar graphically reflects how much of the quota has
been consumed.
Current The threshold value for the currently used discount
Threshold level.

Unlimited means that a special “unlimited” threshold
has been defined within a volume discount plan.
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Expiration Shows the time remaining for the quota to be reapplied
to the customer.
If Never is defined, it means that this quota is for one-

time use and will not be reapplied to the customer.

Service Wallet Top-up

To top up a customer’s service wallet, select the desired service and click

the Top-up button.

Topup your Service Wallet

Credit message

Fee: 10 usD
50

Topup your Service Wallet

Payment Methods

New Payment Method

(=) From available funds

Topup Amount: | 50 message

Fee: 4 usD

(e B - | o

Field

Description

Credit

Select this option to grant free service (for a volume-
based threshold type) or top up this service wallet’s
balance (for a monetarily-based threshold type). This
can be done in the form of a promotional offer or
offering compensation for issues regarding quality, etc.
Once applied, the customer receives the money or
service defined and this does not affect either his
balance or available funds.

Topup
Amount

Select this option to top up a customer’s service wallet.
Select the desired service quota in the Topup Amount
list. The Fee field represents the price for the selected
amount. This option affects either the customer’s
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balance or available funds.

Payment Select the way to pay:

Method e New Payment Method — Select this to charge
the customer’s credit card.

e From available funds — Select this to pay for

the service by using the customer’s balance or
available funds.

Pay Click this button to proceed with payment.

Measured Services tab

On this tab you can configure which allocated resources will be measured
and what charges will be applied for their consumption.

All resources consumed have their own metrics. To add a metric, click the
Add icon and select which parameter will be measured from the
Measured Parameter list. To charge your customers for this resource
consumption, enable the Apply Charge check box and specify the
charges and charging criteria.

NOTE: Each metric can only be added once per customer.

Edit Customer Class 'IP Centrex customers’

> [ Add | [@ save | [g] Save & Close | ® Close M Logout B Log
Name IP Centrex customers . Currency ~ USD
Managed By Administrator Only Description
4
General Info | Regular Invoices | Out-Of-Turn Invoices | Taxation ‘ Measured Services | Fraud Protection | Custom Fields | Notifications.
Apply Charge Based . Free .
Name Charge on Price per ltem e Rate Code Service Delete
= Activecalls No x
General Info Charges
Measured Parameter: * | Active calls - Apply Charge:
Active calls Measure the number of active
calls
Allowed concurrent Measure the number of allowed m
calls calls
PBX Extensions Measure the number of
Extensions used

The following parameters are available:

Field Description
Measured Specify which consumed resource will be measured
Parameter and aggregated.

The available options are:

e Active calls — The actnal number of
connected calls at a specific moment in time.

e Concurrent calls — The number of
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simultaneous outgoing calls allowed for a
particular customer. This amount is defined
for the customer or customer site by the
administrator (in the Limit Simultaneous
Calls service feature).

e PBX Extensions — The number of
extensions a customer defines within their IP
Centrex environment.

Apply Charge | Enable this check box to apply charges to customers
for consumed resources.
If left clear, measured resources data will be used for
statistics purposes only.
Charge Based | Select which criteria will form the basis for charges to
On Value be calculated and applied to customers.
Within Period
The available options are:

e Average — At the end of a billing period the
system collects aggregated measurements and
calculates their average. It is then used for
calculating a customer’s charges.

e Maximum — At the end of a billing period
the system collects aggregated measurements,
extracts their maximum value and uses that
for assessing a customer’s charges.

e Minimum — At the end of a billing period
the system collects aggregated measurements,
extracts their minimum value and uses that
for calculating a customer’s charges.

Charge for Specify the price for each consumed unit of

Each Item resources.

Do Not Apply | Specify the amount of consumed resources that the
Charges for the | customer will not be charged for (as a rule this is

included in the customer’s service bundle).

Charge Rate
Code

Select which rate code is to be used to calculate
charges for resources consumed. This rate code is
shown in the customer’s xDRs and invoices.

Service

The service type used to calculate charges for
resources consumed. This service type is shown in
the customer’s xDRs and invoices.

Statistics window

. . o o .
To browse resource usage statistics, click the Click here to view
graphs icon next to the necessary resource metric.
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Active calls [x]

Usage Period: * \2015711701 -2015-12-01 -\ Average value 56.65909

Free items 0

06 PM

AAAA

Thu 05 Sat 07 Mon 09 We‘d 1 Fri 13 Nov 15 Tue 17 Thu 19 Sat 21 Mon 23 Wed 25

Tue 10 12PM 06 PM Wed 11

06 AM

The statistics window consists of two graphs. The bottom graph displays

resource usage data for the last three months; the upper graph displays a
detailed view of the resource usage for a particular time interval selected

from the three-month period below.

To select a time period, click on the start date in the bottom graph and

drag the mouse cursor to the finish date.

The topmost part of the window provides additional information about

the selected metric. The following options are available:

Field Description

Charges for the | This represents the customer’s billing period. You

period can select any of this customer’s billing periods
within the xDR storage time and see their charges.
For details about storing xDRs please refer to the
xDR Cleanup Procedure chapter of the PortaBilling
Administrator Guide.

Value This is the measured resource value defined for the
selected metric for the current billing period. It can
be minimum, maximum or average.

Amount If any resource consumption charges have been

applied to the customer, they are displayed for the
selected billing period.

Charges for the current billing period will not be
displayed since it is not yet closed.

If no charges were applied to the customer, a zero
amount is displayed.
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Remaining
Free Items

period.

The number of available allocated resources that are
included in the service bundle for the current billing

Invoices & Taxation tab

On the Invoices & Taxation tab you can define the following:

e How to tax the customer for provided services.

e Whether to send statistics and invoices by email.

e What invoice template to use and how to enumerate the invoices.

Edit Customer 'Easy Call Ltd."
= save | i@ savesClose | ® Close | B xDRs | 4§ Batches | & Sites | £ Accounts | @ E-PaymentsLog | [ Invoices |
P Change Status ‘

bl Logout B Log

Customer ID |Easy Call Ltd.

Customer Class
Balance Control

Balance

Current Credit Limit 1000.00000 USD
Spending Plan

Default customer class v

Postpaid
357.14000 USD

0.00000 USD 0f 200.00000 USD used
Activated 2016-03-25 00:00:00
Expires 2016-03-26 00:00:00

Life Cycle ‘ Invoices & Taxation | Abbreviated Dialing ‘ DIDs ‘ Subscriptions | Discounts ‘ Notepad ‘ Service Configuration | Measured Services ‘ Override Tariffs

Address Info | Balance Adjustments | Web Self-Care ‘ Additional Info ‘ Payment Method | Balance & Credits | Custom Fields | Fraud Protection

Tax ID
Taxation Method
Apply Name
v GDP
FUSF
GCT

Tax Included into the Rate

Tax rate (%) Applied to
18.00000 Usage Charges Only
12.30000 All Charges

25.00000 All Recurring Charges

Send statistics via email Do Not Send (As defimed by the Cust ¥
v Generate Invoice PDF At the end of billing period (As de ¥
Regular Invoice Template Do Not Create Invoice v

Qut-Cf-Turn Invoice Template | Do nNot Create Invoice
Send Regular Invoices No

Send Qui-Of-Turn Invoices No

4|4 4.

Invoice Number Sequence Default

Field

Description

Tax ID

Customet’s tax ID.

Taxation
Method

No Taxation — Select this option if
the customer is exempt from taxation.

Tax Included in the Rate — Select
this method when the rates from the
customer’s tariff include all required
taxes. This method is ideal for prepaid
services. Since every xDR produced
contains a tax amount, charges and
taxes are debited from the customer’s
balance immediately after the service is
rendered. This is also convenient for
European countries, where customers
are used to seeing all prices as “final.”
EZtax (US, Canada) — Select this
method to use the EZtax plug-in.
EZtax is a software vendor that has
US tax information in their library,

in conjunction with PortaBilling. This
ensures that proper tax calculation is
applied to American and Canadian
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customers.

e SureTax (US, Canada) — Select this
method to tax voice call services and
subscriptions in the US and Canada.
SureTax is another taxation system
that allows you to accurately and easily
calculate taxes for your US and
Canadian customers.

e Fixed VAT Rate — Select this method
when you need to specify a certain
percentage of value-added tax.

e Custom taxation — This taxation
plug-in is similar to VAT, but allows
you to specify more than one tax and
rate.

NOTE: This option is only visible if at least one
custom tax is defined on the Custom Taxes page.

e GST (Malaysia) — This plug-in
handles the goods and services tax
(GST) that was implemented in
Malaysia in April 2015.

Send Statistics
via email

Defines what kind of xDR statistics should be
delivered to the customer by email after the billing
period is closed:
e As defined by the Customer Class —
Use the settings for the customer class.
e Full Statistics — Send a .csv file with a
complete list of xDRs.
e Summary Only — Do not send a full
list of xDRs, only a brief summary
e Do Not Send — This option prevents
the delivery of event statistics to the
customer via email.

Note that these options only affect the delivery of
xDR files by email. The actual statistics files will
always be generated and accessible for download from
the administrator interface or customer self-care
interface.

Generate
Invoice PDF

e As defined by the Customer Class —
With this option enabled,
PortaBilling® uses the settings defined
for the customer class.

e At the end of the billing period —
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With this option enabled,
PortaBilling® processes the
customer’s xDRs, applies charges (e.g.
subscriptions, fees, etc.), creates a
regular invoice and generates a .pdf file
at the end of the billing period.

e Postponed, based on resource
availability — With this option
enabled, PortaBilling® creates a
regular invoice and charges a
customer’s credit card immediately.
PortaBilling® begins to generate the
.pdf files only once the calculations
related to the previous billing period
(e.g. xDR processing, statistics) for all
customers have been completed.

¢ On demand — With this option
enabled, PortaBilling® makes all
calculations for the customer, creates
their regular invoices and saves them
to a database. These invoices are then
accessible via API. However, the .pdf
file will not be generated unless

explicitly requested.
Regular Defines the regular invoice template for this customer.
Invoice e Choose As defined by the Customer
Template Class in order to apply the regular

invoice template defined for this class,
and so avoid defining an invoice
template for each customer
specifically.

e Choose Do Not Create Invoice to
disable regular invoice generation for
this customer.

e Select the required invoice template
from the list.

See the Templates section for more information.

Out-of-Turn Defines the out-of-turn invoice template for this
Invoice customer.
Template e Choose As defined by the Customer

Class in order to apply the out-of-turn
invoice template defined for this class,
and so avoid defining an invoice
template for each customer
specifically.
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e Choose Do Not Create Invoice to
disable out-of-turn invoice generation
for this customer.

e Sclect the required invoice template
from the list.

See the Templates section for more information.

Send Regular | Defines whether regular invoices should be delivered

Invoices to the customer by email.

e As defined by the Customer Class —
Use the settings defined for the
customer class.

® Yes — Send regular invoices by email.

e No — Do not send regular invoices by
email.

Send Out-of- | Defines whether out-of-turn invoices should be

Turn Invoices | delivered to the customer by email.

e As defined by the Customer Class —
Use the settings defined for the
customer class.

e Yes — Send out-of-turn invoices by
email.

e No — Do not send out-of-turn
invoices by email.

Invoice Select an invoice number sequence that will be used
Number for this customet:
Sequence e Default — The default numbering

sequence will be selected for this
customet’s invoices.

e Individual for Environment — This
customer’s invoices will have globally
sequenced invoice numbering
(throughout the environment).

e Individual for Customer — This
customer’s invoices will have their
own sequential numbering.

Other option on this tab depend on the selected tax method and are
described in the following subsections.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 228



Porta 4 Billing®

Participants

EZtax (US, Canada)

Edit Customer 'Easy Call Ltd."

P Change Status M Logout

Customer ID [gssy call Ltd.

Customer Class ~ |pefault customer class v

Balance Control  Postpaid

Balance 372.14000 USD

Current Credit Limit 1000.00000 USD

Spending Plan 0.00000 USD of 200.00000 USD used
Activated 2016-03-24 16:00:00
Expires 2016-03-25 16:00:00

| Life Cycle | Invoices & Taxation | Abbreviated Dialing | DIDs ‘ Subscriptions ‘ Discounts | Notepad ‘ Service Configuration | Measured Services | Override Tariffs ‘

| Address Info | Balance Adjustments ‘ Web Self-Care ‘ Additional Info ‘ Payment Method ‘ Balance & Credits | Custom Fields | Fraud Protection ‘

TaxID

Taxation Method EZTax (Us, Canada) M Generate Invoice PDF At the end of billing period (As de ¥

Send statistics via email Do Mot Send (As defined by the Cust ¥

Toe p— im0 i | Reguarimwone Tompiste [ ek creste zmaice .

oot o o - - OUEOFTum inole emplte (30 TGt creste Tooice :

" et sl ceniOntoTum oo [ .

et From S prm— ’

Lot Toros
Field Description
Type This field is used to specify the type of customer
involved in the transaction:

e Default — Select this to apply customer class
settings.

e Business — Select this when a customer pays
taxes as a legal entity.

e Residential — Select this when a customer
pays taxes as a private individual.

Incorporated | This is used to specify whether a customer is inside or
City Area outside of an incorporated area that is designated as
their location.

e Default — Select this to apply customer class
settings.

e Inside — The customer is inside of an
incorporated area designated as their location.

o QOutside — The customer is outside of an
incorporated area designated as their location.

NOTE: Inner city tax jurisdictions are often based on postal

code groupings. EZtax offers a service to define the correct US

Post Office postal code using the customer's entire address.
Taxation This defines the taxation mode that helps apply
Mode relevant taxes for wide scale service.

e Non-switched — Taxation is applied based on
the number of lines the customer uses.

e Switched — Taxation is applied based on the
number of trunks, extensions and outbound
channels that the customer uses. All of them
may work in conjunction.

Exempt From | This designates which jurisdictional level of taxes are oz
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applied to the customer:

o Federal Taxes — Taxes at the federal level are
not applied.

e State Taxes — Taxes at the state level are not
applied.

e County Taxes — Taxes at the county level are
not applied.

e Local Taxes — Taxes at the local level are not

applied.

SureTax (US, Canada)

Edit Customer 'Easy Call Ltd."

» el Save | I Save&Close | ® Close | B xDRs | {{} Batches | & Sites | (&) Accounts | [zl E-PaymentsLog | [] Invoices | g Change Status P Logout B oo

Customer ID [Easy Call Ltd.

Customer Class [ Default custonmer class v

Balance Control Postpaid

Balance 372.14000 USD

Current Credit Limit 1000.00000 USD

Spending Plan 0.00000 USD of 200.00000 USD used
Activated 2016-03-24 16:00:00
Expires 2016-03-25 16:00:00

‘ Life Cycle ‘ Invoices & Taxation ‘ Abbreviated Dialing | DIDs ‘ Subscriptions ‘ Discounts ‘ Notepad ‘ Service Configuration ‘ Measured Services ‘ Override Tariffs

‘ Address Info ‘ Balance Adjustments | Web Self-Care ‘ Additional Info | Payment Method | Balance & Credits ‘ Custom Fields ‘ Fraud Protection

TaxID
Taxation Method

Sales Type

Send statistics via email Do Not send (As defined by the Cust v
sureTax (us, Canada) v Generate Invoice PDF At the end of billing period (As de ¥

Regular Invoice Template Do Not Create Invoice v
Business v

Summary Type No_summary v OutOFTum nvoice Templatz 0o Not create Tmvolce e
s Tive = T | senaroguarimoes [ .
Tax Exemption None Send QUEOFTUM Invoices: | b -
Field Description
Sales Type This field is used to specify the type of customer
involved in the transaction:
e As defined by the Customer Class — Select
this to apply customer class settings.
e Business — Select this when a customer pays
taxes as a legal entity.
e Industrial — Select this when transactions are
made at an industrial business.
e Lifeline — Select this when transactions are
made by a customer granted a subsidy.
¢ Residential — Select this when a customer
pays taxes as a private individual.
Summary e Default — Select this to apply customer class
Type settings.
e No Summary — Select this to separately
display federal, state and local taxes.
e Summary by Federal, State and Local
Taxes — Select this to display federal, state
and local taxes summarized.
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Decimal Define number of decimal digits for rounding the
Digits taxes.
Tax Select this check box to relieve a customer from taxes
Exemption related to particular service categories. To define the
categories, move them from the Available list to the
Included list.
NOTE: The Available and Included lists are only visible
when the check box is selected.
Fixed VAT Rate

P Change Status ‘

Customer ID EasyCall Ltd.

Customer Class Residential v
Balance Control Postpaid

Balance 785.53000 USD

Current Credit Limit 10000.00000 USD

Life Cycle ‘ Invoices & Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Quotas & Service Wallets ‘ Notepad ‘ Service Configuration ‘ Measured Services ‘ Override Tariffs

Address Info | Balance Adjustments ‘ Web Self-Care ‘ Additional Info | Payment Method ‘ Balance & Credits ‘ Custom Fields ‘ Fraud Protection
Tax D Send statistics via email Do Not Send (As defimed by the Cust ¥
Taxation Method Flxed VAT Rate v Generate Invoice PDF At the end of billing period (As de ¥

Regular Invoice Template D¢ Not Create Invoice v

Exempt From Tax No v

Qut-Cf-Turn Invoice Template | Do not create Invoice v

VAT percentage 20 %

Send Regular Invoices Mo v

Tax xDR Per Service ¢

Send Qut-Of-Turn Invoices No v
Invoice Number Sequence Default v
Field Description

Apply taxes at
the moment of
payment (for
prepaid customers
and debit accounts

onb)

With this option selected, the taxes for services will be
calculated and applied to prepaid customers based on
the tax rate and the top up amount. The total sum of
payment will be increased by the calculated tax
amount (e.g. a user enters a $10 payment to top up the
balance. The system calculates the taxes and adds
them to the entered amount, increasing the sum total.
The user is provided with full payment information:
the entered amount, the tax amount and the sum
total.)

Upon payment processing, the customer’s balance is
increased by the actual amount ($10), excluding taxes.

Exempt From

This defines whether customer is relieved from taxes:

Tax e Default — Select this to apply customer class
settings.
e Yes — Select this if the customer is not obliged
to pay this tax.
e No — Select this to enable the usage of the
Fixed VAT Rate taxation method.
VAT Specity a certain percentage of value-added tax.
percentage
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Tax xDR Per
Service

Select this check box to produce tax xDRs for each
service separately.

Custom taxation

P Change Status ‘

Customer ID EasyCall Ltd.

Customer Class Rasidential

Balance Control Postpaid
Balance 785.53000 USD

Current Credit Limit 10000.00000 USD

Life Cycle ‘ Invoices & Taxation | Abbreviated Dialing ‘ Subscriptions | Quotas & Service Wallets ‘ Notepad ‘ Service Configuration | Measured Services | Override Tariffs

Address Info | Balance Adjustments ‘ ‘Web Self-Care ‘ Additional Info | Payment Method ‘ Balance & Credits ‘ Custom Fields ‘ Fraud Protection

Tax ID
Taxation Method

Name

GDP

Tax rate (%)
18.00000

Apply

FUSF 12.30000

GCT 25.00000

custom taxation

Usage Charges Only
All Charges

All Recurring Charges

Send statistics via email Do Not Send (As defined by the Cust ¥

Generate Invoice PDF At the end of billing period (As de ¥

Regular Invoice Template Do Not Create Invoice v

Applied to
Qut-Cf-Turn Invoice Template | pe not create Invoice
Send Regular Invoices No

Send Qut-OfF-Turn Invoices No

CREIEHE]

Invoice Number Sequence pefault

Field

Description

Apply taxes at
the moment of
payment (for

With this option selected, the taxes for services will be
calculated and applied to prepaid customers based on
the tax rate and the top up amount. The total sum of

prepaid customers | payment will be increased by the calculated tax

and debit accounts | amount (e.g. a user enters a $10 payment to top up the

only) balance. The system calculates the taxes and adds
them to the entered amount, increasing the sum total.
The user is provided with full payment information:
the entered amount, the tax amount and the sum
total.)
Upon payment processing, the customer’s balance is
increased by the actual amount ($10), excluding taxes.

Apply Select the check box to apply the tax listed in this row.
NOTE: You can adjust custom tax rates on the Custom
taxation page of the main menu.

Name The descriptive name of the tax in the system (will

be present in xDRs and in taxation configuration).

Tax rate (%)

A percentage value for this tax.

Applied to

This field shows which services this tax is applied to.
Here select one of the available options:

e Usage Charges Only — All charges except for
subscriptions and credits / adjustments.

e All Charges — Applied to all charges including
subscriptions and credits / adjustments.

[ ]

All Recurring Charges — Applied only to
subscriptions.
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GST (Malaysia)

& Change status |

Customer ID EasyCall Ltd.

Customer Class Residential v

Balance Control Postpaid
Balance 785.53000 USD

Current Credit Limit 10000.00000 USD

Life Cycle ‘ Invoices & Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Quotas & Service Wallets ‘ Notepad ‘ Service Configuration ‘ Measured Services ‘ Override Tariffs

Address Info | Balance Adjustments ‘ ‘Web Self-Care ‘ Additional Info | Payment Method ‘ Balance & Credits ‘ Custom Fields ‘ Fraud Protection

Tax ID

Goods 14D Dev

Taxation Method GST (Malaysia) v Generatz Invoice PDF At the end of billing period (As de ¥
- . v
Relief Certificate [123458 Regular Invoice Template Do Not Create Invoice
Out-CF-Turn Invoice Template | Do Not Create Invoice
Expiration Date 2017-02-17 m e

Phone Device charges
AT Device charges
arges
FBX Device Charges

Send statistics via email Do Not Send (As defined by the Cust ¥

Send Regular Invoices No

Send Qut-Gf-Turn Invoices Ne

‘4

Invoice Number Sequence Default

Field

Description

Relief

By default, the GST plug-in applies a 6% goods and

Certificate services tax. If you have a relief certificate code that
applies 0% tax for goods, specify the code in this field.

Expiration Indicate when the relief certificate expires.

Date

Goods

Select the goods that fall under the relief certificate
with 0% tax.

Life Cycle

Edit Customer 'Easy Call Ltd."

Customer D Easy Call Ltd.

CustomerClass ~ Default customer class o °
Balance Control  Postpaid
Balance 194.35000 USD

Current Credit Limit 1000.00000 USD

[ e cyce [ mmvoices

[ Abbreviated bialing | sub

nts | Trouble Tickets | notepad |

| Adress Tnfo | Belance Adjustments | Web Sclf-Care | Additonal Tnfo | Pa

ok Hethod | Balance & Credits | Extensions

GurrentBilling Period  montnly

Next Biling Date 20151201

CurrentBilling Time Zone America/Vancouver

Status History

Status Timestamp  Invoices

[} Permanenty Terminated 2015-08-250827:56 (9]

Created 2015-03-1100:26:11

Field

Description

Billing Time
Zone / Current
Billing Time
Zone

Defines / shows time zone in which customer’s
billing period will be closed and invoices will be
generated.

Billing Period /
Current Billing
Period

Defines / shows the frequency of invoicing for this
customet.

Next Billing
Date

Read-only field; displays the date when the
customer’s current billing will be closed (and

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

233



Porta | {Billing®

Participants

invoice and statistics generated). If you shift the
billing date, than this field will show you a billing
date which was actual before the shift. Note that
this date is shown in customer’s time zone.

Last Day of the Read-only field available only during customer
Period creation; shows the last date of the customet’s first
billing period. Note that this date is shown in
customer’s time zone.

Invoiced on Read-only field available only during customer
creation; shows a date when customet’s invoice will
be generated. Note that this date is shown in
customer’s time zone.

Status History Read-only field; allows you to track important
events in a customer’s lifecycle, such as when the
customer was created, blocked / unblocked or
provisionally terminated / opened.

termination.

Scheduled Status | Read-only field; displays the scheduled events for
Changes this customer, such as provisional / permanent

Override Tariffs tab

When you have the same tariff for several customers you may need to
adjust the specific rates for a particular customer. To avoid creating
another tariff with a complete set of rates for this customer (using a large
portion of the same data) you can use the Override Tariffs feature.
Create a new tariff using only the rates that are specific to a current
customer and associate it with an original tariff on the Override Tariffs

tab.

Note that Override Tariffs tab will only appear if the Override Tariffs
Enabled check box is selected on the Additional Info tab.

» | @ Add | @ Cose | B »DRs | {iif Batches | & Sites | (5) Accounts | (] E-PaymentsLog | [ Invoices | ¢ Change Status

*l Logout | Bl Log

Customer ID [EasyCall Ltd. Customer Class
Balance Control
Balance

Residential v
Postpaid
785.53000 USD

Current Credit Limit 10000.00000 USD

Life Cycle

Invoices & Taxation ‘ Abbreviated Dialing ‘ Subscriptions | Quotas & Service Wallets ‘ Notepad ‘ Service Configuration | Measured Services

Override Tariffs

Address Info Balance Adjustments | Web Self-Care Additional Info ‘ Payment Method ‘ Balance & Credits ‘ Custom Fields Fraud Protection
Edit Original Tariff* Override Tariff* Delete
[5] st subscribers SIP Subscribers NEW =
. . .
Field Description

Original Tariff | This specifies the original tariff that contains the
majority of the rates. Choose the tariff from the list.

Override Choose the tariff that contains a handful of rates that
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Tariff are specific to the current customer. Rate lookup is
done in both original and override tariffs and the rate
for the closest destination is chosen (and its
corresponding tariff is used). If there are different
rates for the same destinations in both tariffs the one
from the override tariff will be chosen.

Let’s take an example in order to see how this works. You assign a
standard tatiff to several customers that contains a rate for destination
number 12 at $0.02/minute and a rate for destination number 420 at
$0.2/minute. Then you decide to adjust the 1204 destination rate to
$0.01/minute for a specific customer So you ctreate a new tatiff using this
rate and assign it as the override tariff for that customer. In this case, a
call to 12033768900 will be charged according to the rates in the original
tariff (0.02/minute), a call to 120456777844 will be charged according to
the rate in the override tariff ($0.01/minute), and a call to 420998764456
will be charged according to the original tariff.

Fraud Protection tab

On the Fraud Protection tab the administrator can choose fraud
protection tools for this customer.

P Change Status |

Customer ID [Easy Call Ltd. Customer Class  |Dpefault customer class v
Balance Control  Postpaid
Balance -1.10000 USD
Current Credit Limit 1000.00000 USD
Spending Plan 0.00000 USD 0f 300.00000 USD used
Activated 2016-04-11 00:00:00
Expires 2016-04-12 00:00:00

‘ Life Cycle | Invoices & Taxation | Abbreviated Dialing ‘ DIDs | Subscriptions | Discounts | Trouble Tickets ‘ Notepad | Service Configuration ‘ Measured Services | Override Tariffs

‘ Address Info ‘ Balance Adjustments ‘ ‘Web Self-Care ‘ Additional Info ‘ Payment Method | Balance & Credits | Custom Fields ‘ Fraud Protection
Spending Plan [ 308 sD per day v T Fraud Traffic Profile Premiun-price internationz ¥
Period 2016-02-14 14:00:00 - 2016-02-15 14:00.00
Last Modified Customer Individual Thresholds

Period Total 0.00USD
Edit  [7] Destination Group”  Accumulation Period 7] Notification Threshold™  Reset

ENESE [ 35 o
Spending Plan
Field Description
Spending This shows the spending plan assigned to this customer.
Plan To change the current spending plan, choose a new one
from the list and click el Save or [l Save & Close.
Period This shows the dates and times between which the
spending plan applies.
Last This shows the date and time that the spending plan was
Modified last modified.
Period Total | This shows the amount that the customer has already
spent of their spending plan.
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If a customer has used up their spending plan and wants to continue using
the services, the administrator can temporarily increase their spending
limit by clicking the Modify Limit button. Then the Reset Spending
Limit dialog box will open.

Reset Spending Limit

Reset Spending Limit

* Set Spending Limit to |250 Usn

Reset Spending Limit

The Customer is allowed to spend 250.00 USD in the next 10 hours
The Spending Limit will be expired on 2016-02-15 14:00:00
MNotification will be send when 225.00 USD used

| Modify Limit || Cancel |

Field Description
Set Type a new amount for the spending plan here.
Spending
Limit to
Reset Choose this option to restore the initial amount
Spending assigned to the spending plan.
Limit

Click the Modify Limit button to save your changes.

Fraud Traffic Profile
Field Description
Fraud This shows the fraud traffic profile assigned to this
Traffic customer. To change the current fraud traffic profile,
Profile choose a new one from the list and click kel Save or kel
Save & Close.

Customer Individual Thresholds

The administration can override thresholds configured in the fraud traffic
profile for an individual customer (for example, if sending larger / smaller
volumes of traffic to monitored destinations is considered normal for this
customer).

To configure a customer’s individual threshold, click 2 Add on the
toolbat.
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Field Description
Destination Choose a destination group for which an individual
Group threshold will be configured.

You can choose the destination group either from the
list or by clicking the 2 Wizard icon.

Accumulation | This shows an accumulated duration for which the
Period threshold is measured.

This field is read-only.
Notification | This defines the call duration in minutes per a defined
Threshold time span considered normal.

Whenever the call duration exceeds the set threshold,
an alert is sent to the administratot.

Tip: Click the 2/ Wizard icon to see the average traffic
recently sent by the customer in this destination.

Reset Click the " Reset icon to restore the threshold initially
configured in the fraud traffic profile.

Custom Fields tab

Account Info / Retail Customer 'Easy Call Ltd.’

» | i save | il Save& Close | ® Close | Bl xDRs | & E-Paymentslog | E3 Terminate ) Logout | B Log
Account [16043279308 o Balance Control Subordinate r
Blocked ]
[ ecyde [ subscriptons | Discounts | otepad ‘Service Configuration rollowrte |
| Account 10fo | products [ web seif-Care | subscrber | Alases | Additional Info | callBarring | Custom Filds |
Custom Fields. Custom fields visible to the End User. m
CPE Code: EF123 Driving License ID:
Field Description
Custom Custom fields visible only to administrative users.
Fields

These custom fields may store a privileged additional
information that is required for support and
troubleshooting and must be shown on the web
interface without the risk of exposing it to end users.

Custom Custom fields which end users are enabled to see and
Fields visible | edit on their self-care interfaces.

to the End

User These custom fields may store information that can be

useful for both an administrator and end users (for
example, customer’s bonus, driving license 1D, etc.)
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Trouble Tickets

Using this tab you can view the list of recent tickets and automatically
open a specific ticket in RT interface by just clicking on it. To create a
new ticket, click ] Create Ticket on the toolbar.

Edit Customer "Easy Call Ltd."
[#] Create Ticket ‘ & save | [x) Save & Close | & Close | [El xDRs ‘ Jit Batches | 4% Sites | [E) Accounts | [i] E-Payments Log

=] lrloims | &P Change Status |
L]

™l Logout | Bl Log

Custome[ID E=sy Call Ltd. - Customer Class Default customer class o °
I Balance Control ~ Postpaid
™ Balance 69.41000 USD
I Current Credit Limit 1000.00000 USD
.
Life cv* Taxation Dialing | ipti ‘ Volume Discounts | Trouble Tickets ‘ Hotepad ‘ Service Configuration
Mdressglfo Balance Adjustments ‘ Web Self-Care | Additional Info | Payment Info | Balance & Credits | Auto-Pay i ‘ Custom Fields
]
u
¥ ¥ ! Subject Status Created Last Updated Requestors

28 Fgwlu make a payment? new 2015-06-17 11:09:59 2015-06-17 11:09:59 Easy Call Ltd

Logged in as admin42 | Logout

Trouble Tickets System

RT Self Service / Create a ticket

Home

Open tickets

Clased tickets

New ticket Qusus: ph

Requestors: customers0s

ce:

Suiect |

ataon it |

Describe the issue helow:

: = Source | &
B 7 U #|x < i= aa
_|E s ~ | Format ~ | Fort - | Size i 9O @)

Change Customer Status

In the Change Customer Status dialog box you can:

e view the current status,

e assign blocked, provisionally terminated and / ot permanently
terminated status,

e restore the customer after having blocked, provisionally
terminated or exported their status;

e lift the suspension,

e Iinitiate invoice generation, and

e view a list of scheduled changes in the Actions section.

& Save | [ Save&Close | @ Close | [E] xDRs | {§ Batches | & Sites Accounts | ] E-PaymentsLog | [] Invoices
> M) Logout B log
& Change Status |
Customer IDs EasyCall Ltd N Customer Class SIP Trunking customers v
] Balance Control  Postpaid
i Balance 905.83134 USD
v Current Credit Limit 1000.00000 USD
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G 0@ BB BB = Edit Customer 'EasyCall Ltd"
Save | [ Save B Close Close xRS Batches | Ji Sites Accounts | 51 E-Paynwents Log Invoices
E" chanoe:lnllls | ® = " D . s | 8 o
Customer 1D |EasyCall Ltd Customer Class SIP Trunking customers
Balance Control Postpad
Balance 905831 USD
Life Current Status:  Ackive
ad
Update Status: Actlons:
Con Blocked
Ml Previgionally Teminated
Firs| Provisional Termination Date © TODAY -
Ml Gnaler svocee e prior b e eod of thi bllng peniod
Last The Customer will be permanently terminated in 30 day(s)
Cou Pamnanently Taminated
Add Pamanent Termination Date ToDAY @
Add Generate inveice prior to the end of the biling pericd
City
Pron oK Cancel
(- I—
Blocked

Once this option is selected, all of the customer’s accounts become
unusable. Note that subscription fees still apply to blocked customers,
consequently they continue to receive invoices. You can unblock the
customer when needed. This status is convenient for regulating the
availability of services when an administrator must take immediate action
(something not automatically processed).

Suspended

This status indicates that all of a customet’s services have been
automatically suspended because of an overdue invoice. An administrator
facilitates the suspension and adjusts the settings for it in the customer
class located in the regular or out-of-turn invoice section. Whether or not
to charge a suspended customer for their subscription is regulated by their
subscription plan. Note that an administrator cannot manually cancel this
status once applied. This status is for automatically regulating the
availability of services.

However, the administrator can lift the suspension until the defined date.
Sometimes it is necessary to delay a customer’s suspension for several
days (e.g. allow the customer to use the service over the weekend
although the overdue invoice must be paid in full early Monday morning,
without exception) so that the customer’s needs are attended to. To delay
the customer’s suspension, select the next date slated for automatic
suspension in the Lift the Suspension until field if the invoice remains
unpaid.

Provisionally Terminated

When provisionally terminated, all of a customer’s services stop although
their data is still preserved in the databases. Therefore, it is possible to
issue an invoice for the last billing period before the day of termination.
There is an option for reactivating services if the customer should change
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their mind later on. The default period for reactivation is 30 days
(however this value can be changed in the customer class). If not
reactivated, the customer’s status automatically changes to permanently
terminated.

NOTE: Please keep in mind that if you are going to provisionally terminate a
customer, this customer won't be charged for any DID numbers assigned to him / her.
At the same time, the DID provider will still charge you a fee (e.g. $5/month) because
these DID numbers remain allocated to your network until the customer is
permanently terminated.

Permanently Terminated

When permanently terminated, the customer no longer has access to any
operations and their account cannot be reactivated later. The only way to
trace such a customer is by using Advanced Search with the “Permanently
Terminated” status filter. Define a day of termination in the Permanent
Termination Date field. This status is relevant for customers who
unquestionably discontinue using services, so their data can be deleted to
free up database space.

You may also generate a midterm invoice for the customer you are going
to terminate. For this, click to select the Generate invoice prior to the
end of the billing period check box. The invoice will be generated
within the hour.

Exported

This status indicates that all of a customer’s data has been ported to a new
PortaOne installation. When an account has an exported status it is not
operational although the data is preserved for back up. To change status
from exported to active, clear the Exported check box and save the
changes.

Invoice On Demand

On the Invoice On Demand page, you can generate Initial invoices
(which include charges for the first billing period), Out-of-turn invoices
(which include manual credit / charge transactions) and Midterm invoices,
which cover a billing period’s shorter intervals.

The Invoice On Demand button becomes available by clicking the
Invoices button located on the Customer Management page toolbar.

e Save | [d Save&Close | ® Close | E] xDRs | {if Batches | 4 Sites | (&) Accounts | ( E-PaymentsLog
&P Change Status |

] Logout | B Log

Customer ID |Easy Call Ltd. Customer Class Default customer class v
Balance Control Postpaid
Balance 50053000 GBP
Current Credit Limit Not set

P gpuap——
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o 5| [E & 0 o Reta
» |® Close [B Invoice On Demand | &1 Download ¥l Logout
As of 2911012015 H
Total Outstanding Balance 054 GBP Last Payment received on  16.47 GBP
Overdue Balance 1 0.00 GBP 2911012015
.
1 Delivered .
. . Period Payments/ | Outstand... " Re- .
View | No. Daf to Period Total Duedate  pafiin™ Balance Status Adjust create | Void
Customer
.
7 ZEIH[I/i[IWﬁ 01/10/2015- 29/1012015 16.80 GBP 291102015 16.26 GBP 0.54 GBP Partially Paid @ E
2 02/10/2015 29/09/2015-01/1012015 0.51 GBP 02/10/2015 051 GBP Paid in full Paid @ E
1 29/09/g015 @ 15/09/2015 - 29/09/2015 0.00 GBP 29/09/2015 0.00 GBP NIA Do not pay E
Page 1 u of1 c Displaying 1- 3 of 3

RS Invoice On Demand for 'EasyCall Ltd’

*f] Logout

Out Of Tum Invoice
Include selected Manual Credit/Charge xDRs

(® Midterm Invoice
Include all transactions that eccurred over the current billing period

EE

The Invoice wizard is used to easily create, adjust and generate customer
invoices. The wizard makes it possible to finalize the following actions:
1. Invoice type selection
Fee control
Summary review
Payment (optional)
Invoice generation.

AP SR

Let’s consider these stages in more detail.

1. Three invoice types are available for selection:

e Initial — This invoice is generated for the customer shortly
after customer creation and includes charges for the first
billing period.

e Out-of-turn — This invoice is usually used to cover only a
few specific items on demand.

e Midterm — This invoice is generated in the middle of a
billing period and includes all charges generated by the
time of invoice generation.

NOTE: The Initial invoice option is only available when you generate the
first invoice during the first billing period. Otherwise, use the Midterm invoice.
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"Jack Doe' Invoice On Demand

» M Logout

. Initial Invoice
The Customer will be billed one billing period in advance for recurring charges

Out-of-Turn Invoice
Include selected Manual Credit/Charge xDRs

N N

2. At the second stage, an administrator can review the recurring and
usage fees that are included in an Out-of-turn invoice. To apply
the usage fees for Initial and Midterm invoices, click the Assess
the Fees button. Note that this click also activates the
subscription charges for the Initial invoice.

NOTE: A subscription can be included in the Initial invoice only if its
Subscription Charges Applied option is set to In Advance.

If necessary, more custom charges or credits may be added by
applying them manually. To do this, click the Add Fee button.

Jack Doe' Invoice On Demand

* Logout

Invoice Type

Account Action Service Internal Comment Visible Comment Date & Time Amount, USD
4 4 v
Not Applicable Manual Charge Credits / Adjustments  Equipment rental Equipment rental 20160518 10.03:.02  10.00 ®

v v 4
Not Applicable Manual Charge Credits / Adjustments  Activaticn fee Activation fee 2016-05-18 10:02:23 15.00 xX

Co B ]

3. Then do a final review of the total sum that includes fees, taxes
and subscriptions.

‘Jack Doe’ Invoice On Demand

» |® Close ) Logout
Balance Due 26.25 USD Invoice Date 2016-05-18
Payment Terms Due on 2016-07-02 (in 45 days)

Credits / Adjustments: 2500 USD

Due on 2016-05-25 (As defined by the Customer Class)
Taxes: 125 USD

. Due: NET 45 -
Total 2625 USD

Custom

o e ]
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To adjust the invoice due date, select one of the Payment Terms

options:

e As defined by the Customer Class — Select this

option to leave the default value.

¢ Defined options — Specify a certain number of days
within which the invoice must be paid (e.g. NET 45
means that the customer has 45 days to pay).
Alternatively, select Upon Receipt to receive the
payment on the day the invoice is issued.

e Custom date — Select the desired due date by clicking
on the & calendar icon.

4. On the next tab it is possible to assign payment for this sum. The
payment can be made by cash, cheque or credit card.
If a customer prefers to pay later, the None option is also

available.

"Jack Doe' Invoice On Demand

Amount: 26.25USD

None

Cash / Cheque

. New Payment Method
Cardholder name: *  Jack Doe
Credit Card No_- * 5656000000001212

Exp. Date: * 1 ~ [ 2019 -

Country: *
Province/State
Address

City:

Postal Code: *

Billing Phone

UNITED STATESOF A ~

New York

Green sir., 88

New York

12121

N R

5. Clicking on the Next button will generate the invoice. Once the
invoice has been generated, it can be downloaded from the *.pdf

file on the following screen.

‘Jack Doe’ Invoice On Demand

* Logout

_ fnveice —

Invoice No 1
. Date: 2016-05-18
Due date: Do not pay

Amount Due:

Payments:

Outstanding Balance:

0.00 USD

2625 USD

Paid in full
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The new invoice wizard is the convenient solution for your business, as it
provides an opportunity to immediately assess subscription fees, add
custom charges, execute payments, and generate and download invoices
in a timely and organized fashion.

Initial Invoice

Sometimes you need to create a customer and immediately generate an
invoice containing the activation fee, service charges for the current billing
period, etc. Initial invoice makes it possible to apply and calculate these
charges once the customer has been created. Initial invoice improves
client service by saving customers’ time while providing you with a tool
for generating early payments.

To apply the usage fees for Initial invoice, click the Assess the Fees
button on the Fees tab. Note that this click also activates the subscription
charges.

NOTE: A subscription can be included in the Initial invoice only if its Subscription
Charges Applied option is set to /n Advance.

‘Jane Doe' Invoice On Demand

¢ Logout

Initial Invoice
The Customer will be billed one billing period in advance for recurring charges

Out Of Tum Invoice
Include selected Manual Credit/Charge xDRs

e e

Out-of-Turn Invoices

Sometimes invoices for extra services such as a technician visit or an
equipment purchase need to be provided at the time when such service is
rendered so the customer can immediately proceed with payment. The
administrator can generate an Out-of-turn invoice (to cover only a few
specific items) on demand.

All you need to generate an invoice is to apply one or more “Manual
Credit / Chatrge” transactions that contain a desctiption(s) that will be
visible for a customer and then mark it / them as Include in Out-of-
Turn Invoice.
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Edit Customer 'IGUAZU CALLS'

CustomerID 1GUAZU CaLLS - CustomerClass ~ Defaulc cuscomer class o °

Balance Control  Postpaid
Balance 343.38000 USD
Current Credit Limit 20000.00000 USD

o || e | = e | me e |

[ — o e e o e e

Action Manual Charge - Action Description | Use this transaction to manually charge the Customer for a specific senice they used
. (increases the Customer's balance).
Amount 10 usD

Senice Credits / Adjustments Visible Comment  Manual charge
Date Yoo | @ Internal Comment

Include into Out-Of-Turn Invoice:

To generate an Out-of-turn invoice, select the Out-of-Turn Invoice
option on the Invoice On Demand page. Once selected, the charges
available for Out-of-turn invoices will be displayed. Select the charges you
want to include in your invoice. If necessary, more custom charges or
credits may be added by applying them manually. To do this, click the
Add Fee button. Then complete the other steps of invoice generation.

E Invoices of the Retail Customer 'Easy Call Ltd."
» |® Close HJ Logout

Add Fee
Account | Action Service (ot LD Date & Time Amount
Comment Comment
il Balance adjustment - Manual Charge Credits / Adjustments Manual charge  2015-10-29 14:55:46 20.00000

= === B

Transactions included in a generated Out-of-turn invoice won’t be
reflected in the regular invoice issued at the end of the customer’s billing
period. Thereafter, if one or more transactions aren’t included in a
generated Out-of-turn invoice during the corresponding billing period, they
will be reflected in the regular invoice issued at the end of the customer’s
billing period.

NOTE: To generate an Out-of-turn invoice define the invoice template for the
customer beforehand. If the customer has Customer Class Default selected in the
Invoice Template field then the customer class should have a defined invoice
template.

Midterm Invoices

If during the middle of a billing period, a customer wants to pay for
services consumed and does not want to wait until the end for their
invoice, an administrator may generate a Midterm invoice.

Let’s assume that a customer with a monthly billing period wishes to pay
for services consumed up to the 13" of May and informs the
administrator about this. On the 14™ of May the administrator generates a
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Midterm invoice for this customer, which covers the petiod from the 1%
of May until the 13" of May. The invoice is then immediately sent to the
customer. The regular invoice that’s generated at the end of the billing
period will cover the rest of the period — from the 14™ of May until the
31" of May.

To generate a Midterm invoice, select the Midterm Invoice option on
the Invoice on Demand page. To apply the usage fees for Midterm
invoice, click the Assess the Fees button. If necessary, more custom
charges or credits may be added by applying them manually. To do this,
click the Add Fee button. Then complete the other steps of invoice
generation.

'Easy Call Ltd." Invoice On Demand
ol Logout

e

Account Action Service Internal Comment | Visible Comment Date & Time Amount
Manual Charge Credits / Adjustments. " Equipment rental " Equipment rental 2015-10-28 16:02:03 " 10.00000 x
3805380004 Proper Voice Calls 3805380003 3805380004 2015-10-29 13:57:48 143333
3805350003 Calls within the sa_ Voice Calls 3805380003 3805380004 2015-10-20 13:57:46 073333
3805380003 Calls within the sa. Voice Calls 3805380003 3805380004 2015-10-29 13:57:17  0.15000
3805380004 IVR Applications Voice Calls 3805380003 3805380004 2015-10-29 13:57:17  0.45000

=n zm Oz

Invoice Adjustment dialog box

In this dialog box you can adjust regular invoices that have a Paid, Unpaid
and Overdue status.

» |® Close | ¥l Download ) Logout

As of 2016:05-13
Total Outstanding Balance 0.00USD Last Payment received on  250.00 USD
Overdue Balance 0.00USD 2016-04-06
View | No Date Delfared Period Reriad Duelaac il [ Nt/ Routotand Status Adjust | SEMET | yoig
Total Adjustm... Balance us PDF ol
Customer
)] 9 2015-12-18 (=] 2015-11-01 - 2015-12:01 932 USD 2015-12:26 9.32USD Paid in full Paid e w > [] % ™
@ 8 20151208 m Out-of-Tum Invoice 50.00 USD 2015-12-15 50.00 USD Paid in full Paid E
@ 7 2015-10-04 m 2015-09-01 - 2015-10-01 45.56 USD 2015-10-11 4556 USD Paid in full Paid E
@ 6 2015-09-17 m 2015-08-13 - 2015-08-31 45.81 USD 2015-09-24 45.81USD Paid in full Paid E
[re]] 5 2015-08-14 =4 Out-of-Tum Invoice 15.00 USD 2015-08-14 15.00USD Paid in full Paid £ ™
o)) 4 20150814 =] 2015-07-31 - 20150813 60.30 USD 2015-08-14 60.30 USD Paid in full Paid k1 ™
o)) 3 2015-08-11 =4 Out-of-Tum Invoice 50.00 USD 2015-08-11 50.00 USD Paid in full Paid % ™
19 2 20150803 b2y 2015.06-30 - 20150731 13442USD 20150803 134.42USD 0.00 USD Overdue K]
9] 1 20150703 2] 20150531 - 2015.06-30 11659USD 20150703 11659 USD Paid in full Paid =
Page 1 of1 C Displaying 1 - 9 0f 9
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Invasce Adjustment

Adustments Action
Invoice 9 ST ——
L.,?‘:lm: e szt e, 31122017 ouistanding Batance R The Aaunt 1000 USE i e e o 1S4

Comments
o
Field Description

Invoices

No. The invoice number.

Period This shows the billing period start and end dates.

Due Date This represents the date by which payment must be

received.

Payment Method | Displays the information about the credit card.

(only for paid

invoices) Read-only field. Visible if a customer has the

payment method configured.

Adjustments

Period Total This represents the current billing period’s charges.

Payments Displays the amount of payments made for this

invoice.
Read-only field.

Adjustment Specify the amount to waive or refund a customer.

Outstanding This represents the remaining amount the customer

Balance must pay to cover the current invoice in full.

Comments

Internal An internal comment on this transaction; not

Comment visible in the xDR browser and accessible only

from the database directly.

Visible A comment on this transaction visible both to the

Comment end user and in the xXDR browser.

Actions (only for

aid invoices)

Credit

Select this option to issue a refund that will be

adjustment applied to the customer’s balance. It will appear as
amount to an unallocated payment and be used for paying
current billing their following invoice.

period

Refund This option is available only if a payment method is
adjustment configured for the customer.

amount to

original payment
method

When selected, the issued refund is applied to the
customer’s credit card. If the refund transaction is
unsuccessful, the refund appears as the customer’s
unallocated payments.
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Resellers

A reseller is a partner who provides “white label” services using your
PortaSwitch® platform, i.e. he sells his own products, manages his own
price lists, and works with his own customers.

Add / Edit Reseller

The Add Reseller page allows you to create a new reseller. The form is
very similar to that for Add Customer, as described above. See below for
a description of additional fields not available in the Add Customer form.

Additional Info

Edit Reseller 'ABC Shuttle’

75 D =] v Log | [ mvoices

&> Change Status

»I Logout

<] objects ‘

Customer ID ABC Shuttle : Customer Class Defeult customer class ~
Balance 0.00000 USD
Current Credit Limit 1000.00000 USD

‘ Life Cycle Invoices & Taxation | Subscriptions ‘ Notepad ‘ Measured Services ‘

‘ Address Info ‘ Balance Adjustments | Web Self-Care Custom Fields | Fraud Protection

Additional Info ‘ Payment Method ‘ Balance & Credits

Auto-Provision DIDs via Batch Sender email for Customer Notifications

Default Tariff for Voice Calls * 2EC Shutcle ~ | Representative Yot Defined -
Routing Plan AlL Available Routes -

Discount Plan 1000 free calls to Canada -

Subscription Discount Rate %

Suspend On Insufficient Funds For Subscriptions s defined by the Cussomer Class v

Override Tariffs Enabled O

Field Description
Default Tariff | When you are subsequently creating products
for Voice Calls | managed by this reseller, this tariff will be assigned by
default for calculating charges to him for calls made
by his subcustomers using this product.

Invoice Select an invoice number sequence that will be used
Number for this resellet’s subcustomers:

Sequence for e Individual for Environment — The
Subcustomers invoices for this resellet’s

subcustomers will have globally
sequenced numbering (throughout the
environment).

o Individual for Reseller — This
reseller’s invoices will be sequentially
numbered through the reseller.

o Individual for Customer — The
invoices for each of this resellet’s
subcustomers will be sequentially
numbered.
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Sender email Type a sender address for notifications, faxes and
for Customer | voicemail messages that are sent to resellers’
Notifications | customers. If this field is left empty, the sender
address is taken from the resellet’s contact
information.

For faxes and voicemail messages the sender address
is displayed in the following format:
XXXXXXXXXXxXQreseller.com, where xxxxxxxxxxx —

represents the number of the calling party.

Add / Edit Customer under a Reseller

The Add Subcustomer page allows you to create a new reseller’s
subcustomer. The form is essentially the same as management of direct
customets as described above.

o Subcustomer Management of "ABC Shuttle"
- @ Add | ® Cose P Logout | B Log
= Type Customer Class Search Advancad
I 2BC Shuttle . ANY - Search
L
1 xDRs D Accounts Currency Balance Control Available Funds Balance CreditLimit E-Mail Status Delete
. [B] pavidwelsh ©@ usD Postpaid - 0.00000 1000.00000 ™
Add Subcustomer for "ABC Shuttle Ltd."
» | @ save [ il savea dose | ® close o1 Logout
CustomerID New customar . Customer Class 2BC Shuttle Ltd. 1 - F
Blocked = Balance Control Dostpaid .

Currency USD - U Dollar g
Permanent Credit Limit

Address Tnfo | Web Self-Care | Additional Tnfo | Life Cycle | Balance & Cretits | Tnvoices & Taxation | Volume Discounts | Service Configuration | Custom Filds

Company Name Contact
MiEMs /. Phone
FirstName Fax

i At Phone
LastName At Contact
Country Tot set. - E-Miail
Address Ling 1 BCC
Address Line 2

city Description L
ProvncelState  Not sev -

Postal Code

Usage Charges tab

On the Usage Charges tab you can view / create resale tariffs (tariffs
according to which the subreseller is charged) and generate resale tariff
rates.
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Add Subreseller

» | il save | [0 Save&Close | ® Close

Blocked

Customer ID |Panda Telecom

Customer Class Intercalls v

Currency USD - Us Dollar v

Permanent Credit Limit 1000

‘ Address Info | ‘Web Self-Care ‘ Additional Info | Usage Charges | Clone Products ‘ Invoices & Taxation | Volume Discounts |

Usage Charges

Wholesale Tariff
= Voice Calls

Outgoing Calls (In
Incoming Calls (Intert

When | am charged using

Charge Subreseller using Resale Tariff Description

o?)-)clnna the selected Wholesale Tariff -

@' —) Update Cancel

Clone "Outgoing Calls (InterCalls)’ Tariff Q:Q

Resale Tanff Mame: * QOutgoing Calls (Panda Telecom)

Currency uso

Generate Resale Tariff Rates based on Buying Rates

Add: " 25 %, but not less than: | 0.05 USD / min to prevent profit loss

Resale Tariff short Description: Tariff to charge Panda Telecom

Field

Description

Generate Resale Tariff Rates

but not less
than

To reduce the risk of profit loss, type a fixed markup
here. It will be added to the wholesale tariff’s rates if
the calculated percentage markup is less than the
specified fixed markup.

For example, the wholesale rate is 0.20 USD / min,
the percentage markup is set to 50% and the fixed
markup is specified as 0.05 USD. In this case the
calculated percentage markup is 0.10 USD. Since the
calculated percentage markup is higher than the
specified fixed markup, the amount of 0.10 will be
added to the wholesale rate.

Consider another example: the wholesale rate is 0.08
USD / min, the percentage markup is set to 50% and
the fixed markup is specified as 0.05 USD. Since the
calculated percentage markup is 0.04 USD, which is
less than 0.05 USD of fixed markup, the amount of
0.05 USD will be added to the wholesale rate.
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Account Management

An account is a user of a product such as prepaid cards, voucher-based
cards, or credit calling plans. Each account in PortaBilling® is associated
with a customer.

Account Listing

Search filter

There may be a very large number of accounts in the system, so it is
advisable to limit your search using the filter functionality.

Field Description
Account ID | The primary identification for this account; an
alphanumeric string.
Note that the % wildcard symbol may be used.

Batch Logical name for a group of accounts. Select from a list
of all the customer’s batches to enable the batch update
pane.

Ctrl# Enter control numbers and / or number ranges separated

by commas (for example: 1,3,8-12).
SIP Status | Default — ANY; this function allows you to display either
logged-in or logged-out accounts only.

Batch update pane

will be applied TO THE WHOLE BATCH

ARE YO SLRE?

/
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Field Description
Account ID | The primary identification of this account; an
alphanumeric string.

Ctrl# Enter control numbers and / or number ranges separated
by commas (for example: 1,3,8-12).
ACCOUNTS
Status The status of the account.

o A Expired (1)

® @ Screened (2)
® @ Quarantined (3)

o & Closed (4)

o & Tnactve 5)

o &I Suspended (6)

o & Customer provisionally terminated
(7)

e @ Blocked 8)

. @ Customer blocked (see Edit

Customer) (9)
e =] Not yet active (10)
o & Credit exceeded (11)
o & Customer has no funds available (12)

o i Zero balance (13)

e & Suspension delayed (14)

Note that only one status is displayed. That is, if the
account is both screened and expired, than the Expired
status is displayed. The status displayed depends on its
priority. In the above list, the status priority is indicated
in the parentheses (1 corresponds to the highest priority).
Ctrl# Click using Ctrl#, or enter control numbers and / ot
number ranges separated by commas (for example: 1,3,8-
12).

The batch update pane can be activated by selecting a batch in the filter at
the top of the interface or by selecting a batch name from the list of
customers’ accounts. The basic functionality of this update pane allows
you to specify which attributes of all accounts in the results set should be
modified. For example, in order to set the opening balance of all unused
accounts to 10 USD, you should:

1. Select the check box next to Opening Balance to indicate that

this is one of the updates that should occur.
2. Enter “10” next to it.
3. Click the Update button at the bottom.
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4. Approve the changes when the confirmation dialog appears.
When the page refreshes, the changes will be reflected in the result listing.

NOTE: You can only change an opening balance before an account is used. This
change will not be reflected in the xDRs. For example, if you create a prepaid account
worth $10 and then realize that you actually sold it to a customer for $20 and then
you add an extra $10 to the card, it will appear to the customer as if the card
originally had $20 on it.

Advanced Search

In advanced search mode you can specify an unlimited number of search
conditions and the system will fetch the relevant accounts. Click ¥ Add a
new search condition to add another condition.

Accounts of Retail Customer "EasyCall Ltd."

[ (3] Add | [£] Account Generator | @ Close M) Logout
Account ID Batch ctri# SIP Status Backto
[¥] Add a Hew Search Condition Advanced Search Criteria
Phone . Begins with - 1s04 E
Zddress - Is empoy - ™
Company Name . Is ~  Easycall [
Login - Contains -1 123 E
Operation Description
Is The value of the field in the customer information
must match the search criteria exactly.
Begins with The value of the field in the customer information

must start with the specified value (e.g. if you enter
the filter value “John,” customers with the names
“John” and “Johnny” will be selected).

Contains The value of the field in the customer information
must contain the specified value somewhere (e.g. if
you enter the filter value “Eric,” customers with the
names “Eric,” “Erica,” “Maverick” and “American”
will be selected).

Ends with The value of this customer information field must
end with the specified value (e.g. if you enter the
filter value “smith,” customers with the last names
“Smith” and “Hammersmith” will be selected).

Is empty The corresponding field in the customer
information must be empty.

All search operations are case-insensitive, so you can enter “Eric” as
a search criteria and, even if the customer’s name was originally entered as
“eric” or “ERIC,” you will still see him in the list.
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All conditions work in conjunction, so in the case of multiple search
criteria the customer’s record must satisfy all of them in order to appear in
the result list.

During a search operation using auxiliary fields (e.g. fax) or the “contains”

A comparison, the database cannot use indexes. This will result in a full table
scan, meaning an increased load on the server and a longer time to
produce the final result. Please avoid using such search operations if not
necessary.

By clicking Back to simple search you can switch the form to its original
mode.

Account Info / Add Account

To add a new account manually (this allows you to access all available
properties of an account), click B Add on the toolbar and then (if a quick
form selection dialog — select Manually at the bottom of the list).

For bulk account generation, click [l Account Generator.

The Account Info page provided for the administrator is similar to the
Add Account page; however, some account details are read-only. The
administrator is unable to modify Type, Batch, Control Number and
Opening Balance. When making changes, the administrator can use the
Notepad tab to provide a comment detailing the reason for these
changes (for example, “product changed, credited $50).

Changes can be confirmed by clicking bl Save or el Save&Close.

Field Description
Account ID | The primary identification of this account. The ID is
read-only by default; you can modify it by clicking
the = Edit ID icon. The maximum allowed ID length
is 64 characters.

Blocked Specifies whether the account is blocked or unblocked.
If this is checked, the account will be unusable.

Balance In most cases a customer makes a unified payment for

Control all accounts and controls the credit limit at the customer

level. Here you select whether to display the balance of
individual accounts on a web interface:

e Subordinate — No individual account
balance and credit limit. Select this if
balance management is done for a whole
company (a customer).

Consider the following example: a company has
several phone lines (accounts). The users make
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calls, thus the balance of the whole company
increases. At the end of the billing period the
company receives a consolidated invoice for the
activities of all the accounts and sends a single
payment which is then applied for all accounts.
The payment is made and the balance of the
company decreases.

e Individual Credit Limit — Individual
account balance and credit limit remain.
Select this if you still want to operate
with the balance of individual accounts.

Balance

The balance for this account.

Account Info tab

[ 3 & Save | [ Save&Close | & Close | E] xDRs | 5] E-Paymentslog | B3 Terminate

*0] Logout

AccountID |12001001102

Blocked

£ Balance Control Individual Credit Limit

Balance 10.00000 USD

Life Cycle ‘

Subscriptions

| Discounts ‘ Notepad ‘ Service Configuration | Follow Me | Call Screening

‘Account Info ‘ Products | Balance Adjustments | ‘Web Self-Care | Subscriber ‘ Aliases | Additional Info ‘ Payment Method ‘ Fraud Prevention | Custom Fields

Customer
Type Credit
Service Password |z3buxs
Email

Customer Site tone
Batch None

Easy Call Ltd.

CraditLimit [100.00000 usD

User Agent Linksys/iSPAG42-6.1.5(a)
sip:12001001102@981.212.34 242:54053
v Registered 2016-03-25 05:38:22

2016-03-25 06:38:22

Auto
Contact

v Expires

Field

Description

The account type may be Debit, Credit, or Voucher.
e Debit is usually associated with prepaid cards.
e Credit is an account that will be invoiced for
incurred costs.
e Voucher accounts are “refill coupons” for other
types of accounts.

Credit Limit

This option is only available when the account type is set
to Credit and Balance Control to Individual Credit
Limit.

Defines the credit allowance in the account’s currency.

Service The password used to authenticate any calls made using

Password this account.

Email If an account has email info associated with it, the owner
of the account can reset the password for self-care
access, and the new password will be sent to this email
address.

Customer Places this account (phone line) with a specific site so

Site that the site parameters (e.g. number of simultaneous
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calls) will apply.

Batch If a new batch name is provided in the text field, a new
batch will be created when you add the account.
Alternatively, an existing batch can be selected from the
list. If you leave this field empty, the account created will
not be tied to any specific batch.

To release an account from a batch, select None from

the list.
Control Read-only. The sequential number of the account in the
Number current batch. Batch name and control number uniquely

identify an account, and are often used for prepaid
calling cards.

Zero Applicable only for debit accounts; specifies when the
Balance account has used up all of its available funds.

Date

Opening The opening balance for this account.

Balance

User Agent | If this account is currently used by a SIP UA to register
with the SIP server, the user agent identification info is
displayed.

Contact The URI of the user agent used by the SIP Proxy to
contact the IP phone.

Registered | The timestamp when a SIP UA has been registered.

Expires The timestamp when a SIP UA registration expires.

Products tab

[ 3 & Save | [ Save&Close | & Close | E] xDRs | 5] E-Paymentslog | B3 Terminate o) Logout B Log

AccountlD |12001001102 £ Balance Control Individual Credit Limit

Blocked Balance 10.00000 USD

Life Cycle ‘ Subscriptions | Discounts ‘ Notepad ‘ Service Configuration | Follow Me | Call Screening

Account Info ‘ Products | Balance Adjustments | Web Self-Care | Subscriber ‘ Aliases | Additional Info ‘ Payment Method ‘ Fraud Prevention | Custom Fields

4

Main Product: SIP Subscribers

Add-on Products

Assigned add-on products

Volume Discount

Plan Subscription Periodic Fee Life Cycle Remove

Name Description

No add-on products assigned

Available add-on products

>
a
&

Name T Description Volume Discount Plan Subscription Periodic Fee

Asia - 100 Asia-100 Calls to Asia 20.00USD o
Call Forwarding Call Forwarding 0.00 USD +
USA & Canada 1000 minutes to the USA&C USA & Canada additional 20.00USD g
Field Description
Main The basic product to which you assign all the basic
Product services that are available to your customers. Select the
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desired product from the list.

Click the Main Product link to open the selected
product.

Periodic Fee | This field appears if the Main Product includes a
subscription with several payment plans (e.g. “1-month
pre-paid subscription costs $5, but 3-month pre-paid
subscription costs $9, and 6-month pre-paid
subscription costs $127).

Periodic Fee appears as a list when you assign a new
main product. Select the desired subscription fee rate
from this list.

The field is read-only for the already assigned main
product and shows the current fee for the subscription.

For how to select a different fee rate for this kind of
subscription after you have assigned a main product see
the Subscriptions tab section.

Add-on Additional products by which you can increase or limit
Products the services provided to your customers.

e Assigned add-on products — Currently
assigned add-on product.

¢ Add-on products — Other add-on products that
are available with a selected main product.

Assigned add-on products

Field Description
Name The name of the assigned add-on product.

Click the name link to open this add-on product.
Description | Short description of the add-on product.

Volume Volume Discount plan assigned to this add-on product.
Discount
Plan
Subscription | Subscription assigned to this add-on product.

Periodic Fee | This field appears if the add-on product includes a
subscription with several payment plans (e.g. “1-month
pre-paid subscription costs $5, but 3-month pre-paid
subscription costs $9, and 6-month pre-paid
subscription costs $127).

Periodic Fee appears as a list when you assign a new
add-on. Select the desired subscription fee rate from this
list.
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The field is read-only for the already assigned add-on
product and shows the current fee for the subscription.

For how to select a different fee rate for this kind of
subscription after you have assigned an add-on product
see the Subscriptions tab section.

Life Cycle This field shows the start from and until dates for the
period during which an end user can use this product.
Click the Product Life Cycle icon to define when this
product becomes active and when it expires.
NOTE: You cannot change the activation date after it is set.

Activation Date: *  07/07/2015 00:00 £ DDIMMAYYYY HH24:MI
Expiration Date: 07/10/2015 00:00 EE DDIMMAYYYY HH24:MI
Allow the End-User to use the Product for 92 days. starting 07/07/2015
Co

Remove Click this button to remove the add-on product from
the account.

Available add-on products

Field Description

Name The name of the add-on product available with the
selected main product.
Click the name link to open this add-on product.

Description | Short description of the add-on product.

Volume A volume discount plan assigned to this add-on product.

Discount

Plan

Subscription | Subscription assigned to this add-on product.

Periodic Fee

This list shows available subscription fee rates if the add-
on product includes a subscription with several payment
plans (e.g. “l1-month pre-paid subscription costs $5, but
3-month pre-paid subscription costs $9, and 6-month
pre-paid subscription costs $127).

Add

Click this button to add this add-on product to the
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‘ account.

Balance Adjustments tab

The Balance Adjustments tab allows an administrator to correct an
account’s balance (this tab is only available in Edit Account mode).

2 Account Info / Retail Customer 'Easy Call Ltd." ©

[ el save | [l Save&Close | ® Close | 5] xDRs | & E-Paymentslog | B Terminate

M) Logout

AccountID |12001001102

Blocked

£

Balance Control Individual Credit Limit

Balance 10.00000 USD

Life Cycle ‘

Subscriptions |

Discounts ‘ Notepad ‘ Service Configuration | Follow Me | Call Screening

Action

Amount

Service

Date

Include into Out-Gf-Turn

AccountInfo | Products | Balance Adjustments | ‘Web Self-Care | Subscriber ‘ Aliases | Additional Info ‘ Payment Method ‘ Fraud Prevention | Custom Fields

No Action

Hanual Credit
E-Commerce Payment
E-commerce Refund

Authorization only

| Capture Payment
vanual Payment
Fromotional Credit

Action Description [use this transaction to manually charge the Account for a specific service they used (increases
the Account's balance).

Visible Comment |Manus! chargs

Internal Comment

The following fields are common for all actions:

Field

Description

Action

No Action — No balance adjustment will be
made.

Manual Charge — Use this transaction to
manually charge an account for a specific
service they used.

For instance, if you are selling a SIP phone to a
user. This means the balance will be changed so
that the user is able to make fewer calls.

Manual Credit — Use this transaction to
manually give compensation related to a
specific service.

For instance, if the user files a complaint and
you agree to give him credit toward future
service use. This means the balance will be
changed so that the user is able to make more
calls.

E-Commerce Payment — Use this transaction
to charge the user’s credit card and apply the
amount to the user’s account balance as
payment.

E-Commerce Refund — Use this transaction
to reverse a previous E-Commerce Payment. It
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withdraws funds from your company’s
merchant account and applies them as credit to
the uset’s credit card. The amount is deducted
from the user’s account balance.

® Authorization Only — Verifies that the uset’s
credit card is valid and reserves a given amount.
Returns a transaction ID to be used in a
Capture Payment transaction.

Does not affect the uset’s account balance in
PortaBilling® or his credit card balance.

The transaction ID will be written to the uset’s
account Notepad.

® (Capture Payment — Charges the user’s credit
card and applies the amount to his balance as a
payment (decreases the user’s account balance).
Requires a transaction 1D from the
Authorization Only transaction. The amount
must be less than or equal to the amount of the
corresponding Authorization Only transaction.

® Manual payment — Use this transaction when
receiving a payment (e.g. cash or check) directly
from the user. This means the balance will be
changed so that the user is able to make more
calls.

® Promotional credit — Use this transaction to
give the user a credit, for example, as a sales
promotion. The difference between this and
Manual Credit is that this transaction applies
to a special Credits / Promotions setvice, and
not to any actual service. Basically, it provides
some “virtual” funds to the user for fututre use.

® Refund — Use this transaction to refund an
earlier payment received from the end user (e.g.
a check returned by the bank). This means the
balance will be changed so that the end user is
able to make fewer calls.

® Void — Use this to cancel the money
reservation that was made by using the
Authorization Only option. Once applied, the
money is released to the user’s credit card.

Amount Amount to charge / refund.
Action Concise description of the selected action.
Description
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Visible A comment on this transaction visible to the user in the

Comment xDR browser.

Internal An internal comment on this transaction; not visible in

Comment the xDR browser, and accessible only from the
database directly.

The following fields are available only for Manual charge and Manual Credit actions:

Field Description
Service A service for which the manual charge / credit is made.
The chatrged / credited amount will be included in
the selected service section on the next invoice.
Date A date associated with the manual charge / credit. For

example, you can specify a date for manual credit
action for when an item is credited.

Note that if the selected date falls within a previous
(closed) billing period the transaction will be included
in the next invoice.

Include into
Out-of-Turn
Invoice

This allows you to include transactions on an out-of-
turn invoice to be issued on demand. You should then
generate the invoice with the requisite transactions on
the Out-of-Turn Invoice page.

For example, if the end user visits your office to buy a
new IP phone, your clerk will locate the account, issue
an invoice covering the cost of the phone, take the
money for the phone and give the phone and the
invoice to the end user.

Transactions included in an out-of-turn invoice that
was generated on the Out-of-Turn Invoice page won’t
be reflected on the regular invoice issued at the end of
the billing period.

The following fields are available only for certain E-Commerce actions:

Field

Description

Make a
Payment (on/y
Sfor E-Commerce

Click this button to make a payment using a credit
card. For more details please see the Make a Payment
dialog box subsection.

Payment)

Authorize a Click this button to make a payment using a credit
Payment(on/y for | card. For more details please see the Make a Payment
Authorization dialog box subsection.

Onf)
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Transaction ID | The transaction ID obtained via the Authorization
(only for Only or E-Commerce Payment transactions. This is
E-Commerce required to use the reserved earlier amount for a
Refund and current transaction or to reverse previously made
Capture Payment) | payment.

Make a Payment dialog box

Field Description
Amount Amount to charge.
Visible A comment on this transaction visible to the user in
Comment the xDR browser.
Internal An internal comment on this transaction; not visible
Comment in the xDR browser, and accessible only from the
database directly.

If you have not already stored the credit card information you will see a
new credit card form. Otherwise two available options appear in the
Make a Payment dialog box:

¢ Saved Payment Method — Select this option to make a payment
using the stored credit card information. You will be provided
with information about the credit card type, number and
expiration date.

e New Payment Method — Select this option to make a payment
with a new credit card. Fill in the information about the new
credit card (cardholder name, card number, expiration date and
CVV code if required) and the user’s contact information. Check
the Save Credit Card information for future use box to store
this credit card information and use it for future payments.

Taxes applied at the moment of payment

If the Apply taxes at the moment of payment feature is enabled for the
customer, there is also a field that shows the applicable tax and the
Amount field is replaced by two fields that represent amounts before and
after taxation.

This feature is available only for debit accounts of prepaid customers, and
only certain taxation plug-ins can be used (Custom taxation and Fixed
VAT Rate). For how to enable the Apply taxes at the moment of payment
feature, please see the description of the Taxation tab subsection of the
Customer Classes section in this guide or the description of the Invoices &
Tasxcation tab subsection of the Add / Edit Customer section in this guide.

Taxes are calculated for the following actions:
e E-Commerce Payment
e Authorization Only
e Capture Payment
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o E-Commerce Refund

e Manual Payment
e Refund

For the first four of these actions (E-Commerce Payment, Authorization

Only, Capture Payment, E-Commerce Refund) taxes are added above the
entered amount:

The amount applied to the balance = Entered amount

The amount charged (or refunded) to a credit card = Entered amount + Tax

For Manual Payments and Refunds, taxes are back calculated and
deducted from the entered amount:
The amount applied to the balance = Entered amount — Tax

E-Commerce Payment, Authorization Only and Capture Payment

Field Description
Top Up The exact amount that will be applied to a balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Total The amount that will be charged to the end user’s credit
Charged card.
Amount

E-Commerce Refund

Field Description
Top Up The exact amount to deduct from the balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Refund The amount that will be refunded to the end uset’s
Amount credit card.

Manual Payment

Field Description
Total The amount received from the end uset.
Charged
Amount
Top Up The exact amount that will be applied to the balance
Amount (back calculated from the Total Charged Amount and

known taxation rates).
Applicable | Taxes applied to the Top Up Amount.
Taxes
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Refund
Field Description
Refund The amount that will be returned to the end uset.
Amount
Top Up The exact amount that will be deducted from the
Amount balance (back calculated from the Refund Amount and
known taxation rates).
Applicable | Taxes applied to the Top Up Amount.
Taxes

Web Self-Care tab

& Account Info / Retail Customer 'Easy Call Ltd.'

[l Save | [l Save&Close | @ Close | Bl xDRs | @ E-Paymentslog | B3 Terminate

*l Logout

AccountlD |1zo01001102

£

Balance Control Individual Credit Limit

Access Level

Acco

Output Format

Account self-care

v

Access Web Self-Care as Login
count

Blocked Balance 10.00000 USD
Life Cycle ‘ Subscriptions | Discounts ‘ Notepad ‘ Service Configuration | Follow Me | Call Screening
Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber ‘ Aliases | Additional Info | Payment Method | Fraud Prevention | Custom Fields
Login 12001001102 Account 1D Time Zone Europe/Prague v
Password = |Teeeeses Auto ‘Web Interface Language Default Language v

Time —_— ;
e T oo s ] [ g :
iputFormat
Time s ceires .
Field Description
Login The account self-care interface login.
Click the Account ID button to make the login identical
to the Account ID.
Password The account self-care interface password.
Click the Auto button to generate a random, hard-to-
guess password.
Access Access level assigned to the account.
Level
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Access Web
Self-care as
Account

The account self-care interface login mode.

® (lick Login to log in to the account self-care
interface. This button is visible only when the
defanlt ACL is assigned to an account.

® (lick Login with current ACL to log in with
the access level currently assigned to the account.
This button is visible only when a non-default
ACL is assigned to an account.

[ J

Click Login with default ACL to log in with
accounts’ default access level. This button is
visible only when a non-defanit ACL is assigned to
a customer.

Time Zone

Time zone for the account self-care interface.

Web
Interface
Language

The display language for the account self-care interface.
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Subscriber tab

The Subscriber tab provides most of the commonly required contact
information for the account’s owner.

» | @ Save | (@ Save&Close | ® Close | E] xDRs | & E-Paymentslog | Ed Terminate M) Logout | B Log
AccountID (12001001102 i Balance Control Individual Credit Limit
Blocked Balance 10.00000 USD
Life Cycle ‘ Subscriptions | Discounts ‘ Notepad ‘ Service Configuration | Follow Me | Call Screening
Account Info ‘ Products | Balance Adjustments | Web Self-Care | Subscriber ‘ Rliases | Additional Info | Payment Method | Fraud Prevention | Custom Fields
Company Name |Easy Call Contact John Doe
MrMs.... Mr Phone 120655511122
First Name John FAX
ML Alt. Phone
Last Name Doe Alt. Contact
Country UNITED STATES OF AMERICA v Email john.dos@easycall.com
AddressLine 1 Green str.
Address Line 2 [23/58 Description |PR manager
City New York
Province/State | My - New York v
Postal Zip 01000

Aliases tab

> [# Add | [d Save | [l Save&Close | ® Close | E] xDRs | &l E-PaymentsLog | EJ Terminate P Logout B Log
AccountID (12001001102 i Balance Control Individual Credit Limit
Blocked Balance 10.00000 USD
Life Cycle | Subscriptions ‘ Discounts | Notepad Service Configuration ‘ Follow Me ‘ Call Screening

Account Info ‘ Products ‘ Balance Adjustments ‘ Web Self-Care ‘ Subscriber | Aliases ‘ Additional Info ‘ Payment Method | Fraud Prevention ‘ Custom Fields

Generate Aliases

Edit Alias ID Allow Authentication/Registration  Delete

[5] 12087472427 No

|

265



Porta 4 Billing®

Participants

Field

Description

Alias ID Contains alternative IDs for this account.

Allow Defines whether this ID can be used independently
authentication / | for authentication and registration (e.g. having two
registration IP phones concurrently registered to PortaSwitch®,

one using the main account ID and the other using
an alias) or, alternatively, it can only be used to
forward calls to the main account (since only it can
register).

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

If you need to create multiple aliases (e.g. a customer with his own IP
PBX who buys a range of DIDs to be forwarded there) you can use the
Alias Generator to produce aliases in a similar way as with the Account
Generator.

3
- [ Add | @ Save | g Save&Close | ® Close | [E] xDRs | &) E-Paymentslog | EJ Terminate Pl Logout B Log
AccountID (12001001102 i Balance Control Individual Credit Limit
Blocked Balance 10.00000 USD
Life Cycle | Subscriptions ‘ Discounts | Notepad | Service Configuration ‘ Follow Me ‘ Call Screening

Account Info ‘ Products ‘ Balance Adjustments ‘ Web Self-Care ‘ Subscriber | Aliases ‘ Additional Info ‘ Payment Method | Fraud Prevention ‘ Custom Fields

Generate Aliases

Alias ID

Eli( Allow Authentication/Registration Delete
.

@ 12067472427 No B
w

.

> Generm‘@(lose‘

M[] Logout

MNumber of accounts 3

Allow Authentication/Registration

Account Info

Generation method

Random Customer Site | None v
Sequential
@ DID Inventory
Pricing Batch Basic SIP service v

Starting DID

DID Number Select

» & Close
DID Number Allocated To Pricing Batch Country Area Search
unallocated ¥ | [Basic stp service v | [anv v Search
DIDNumber  Pricing Batch  Country  Area  Activation Fee  Recuming Fee  Freesince  Description
1504123576 Basic SIP Service CANADA 15.00 USD 7.00USD 20150829  Canada

-
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E&nﬁa&‘@(kﬁe‘

M) Logout

)

Generation mett

Fricing Batch

Starting DID

Number of accounts

Allow Authentication/Registration

Account Info

thod Random Customer Site | 0fficel
Sequential

e DID Inventory

sasic sIP service

1604123576

NOTE: Aliases are generated as a background task, so it may take a few minutes

before they appear on

o3

the tab.

[ (¥ Add | e Save | gl Save&Close | ® Close | [E] xDRs | (&l E-PaymentsLog | E] Terminate P Logout B Log
AccountID [12p01001102 J Balance Control Individual Credit Limit
Blocked Balance 10.00000 USD
Life Cycle | Subscriptions ‘ Discounts. | Notepad Service Configuration ‘ Follow Me ‘ Call Screening

Account Info ‘ Products ‘ Balance Adjustments ‘ Web Self-Care ‘ Subscriber | Aliases ‘ Additional Info ‘ Payment Method | Fraud Prevention ‘ Custom Fields

Generate Aliases

Edit

[B] 12087472427
[3] 1604123576

Alias ID Allow Authentication/Registration Delete
No =
Ko =

Additional Info

o]

el save | [ Save&Close | % Close

tab

[E] xDRs | ] E-Paymentslog | EJ Terminate o) Logout

AccountID [12001001102 £ Balance Control Individual Credit Limit
Blocked Balance 10.00000 USD
Life Cycle | Subscriptions ‘ Discounts | Notepad Service Configuration ‘ Follow Me ‘ Call Screening

Account Info ‘ Products ‘ Balance Adjustments ‘ Web Self-Care ‘ Subscriber | Aliases ‘ Additional Info ‘ Payment Method | Fraud Prevention ‘ Custom Fields

CPE
CPE Port | None

SIM Card

Auto-Provisioning @ None (manual provisioning)

E-Commerce Enabled (#

Discount Plan Discount for UsaBCanada retai v

Field

Description

None (manual
provisioning)

Leave this option selected if auto-provisioning is
not applied for this account.

CPE,
CPE Port

Indicates the CPE and associated port assigned to
the account. Default — not set.

Download
PortaPhone
Profile

The link to download the profile for PortaOne
Softphone (only available when this account is
assigned to an entry from the CPE Inventory,
provisioned with PortaPhone profile type).
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SIM Card Click on the SIM Card link to open the SIM card
inventory. Then select the SIM card associated with
this account.

E-Commerce Controls ability of the account to make online
Enabled payments. This option is available

only for debit accounts and credit accounts with
individual credit limit.

NOTE: Configuring the account to enable online payments
(both manual and periodic) is done in exactly the same way
as for customers. First you should set up a suitable payment

system.

Discount Plan Select the volume discount plan that applies to this
account.

Distributor (on/y | A distributor associated with this account.

for debit accounts)

Payment Method tab

This tab is only available when there is a not external payment system
configured in the system and assigned to the customer’s currency.

It is available for credit accounts that have individual credit limits and
debit accounts. Additionally, e-commerce must be enabled for the
account. (To enable e-commerce for the account, go to the Additional
Info tab, select E-Commerce enabled, and click Save.)

On this tab you can define the customer payment information: the pre-
authorized payment method and configure auto payments.

» | | save | il SaveaClose | ® Close | ) xDRs | ) E-PaymentsLog | E3 Terminate | M) Logout | B Log
AccountID [12p005558889 £ Balance 2.00000USD
Blocked
Life Cycle ‘ Subscriptions ‘ Discounts ‘ Quotas & Service Wallets | Notepad | Service Configuration

Account Info ‘ Products | Balance Adjustments | ‘Web Self-Care | Subscriber ‘ Aliases ‘ Additional Info | Payment Method | Custom Fields

Read the Retention Restrictions carefully before using this section

— Pre-authorized Payment Method
Not Set

® Saved Payment Method

CreditCard

Cardholdername  John Doe Country UNITED STATES OF AMERICA
Credit Card No. 4007000000027 Address Green str

Card VISA City

Exp. Date 01/2018 Province/State New York
Postal Code 02585
Billing Phone 34534534

New Payment Method

Pay when the balance drops below usD

How to set a pre-authorized payment method

To set a pre-authorized payment method:
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1. Select New Payment Method option.

2. Select one of the payment method options:
¢ Credit Card
e Bank account (eCheck)
¢ Direct Debit NL

3. Specify all the required payment data
4. Click Save.

The number of available payment options may change, depending on the
payment system settings. Options appear on the list only when there is a
payment system configured to use them. This system must also be
configured to maintain payments in the customet’s currency.

How to remove a pre-authorized payment method

To remove a pre-authorized payment method, select Not Set and then
click Save.

NOTE: The payment data remains in the database until it explicitly removed or
replaced with the new payment data. For example, if you have saved the end user’s
payment data and then reconfigured PortaBilling® to use the other payment system —
the one that doesn't support the saved payment method, you still be able to review
stored payment information under Saved Payment Method on this tab.

How to automatically top up an end user’s balance using their
pre-authorized payment method

If you want to charge an end-user’s pre-authorized payment method
whenever their balance crosses a specified threshold, select the Pay...
when the balance exceeds (for credit accounts) or Pay ... when the balance
drops below (for debit accounts) check box, and when the end uset’s
balance crosses the threshold specified in the when the balance exceeds /
when the balance drops below field, their pre-authorized payment
method will be charged for the amount specified in the Pay field.

How to enable auto payments again if they were disabled by
the system

In case the auto payment functionality has been disabled by the system, a
corresponding message appears in the auto payments section.

Review the payment system and the end user’s pre-authorized payment
method configuration, and then click the Enable it again button in the
Auto Payments section of the Payment Methods tab to re-enable auto
payments.
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Auto payments information

When the auto payments section is available

This section is available only when a suitable payment processor is set up
in the system, and an end user has an online payment method configured
as their preferred one.

Auto payments can be set up for not external payment systems that:
e support tokenization for payment processing; or
¢ do not support tokenization and do not require the CVV code.

If the payment system is configured to use tokens for payments, this
section appears only once a token has been returned by the payment
processor and saved by PortaBilling®. Since the payment processor
returns a token upon the first successful transaction with a new credit
card (or other supported payment method), at least one manual
transaction must be successfully completed for the auto payments section
to become available.

For how to set up a payment system, please see the Payments chapter of
this guide.

Applying taxes for auto payments

For debit accounts taxes can be calculated and applied when their balance
automatically tops up. For this, you need to define the tax rate and enable
the Apply taxes at the moment of payment (for prepaid customers
and debit accounts) option for the customer class or for the customer.

Only certain taxation plug-ins can be used (Custom taxation and Fixed
VAT Rate). Please see the Taxation tab subsection of the Customer Classes
section or the description of the Invoices & Taxation tab subsection of the
Add | Edit Customer section in this guide.

The tax amount is calculated based on the amount of the top-up and then
added to the payment sum. Upon successful payment processing, the end
uset’s balance is topped up by the total charged amount excluding tax.

Field Description
Top Up The exact amount that will be applied to a balance.
Amount
Applicable | Taxes applied to the Top Up Amount.
Taxes
Total The amount that will be charged to the end user’s credit
Charged card.
Amount
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Retention Restrictions

IMPORTANT! A merchant may not use account and transaction
information for any purpose other than assisting the completion of a
payment card transaction, or as specifically required by law. Merchants
may collect a payment card number and expiration date independently of
a payment card transaction only with the express consent of the
cardholder. A merchant may only retain this information for the sole
purpose of facilitating future payment transactions. A merchant must not
provide this information to any other person, except for the sole purpose
of assisting the completion of a payment card transaction.

Life Cycle tab

[ 3 el save | [ Save&Close | ® Close | [E] xDRs | 5] E-Paymentslog | B3 Terminate B Logout B Log

AccountID [1z0005558353 £ Balance 2.00000 USD

Blocked

Life Cycle ‘ Subscriptions ‘ Discounts ‘ Quotas & Service Wallets | Notepad | Service Configuration

Account Info ‘ Products | Balance Adjustments | Web Self-Care | Subscriber ‘ Aliases ‘ Additional Info | Payment Method | Custom Fields

Activation Date 2016-03-21 @ Issue Date 2016-03-21
YYYY-MM-DD First Usage

LastUsage

LastRecharge

Expiration Date 2017-03-20

Expiration Date [ Specific Date
2017-03-21 i)
YYYY-MM-DD
@ [0 days afer First Use or Last Top-Up

days after Last Use

Field Description

Activation Date | The date from which the account is usable.

NOTE: When adding a new account, it can be activated
immediately. Just specify the value "IMMEDIATELY" here.

The date of account activation depends on the billing
time zone of the customer. This means that if the
administrator in Sydney creates an account for the
customer from New York and specifies the account
activation as today, the account is activated only
when this day comes in New York.

Expiration The date from which the account is unusable. If you
Date do not want the account to expire, leave all three
check boxes clear.

Note that this date is in the account’s time zone.

Specific Date Identifies the date that the account expires.

days after | Defines the number of days the account remains

First Use active after its first use or recharge.

__days after | Defines the number of days the account remains
Last Use active after its last use or recharge.

Issue Date The date that the account was created.

First Usage, The time stamp shows when the account was in use
Last Usage
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for the first / last time.

The First Usage time stamp shows the first
appearance of a subscriber within your network. It is
established upon the user’s first registration of their
device on the SIP server with this account ID or
upon a first successful call / session event.

The Last Usage timestamp is established upon the
last account registration or after the last call / session
event ends.

NOTE: You can also specify that the account's first / last

usage time stamps are only modified by successful toll call /
session events. To do this, set up the Update Usage Time
option in the customer's tariff as Only by billable records.

Last Recharge | Specifies the last time the account was recharged
using a voucher (either via the self-care page or IVR).

Expiration The date from which the account is unusable. If you
Date do not want the account to expire, leave all three
check boxes clear.

Note that this date is in the account’s time zone.

Service Configuration tab

@ = 5 @ F E Account Info / Retail Customer 'Easy Call Ltd."

» e save | (gl Save&Close | ® Close | [E] xDRs | ] E-Paymentslog | E] Terminate P Logout B Log

AccountID [120005558883 & Balance 2.00000 USD

Blocked

| Life Cycle ‘ Subscriptions | Discounts | Quotas & Service Wallets | Notepad ‘ Service Configuration |
| T ‘ Tt ‘ Bolance Adj | Web Seff-Care ‘ i | Aliases | Additional Info | Payment Method ‘ Custom Ficlds |
Services Voice Calls

—. 7 Voice Calls ( Ioverride )

Dialing Rules
Fraud Detection

OQutgoing Calls ( Joverride )

Incoming Calls

Service Policy

Service Policy Disabled -

Fair Usage Policy
Fair Usage Policy Disabled

( /override )

You have the option of expressly specifying the value of a given
parameter or using the Default option. In the latter case, this parameter is
assumed to be the value defined in the customer’s configuration (the
global value for this IP Centrex).
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The Voice Calls service type

Field

Description

Associated Number

Specifies the number to be sent back to the
IVR in an authorization confirmation. For
example, this might be a redirect to a technical
support number in an IVR application.
Another example might be a quick-dial number
for prepaid accounts. (In this case, the redirect
number may be maintained via web self-
provisioning.)

Legal Intercept

Intercept all incoming and outgoing calls of this
specific account for law enforcement purposes.

Call Recording

Enables the recording of calls made or received
by this specific account. The user can start and
stop recording a specific phone conversation
after it has already started by using various
phone controls.

Auto Record
Outgoing Calls

Automatically record outgoing calls made
by this specific account.

Note that calls made to the voice mailbox to
retrieve messages will not be auto-recorded.

Auto Record
Incoming Calls

Automatically record calls received
by this specific account.

Auto Record
Redirected Calls

Automatically record calls redirected by this
specific account.
Note that:
e Redirected (transferred
ot forwarded) calls are only
recorded if the xDR for this call
is created for the redirecting
party.
e (alls diverted to voicemail will
not be auto-recorded.

Limit Simultaneous
Calls

This shows the Limit Simultaneous Calls
settings as applied to the account either via
Customer or Site. The information is available
in read-only mode.

NOTE: To enable the Limit Simultaneous Calls
feature, activate the send_start_acct option for the
corresponding PortaSIP instances on the Configuration
Server. To increase the features accuracy, activate the
allow_reauth option too. Note that these features
may slightly increase the load on the billing engine.

Fair Usage Policy

This shows the Fair Usage Policy settings as
applied to the account via Product. The field
works in read-only mode.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

213



Porta 4 Billing® Participants

RTP Proxy This specifies the RTP proxy policy for this
account. For a description of possible values,
refer to the Calls to/from Vendor via SIP
connections with Voice Calls service type
section.
e Use Default — This uses
Optimal RTP proxy.
e As defined by the Customer —
This assumes the value defined
in the customer’s settings.

Accept Caller This option indicates acceptance.

Identity ¢ Favor forwarder — Use the
redirector provided ID for
caller identification.

e Caller only — Use the caller
provided ID for caller
identification.

e None — Do not accept caller
provided ID for caller
identification.

Supply Caller This option indicates acceptance.

Identity ® Yes — Accept the remote
network and maintain caller ID
on outgoing headers (even

for private calls).

e No — Do not accept the remote
network and strip any private
caller’s ID.

Service Policy This specifies a predefined set of options for

this account. The Default option means that

no service policy is currently assigned.

Music On Hold Defines the music on hold to be used with the

IP Centrex environment.

Music On Hold e Seclect Enabled to activate this feature
for the customet.

e Seclect Disabled to make this feature
unavailable to the customet.

NOTE: If you disable this feature here while it
is enabled via a product and the End-users
check box is selected, the end users can
enable / disable the music on hold but cannot
change its settings (e.g. password, greeting
prompts, etc.) via the account self-care
interface.
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File e Select the music from the list.

e Select Upload New Music to upload
your own music. The Upload New
Music dialog box appears.

In the Upload New Music dialog box,
select a file on your local file system
using the Browse button. To rename
the music, enter the desired name in the
Music Name field; otherwise the local
file name will be used. Then click
Upload.

The uploaded music will replace the
previous entry in the list, and is usually
enabled within 10 minutes.

For a list of supported audio file formats, see
the Audio File Formats Supported by Music on
Hold Feature chapter.

The Incoming Calls section

Field Description
Unified Messaging | Allows the account user to access the unified
messaging system. See the PortaSIP Media
Applications Guide for more details.

Please note that if an account has Unified
Messaging activated, there will be an
additional link next to it on the administrator
interface: Voicemail Inbox. By clicking on this
you will automatically go to the account’s UM
administration pages. This is extremely useful
for helpdesk people, since they can quickly
check the configuration of an account’s auto
attendant, call queues, and the like.

Also note that it may take a few minutes before
an account is fully provisioned in the
PortaSIP® Media Setver. Thus if you click on
the link immediately after activating Unified
Messaging, it most likely will not work yet.
Mailbox Limit, MB | Allows you to define / change mailbox limit.
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Fax-only mode

Allows you to configure a phone line as a
dedicated fax machine.

e When the Fax-only mode is
set to Yes (e.g. for an account
that represents a DID number),
every incoming call to this
number will be answered with
“start fax” tones, indicating that
it will only receive fax messages.
Thus the phone line will serve
as a dedicated fax line,
emulating the behavior of a
legacy fax machine.

e When the Fax-only mode is
set to No, the voicemail mode
is enabled for the phone line
and allows a caller to leave a
voice message which can be
listened to later.

Call Forwarding

¢ No Forwarding — Disables call
forwarding entirely.

¢ Follow-Me — Enables the
standard follow-me forwarding,.

e Advanced Forwarding —
Activates the advanced call
forwarding mode.

e Forward to SIP URI - Your
customers can enter a
forwarding destination as a
CLD@IP or CLD@domain.
PortaSIP® will round-robin
through DNS SRV records if
they are configured for the
specified domain.

e Simple Forwarding — Allows
you to specify a single phone
number to which all calls will be
sent.
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Maximum Forwards | Type the number of concurrently active
forwarding destinations allowed.

Please note that you do not have to limit the
total number of phone numbers entered, but
rather the number of phone numbers active at
any given moment of time.

For instance, a user may have a list of 20
numbers, each active in its own time period,
some temporarily turned off, and so on. When
call forwarding is done, PortaBilling® will
compute a list of numbers which may be used
at that moment, and choose only the first N in
the list, where N is the number specified in
Maximum Forwards.

This option is active only when call forwarding
is enabled.

Forward by DTMF | This option is active only when one of the
several call forwarding modes is selected. It
allows a user to use DTMF tones to transfer
calls forwarded to the user’s mobile phone
from the uset’s IP Centrex extension, and to
stay on the line until the other party picks up.

Thus, if a user receives a call to his mobile
phone and needs to transfer it to his colleague
at BExtension 1002, he dials *661002#, and
when his colleague confirms that she is free to
take the call, he hangs up.

Call Screening Enables call screening / conditional call
forwarding features.

Endpoint This allows the end user to configure call

Redirection redirection on their SIP phones (if this feature
is supported by the SIP phone).

Default Answering Specifies the method of processing incoming

Mode calls to this account if call screening has been
disabled, or if none of the call screening rules
apply.

Timeout, sec How long the IP phone will ring before a call
goes to follow-me numbers (if any) or
voicemail.

Sip Contact Enable this feature to define the way a SIP
device will perform SIP registration to
PortaSwitch®.
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Deliver Incoming
Calls To

Define whether the IP PBX address for
delivering incoming calls is taken from the IP

PBX registration account or specified directly
in the Static Address field.

Account

This shows the customer’s IP PBX registration
account.

This option is usually selected if a customer’s
IP PBX is located at a dynamic IP address and
can register only the main phone line
(provisioned as the registration account in
PortaBilling®) on the PortaSIP® server.

Static Address

Enable this feature if the customer’s IP PBX
can’t
perform SIP registration to PortaSwitch®.

Use Original CLD

Specify the destination number that calls will be
routed to. If left blank, the number originally
dialed will be used as the destination number.

Host

This contains the destination host the calls will
be routed to. A customet’s IP PBX can be
identified with one of the following options:
e A valid IP address (four
numbers separated by points,
e.g. 12.34.56.78).
e A valid domain name (e.g.
pbx.example.com).
e A valid domain name with
configured DNS SVR records.
In this case, PortaSIP® will
round-robin through them.

Transport

Select the transport protocol (either TCP or
UDP) that is used to deliver incoming calls.

Auto Attendant

Enables the auto attendant functionality for this
account. Incoming calls will always go on/y to
the auto attendant despite Unified Messaging
functionality also being enabled.

Ext-to-Ext Call
Distinctive Ring

For incoming calls from phones within the IP
Centrex environment, use a ring pattern
different from the default one.

Present Caller Info

Display caller info on incoming calls.

Call Waiting

Activates the Call Waiting functionality.

Caller ID (CNAM)
Lookup

This option shows the actual name of the caller
retrieved from the database of the CNAM
provider for incoming calls.
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The Outgoing Calls section

Field

Description

Override Identity

This allows you to set the following options for
overriding identity information:

e As defined by the Customer —
This assumes the values defined
in the customer’s configuration.

e Never — The caller’s identity
information supplied by the
remote party will neither be
screened nor overridden. This
implies that the remote party is
trusted and takes full
responsibility for the supplied
display number and display
name.

e If Different from Account ID
and Aliases — The identity will
be overridden if it differs from
the ID of the account that is
authorized for the call and any
of the aliases assigned to this
account.

e If Different from All
Customer Accounts — The
identity will be overridden if it
doesn’t match an account ID
(or account alias) of any account
belonging to this customer.

o If Different from All
Accounts in the Specified
Batch — This is a more
restrictive option than the one
above; it overrides the identity if
the account placing the call and
the account matching the
supplied identity do not belong
under the same batch. This
allows you to create “groups”
under the same customer
(within the same IP Centrex
environment).

e Always — The identity value
supplied by the remote party
will always be overridden. This
allows you to manually specify
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the display number and / or the
display name for an account.
Batch This allows you to specify the batch (this field
is only available when If Different From All
Accounts In The Specified Batch has been
selected).

Identity Specify a default value that will replace the
account identity (or display number) when the
identity used for the call in the RPID / PAI
headers (or From header) is invalid. If not
specified, the account ID will be used instead.
Override Display This allows you to control the “Caller number”
Number value that will be placed in the From: header
and typically displayed on the called party’s
phone display. The possible values are:

e Never — The display number
supplied by the remote party is
not restricted and therefore will
not be modified. This allows the
remote IP phone or IP PBX to
supply any CLI / ANI number.

e If Ruled Out by the Identity
Constraint — The validity of a
display number supplied by a
remote party is verified
according to a rule set for
identity. For example, when the
If Different From Account 1D And
Aliases option is selected in the
Override Identity list, and the
display number supplied by the
remote party doesn’t match the
ID of the account that is
authorized for the call or any of
the aliases assigned to this
account, the display number will
be overridden.

e If Different from the Used
Identity — The display number
supplied by the remote party (in
the From: header) will be
overridden if it is different from
the used (already checked and /
or overridden according to the
Override Identity constraint)
caller identity.

e Always — The display number
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supplied by the remote party
will always be overridden. This
allows you to manually specify
the display number for an
account.

Display Number

Specity a value that will override and replace
the account’s original display number. If no
value is specified, it defaults to the account’s
Identity.

Override Display
Name

Replace the original account number with the
desired name.

Display Name

This allows you to specify the desired name for
the account.

Preferred IVR
Language

This feature enables or disables the selection of
languages from the Language list.

Language

Allows user to choose the preferred language
for interacting with an IVR application.

Eo11

Activate emergency services for this account.

Hide CLI

This allows end user to remove / show CLI
(ANI) information for outgoing calls by dialing
special feature access code before dialing the
phone number.
o Select Enabled to activate the
Hide CLI feature for the
account.
e Sclect Disabled to prohibit the
account from using the Hide
CLI feature.

Hide CLI by Default

e No — Show caller ID by default.
¢ Yes — Hide caller ID by default.

Note that when making a call, you can dial the
special feature access code before dialing the
phone number to override the default setting.

For more information, please see the Feature
Access Codes table in the Dialing rules section of
this guide.

Call Barring

Activates the Call Barring feature (a new Call
Barring tab will appear, where you can
configure destinations which this user is not
allowed to call).
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Individual Routing This feature permits selection of the routing
Plan plan to be used for outgoing calls when the end
user dials a number. A specific selection code
does not need to be dialed first.

o Select Enabled to activate the
Individual Routing Plan
feature for the account.

e Select Disabled to prohibit
assigning the individual routing
plan for this account.

Individual Routing | Select the required routing plan from the list.
Plan

Note that resellers can assign an individual
routing plan to an account under the following
conditions:

e If areseller has been assigned
an individual routing plan by
the service provider, this same
routing plan can be defined as
the individual routing plan for
an account.

e If the service provider has
defined a routing list for the
reseller’s product, any routing
plan from this list can be
assigned as the individual
routing plan for an account.
The routing list is configured
using the Assign Tariff per
Routing Plan option (for
details, see the section entitled
Assign Tariff per Routing Plan).

Phone Book Activates the Phone Book feature. This allows
an account user to maintain its own set of
frequently dialed numbers, assign speed dial
codes to them and define a list of favorite

numbers.
Speed Dial Code This enables the use of a speed dial code to call
favorite numbers.
Maximum Speed The maximum allowed length (1-9) of speed
Dial Length dial codes.
Maximum Favorite | You may allow an account user to define a list
Numbers of favorite numbers. This field specifies the

maximum amount of numbers that the account
can mark as favorites.
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Favorite Numbers This defines the period in days during which
Locking Interval the favorite numbers cannot be changed. Thus
when a new favorite number is added (or an
existent one is changed) by an account user, the
number will be locked for a specified period of
days. When this period ends, the favorite
number can be either changed or deleted.
Favorite Numbers This is a comma-separated list of patterns for
Allowed Patterns numbers which an account user can mark as
favorites. For example, to allow an account user
to mark Moscow, Russia destinations as
favorites, input “7495, 7499 here.

This field can contain the following special
symbols:
e %’ —wildcard for any number
of symbols, and

[

_’ — equivalent wildcards for
one symbol.

If this field is empty, then any number can be
marked as a favorite.

Call via IVR This feature enables calls to be processed in an
assigned IVR-capable voice application. For
example, the Pass-through IVR application
plays a “time left” warning when a specified
number of seconds is left — before the call is
disconnected — ot it can announce the
maximum allowed call duration to the
destination and then connect the call.

Voice Application If a call via the IVR feature is enabled, select a
voice application for processing the calls.
Typically this is a special pass-through IVR
application for voiceover announcements
during the call, but any standard IVR
application can be selected to intercept the
outgoing call.

CPS Limitation This allows you to enforce the calls per second
(CPS) limitation. The CPS limitation defines
how many dialing attempts can be made by this
account each second.

Allowed rate Set the limit of dialing attempts per second for
this account. If the limit is exceeded, new
dialing attempts are rejected. The allowed
values are from 1 to 1000.
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The Fraud Detection section

Field Description
Geo-IP Fraud This shows the Geo-IP Fraud Detection settings
Detection as applied to the account via the Product. This
field works in read-only mode.
Voice In this section you can define whether the

Authentication screening IVR must ask the end user for a service
unblock code.

When an outgoing call is considered a potential
security breach, the system launches the screening
IVR which asks the end user to enter a random 3-
digit code that the end user will hear. This ensures
that a live person, not a hacker’s auto-dialer, is
making the call. The end user has 3 attempts to
enter the correct code.

If the end user passes the ‘human check,” for
additional security the screening IVR can also ask
them to enter a special service unblock code (see
the Service Unblock Code option) to confirm
that the call comes from a legitimate user.

The end user may make one attempt to enter the
correct service unblock code. If entered correctly,
the system automatically connects the end user to
the number originally dialed (there is no need to
re-enter the number).

For more information about the screening IVR
and the conditions for a call to be considered a
potential security breach, please refer to the Tools
for Prevention of V'oIP Frand section in the PortaSIP
Administrator Guide.

Voice
Authentication

NOTE: To make this option enabled by default for each
new account added to the system, on the configuration
server web interface go to the Admin node > the Global
environment - the WebCustom group and then type

Enabled — Select this option if you
want the screening IVR to ask an
end user for a service unblock
code.

Disabled — Select this option if
you do not want the screening IVR
to ask an end user for a service
unblock code. This is a default

value.
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[AddAccount]VoiceAuthEnabled=1 into the Option field.

Service Unblock
Code

This option is available only when Voice
Authentication is set to Enabled.

This is the code that the screening IVR asks the
end user to enter to confirm that the call comes
from a legitimate user.

This code is usually provided to the end user when
they sign up for the service.

Location
Information

In this section you can set the country the end user
is currently in or usually resides in (and thus this
country will be treated as ‘safe’ when the system
checks for fraudulent activity) and whether the end
user is allowed to make calls from abroad.

Location
Information

¢ Enabled — Select this option to
provide information about the end
user’s current ‘default’ country and
whether they are permitted to
make calls from abroad.

e Disabled — Select this option if
such information must not be
provided. In this case, fraud
detection, if enabled, is based solely
on the geo / risk profile settings.

Allowed Mobility

This option is available only when Location
Information is set to Enabled.

Specify whether the end user is permitted to make
calls from abroad.
e Stationary User (Permanent
Location) — Select this option for
residential users who may only
make calls from a single country.
These end users are not authorized
to make calls from countries other
than their default one, and
outgoing calls made from other
countries will be screened.
¢ Roaming User (Changeable
Location) — Select this option for
users who frequently travel to
different counttries.
In this case, the call will be screened if it
does not meet one of the following
conditions:
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o The call is made from the end
uset’s default country.

o The call is made from countties in
the No Restrictions section in the
geo / risk profile specified in the
end user’s product.

e The call is made from countries in
the Suspicious section of the geo
/ tisk profile, but the number of
calls does not exceed the value
permitted (also specified in the geo
/ tisk profile).

Current Location

This option is available only when Location
Information is set to Enabled.

Select the country from the list.

This is the user’s ‘default’ country, i.e. the country
where the end user permanently resides.

Calls made from this country will be treated as safe
and legitimate even if this country is on the High-
Risk list of the geo / fraud profile.

Calls made from other countries by stationary end

users (Allowed Mobility is set to Stationary User
(Permanent Location)) will be screened.

For example, the geo / risk profile assigned to an
end user lists Myanmar as a high-risk country. But
when an end-user moves to Myanmar for a half-
year business project, Myanmar can be assigned as
the end uset’s current location. Thus, the end user
will be permitted to freely make calls from this
new location, and you won’t need to create a
sepatate geo / risk profile for them.

Note that if you leave this option blank, the
system automatically tries to obtain its value upon
first use of the account after its creation. This is
done according to the following logic:
e Ifageo / risk profile is defined in
an end user’s product and the end
user makes a call from a
nonrestricted country, the system
will use this country as the end
user’s current ‘default’ country.
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e Ifageo / risk profile is not
defined, the system has no source
for verifying which country is
considered ‘safe’ and thus treats all
countries as ‘suspicious.” Since the
current location can only be
automatically assigned when a
country is considered ‘safe,” the
system will not be able to assign it.
Therefore, all outgoing calls made
by the end user will be screened.

NOTE: To permit auto detection of the account’s location,
on the configuration server web interface go to the
Admin node -> the Global environment -> the
VoiceFraudProtection group and enable the
Assign_Primary_Location option.

The Dialing Rules section

Field Description

Dialing Rules The following options are available:

e Disabled — This deactivates the
dialing rules for this account.

e Enabled — This activates the
dialing rules for this account.

Dialing Format e Click the "#l Wizard icon to
review the selected dialing rule.

e Seclect Custom Dialing Rule if
you want to create personalized
dialing settings for a customer.
Then click the t#1 Wizard icon
to open the Dialing Rule

Wizard.
Translate CLI on Allows outgoing calls to be translated based on
outgoing calls the selected dialing format.
Translate CLI on Allows incoming calls to be translated based on
incoming calls the selected dialing format.
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The Internet Access service type

Field Description
Internet Access The most common option is Product default.
Policy In rare cases, you may need to set a special

policy for an account that will override the
product’s parameters. In such cases:
e sclect the appropriate internet access
policy from the list, or
e sclect None if you do not want to limit
the bandwidth for this account.
Static IP Enabled Select Yes if you want to assign a static IP to
this account (the default setting is No).
Static IP If you have selected Yes for Static IP
Enabled, type in an IP.
Static IP Netmask Type in a netmask, or leave the default value:
255.255.255.255
Routed Networks Type in the route for your IPv4 network in the
CIDR notation format — X X.X.X/Y Z.2.2.Z
where:
o X.X.X.Xis the IPv4 address that
defines the network prefix;
e Y is the decimal length of the
network prefix mask;
o Z.Z.7.Zis the gateway IP address;
it must belong to the network
range.

An example of Routed Networks can be this
record: 203.0.113.0/24 203.0.113.1

NOTE: Any incorrect adjustment of this parameter may
affect the entire ISP network so please be sure that
your settings are correct.

Session Limit Allows you to define a specific number of
Enabled concurrent sessions initiated by the account.
Max Simultaneous Specify the maximum allowed number of
Sessions concurrent sessions from one account (Only

available when the Session Limit Enabled
check box is selected).

Hotlining Support Select Yes if your NAS supports hotline
(default setting is Product default).

Hotline to Portal on | By default this value is set to Yes. This means
Connect that the account is hotlined.
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The Conferencing service type

Field Description
Conferencing Allows the account user to use voice-
Enabled conferencing services. Note that if an account

has Conferencing Enabled activated, an
additional link will appear next to it on the
admin interface: Manage Conferences. By
clicking it you will automatically go to the
account’s Conferences page where multiple
conferences can be managed.

Number of Specify the maximum number of concurrent
Simultaneous connections allowed for the conference. Note
Participants that you may also limit the Number of

Simultaneous Participants for a particular
account (in the Service Configuration tab).

The Wi-Fi service type

Field Description
Limit Bandwidth The most common option is Product default.
In rare cases, you may need to define special
bandwidth values for an account that would
override the product’s parameters.

e Seclect Yes if you want to limit the
bandwidth for this account.

e Seclect No if you do not want to limit the
bandwidth for this account.

Max Upload Rate Specify the maximum upload rate for this

account.

Max Download Rate | Specify the maximum download rate for this
account.

The IPTV service type

NOTE: The content of this section is available only if an IPTV platform is set up
on the Configuration server and a product that includes the IPTV service is assigned to
the account (this service must also have a tariff assigned to it).

For information on how to set up an IPTV platform on the Configuration
Server and perform further IPTV service configuration, please refer to the

IPTV Services handbook from the Unified PortaSwitch Handbook Collection.

Field Description
Channel Package This feature defines a set of broadcast channels
that are available to this account.
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Activation PIN

Specifies a numeric code to be entered from
end user’s STB (Set-Top Box) remote
controller to activate IPTV services.

Phone Book tab

o = (8l

Account Info [ Retail Customer 'EasyCall Ltd."

[ 3 [@ Add | ® Close | E] #DRs | ] E-Paymentslog | B3 Terminate Number Porting *I) Logout | B Log
Account ID |:|£ Balance 0.00000 USD
Blocked [
Life Cycle Subscriptions ‘ Notepad | Seryice Configuration | Follow Me | Call Screening ‘ Phone Book
Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber | Aliases | Additional Info | Call Barring | Custom Fields
Edit Phone Number * Name (EiEs! | AEEETE Lock Favorite pje
Type Dial Assigned Rating
[Z] +44102356789 John Davids Work Murmber ves  [¥
Field Descripti

Phone number

Phone number in E.164 format.

Note: Phone numbers must be entered in either the
E.164 format (e.g. +12065551234) or the customer’s
local format. The latter will be translated into an
E.164 format according to the customer dialing
rules, upon saving.

Name Contact name
Contact type Contact type can be one of the following:
e Work
e Home
e Mobile
e Other
Abbreviated This is the speed dial number that the end user can
Dial Assigned dial on his phone to place a call to an external phone

numbet.

Note that the length of this number is limited by the
Maximum Speed Dial Length option on the
Service Configuration tab.
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Lock

This allows you to lock a phone book contact:
e None — Contacts are not locked in
the phonebook, allowing the end
user to add, edit or remove contacts.

NOTE: The end user is also able to select
contacts to which a special “favorite” rate
applies.

e Full — Fully lock the contact in the
phonebook (makes it impossible for
the end user to edit or remove the
locked contact)

in the phonebook (allowing the end
user to change only the name).

e Number — Partially locks the contact

Favorite Rating

Select this check box to provide a “call friends &
family cheaper” service to the end user. The end-
user’s call to this specific number is rated according
to a special rate for the FAV destination, defined in
the end-uset’s tariff.

Delete

Click the E Delete icon to remove a contact from
the user’s phone book.

Follow Me tab

Account Info / Retail Customer 'EasyCall Ltd.'

[ 3 [# Add | @ Save | o] Save & Close | @ Close | [E] #DRs | (] E-Paymentslog | (3 Terminate Number Porting *) Logout | B Log

Blocked [

Account ID |:|£ Balance 0.00000 USD

Life Cycle ‘ Subscriptions

‘ Notepad ‘ service Configuration ‘ Follow Me | Call Screening

Account Info | Products | Balance Adjustments | Web Self-Care | Subscriber ‘ Aliases ‘ Additional Info ‘ Call Barring ‘ Custom Fields

Order @ as listed
O Random
O simultaneous

Edit  Up/Down Hame *

[cell phone

Destination * Calling Party Display (T Active - Timeout,sec®  Off Delete
| [12247895648 | [caller Huuber and Nav| Always O ™

This tab is only available when Forward Mode on Service
Configuration tab is set to Follow-me or Advanced Forwarding.

Field

Description

Order

Specifies the order for redirecting a call.

e Aslisted — Call every active follow-me
number from the first (topmost)
number to the last, until the call is
answered.

e Simultaneous — Call every active
follow-me number from the list at the
same time until the call is answered.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

291



Porta | {Billing®

Participants

¢ Random — Use a random order.

Edit

Click the L= Edit icon to edit the follow-me number
details. To add a new number to the list, click the [
Add button.

Up / Down

Click these buttons to move a row before the previous
one or after the next one in the list.

Name

The name of the follow-me number (e.g. “Mobile
Phone”).

Destination

Specify a number for redirecting calls, formatted
according to the customer dialing rules.

Calling Party
Display

Allows you to choose how to display the caller’s info
during forwarding. The following options are available:

e Caller Number and Name — The call
is forwarded with the phone number
and the name of the original caller (e.g.
if A calls B, but the call is forwarded to
C, C will see that it is A who is calling).

e Caller Number and Forwarder
Name — The phone number of the
caller and the forwarder name are put in
the CLI of the forwarded call (e.g. if A
calls B, but the call is forwarded to C, C
will see A’s phone number and B’s
name).

e Forwarder Number and Name — The
call is forwarded with the phone
number and the name of the forwarder
(if A calls B, but the call is forwarded to
C, C will see that it is B who is calling).

SIP Proxy

(This field is only available in Advanced Forwarding
mode.) Enables you to choose one of the SIP proxies
defined in the Permitted SIP Proxies properties for

the customer.

Transport
Protocol

(This field is only available in Advanced Forwarding
mode.) Enables you to choose the UDP or TCP
transport protocol. You can use the TCP protocol
instead of UDP for SIP communications for PBXes
which do not support UDP.

Active

Defines the period when the number is active, i.e. is
allowed to receive a forwarded call. Click the Active
link or the t# Wizard icon to create the first period
definition or add the next one using the Period Wizard
(this is virtually the same as the Off-peak Period
Wizard in Edit Tariff). Click the Always button in the
wizard to make the follow-me number active
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permanently. Click the B Test Period icon to run a
period test.

Timeout

Specify the amount of seconds to wait until a call is
answered. Following timeout, the call will be redirected
to the next follow-me number or disconnected.

Off

Check this option to temporarily disable forwarding to
a follow-me number.

Forward tab

Account Info / Retail Customer 'EasyCall Ltd."

» | [ Save | [d Save&Close | @ Close | E] xDRs | [ E-PaymentsLog | B Terminate Number Porting

*l Logout | B Log

Blocked []

Account ID |:|£ Balance 0.00000 USD

Life Cycle | Subscriptions ‘ Notepad ‘ service Configuration | Forward | Call Sereening

Account Info | Products |

Balance Adjustments | Web Self-Care ‘ Subscriber ‘ Aliases | Additional Info | Call Barring | Custom Fields

Forward To

Tirneout, sec”

Keep Original CLD

Calling Party Display

Limit Simultaneous Calls Ta

Use TCP

]

upp

This tab is only available when Forward Mode on Service
Configuration tab is set to Forward to SIP URI or Simple

Forwarding.

Field

Description

SIP URI

Forward To / | Here you will enter CLD or two parts of the SIP URI:

e The CLD part may contain only digits,
the letters a-d and A-D, the signs # and
* and may end with the ! sign.
e The SIP Proxy part should contain a valid IP

address (four numbers separated by dots,
e.g. 12.34.56.78).

Calls will be forwarded to a local account if the SIP
Proxy has not been specified.

Timeout

Specify the amount of seconds to wait until a call is
answered. Following timeout, the call will be redirected
to the next follow-me number or disconnected.

Keep
Original
CLD

Allows you to preserve the originally dialed number
during forwarding. This is useful when forwarding a
call to a remote 1P PBX. For more details, see the
PortaSIP Administrator Guide.

Display

Calling Party | Allows you to choose how to display the caller’s info

during forwarding. The following options are available:
e Caller Number and Name — The call
is forwarded with the phone number
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and the name of the original caller (e.g.
if A calls B, but the call is forwarded to
C, C will see that it is A who is calling).

e Caller Number and Forwarder
Name — The phone number of the
caller and the forwarder name are put in
the CLI of the forwarded call (e.g. if A
calls B, but the call is forwarded to C, C
will see A’s phone number and B’s
name).

e Forwarder Number and Name — The
call is forwarded with the phone
number and the name of the forwarder
@(if A calls B, but the call is forwarded to
C, C will see that it is B who is calling).

Limit When the specified number of concurrent calls has
Simultaneous | already been established (calls are in a “connected”
Calls to state) and the account tries to place another call, that

call will be rejected.

NOTE: To enable the Limit Simultaneous Calls feature,
activate the send_start_acct option for the corresponding
PortaSIP instances on the Configuration Server. To increase the
features accuracy, activate the allow_reauth option too. Note
that these features may slightly increase the load on the billing

engine.
Transport Choose the UDP or TCP transport protocol. You can
Protocol use the TCP protocol instead of UDP for SIP
communications for PBXes which do not support
UDP.

Call Screening tab

Account Info / Retail Customer 'EasyCall Ltd."

> (3] Add | [ Save | [l Save & Close | ® Close | [E] %DRs | [zl E-PaymentsLog | EJ Terminate Number Porting 5 Logout | B Log

Account ID :J Balance 0.00000 USD

Blocked []
Life Cycle Subscriptions Notepad Service Configuration Call screening
Account Info | Products | Balance Adjustments | web Self-Care ‘ Subscriber ‘ Aliases ‘ Additional Info ‘ Call Barring ‘ Custom Fields
Edit. UpDn From To Time Window Action Off Delete
= US numbers Any Calles VWeekend Ring Then Forward K]

If a call does not match any of the above rules, itwill be processed in the following way: Ring, Forward, Yoicermail

This tab allows you to define a list of rules for handling incoming calls to
this account. It is only available when Call Screening check box is
selected on Service Configuration tab.

Field \ Desctiption |
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From

Allows you to select a condition applicable to an
incoming phone number (phone number of a person
trying to contact you). Click on the column header with
the corresponding rule to invoke the wizard, which will
enable you to define a new rule or change an existing
one.

Allows you to select a condition applicable to a dialed
phone number (one of your phone numbers that a
person trying to contact you).

Time
Window

Allows you to select a condition applicable to the time
when a call is made.

Action

Specifies which actions should be taken if a particular
phone call satisfies the conditions for this rule.

Off

Allows you to temporarily disable a rule without
actually deleting it (so it can be used later on).

Discounts tab

@ Account Info / Retail Customer 'EasyCall Ltd.'

» [ save | [gl Save&Close | ® Close | [E xDRs | (&l E-PaymentsLog | £ Terminate Number Porting P Logout B Log
AccountID [1s0a53145871 & Balance Control Subordinata
Blocked
‘ Life Cycle ‘ Subscriptions | Discounts ‘ Quotas & Service Wallets | Notepad ‘ Service Configuration ‘ Follow Me ‘ Call Screening ‘ Phone Book ‘
‘ Account Info | Products ‘ ‘Web Self-Care | Subscriber | Aliases | Additional Info ‘ ‘Call Barring ‘ Custom Fields ‘
Show not active and used up Discount Plans
Discount Plans
Destination s Combined Discounts
History Group [P):sz:uunt Precedence Peak Level oi . e — Used Current Expiration
an cak Level iscoun Threshold | ~°¢ Threshold
- Voice Calls
@ EastAsia 100 minutes.. Add-on Prod... 100% 0 minute(s) 0 minute(s) 100 minute... 4 day(s)
(i) Eurape [ EasyCall..  Customerin. 50% 0USD 0 USD 20 USD 4 day(s)
@ US & Canada 500 minutes.. Accountindi... 100% 0 minute(s) 0 minute(s) 500 minute... 4 day(s)
US & Canada 1000 minute. ‘Add-on Prod.. 0 minute(s) 0 minute{s) 1000 minu.. 4 dayis)
[} US&Canada [ EasyCall..  Customerin. 100% 0 minute(s) 0 minute(s) 26 minute(s) 4 day(s)

Field

Description

Show not
active and
used up
Discount
Plans

Select this check box to review also discounts that are
not currently active or have been used up.

Discount Plans

In the Discount Plans table you can see all discounts plans grouped by a
service type. Click the plus sign left to the service type name to see all of
the account's discounts that apply to the services of this type.

Field

Description

History

Click the @ View Details icon to open a dialog box
that shows extended information about the discount.
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Destination | Destination groups included in discounts that apply to

Group this account.

Service Shows the service type for which the discount is valid.
Volume The name of the active volume discount plan that
Discount applies to this account.

Plan

Precedence This is the priority level for the discount that specifies
the order in which certain discounts are to be applied.
Discounts with high priority take precedence over
discounts with low priority.

Combined | Shows the total discount value currently applied to the
Discounts | account for different periods (peak and off-peak).

Peak Level The blank field indicates that the discount is provided
regardless of whether the service is used during a peak
or off-peak period. Otherwise, this column contains the
period names.

Discount The total discount value currently applied to the
account. It is a result of the combined discounts.

Previous The threshold value for the last used discount level.

Threshold

Used / Shows the current value of both consumed and

Remaining remaining discount volume (in minutes or funds). The

progress bar graphically reflects how much of the
discounted service has been consumed.

Current The threshold value for the currently used discount
Threshold level. When an account’s internal counter reaches this
value, the next level discount starts being applied
according to the discount scheme.

Unlimited means that a special “unlimited” threshold
has been defined within a discount.

Expiration Shows the time remaining for the discount to be
reapplied to the account.

If Never is defined, it means that this discount is for
one-time use and will not be reapplied to the account.

Discount History dialog box

Discount Level

Combine
Expiration | with Other
Discounts

Volume Discount Plan Precedence Erevions Emm

Peak Level Discount Threshold Used Threshold

= Active Discount Plans
500 minutes to USA & Can Account Individual Plan 100% 0 minute(s) 0 minute(s) 500 minute. 4 day(s) Always

1000 minutes to USA & Ca.. Add-on Product (Low) 100% 0 minute(s) 0 minute(s) 1000 minu... 4 day(s) After reachin..

Add-on Product (Low) 0% 1000 minu 0 minute(s) Unlimited

Field Description
Status The current status of the discount plan:
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e Active Discount Plans — Are volume
discount plans that are currently in use.

e Used in Full — Are volume discount
plans that have already been used up.

e Not Yet Active — Are currently inactive
volume discount plans.

Precedence This is the priority level for the current discount that
specifies the order in which certain discounts are to be
applied. Discounts with high priority take precedence
over discounts with low priority.

Combine Shows the way this discount is combined with other

with Other discounts applicable to a session.

Discounts

Quotas & Service Wallets tab

Account Info / Retail Customer 'EasyCall Ltd"

» | @ save | [ Save&Close | ® Close | [E] xDRs | (2] E-Paymentsiog | £3 Terminate o Logout | A Log
Account D [13055557733 s Balance Control Individual Credit Limit
Blocked Balance -236.00000 USD
| Life Cycle ‘ Subscriptions ‘ Discounts ‘ Quotas & Service Wallets ‘ Notepad ‘ Service Configuration | Follow Me ‘ call Screening ‘ Phone Book ‘

| Account Info | Products ‘ Balance Adjustments ‘ Web Self-Care ‘ Subscriber ‘ Aliases ‘ Additional Info ‘ Payment Method ‘ call Barring ‘ Fraud Protection | Custom Fields ‘

History Destination Group

Messaging Service

+ Show not active and used up Quotas

Peak Level Usage Top-up Expirati...

[ ] N/A
(i ] N/A
Voice cans
O minutes of 6 minutes used
Field Description
Show not Select this check box to review also quotas that are not
active and currently active or have been used up.
used up
Quotas
Quotas
Field Description
Service Shows the service type for which the quota is valid.
History Click the @ View Details icon to open a dialog box
that shows extended information about the quota.
Destination Destination groups included in quotas that apply to
Group this account.
Peak Level The blank field indicates that the quota is provided

regardless of whether the service is used during a peak
or off-peak period. Otherwise, this column contains

the period names.
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Usage

Shows the current value of both consumed and
remaining quota volume (in minutes or funds). The
progress bar graphically reflects how much of the
quota has been consumed.

Top-up

Click the Top-up button to purchase a desired
amount of service.

NOTE: You can only top up service wallets assigned to this
account directly or via product.

Expiration

Shows the time remaining for the quota to be
reapplied to the account.

Quota History dialog box

Click the @ View Details icon to open the Quota History dialog box:

Volume Discount Plan

= Active Discount Plans

EasyCall-Standard

Precedence

Customer Individual Plan 100% 0 message

Discount Level

Combine
Expiration | with Other

Current Discounts

Threshold

Previous

Threshold | Used

Peak Level Discount

0 message(s) Smessage... 4 day(s) After reachin

Field Description

Status The current status of the discount plan:

e Active Discount Plans — Are volume
discount plans that are currently in use.

e Used in Full — Are volume discount
plans that have already been used up.

e Not Yet Active — Are currently inactive
volume discount plans.

Precedence This is the priority level for the current quota that
specifies the order in which certain quotas are to be
applied.

Discount The total discount value currently applied to the
account.

Previous The threshold value for the last used quota level.

Threshold

Used / Shows the current value of both consumed and

Remaining remaining quotas (in minutes or funds). The progress
bar graphically reflects how much of the quota has
been consumed.

Current The threshold value for the currently used discount

Threshold level.

Unlimited means that a special “unlimited” threshold
has been defined within a volume discount plan.

Expiration Shows the time remaining for the quota to be reapplied

to the account.
If Never is defined, it means that this quota is for one-
time use and will not be reapplied to the account.
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Service Wallet Top-up

To top up an account’s service wallet, select the desired service and click
the Top-up button.

Topup your Service Wallet
Crean usoD
e) - e e TOPUR AMOURT [ 10 | usp
Fee 10 usp
20
@ ----~ EmE=N
@---
I Topup your Service Wallet [}
Topup Amount: 20 usD
Fee: | 20 usD
Payment Methods
« From available funds
K 2 EacE
Field Description
Credit Select this option to grant free service (for a volume-

based threshold type) or top up this service wallet’s
balance (for a monetarily-based threshold type). This
can be done in the form of a promotional offer or
offering compensation for issues regarding quality, etc.
Once applied, the end user receives the money or
service defined and this does not affect either
customer’s balance or available funds.

Topup Select this option to top up an account’s service wallet.
Amount Select the desired service quota in the Topup Amount
list. The Fee field represents the price for the selected
amount. This option affects either the customer’s
balance or available funds.

Payment Select the way to pay:

Method e New Payment Method — Select this to charge
the user’s credit card.

NOTE: This option is only available for the accounts
with individual credit limit and the E-Commerce
Enabled check box must be selected.
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e From available funds — Select this to pay for
the service by using the customer’s or user’s
(for the accounts with individual credit limit)
balance or available funds.

Pay Click this button to proceed with payment.

Subscriptions tab

This tab displays the subscription plans currently applied to this account.

Account Info / Retail Customer "EasyCall Ltd"
o | 8 | G e [ @ savencione | & chose | [ soms | 3 emayments Log | B vermnate | ™

Accounlil 1o ol Batmsce Comien Suscranse

Meskad

e Cyce | l [ motepad |
Acomunt ko | Prodhucts | Web Sel-Care | Subscriber | Akases | Addtionsl info
Actreston date

. a0 -
Bdt  Produtulubscrigtions  CTTUOUSIRY BRSO ot hate, Ll Geed T | SOTCESon Pn Rame Vst Closs Delein

ot G *
YYFY-MM50
Pesding Sebscrptons
F? ™~
e Bamcry Tusn Tusn oo ]
Active Subscrpbioas
[¥] wiskars Phone Rental LITUSD 11TUSD 20181008 > 150008 Lisksys Phone Rental [
[ Sudecroton pian n sdqnced
Clobed Subaciipons
Beads TusD TusD 2N » 2050108 N8 Mongiy payment
BakTy TUsD TUSD 2008121 » 20150108 20150108 BasacTV
Easral phas SUSD/ 1 monthe §US0H 1 months 15008 > 20150018 20150318 EanyCall plus.

Subscriptions are divided into three groups:
¢ DPending Subscriptions — Subscriptions that are not yet active
(i.e. they will be activated sometime in the future).
e Active Subscriptions — Currently active (and billed) subscription
plans.
e Closed Subscriptions — Subscriptions that have already been
closed.

Subscription activation time depends on subscription plan settings:

e Subscription plans with the At the given start date activation
setting become active at the date specified in the Start Date field.
Note that if the Start Date is set to “immediately,” the
subscription is activated within an hour after adding it.

e Subscription plans with the Upon the account’s first usage
activation setting become active oz #he later of the Start Date and
the account’s first usage date.

For more information about subscription plan types and general settings
please refer to the Subscription Plans chapter of this guide.

How to add a subscription

To add a new subscription, click Add on the toolbar and fill in the
following fields:
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e Product/Subscriptions — Select the preferred subscription plan
from the list.

e Discount Rate, % — Type the desired discount rate.

e Start Date — Type the desired subscription activation date in the
format “YYYY-MM-DD” (e.g. 2015-10-01), or click the Start
Date link in the column title to select the date in the Calendar
window. The default value is “immediately.”

e Finish Date — Type the subscription closing date in the format
“YYYY-MM-DD”(e.g. 2015-10-31), or click the Finish Date link
in the column title to select that date in the Calendar window.

e Subscription Plan Name visible to End User — If required,
specify the new subscription name that is displayed to the end
user. The default name is set within the subscription plan.

For subscriptions with multiple prepay plans, also select which plans will
apply:
e From the Current Fee list, select the prepay plan for the current
period.
e From the Next Fee list, select the prepay plan that will be applied
once the prepay period for the plan specified in Current Fee runs
out.

Refer to the table at the end of this section for more detailed descriptions
of the fields.

How to edit a subscription

Only pending and active subscriptions can be edited. To edit a
subscription, click the Edit icon, make the desired changed, and then
click the Save icon.

How to delete a subscription

Only pending subscriptions can be deleted. To delete a subscription that
was mistakenly assigned to the account, click the Delete icon in the
Delete column.

Field Description
Product/Subscriptions | The subscription plan name.

Click this link to open the corresponding
subscription plan.

Current Fee e For subscriptions with prepaid plans:
Shows the fee for the current prepay
period and the period duration.

e For subscriptions without prepay
plans: Shows the subscription fee for
the current billing period.
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Next Fee

e For subscriptions with prepaid plans:
Shows the prepaid plan that will be
applied once the prepay plan specified
in Current Fee expires.

e For subscriptions without prepay
plans: Shows the subscription fee that
will be applied to the account for the
next billing period.

Discount Rate, %

The discount rate applied to the periodic fees
for this subscription.

If you leave this field empty, the discount rate
defined in the customer’s information (see
the Additional Info tab of the Edit
Customer page) will be applied.

Any value you enter will override the
customer discount rate. Entering 0 means no
discount (i.e. the rate defined in the
subscription plan is applied).

Start Date

This field is visible only when you add a new
subscription.

The desired subscription activation date:
immediately, or sometime in the future.

Activation Date

Displays the date when the subscription is
activated.

Click the Show More button to see the
subscription start date.

Finish Date

e For pending and active subscriptions:
The date when this subscription will
automatically be closed.

e For closed subscriptions: The date
when the subscription has been
closed.

Billed To

Shows the date until which subscription
charges have already been applied.

Subscription Plan

The subscription plan name as the end user

Name Visible to End sees it on their self-care interfaces and
User invoices.
Close e (lick the E Close icon to close the

subscription. This icon is available
only for optional active subscriptions.
o The ™ Obligatory icon indicates
that this subscription comes from the
account’s product, and therefore the
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subscription cannot be closed until
the account has this product assigned
to it.

Call Barring tab

Account Info / Retail Customer "EasyCall Ltd."

» | @ Save | [ Save&Close | @ Close | Bl xDRs | [ E-Paymentslog | B Terminate Number Porting *l Logout | B Log

Account ID |:|£ Balance 0.00000 USD

Blocked []

Life Cycle ‘ Subscriptions ‘ Notepad ‘ Service Configuration

Account Info ‘ Products | Balance Adjustments ‘ web self-Care | Subscriber | Aliases | Additional Info | Call Barring | Custom Fields

Premium MNumbers

Tolk-ree |.d]

This tab is only available when the Call Barring feature for Voice Calls
/ Outgoing has been activated on the Service Configuration tab. Here

you can bar specific classes of phone numbers from being dialed.

Fraud Protection tab

The Fraud Protection tab will only appear if Geo-IP Fraud Detection
Enabled is set to Yes in the account’s product.

Account Info ‘ Products ‘ Balance Adjustments ‘ Web Self-Care ‘ Subscriber | Aliases | Additional Info | Fraud Protection ‘ Custom Fields

» | i@ Save | [l Save&Close | ® Close | [& xDRs | [} E-Paymentslog | E3 Terminate ) Logout | @ Log
Account ID (15125512365 £ Balance Control Individual Credit Limit
Blocked Balance 1850.82000 USD

Life Cycle | Subscriptions | Discounts ‘ Notepad ‘ Service Configuration | Follow Me

Status GeolRisk Profile: Business clients
Locations Summary

Locations History The current status is° Active

Temporary Locations | Change the status to:  [Active (allow normal calling) ¥

Field \ Desctiption
The Status section
Geo / Risk 'This link redirects to the Edit Geo / Risk Profile
Profile page where you can adjust the geo / risk profile
settings as necessary.
The current This shows the account’s current condition:
status is e Active — This means that the account is able

to use the service as usual.

¢ Screened — This means that some unusual
activity has been detected for this user, thus
he will be prompted to enter his “service
unblock” code upon attempting to make a
new call.

e Quarantined — This means that after being
screened, this account was unable to supply
valid credentials while continuing to attempt
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to make a large number of calls. All such call
attempts are automatically blocked to reduce
the load on the network.

Change the
status to

Here you can manually change the account’s status:

e Active (allow normal calling) — If the
account had been screened or quarantined
for some reason and the situation was
regulated, you can change the account’s
status back to active here.

e Screened (authenticate before calling) —
If some unusual activity has been detected
for this account you can screen its calls to
prevent a potential security breach.

e Quarantined (reject all calls) — If you want
to temporarily block all call attempts from
the account, change its status to quarantined
here.

Note that neither the Screened nor the
Quarantined status influences on-net calls.

The Locations Summary section

IP

Shows the IP address used for account registration.

Usage Counter

Shows the number of call attempts made from this
specific location.

Last Used

This column shows the timestamp of the last call
attempt.

Verified Until

If an account’s product is configured to allow
normal calls (without repeated screenings) for a
certain period after passing the initial screening IVR,
the time of expiration will be reflected in this
column.

The Locations History section

IP

Shows the IP address used for account registration.

Country

Shows the country where the account was registered.

Usage Counter

Shows the number of call attempts made from this
specific location.

Restriction Shows the restriction levels as configured in the

Level Geo / Risk Profile.

Last Used This column shows the timestamp of the last call
attempt.

Verified Until If an account’s product is configured to allow
normal calls (without repeated screenings) for a
certain period after passing the initial screening IVR,
the time of expiration will be reflected in this
column.

The Temporary Locations section
IP ‘ This allows service usage without restriction in
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unusual locations. Enter the IP address from which
the user intends to use the service here.

Country If the user intends to use services outside of the
default country for some time, you can specify the
receiving country, therefore temporarily allowing
calls without restriction from that location.

Verified Until Enter the date when verification for a temporary
location should be automatically canceled.

Delete Click the [¥] Delete icon to remove the temporary
location.

Custom Fields tab

Account Info / Retail Customer 'Easy Call Ltd.'

[Curecrde | sobseions | omeom

[Pt | roducs | websatrcare [

CPE Code: EF123

Field Description
Custom Custom fields visible only to administrative users.
Fields

These custom fields may store a privileged additional
information that is required for support and
troubleshooting and must be shown on the web
interface without the risk of exposing it to end users.

Custom Custom fields which end users are enabled to see and
Fields visible | edit on their self-care interfaces.

to the End

User These custom fields may store information that can be

useful for both an administrator and end users (for
example, customer’s bonus, driving license ID, etc.)

Account Generator

The Account Generator should be used when large numbers of accounts
are to be generated (for example, when issuing prepaid cards) so that
individual accounts need not be entered manually. The account IDs will
be generated either sequentially or randomly, as will the web password, so
as to prevent possible defrauding. The generation process will run offline,
so that the accounts are not visible from the Account Management page
until the process is complete. The customer will then receive an email
notification regarding completion of the task, as well as another email
listing all the accounts in .csv format, including the values “Batch”,
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“Control Number” (a sequential index in standardized 10-digit length
format), “PIN” (account ID), “Web login” (by default identical to the
account ID) and “Password” (web password).

Account Generator for Customer 'EasyCall Ltd"

> [ Generate | @ Close Objects o] Logout

Number of accounts 10 - Opening Balance 10

Blocked

Account Info

Tyne ® Debit ' Credit ' Voucher

Products | Web Self-Care | Additional Info

Life Cycle

Inactive ¥
Generation method '@ Random

Sequential

DID Inventory
1D Prefix 12
1D Length 11
Sewvice Password Ermnpty

*  Auto Generated

Auto Generated Digits Only

Customer Site Hone v

Batch Easycall Hew batch v -

The Account Generator interface is very similar to Add Account, with
the following exceptions:

Field Description
Number of Accounts | The number of accounts to be generated.
(replacing Account ID)
Account Info tab
Generation method e Random will produce unique

unpredictable account IDs
with a specified length and
prefix.

e Sequential will create
accounts with incremental 1Ds,
e.g. if the starting ID is
specified as 55540000, it will
create accounts 55540000,
55540001, 55540002 and so
on; see below for more details.

e DID Inventory will generate
accounts by assigning account
1Ds from the available DIDs
in a specific DID batch; the
user has the option of
choosing the starting DID.

Inactive Only available when the account type is set to

“Debit” or “Voucher.” Select this check box if

you’d like to create an inactive account.

ID prefix Preset leading digits in the account ID; leave
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empty to make the account ID totally random.
ID length Total ID length, including ID prefix.
Starting ID The initial digit set you would like the
generated accounts to start with. Thus, if you
enter 5553000, the account IDs (PINs) will
look like this: 5553000, 5553001,
5553002 and 555300N, where N = subsequent
digit. (This is only available in Sequential
generation method, and is always numeric.)
Service Password Can be generated automatically, or left empty
to allow end users to login using account ID
only (typically used for prepaid cards). The
“Auto-generated digits only”” option allows
you to create sufficiently secure passwords
(with a specified password length) consisting
of digits only, so that they can be entered from
a phone’s touchpad.
Customer Site Places this account (phone line) with a specific
site so that the site parameters (e.g. number of
simultaneous calls) will apply.
Batch Accounts are grouped into batches. If a new
batch name is provided in the text field, a new
batch will be created when you add the
account. Otherwise, an existing batch should
be selected from the list.

Web Self-Care tab
Login Can be set as identical to the account ID, or
left empty to disable access to the account
self-care interface.
Password Can be generated automatically, or left empty
to allow end users to login using account ID

only.

Assigning an account ID

Choose Random if you want a relatively small amount of unpredictable
IDs within a large enough range of possible numbers. Please note that
“random” means not only “generated randomly” but also “difficult to
guess”; therefore, the ratio between the number of generated PINs and
the number of total possible PINs should be sufficiently low. For
instance, PortaBilling® will refuse to generate 5,000 PINs with ID prefix
33333 and ID length 9, because in this case there are 10,000 possible
PINs; if we generate 5,000 actual pins, there is a 50% chance of using
someone else’s PIN just by entering one wrong digit. Thus, in the
example above, the PIN length should be set at 10 or even 11 digits (with
a 5% or 0.5% chance of guessing the PIN; respectively). Note that
random account PINs are never generated with leading zeroes, as these
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zeroes could be truncated when working with PIN data in programs like
Microsoft Excel.

Choose Sequential if you want to generate a large number of accounts at
once. You can choose the starting ID for the first account to be
generated, and the system will generate IDs sequentially by an increment
of one. If a given account ID is already used, it will be skipped and the
system will continue until it generates the specified number of accounts.

For example, if you requested 100 accounts with the starting ID prefix
“10000007, and there are already three accounts within the defined range
(1000010, 1000011, 1000012), the first generated ID will be 1000000, the
second 1000001, and the last 1000103. Account ID length is always the
same for all generated accounts. So if there is not enough room to
generate the specified number of accounts (e.g. you request 1,000
accounts with starting ID 999900), generation will not begin and a
warning email will be sent immediately.

E-Payments Log

This form is not directly accessible from the main menu, since it should
be accessed in the specific context of:
e the whole environment (accessible from Payments) — this allows
you to see charge attempts for any direct customer;
e a specific customer (accessible from Customer Info) — this allows
you to monitor charge attempts related to a particular customer;
e a specific account (accessible from Account Info) — this allows
you to monitor charge attempts related to a particular account.

Adjust the search parameters to see a list of all transaction attempts (by
default, only transactions for the current day will be displayed, so the
values in the From / To fields may need to be changed) and then click
the Search button.
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(o og
» | ® Close I Logout

From, MMBONYYY T To MMDONYYY B Test Mode Payment System Payment Status. Search.
3ra8rac07 [astzar2007 e v a v [ B
Pages: 12 Total 2

D ¥ Date/Time  Customer/Account Amount Curency  PaymentMethod  PaymentSystem Test  Status
82 08142007 185018 & Call Parking 1 usD [ 1o ¥7H 2Checkout DD B Suc
81 08442007 135246 § EVBSIP Calis 4 UsD  [i] 4007000027 K TestProcessor G
80 051472007 135242 § EVBSIP Calls 4+ usD 4007c0s002]  HH TestProcessor {Bhi
79 081472007 135238 § EVBSI Calls 407 usD [T 4007eos0037 ¥ Testrocessor e
78 0SHW2007 135849 & Call Parking 1447 usD  BEED fomeq0? ¥ 2CheckoutDD e 5
T 0SH02007 121938 & Call Paring 313 usD D 1meda07 iV 2ChackoutDD e
76 0502007121703 & Call Parking 323 usD D toeencaoq {1 2Checkout DD B

75 05102007 120503 & Call Parking 323 USD D tuweodOT ¥ 2CheckoutDD. e

T4 QSHW007 115144 & Call Parking 5556 USD  BEED fouwedd? T 2CheckoutDD e 5

T3 0SH02007 11:50:30 & Call Paring 6546 USD R towo0? iV 2ChackoutDD ke S

721 05102007 114846 § Call Parking 5456  USD PR 1ioe0307 ¥ 2Checkout DD Falled

71 05102007 11:48:36 & Call Parking 2101 usD [ teoeodob ¥ TestProcessor @ Succesder

70 0SH0200711:4525 & Call Parking 123643 usD B doweao? 7 TestProcassor @ Aulhorized

B9 05102007 11:4443 & Call Parking 12343 USD BBIE 130000307 ¥ 3CheckdutDD Falled

60 05102007 11:4422 & Call Parking 123 usD R neecdor ¥ 2Checkout DD Falled

67 05102007 11:44:11 & Call Parking 1213 USD D treeod0T 7% 2Checkoul DD Falled

66 08102007 11:4355 & Call Parking 423 usD  BEED fooeoc0? ¥ 2Checkout DD Falled

B5 051052007 11:4254 & Call Parking 6455 usD  EREED twoeead0d ¥ 3CheckOut DD Failed

Column Description
p

Date / Time

Specifies when the charge attempt occurred.

Customer /
Account

Specifies to which customer or account the charge was

applied.

Amount

Gives the total amount of the transaction.

Currency

Specifies the currency used in the transaction.

Payment
Method

The icon on the left specifies which type of payment
method was used (e.g. VISA or MasterCard); the actual
card / account number is displayed in the “safe” form
(some of the digits are masked by an x).

Payment
System

Specifies the payment system used to carry out this
transaction.

Test

Indicates whether this transaction was done in “test”
mode.

Status

Indicates the result of the transaction:

e Succeeded — The transaction was
successful, funds were transferred.

e Failed — The transaction has failed
(click on Failed to get further
information, such as the error code or a
response from the remote payment
processor).

e Authorized — A “check funds”
transaction was successful (but no actual
charges were applied to the credit card
and no balance modification in the
billing was done).

¢ Incomplete — When using payment
systems with “external authorization” it
is possible that a transaction was
interrupted (e.g. user has clicked the
“cancel” button when entering credit
card info on the remote processor
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| ‘ website).

Vendor Management

Vendors are your service providers, e.g. termination partners or incoming
toll-free line providers. Every time a call travels from your network to a
vendor (via telephony or VoIP) there is a cost associated with it, and at
this point PortaBilling® will charge the account and customer for the call,
as well as calculate your termination costs.

On the Vendor Management page, you can view a list of all registered
vendors. This list provides the following information and activities:

Vendor Management

[ 3 [ Add | @ Close o] Logout | B Log
Search
Search
xDRs Name Connections Currency Balance Email Delete
[B] cc vendor [Jo UsD 0.00000
[B] DemoTelecom 1 UsD 0.00000
[B] DID provider o UsD 0.00000 ™
(8] DiD Supplier [Jo UsD  520.43932
@] DiDwvendor 24 v 0.00000
8] 5 UsD 733315
Column Description
xDRs Click the 2] View icon to go to the xDR view page for
this vendor.
Name The vendor’s name.

Connections | Click the [=3 Connections icon to be taken to the
connections management page for this vendor. The
number next to the icon shows the number of
connections defined for this vendor.

Read morte in the Connections section.

Currency The currency in which the vendor’s account is
maintained and paid.

Balance The vendot’s current balance.

Email Email contact for the given vendor.

Delete Click the [*| Delete icon to remove the vendor. The

delete button will only appear if there are no xDRs or
connections defined for the vendor.
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Add / Edit Vendor

Add Yendor

[ Il save | (gl Save &Close | ® Close M Logout

Vendor Name |#-Telecomn " Currency USD - US Dollar [s]"

Opening Balance o

Address Info | Additional Info | Web Self-Care

Cormpany Narme Contact

MEMS.S Phone 915-555-1243
FirstMame Fax

M.l Alt. Phane

LastName Alt. Contact

Addrass 11 Broadway, #710 E-mail billing@x-telecem.net

Description

FrovincelState | NY
Postal Gode 01202
City Mew York

CountryiRegion  USA

The Add Vendor page allows definition of a new client entity within
PortaBilling®. The information required is split into two tabbed sections:
Address Info and Additional Info. The Edit Vendor page also contains
the Notepad tab for making notes. The following information is required
at the top of the form:

Field Description

Vendor Name | Defines the vendor name as it will appear within the
PortaBilling® system. This is distinct from the
Company Name field in the Address Info tab.

Currency A currency must be specified by selecting it from the
list of available currencies.

Opening The starting balance for the vendor.

Balance

The information in all the other tabs is optional, and need not be specified
when creating a vendor.

Balance Adjustments

The Balance Adjustments tab allows the administrator to correct a
vendot’s balance.

Field Description

Action e No Action — No balance adjustment
will be made.

e Manual Charge — Use this transaction
to adjust the vendor’s balance in case of
non-call related charges from the
vendor. The amount is added to the
vendor’s balance.
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e Manual Credit — Use this transaction if
you have received credit to your
account.

For instance, if you complained about
the vendor’s service quality and have an
agreement for certain funds to be
credited toward future services.

e Manual Payment — Use this
transaction to manually enter the
information about a payment you have
made. Credits (or decreases) the
vendor’s balance.

e Refund — Use this transaction to revert
an earlier payment to the Vendor (e.g. a
check returned by the bank). Debits (or
increases) the vendor’s balance.

Amount

Amount to charge / refund.

Visible comment

A comment on this transaction visible to the
vendor in the xDR browset.

Internal comment An internal comment on this transaction; not

visible in the xDR browser, and only accessible
directly from the database.

Service (only for
Manual Charge and
Manual Credit)

A service for which the manual charge / credit
is made.

Charge and Mannal
Credit)

Date (only for Mannal | A date associated with the manual charge /

credit. For example, you can specify a date for
manual credit action for when an item is
credited.

Additional Info

with Customer

Field Description
Billing Period | Defines the frequency of generating xDR reports for
this vendor.
Offset Balance | Defines the customer for automatically offsetting the

vendor’s balance (if this company also sends you
traffic, i.e. it is also your customer). You may only
choose a reseller or retail customer defined with the
same currency.

This indicates that this vendor and the referenced
customer represent two sides of the same company.
When the billing engine processes a call from this
customer and calculates the routing, it automatically
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excludes this vendor from the routing list to prevent
a possible routing loop (sending calls back to the

originator).
Minimum When the balances of both the vendor and the
Amount to associated customer reach the threshold value,
Offset PortaBilling® chooses the lesser of two balances and

decreases both customer’s and vendor’s balances by
this amount.

Let’s consider the example for when the Minimum
Amount to Offset is set to $100 and you start
sending traffic to this company (to vendor) and it
starts sending traffic to you (as customer).

e While the vendor’s balance is $80 and
the custometr’s balance is $40 —
nothing happens.

e LEven when the vendot’s balance
crosses the threshold and becomes
$120 and the customer’s balance is
$80 — nothing happens.

e  Only when the vendor’s balance is
$140 and the customer’s balance is
$105 (both balances over the
threshold) — does PortaBilling® make
a $105 offset.

e The vendor’s balance becomes $35
and the customer’s balance becomes

$0.

The xDR records for both the vendor and the
customer are created for this transaction.

Web Self-Care

The Web Self-Care tab content is identical to that described in the Web
Self-Care subsection of the Customer and Account Management sections of this

guide.

Authorization

When you send traffic to the vendor’s network, both parties are interested
in securing the connection so that no one else can send traffic to the
vendor, as this would then be billed to your account. When using SIP, it is
possible to do this in a very convenient and secure way: by using digest
authentication. In this case, the vendor will provide you with a

username / password, which will be used to authorize every outgoing call
from your network to this vendor. Here you can enter information about
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such accounts, so that they can be provided automatically by billing to the

SIP servet.

Edit Vendor "X-Telecom'

» [ add | ld save | [d Save & Close | ® Close | B #DRs | 32

Connections M) Logout

Vendor Name | X-Telecormn

Opening Balance (.00000 USD

Balance 0.00000 USD

‘ Address Info | Balance Adjustments | Additional Info | Web Self-Care | Authorization | DID Provisioning ‘ Notepad |

Edit Hame *

Bl
El

Jirm Tumer

Paul Allot

Login* Password Delete

K]
K]

iturn

pallo

DID Provisioning

[}

[ 3 Il Save | [ Save & Close | 3 Close | [E] »DRs

Edit Vendor 'DIDWW"

32 Connections

] Logout | B Log

Vendor Name |DIDWW -

Opening Balance 0 USD

Balance ousb

‘ Address Info

Balance Adjustments

Web Self-Care

Additional Info

Authorization | DID Provisioning | Notepad

DID Provider

User Mame

API Key

“endor DID Batch
Incoming Gosts Tariff

Accept Calls on SIP Server

Enahle On-Demand Provigioning

I

demo@portacne.com -
HG123789GFD98590685FDSWATSE ™

ooww |
DIDwu-tariff =
PoroaSTP - 193.28.87 151 %7

Field Description

Enable Enables the interconnection with DID vendors such

On-demand as DIDWW or DIDx, offering extra DID numbers

Provisioning as a value-added-service. On-demand DID
provisioning enables the end user to browse, sign-up
and release DIDs or toll-free numbers available on
the DID vendor side, online.

DID Provider | Select the DID provider for interconnection.

User Name / Specify a user name provided by the DID provider.

User ID This user name will be used for the authentication of
API sessions.

API Key / Specity an API key provided by the DID provider.

Password This key will be used for the authentication of API
sessions.

Vendor DID Allocate a batch for this vendor’s DIDs. When end

Batch users sign up for new DIDs or toll-free numbers
from this vendor, the numbers will be registered in
the specified vendor batch. This allows you to keep
track of which phone numbers were purchased from
this vendor.
You may either create a new batch or select an
existing one.
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Incoming Select a tariff to calculate costs associated with the
Costs Tariff incoming calls from this vendor.
Accept Calls on | Select a PortaSIP® node (virtual SIP instance) on
SIP Server which the calls from this vendor will be accepted.
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Nodes

The Node Management page enables registration, removal and
maintenance of the gateway list. Nodes are gateways which provide
accounting records to PortaBilling® or exchange authentication /
authorization requests with it. On this page the user is provided with a list
of all nodes currently registered.

The search form at the top of the page allows filtration by any
combination of H.323 ID, IP address and / or whether or not the node is
a Radius client. Providing any of this information and selecting Show
Nodes will refresh the node listing according to the new filtration criteria.

Node Management

» @ Add | & Close

Internode Routing

*) Logout | B Log

Hame Hode ID P
Huawei- 193 98 87 2
PorasIP - 183 28 86 fid
Portalh- 193.28.87 66

Hode ID P RADIUS Client

Oves Ono @an

Manufacturer Type RADIUS Client Delete
193.28.87.2 Huawei ASM [Ed|
183.288664  PortaOne  PortaSIP (|
193.28.86.65  PortaOne  PorlaUM [

1932887 2
193.28.86.64
193.28.86.65

The following information is provided within the listing:

Column

Description

Name

Logical name of the node. This is also a link to the
edit page for the given node.

Node ID

For a VoIP node, this is equivalent to a hostname for
an internet server (e.g. maill.cyberdyne.com), i.e. a
descriptive, human-readable name used for
identification purposes.

IP

IP address of the node.

Manufacturer

Manufacturer of the node.
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Type

Cisco

Quintum

PortaOne

BroadSoft

Mikrotik
°
°

Huawei

Node type. The options are as follows:

ALOE Systems (formerly MERA Systens)

Genband (formerly Nextone)

VOIP-GW: the node functions as a
gateway
NAS: Cisco Network Access Server

ASR Series: Cisco ASR Series
Aggregation Services Routers

PDSN: Cisco Packet Data Serving
Node

VOIP-GW: the node functions as a
gateway

PortaSIP: the PortaSIP® Switching
Server

PortaUM: the PortaSIP® Media
Server

Generic: PortaOne generic node

MVTS Pro: Mera Networks VolP
Softswitch

BS: BroadWorks VoIP
communications application server

Router: Mikrotik Router OS

MSX: Nextone MSX

ASN: Huawei ASN gateway for
WiMAX

UGW9811: it enables a PortaBilling®
adapter module that uses a set of
Huawei RADIUS VSAs (Vendor-
Specific Attributes). The Huawei
UGW9811 gateway can function as a
gateway GPRS support node
(GGSN), a serving gateway (S-GW),
or a PDN gateway (P-GW)
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Dialogic
e IMG: Dialogic Integrated Media
Gateway

ECT

e BRAS: ECI Broadband Remote
Access Server

Add / Edit Node
To add a new node to the system, click ] Add on the toolbar.

Add Node
[ el save | (gl Save &Close | & Close *J Logout

Node Name | PortaUh

Manufacturer | porcaoms [v|

Type Porcalll [v]

Node info
Node 1D portaurn.partacne.com | © | RADIUS Client
MAS-IP-Address 34.56,78.122 " | RADIUS Key smcrat -
Auth. Transl. Rule
RADIUS Source IP 24.56.78.122
RADIUS Dictionary

In order to register a new node in PortaBilling® or edit an existing one,
the following information must be provided:

Field Description
Node Name | The logical name of the node for use within
PortaBilling®
Node ID For a VoIP node, this is equivalent to a hostname for

an internet server (e.g. maill.cyberdyne.com), i.e. a
descriptive, human-readable name used for
identification purposes. Make sure the value you enter
here matches the “hostname” parameter configured on
the gateway, since that value is returned from this node
in the h323-gw-1id attribute, and the ability to match
these values with data in billing significantly simplifies
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troubleshooting.

NAS-IP-
Address

The IP address of the node.

Auth. Transl.
Rule

The authentication translation rule used to transform a
dialed phone number into the E.164 format used in
PortaBilling®. Node translation rules have become
obsolete with the introduction of customer-based
translation rules.

Manufacturer

2 2

Choose “Cisco,” “Quintum,” “PortaOne” or another
from the list, depending on the manufacturer of the
equipment.

Type

Node type. The options are as follows:

Cisco
o  VOIP-GW: the node functions as a
gateway
e NAS: Cisco Network Access Server
o ASR Series: Cisco ASR Series
Aggregation Services Routers
e PDOSN: Cisco Packet Data Serving
Node
Quintum
o  VOIP-GW: the node functions as a
gateway
PortaOne
e PortaSIP: the PortaSIP® Switching
Server

e PortaUM: the PortaSIP® Media Server
e Generic: PortaOne generic node

ALOE Systems (formerly MERA Systens)

o MVTS Pro: Mera Networks VoIP
Softswitch

BroadSoft

e BS: BroadWorks VoIP
communications application server

Mikrotik
e Router: Mikrotik Router OS
e Genband (formerly Nextone)
e MSX: Nextone MSX

Huawei
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e ASN: Huawei ASN gateway for

WiMAX
Dialogic
e IMG: Dialogic Integrated Media
Gateway
ECI
¢ BRAS: ECI Broadband Remote Access Server
RTP Describes the NAT traversal capabilities of this node:
Proxying e Direct — RTP stream should be send

directly to this node; RTP proxy should
not be used.

e Optimal — This node is capable of
NAT traversal; no RTP proxying is
required unless specifically requested.

e OnNat — This node is not capable of
NAT traversal; engage RTP proxy if
the other party is behind the NAT.

e Always — When sending a call to this
node, always engage RTP proxy, so that
no direct media stream goes to it.

VoIP User- Defines which parameters (e.g. ANI, IP, DNIS, etc.)

Name should be used to identify which account the call

should be billed to. This applies to calls that arrived to

this node from the IP network (values taken from the
answer / VoIP call leg).

NOTE: This parameter is only applicable to Quintum gateways.
Telephony Defines which parameters (e.g. ANI, port ID, DNIS,
User-Name etc.) should be used to identify which account the call
should be billed to. This applies to calls that arrived to
this node from PSTN (values taken from the

answer / Telephony call leg).

NOTE: This parameter is only applicable to Quintum gateways.
Radius Client | Select this check box if the node will provide
accounting records to the Radius server.

Radius Key This input will be available only if the node has been
designated as a Radius client. This is the authentication
key for all Radius interactions. A hard-to-guess
password may be automatically generated by clicking
the Auto button.

Radius More than one interface can be present on the node;
Source IP specify the IP address of the one that communicates
with the Radius server.

The following fields are only available for Cisco, Mikrotik, Huawei and ECI nodes
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POD Server This enables the event-triggered interaction with the
RFC 3576-based service controlling the network
sessions on the NAS. The system will send a special
PoD, DM or CoA message to this server, for example,
when an internet-connected account runs out of
balance, exceeds its data transfer limit, switches access
policy or expires. The POD server will then terminate
or alter the properties of the session(s) opened by this

account.
Shared Key A shared secret that is used for authenticating requests.
Radius IP An IP address for a RADIUS RFC 3576 server to
which requests are sent.
Port The internet UDP port to which requests are sent. If

not specified, the default port typical for the NAS
device is used (e.g. 3799).

Internode Routing

The Internode Routing page enables the creation of rules for routing
calls between nodes. This page shows a list of all the rules currently in the
system.

NOTE: The Internode Routing page appears only if there is a MVTS node in the
environment, and is accessible only to administrators and root users

The search form at the top of the page allows filtering by any
combination of node name, node ID, or node IP address. Provide any of
this information and click Show Rules to display the specific list of node
routing rules only.

Internode Routing

» | @ Add | ® Close M Logout | B Log
Node Hame Hode ID Node IP
Receive Incoming Calls Send Outgoing Calls
lode Hame lode I lode IP Master llode  Delete
SIP H323 1 H323
PoraSIP- 193.23.86.64  193.28.86.64 193.28.86.84 K]

Portalin- 193.28.86.65  193.28.86.65 193.28.86.65 O (| >

The Internode Routing page provides the following information:

Field Description
Node Name The logical name of the node for use within
PortaBilling®.
Node ID For a VoIP node, this is equivalent to a hostname for

an internet server (e.g. maill.cyberdyne.com), i.e. a
descriptive, human-readable name used for
identification purposes.

Node IP IP address of the node.

Master Node | If any node in the environment is marked as a master,
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any other non-master nodes will pass calls to one of
the master nodes that supports the compatible
protocol (e.g. PortaSIP® will look for any Master
Node with SIP protocol enabled).

Receive Indicates whether a node is able to receive
Incoming SIP / H323 calls.
Calls

NOTE: If the node does not support SIP or H323 calls, the
corresponding check box will be unavailable.

Send Indicates whether a node is able to send SIP / H323
Outgoing calls.
Calls

NOTE: If the node does not support SIP or H323 calls, the
corresponding check box will be unavailable.

Delete Click the Delete E icon to remove the rule from the
list.

NOTE: If a node is removed from the system, the rule for this
node is also automatically removed.

To add a new rule to the system, click 2 Add on the toolbar, and follow
the steps shown in the following sequence of screenshots:

Internode Routing

[ 3 E Add | ® Close ») Logout | B Log
llode Hame Hode ID lode IP
Receive Incoming Calls Send Outgeing Calls
Hode Name Hode ID Hode IP Master Hode Delete
sip H323 siP H323
PortaSIP- 19378 8664  183.28.86.64 183.28.86.64 ]
PortaUl- 193.28.86.65  193.28.86.65 193.28.86.65 O (| [

When the node selection dialog box appears, choose the node you wish to
create a rule for from the list. Note that only one rule can be defined for
each node.

Internode Routing
[ Add | ® Close I Logout | B Log

HNode Name Hode ID Hode IP
Show Rules
Select one of the Nodes listed below
Hode Hame llode 1D Node Name Hode 1D Hode P I WMaster llode  Delete
Begemct - 19326 67.3 18326873 193268873
PurtaSlP- 19328.664  193.28.86.64 [ix]
Huawei 19326872 1932672
PortaUll - 193.78.86.65  193.28.86.6! - - P — [ O [
oo PortaSIP - 193.28.87.71 193268771 193.28.87.71
PartaSP - 193.28.87.72 193268772 1932887 72
MYTS - 182 168 193 206 myts portaone com 192168193 208
PartaU - 193.28.87.58 1922007 63 1932007 63
Selsct 1 Cancel
[
L]
u
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Internode Routing

| B Add | ® Close M Logout | B Log
Hode Hame Node ID Node IP
Receive Incoming Calls Send Outgoing Calls
Hode Hame Hode ID Hode IP Master Node Delete
sIP H323 s H323
PortaSiP - 183388664  193.28.86.64 193.28.86.64 [
PortalUM- 183268665  163.26.86.65 193.28.86.65 O (] [
PoraSIP - 193.28.87.71  193.28.87.71 193.28.87.71 O O K|

Call Handling

Often calls arrive to the network from gateways which do not support
digest authentication. In this case, it is necessary to engage different
modes of billing (by tech-prefix, by IP address, etc.) on the PortaSwitch®
side. The Call Handling page provides administrators with an easy way
of defining a list of rules allowing PortaSIP® servers to handle incoming
calls in the desired manner. It gives them a flexible choice of several
authorization methods and the ability to configure rules directly from the
interface, instead of time-consuming manual configuration. Rules are
listed in order of priority, with the topmost rule having top priority. If no
rule works for a given call request, digest authentication will be used.

An authentication rule combines an authorization method and call
parameters. The different methods of user authentication are described in
the Adpanced Features section of the PortaSIP Switching Server
Administrator Guide. When adding a rule, you can choose one of the
following twelve methods:

e CLD - The User-Name attribute is the phone number called
(CLD).

e CLD Tech-Prefix — The User-Name attribute consists of the
first part of the CLD parameter ending with (and including) #
(e.g. a call with the To header (CLD) equal to
77788#12125551234 will be authorized as 77788#).

e CLD Tech-Prefix and IP — The User-Name attribute consists of
the first part of the CLD parameter ending with (and including) #
and the IP address prefixed with @ (e.g. a call from IP address
122.255.109.2 with the To header (CLD) equal to
080099#12125551234 will be authorized as
080099#@122.255.109.2).

e CLI — The User-Name attribute is the phone number of the party
calling (CLI).

e CLI (PAI if no CLI) — The User-Name attribute is the phone
number of the party calling (CLI). If the CLI is not specified, the
User-Name attribute contains the value from the PAI header.

e CLI (RPID if no CLI) — This method is similar to the previous
one, except that the User-Name attribute is taken from the RPID
header if the CLI is not specified.
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e CLI Tech-Prefix — The User-Name attribute consists of the first
part of the CLI parameter ending with (and including) # (e.g. a
call with the From header (CLI) equal to 977#16045551234 will
be authorized as 977#).

e CLI Tech-Prefix and IP — The User-Name attribute consists of
a first part of the CLI parameter ending with (and including) #
and the IP address prefixed with @ (e.g. a call from IP address
122.255.109.2 with the From header (CLI) equal to
977#16045551234 will be authorized as 977#@122.255.109.2).

e PAI — The User-Name attribute contains the value from the PAI

header.
e RPID — The User-Name attribute contains the value from the
RPID header.

e Digest — Digest authentication is applied to obtain the User-
Name attribute.

e IP — The User-Name attribute is the IP address from which
PortaSIP receives the INVITE.

e Trunk Group ID (tgrp) — The User-Name attribute contains the
value from the “tgrp” part of the “Contact” header.

e PCI (P-Charge-Info) — The User-Name attribute consists of a
number from the P-Charge-Info header and the IP address
prefixed with @ (e.g. a call from IP address 122.255.109.2 with
the P-Charge-Info header <sip:+12349874567@example.com>
will be authorized as +12349874567 @122.255.109.2).

e Remote IP. The identity for authentication is an IP address taken
from a custom Remotesp SIP header. Note that this IP address is
used ““as is,” without validation.

NOTE: To discuss creating other possible authorization methods, contact the

support ortaone.com.

Let’s take an example: A PortaSIP® server receives a call initiation
(INVITE) request from IP address 11.22.33.45. This INVITE request
contains call information, including the caller’s phone number (often
referred to as CLI or ANI) 977#197800065 and the called phone number
(referred to as CLD or DNIS) 12065551234. The administrator has
defined the list of authentication rules shown in the first screenshot
below. The rules are checked in sequence and, when the first match is
found, the corresponding rule is used to handle the call. In this case, the
first rule will be skipped (since although there is a match by IP address,
CLD does not match), and the second rule will be used. As a result,
PortaSIP® will perform authentication based on CLI, using
977#197800065 as the identification string.

Due to this “first match” principle, it is important to rank more specific
rules before less specific ones. If, in our example (in the first screenshot

below), we were to swap the third and second rules, then the IP
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11.22.33.45 CLI 977#% rule would never be used, since the processing of
every such call would stop at the second rule.

Please consult the Call Handling Rules section of the PortaSIP Switching
Server Administrator Guide for more details on how PortaSIP® processes
the call if multiple call handling rules satisfy the call request.

NOTE: IP authentication is applied by default for all nodes in the given environment.
Think of it as if these rules were being added to the bottom of the list automatically in
order to save you time. You can still override this by creating your own rule; for
instance, if you need to do authorization based on CLI / DNIS for calls coming from
your PSTN gateway. Since this rule is ranked higher, it will take precedence.

Manually Specified Rules

This tab allows you to view the list of all manually specified rules and to
create new ones.

To add a new authorization rule on the Call Handling page, follow the
steps shown in the following sequence of screenshots:

Call Handling

[ 3 El Add | @ Save | [g) Save & Close | ® Close 5 Logout | B Log
]
: Manually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections
u Edit Insert Up iDown P CLI(ANY CLD (DHIS) Authorize By * Delete
]
]
: El B 11223346 TTTRER% CLD Tech-Prefit ™
n El AR 11.223345 a773% CLI Tesh-Prefix E|
]
- El ] 11.2233.45 P ™
]

Call Handling

» | @ Add | id Save | [d Save &Close | ® Close M Logout | B Log

Manually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections

Edit Insert Up /Down P CLIAN) CLD (DHIS) Authorize By*  Delete
200.19%,193.50 1P v ¥
B 11223345 777884% CLD Tech-Prefix =
[E] EE 11223345 arTEs CL Tech-Prefix K
(= = 11.22.33.45 P =
L]

[ Call Handling

» [# add | d save | [l Save & Close | ® Close P Logout | B Log

Manually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections

Edit Insert Up /Down P CLI{AHND CLD (DHIS) Authorize By * Delete
B = 200.193.193.50 [3 &
El EE 11223345 T77084% CLD Tech-Prefix B
&= B 11.223345 7T LI Tech-Prefix &
B B 11223345 P &

Click [} Add, then fill in the required information and click bel Save. The
newly added rule will appear at the top of the list.

Field Description

P Remote IP from which a call request is received. This
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field can contain an IP address or an IPv4 network
prefix in CIDR notation (e.g. 192.168.99.0/24).

CLI (ANI) CLI (ANI) pattern. This field can contain:

e Digits,

e the * and ‘#” symbols,

e %’ —wildcard for any number of
symbols, and

[

_’ or X’ — equivalent wildcards for one
symbol.

If this field is empty in the rule, no filtering by CLI
(ANI) is done.

CLD (DNIS) | CLD (DNIS) pattern that can contain the same
symbols as in the field above. If this field is empty in
the rule, no filtering by CLD (DNIS) is done.

Authorize By | Select one of the authorization methods.

Please note that if you want to use any of these authorizations:
PAI, RPID, PCI (P-Charge-Info), CLI (PAI if no CLI) or
CLI (RPID if no CLI), the privacy_incoming option must

be enabled on the configuration server web interface. Otherwise,
B2BUA ignores the SIP privacy headers (i.e. “p-asserted-identity
" (PAIL), “remote-party-id” (RPID), “p-charge-info” in this case).

You can manage rules using the following controls:

Control Description
(5] Edit this rule.
[+] Insert a new rule above this one.
= Move this rule one level up.
= Move this rule one level down.

All changes made to this list (e.g. rule added or changed, changed order of
priority) are automatically provisioned by the system. This means that
updated authentication information is sent to all PortaSIP® nodes in this
environment (those which have PortaOne in the Manufacturer field and
PortaSIP® in the Type field). Note that the call handling rules update
may take several minutes.

NOTE: Manually added rules have a higher priority than auto-generated rules, in case
the IP field for these rules is the same.

Autogenerated Rules for Accounts
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Call Handling
3 & Save | [g Save&Close | ® Close ®l Logout | B Log

Manually Specified Rules | Autogenerated Rules for Accounts | Autogenerated Rules for Connections ‘

P CLI (ANl CLD (DHIS) Authorize By Delete
192.157.0.23 IP ™
76.123.66.97 IP |

On this tab you can view the list of rules that were generated
automatically while creating accounts with an IP address in the ID field.
When a new account is created, the list of rules is updated accordingly (a
new rule is created at the top of the list). You can also delete selected rules
using this tab.

Autogenerated Rules for Connections

Call Handling

> [l Save | (g Save & Close | @ Close b Logout | B Log

Manually Specified Rules ‘ Autogenerated Rules for Accounts | Autogenerated Rules for Connections

P CLI{AHI CLD (DHIS) Authorize By Delete
192.23.86.70 P >
451721277 P |

Using this tab, you can view the list of rules that were generated
automatically while creating a connection (VoIP from Vendor type) with
the specified remote IP.

NOTE: If a Vendor Authorization has been defined for the connection, a rule will not
be generated.

Autogenerated Rules for Nodes

Using this tab, you can view the list of rules that were generated
automatically while creating nodes.

By default, IP authentication is applied to all nodes in a given
environment. You can still override an autogenerated rule by creating your
own one; for example, if you need to do authorization based on

CLI / DNIS for calls coming from your PSTN gateway. Since the
manually specified rule is ranked higher, it takes precedence.

Dial Plan

Call Barring Classes

On this tab you can define call barring classes — lists of phone numbers
that an end user is not permitted to call.

Dial Plan

™ Logout | B Log

Dialing Rules | Call Barring Classes

Edit Name * Matching Type [Ztumber patterns Barred By Default Delete

[Premium num bers | [Marches - 0 K|
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Field

Description

Edit

e C(lick Edit to edit the call barring class.

e C(lick Edit to save the changes after you finish
editing the call barring class.

Name

A descriptive name for this phone number class,
e.g. “Premium numbers,” “Toll-free,” or “Mobile.”

Matching
Type

The mode of selecting numbers for the call barring
class.

e Matches — Select this option to include those
numbers that fi# the patterns defined in
Number Patterns.

e Does Not Match — Select this option to
include those numbers that do not fit the
patterns defined in Number Patterns.

Pay attention that the system denies calls to numbers
that the call barring class contains (and allows calls to
other destinations).

Number
Patterns

A list of patterns that defines the phone numbers that
are included in the call barring class (or excluded from
it if Matching Type is set to “Does Not Match”).

Click the [#] Number Patterns column title to open
the Number Patterns dialog box where you can
specify a list of patterns.

For how to specify a number pattern please refer to
the Number Patterns section.

Barred By
Default

Select this check box to activate this call barring class
in an account’s Call Barring settings by default.

When you enable Call Barring for an account, this call
barring class becomes automatically activated in the
account settings. On the Call Barring tab of the
Account Info page the corresponding check box as
selected will appear as selected.

NOTE: The order of actions is important. If you first enable
Call Barring for an account and then configure the class to
become barred by default, the class won't be included in the
call barring section of the account’s settings.

Delete

e (lick IE' Delete to remove the call barring
class.

o C(lick IE' Delete to discard changes when
editing the call barring class.
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Number Patterns

Dial Plan

[ [@ Add | [ Save | gl Save & Close | ® Close M Logout | B Log

Dialing Rules | Call Barring Classes |

Edit Hame* Matching Type [ lumber Patterns Barred By Default Delete
fl [Fremium num bers | [Matches v " []
Number Patterns

Edit Humber * Delete

= | —

A number pattern is a sequence of digits and wildcard characters that
describes all phone numbers of a certain form. The simplest example is
the following: if the pattern is 18001234567, then the phone number
18001234567 matches it.

You can use wildcards to create more complicated patterns. When
wildcards are used, one pattern can describe many phone numbers. The
system accepts the following wildcards:

e xor_ (underscore) — Matches any digit in this position.

For example:

If the pattern is 420609x23456, then 420609123456 and
420609723456 match it.

If the pattern is 180012345_7, then 18001234567, 18001234517,
18001234577 match it.

e % — Matches zero or more digits.

For example:
If the pattern is 420609%, then 4206091, 420609123456 and
420609 match it.

A number pattern should only contain symbols of E.164 format (0-9, a—
d, A-D, *, #) and wildcards %, _, x.

Field Description
Add e Click Add to add a number pattern.
Edit e Click Edit to edit the call barring class.

e C(lick Edit to save the changes after you finish
editing the call barring class.

Number A number pattern that describes phone numbers. You
can use wildcards to describe several phone numbers
at once or you can type the exact phone number.
Please refer to the beginning of the Number Patterns
section for more information.

Delete e (lick IE' Delete to remove the number
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pattern.

e (lick Delete E to discard changes when
editing the number pattern.

NOTE: When you configure both the call barring and the dialing rules, first the system
applies the dialing rule to the destination number, and only then it checks whether the
end user is allowed to call to the translated destination number.

Dialing Rules

On this tab you can define the dialing rules.

Dial Plan

[ [ Add | [ save | [l Save&Close | @ Close *) Logout | B Log

Dialing Rules | Call Barring Classes |

Hame Description Delete

Additional For special accounts Iz‘

E0AB4  Generalrulesforal [ %]

Main K]

Field Description
Name A descriptive name for this dialing rule,
e.g. “North America, BC, 10-digit dialing,” or
“Europe, Czech Rep., local and domestic dialing.”
Description Short description of the dialing rule.
Delete Click [¥| Delete to remove the dialing rule.
Note that you can remove the dialing rule only when
it has not been assigned to a customer.

Dialing Rules Wizard

This wizard helps you to create dialing rules that take many different
parameters into account, such as local and international codes, exceptions,
etc. The dialing rules describe the way your customers dial destination
numbers so that these numbers are successfully recognized and converted
into a unified format for further call processing by PortaBilling®.

Several sample settings are provided for your convenience. For instance,
in order to load sample settings for “traditional” North American dialing,
select “North America, WA, 7-digit number dialing” and click Load
Sample. Click Clear to reset all parameters. Click Reset to revert to the
last saved settings.

The wizard allows you to create different dialing rules depending on
which customer they will be further assigned to:

e Residential — This is the simplest dialing rule type since it
emulates the dialing habits of residential customers. In this dialing
rule you define the international and national codes plus the
special prefixes that residential customers must dial to access the
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network and make a call (e.g. when making calls from an IP

Centrex environment).

e PBX - This is a more extensive dialing rule. It includes the

dialing parameters of the residential type plus the service codes

(e.g. *¥70 for call parking) used within the IP Centrex

environment.

e Custom — This type allows you to define your own dialing rules

by using Perl regular expressions.

In the bottom right-hand side of the wizard page you can check whether
you have described the numbering format correctly. Make sure that this is
the way your customers will dial all three types of numbers (for local, long

distance and international calls).

Dialing Rules Wizard |

» el Save | [l Save & Close | @ Close

Name North America
Description Customers in the Morth America
® PBX
Type Residental
Custom

® North America
International

Allow End-User
to edit Dialing Rules

J Dialing Parameters | Service Codes

Dialing Rules

Australia, Sydney

E.160

Europe, Czech Rep., always dial using the areacode
Europe, Czech Rep., local and domestic dialing (obsolete)
North America, 10 digit dialing

North America, BC, 10 digit dialing

North America, Wa, 7 digit dialing

Ukraine, Kiev, 7 digit dialing v

[ Clear | | Reset || LoadDialing Rule |

Your Country Code
International Dialing Prefix (.g. 011, 00, 0011)

—National

Your Area Code(s)

Prefix for Domestic Calls, but Outside of Your Area Code (e.g. 1, 0)
Always Dial the Area Code as a Part of the Number

Local Dialing Number Length

National Exceptions (e.g. *98)
Emergency Numbers (e.g. 911, 112)

® 7.digit
10-digit

—Special Prefixes

Prefix for Accessing the Outside Phone Network
Carrier and routing selection enabled
Apply these Dialing Rules to the number that follows the Selection Code

Remove Selection Code from CLD

—Check the result

555 1234 will be translated 555-1234
(local call)
will be translated (123)-555-1234
(long distance cally
will be translated +44-20-123-4567

1123 555 1234

011 44 20 123 4567
(international call)
Check your own number

Test
Translation to E 164

Field Description
Name A descriptive name for this dialing rule, e.g. “North
America, BC, 10-digit dialing,” or “Europe, Czech
Rep., local and domestic dialing.”
Description An informative and helpful description of this
dialing rule.
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Type Dialing rule creation mode.

PBX — Select this option to create a
dialing rule for customers that are
using PBX features such as Call
Parking, Hide / Show CLI, etc. The
Dialing Rules Wizard in this case
will include the tab where you can
specify service codes for these
features.

Residential — Select this option to
create a dialing rule for regular
residential customers that aren’t
using PBX features.

Custom — Select this option to
create a dialing rule by simply typing
a translation instruction as a Perl
regular expression. This way you
can create more complex dialing
rules.

Area subtypes .

North America — This type is
provided for the administrator’s
convenience and aids in creating
dialing rules applicable to American
customers. The Dialing Rules
Wizard will include an option for
setting customers’ local number
length (to 7 or 10 digits).
International — Select this option
when creating a dialing rule for all
other customers.

Rules

Allow End-User | Select this check box to enable end users to manage
to edit Dialing this dialing rule on their self-care interfaces.

NOTE: When this option is not selected, the system
behaves as follows:

e Those customers you have assigned this dialing
rule to cannot replace it with another dialing rule.

e Those customers you have not assigned this dialing
rule to do not see it in the list of available dialing
rules on their self-care interface and therefore
cannot assign it to themselves.

Dialing Rules
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Sample Settings

The dialing rules’ samples. You can use these as
templates for your own configuration.

To load a sample, click on it, then click the Load
Sample button.

Load Sample

Click this button to load the selected sample.

Clear

Click this button to clear the dialing rule from all
settings.

Reset

Click this button to revert to the last saved settings
of the dialing rule.

Check Yourself

Use this section to check whether you have
correctly designed the numbering format. For all
three examples provided (local, long distance
domestic and international calls) make sure that this
is the way your customers will dial the numbers.

Check your own
number

Type a number you want to translate to the E.164
format. Click the Test button to see the translation
result.

Translation to
E.164:

In this field you can see the result of applying the
translation rule to the number you specified in
Check your own number.

PBX and Residential

» el save | [g] Save & Close | 3@ Close

Dialing Rules Wizard |

Name North America
Description Customers in the North America
® PBX
Type Residental
Custom

® North America
International

Allow End-User
o edit Dialing Rules

J Dialing Parameters | Service Codes

Dialing Rules

Australia, Sydney
E.164

Europe, Czech Rep.,
Europe, Czech Rep.,
North America,
North America,
North America,
Ukraine, Kiev,

always dial using the areacode
local and domestic dialing (obsolete)

10 digit dialing

BC, 10 digit dialing

WA, 7 digit dialing

7 digit dialing 2
| Clear ]|

Reset | | Load Dialing Rule |

Your Country Code
International Dialing Prefix (e.g. 011, 00, 0011)

—Check the result

will be translated 555-1234

{local call

i 555 1234

— Natior

1123 555 1234 will be translated (123)-565-1234

Your Area Code(s)

Local Dialing Number Length

National Exceptions (e.g. "98)
Emergency Numbers (e.g. 971, 112)

Prefix for Domestic Calls, but Outside of Your Area Code (.g. 1, 0) i
Always Dial the Area Code as a Part of the Number

(long distance call)
011 44 20 123 4567 will be translated +44-20-123-4567
(international call)

Check your own number
& 7-digit
10-digit Test

Translation to E 164

— Special Prefixes

Carrier and routing selection enabled

Remove Selection Code from CLD

Prefix for Accessing the Outside Phone Network

Apply these Dialing Rules to the number that follows the Selection Code

Field

Description

International
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Your Country Type the required country code.

Code
This code will be added to the beginning of the
destination number if the end user dials without a
country code.

International A prefix that end users must dial to make

Dialing Prefix international calls.

(e.g. 011, 00,

0011)

National

Your Area Type one or more of the required area or regional

Code(s) codes. Use a comma to separate the values.
If you specify more than one area code, then the
first one becomes the default. It will be added to
the beginning of the destination number (but after
the country code if the latter applies) if the end user
dials without an area code.

Prefix for A prefix that end users must dial to make domestic

Domestic Calls,
but Outside of

calls outside of their area.

Your Area Code

(e.g.1,0)

Always Dial the | Select this check box if you want your customers to

Area Code as always dial the area code as part of the phone

Part of the number.

Number
This option is available only when Prefix for
Domestic Calls, but Outside of Your Area Code
is not empty.

Local Dialing Select how many digits must be dialed to make a

Number Length | local phone call:

(only for North o 7-digit

American dialing o 10-digit

rules)

This option is available only when Always Dial the
Area Code as Part of the Number is not selected.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 335



Porta

Billing®

Networking

National

Exceptions (e.g.

Phone numbers to which the translation rules
defined in the National section of the Dialing

*98, 111%) Rules Wizard will not be applied. They are marked
with the specific country code before the local
number (e.g. the exception 089% that is defined for
North American dialing rules is translated into
1089%; therefore the number dialed as 0895554125
is changed to 10895554125).

Phone numbers that are defined with an asterisk
(e.g. ¥98) are recognized as is and not translated.
Use a comma to separate the values.

Emergency Emergency numbers that are available in your

Numbers (e.g. customer’s area. Dialing rules won’t be applied to

911, 112) these numbers. Use a comma to separate the
values.

Note that the system can perform an additional
validation of emergency numbers that are specified
in the dialing rule. For more information please
refer to the ... enable additional validation of dialing rule
emergency numbers? subsection of the How fo .. section
of the PortaSwitch Configuration Server Web
Reference Guide.

Special

Prefixes

Prefix for A prefix that your end users must dial to make calls

Accessing the outside of their phone network (IP Centrex

Outside Phone environment, all accounts belonging to one

Network (or customer).

Tech Prefix)

This is an optional feature that can be used to
simulate an old-style PBX and detect incorrectly
dialed local destination numbers.

Carrier and
Routing
Selection
Enabled

Select this check box to offer your customers an
opportunity to choose how a call is routed out from
the network. This can be done by choosing a
particular carrier (cartier selection) or a quality /
price option (routing plan) for each particular call.

Please refer to the Routing Plan Selection section of
the PortaBilling® Administrator guide for details.
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Apply these
Dialing Rules to
the number that
follows the
Selection Code

Select this check box to translate the part of the
dialed combination that follows the selection code
(for routing plan selection).

For example, if you dial 7775552211, for which 777
is a selection code and 5552211 is a destination
phone number, then the system treats 5552211 as a
local dialing format and applies the dialing rule.

When this check box is cleared, the system regards
the number as if it is in its final form (applicable for
carrier selection). In the latter case the carrier
interprets the dialed number.

This option is available only when Routing Plan
Selection Enabled is selected.

Remove Select this check box to remove the selection code
Selection Code from the dialed number. The routing choice
from CLD requires that the number have no extra prefixes.
Preserve the prefix for carrier selection, since a
carrier handles a number with its prefix.
Custom

This mode is available only when you select Custom in Type.

» | @ save | @ saveaciose | ® close

Dialing Rules Wizard

Dialing Rules

PBX
Type Residental
© custom
North America
9 International

Alow End-User
to edit Dialing Rules

Translation Rule

’rTrans\aﬂun
|

Check h

eckthe
Enter the number == dailed by Customer
Transtation to E.164:

Field

Description

Translation rule

This translation rule is used to add / strip a country
code, area code, etc. as prefixes to a dialed number.
You can define any other number manipulation
necessary to translate a number to a required
format, as well. Use Perl regular expressions.

Service Codes

This tab is available only for the PBX dialing rule type.
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Dialing Rules Wizard

» | @ save | i savesClose | ® close

Name New Dialing Rule

Description
© PBX

Residental
Custom

Type

© North America
International
Allow Eng-User

to edit Dialing Rules

Dialing Parameters | Service Codes

Dialing Rules

Seniice Cod

Checkthe

Park Prefix
Release Prefix

Group Pickup Prefix
Hide CLI Prefix

Show CLI Prefix

Dial Outwithin Call Prefix
Bypass Dial Plan

£ 555 1234

will be translated 555-1234.
(local cally
1123555 1234 will be translated (123)-665-1234
(Iong distance cal)
011 44 20 123 4567 will be translated +44-20-1234567

(intemational call)

d Checkyour own number

011123456785 Test

hitps://akweb.portaone.com/dial_plan.htrmiz

Translation to E.164:

Field

Description

Park Prefix

The end user can dial this access code to park a call.
The default value is *70.

This access code is available only if call parking is
enabled for the customer.

Release Prefix

The end user can dial this access code to retrieve
a call from the parked status.

The default value is *71.

This access code is available only if call parking is
enabled for the customer.

Group Pickup
Prefix

An end user can dial this access code to answer a
call arriving to the other accounts of this customer.

The default value is *40.

This access code is available only if group call
pickup is enabled for the customer.

Hide CLI Prefix

The end user can dial this code before dialing the
phone number to prohibit the calling number from
being displayed to the called party.

The default value is *67.

This access code is available only if Hide CLI is
enabled for the account.
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Show CLI Prefix

An end user can dial this access code before dialing
the phone number to allow the calling number to
be displayed to the called party.

The default value is *68.

This access code is available only if Hide CLI is
enabled for the account.

To eliminate any chance that a user will dial this
code and reveal their identity, save an empty value
in this field. This is useful when you have users
who have been granted police protection and must
be safeguarded from dialing the code accidentally.
The Hide CLI feature must be configured to hide
CLI by default in this case.

Dial Out within
Call Prefix

An end user can dial this access code while on a call
to transfer the call to another end uset.

This feature is available only for forwarded calls.

For example, the client calls Peter at his office
phone. Peter is not in the office now but the
forwarding from his office phone to his mobile is
configured. Thus Peter receives the call from a
client at his mobile number and wants to transfer it
to his colleague Ann at extension 1002. Peter dials
*661002#, and when Ann confirms that she is free
to take the call, Peter hangs up. Ann then speaks
with the client.

The default value is *66.

This access code is available only if Forward by
DTMEF is enabled for the customer.
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Bypass Dial Plan | When an end user dials this access code before
dialing a phone number, the system doesn’t
translate the phone number according to a defined
dialing rule.

For example, Peter uses the dialing rule that adds
country prefix 1 and area prefix 200 to any number
dialed. Peter dials 5552211 and the system
translates this number to 12005552211 before

processing it further (performing rate lookup, etc.)

Since Peter has Bypass dial plan code *69
assigned, he can avoid adding the country and area
prefixes to the dialed number. For this, he dials
*695552211. Then the system omits the
“translation step” and processes 5552211 as it is.

The default value is *69.

Connection Rules Wizard

The Connection Rules wizard page appears only when the Create a new
translation rule option is selected from the Translate CLD or Translate
CLI lists on the Edit Connection page.

The Wizard page allows you to enter important translation parameters
such as add or remove an international dialing prefix for a particular
vendor connection. These parameters are then used to convert a number
into a vendor-specific format.

Connection Rules Wizard - Call to Vendor

»> [ save | [g] Save & Close | @ Close

Name calls to T-Mobile Connection Rules

Description [Calls to T-Mobile Calls to T-Mobile, Calls to T-Mobile
® Use Wizard settings

Type
Create your own custom regular expression

| Clear | Reset | Load Translation Rule|

Translation Rule

ternational Check the result:
Country Code a9 : 18185554125
Add International Dialing Prefix (e.g. 011, 00) 00 Test
Translation to Vendor format: 0018185554125
it Translation to E.164: 18185554125
Remove Country Code (e.g. 1)

@ Replace Country Code (e.g. 44) with Prefix (e.g. 0) o

Field Description
Name The logical name of the translation rule.
Description The description of the translation rule.
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Type

Select the way the translation rule will be created:

e Use Wizard settings — create a translation
rule with the help of the Wizard,

e Create your own custom regular
expression — Type in your own number
translation rules (as Perl regular
expressions.)

Connection
Rules

This section contains a list of previously created
translation rules that can be used as samples.

Check the Result

This section allows you to check translation rule
settings. Specify a number and then click the Test
button to see how this number is translated.

The following fields are available for Calls to Vendor connections:

(e.g. 011, 00)

Field Description
Add Specify the prefix that will be added to the number
International to access the international network.
Dialing Prefix

Remove Country
Code (e.g. 1)

Select this option to remove the country code from
the number if the country code is the same as
specified in the Country Code field. Thus, if the
country code is 1 and the number dialed is
18185552458, it will be translated into 8185552458.

Replace Country
Code (e.g. 1)
with Prefix (e.g.
0)

Select this option and specify which prefix will be
added to the number after the country code is
removed from it.

Translation Rules Wizard - Call from Vendor

» el save | [gl Save & Close | ® Close

Name Calls from X-Telecom
Description [Calls arriving from X-Telecom

Type ) Use Wizard setiings

Translation Rule

Translation Rules

Create your own custom regular expression

Clear Il Reset | [ Load Translation Rule |

Test

Check the r
Remove Internaticnal Dialing Prefix (e.g. 011, 00) 00 ‘ ’7 0044045521450

Translation to E 164- 440455521450

National
(Rep\acsFreﬂx(eg 0 |o

wiith Country Code (e.g. 33) ” ‘
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The following fields are available for Calls from Vendor connections:

Field Description
Remove Specify the dialing prefix that will be removed from
International the number delivered from the international
Dialing Prefix network.
(e.g. 011, 00)
Replace Prefix Specify the prefix and the country code. When a
(e.g. 0) with number is delivered, the prefix will be removed and
Country Code a country code will be added for call authorization.
(e.g. 33)

Internet Services

A policy is a collection of rules and parameters which define how an end
user is allowed to access the Internet.

Internet Access Policies

» | @ Add | ® Close M) Logout | B Log
- Managed by Search
1 Ay v Search|
-
I Name Managed By Description Delete
- Internet Access Business clients ABC Shuttle Internet Access Policy for the business clients Iz‘
! Residential customers Administrator Only (fui=url:hotline_url=http:#webportal provider.com)
l Unlimited - ABC Shuttie ABC Shuttle Internet Access Policy managed by ABC Shuttle reseller
-
3
v

Add Internet Access Policy
» | i Save | [g] Save&Close | @ Close M) Logout

Name Pro Description s guanced Internet speed for
Managed By | administrater only v residential clients

? Access Type Download Rate* Upload Rate '

DOﬂ-Peak [z kbps v | [512 tbps ¥
.Regu\ar 256 kops v | 2 [kbes v
Dumnea =3 kops v | e ops ¥
.Enn:keu 0 s V| [o bps ¥

There are four available types of Internet access:
e Regular access (default).
e Access during off-peak hours (often referred to as "turbo" access)

e Blocked service (the customer is not able to access the Internet at
all).
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e Limited access. Typically this is used as an alternative to "blocked"
in situations where a customer does not have sufficient funds or
failed to pay his last invoice on time. While the customer will not
be able to surf the web or download normally, he can still send or
receive emails and use the customer self-care portal to submit
payment.

Each policy includes:
e A scheduling table, which designates what type of access is used
during each time period.
e Specific values for the allowed upload / download speed for each

type.

Service Policies

The Service Policies feature allows you to fine-tune your services based
on your network peculiarities, vendors” opportunities and customers’
demands. It facilitates the configuration of static options for multiple
accounts (so it is not necessary to configure values for each account
separately), thus establishing common policies for groups of accounts. It
also allows you to separate the technical configuration of specific options
(usually made by technical staff) from account management.

When a new policy is created it does not have any attributes defined (all
available attributes are shown in grey). To define an attribute you should
specify its value.

Service policies can be statically assigned at various levels: account,
connection and authentication (call handling rule). In addition, it is
possible to apply service policies depending upon the UA type
(dynamically matched policy).

Policies are applied separately to both parties (caller and called)
A participating in the call.
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Service Policies

» |l Save | [d Save&Close | @ Close Objects °l Logout | B Log
Service Policies
4 £ Service Types Policy Name: EasyCal product and Sipura UA Description: Residential Customers with SPA-941 and
423 Voice Calls ) ) EasyCall product.
\)—Md“ew = Policy 1Dz easycal_spa
] teco_onisin delay Match Priority: | 1
Match Pattern: Sipura%
Policy Values
Attribute Value Order
’
audio/PCMA =
" audiolG728 R
" audio/g723 BB
” audio/G728 =]
80_ringing
@ Add =leat & SetDefaulls

Field Description
Policy Name | This is the logical name of the service policy object.
Policy ID This is the internal policy ID.
Match This is only used for policies that match dynamically.
Priority If more than one service policy corresponds with the

caller’s user agent name then the one with the highest
priority will be used.

Match If this field is not empty the service policy is

Pattern considered to be dynamically matched and will be
attempted for every new call initiated by internal
accounts.

This field can contain a full user agent name (e.g.
“Linksys/SPA941-5.1.8”) or a comma separated list of
patterns (e.g. “Cisco%, Sipura%, Grandstream?%o”).

NOTE: If the policy is statically assigned to an account, it will
always be applied (in spite of the match pattern).

Description | Short text description of the service policy.

Customer Premises Equipment (CPE)
Profiles

Customer Premises Equipment (CPE) profiles and the CPE inventory
allow service providers to reconfigure a large number of end-user devices
before sending them to customers, as well as those already on a
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customer’s premises. Instead of entering the same values for codec, server
address and the like into each of a thousand user agents, you can simply
create a profile which will describe all of these parameters. After that,
PortaBilling® automatically creates a configuration file for each user agent
using account-specific parameters such as ID or password, which it will
then fetch (for instance, from a TFTP server) and update.

If you decide later to change the address of the SIP server, you need only
update it once in the profile in order for new configuration files to be
built for each user agent. The user agents will then fetch them next time
they go online. The config file is specific to each user agent since it
contains information such as username and password, and so the user
agent must fetch his own designated config file.

CPE Profiles

> [ Add | ® Close

) Logout | B Log

SIM cards

Effective From Name Type Managed By
Now-> ¥ ANY v ANY v Search
Name Type Effective From Managed By  Discontinued Description Delete
Cisco ATA 186 02 xx Cisco ATA 186 020 2015-11-26 03:28:03  ABC Shuttle Ltd E

Mobile SIM Card  2015-11-16 07:39:09 Administrator Only

» | gl Save | [0 Save&Close | ® Close

Add CPE Profile

*l Logout

Name

Sipura 2000

Managed By Administrator only v

Type Sipura 2860 v

Effective From Date immediately FYYY-MM-DD
ul Time HH24:MI:55

I N

Edit CPE Profile "Sipura 2000'

» | i save | [ Save&Close | % Regenerate | ® Close Clone ) Logout | B Log
Name Sipura 2000 i Effective From
Type Sipura 2000 Date immediately YYYY-MM-DD
Description Time HH24:MESS
Managed By Administrator Only Discontinued
‘ System | Provisioning ‘ Regional | Line 1 | Line 2 ‘
Provision Enable | ves v
Resync Periodic [3e00
Profile Rule [--key $Blhttp://PB_SLAVE_SERVER/$A/SMA.cfg
GFP A si_env
GPPB sascii_key
GPPC
Upgrade Enable |ves v
Upgrade Rule
Profile list mode:
Column Description
Name Logical name of the profile.
Type Telephone adaptor or SIP phone.
Effective Date and time when the profile becomes effective.
From
Managed By e Administrator only (default) means that this
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profile will be used for your direct customers
and is accessible only to your administrators.

e Sclect a PortaBilling® reseller to assign this
profile for use by a particular reseller.

Discontinued | Indicates that the current profile is no longer in use.

Description | Short text description of the profile.

Delete The Delete icon is only visible when the current
profile’s effective date has not arrived yet.

Add Profile mode:

Column Description
Effective Set the time when the profile is to become effective.
From Click the Stopwatch icon for the profile to become

effective immediately.

In Edit mode, the Edit CPE Profile page will differ depending on the
UA.

You can also create a new CPE profile as a clone of an existing one. For
this, open the CPE profile you want to clone and click the & Clone
button. The cloned profile inherits all of the parameters from the original
profile and can then be customized as desired.

Edit CPE Profile "Sipura 2000'

> kel Save | [ Save&Close | & Regenerate | @ Close | (& Clone *) Logout | B Log

Name Sipura 2000 ¢i Effective From

Type Sipura 2000 Date [immediately YYYY-MM-DD
Description Time HH24:ML:55
Managed By Administrator Only Discontinued

System

Enable Web Server Yes ¥
Enable Web Admin Access [ves v
Admin Password

Provisioning | Regional | Line1 | Line2

User Password

Customer Premises Equipment (CPE)
Inventory

The CPE inventory allows you to keep track of end-user devices (SIP
phones, SIP ATAs, etc.) which are distributed to your customers. You will
assign a profile that defines general configuration settings for each device
(preferred codecs, address of the SIP server, etc). You can then assign a
specific account (representing a phone number) to a specific port (phone
line) on an CPE. PortaBilling® will create a config file for auto-
provisioning all of your devices, thus allowing you to easily and remotely
manage thousands of user devices.
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To release an CPE port from the account it is assigned to, click the
Release Port button.

CPE Inventory

) Logout | Bl Log

Name Type

JB SPA-2000

401761234567 Mobile SIM Card SIM cards  Administrator Only 262020123456780 401761234567 1
Sipura 2000  Sipura 2000 Administrator Only 00:B0:D0:86:BB:F7 JBrown SPA-200 2 2

Type Status.

Search

Search

Ports
free total
1 8940176521458741202
JB Sipura

Profile Managed By MAC Address Description Inventory ID Delete

» Il save | [l Save & Close | ® Close

Edit CPE 'JB SPA-2000'

¢ Logout | B Log

Name

Managed By Administrator Only

General Info | Notepad

Profile

MAC Address |00:B0:D0: 86:B8:FT

Ports

JB 5PA-2000 Description 1. Brown 5PA-2000

Type Sipura 2000

sipura standard v ASCII/ AES Key

Inventory ID 1B Sipura

Total |2 Free |1

Port Account

1 12125412366 | Release Port

Field

Description

Name

CPE name.

Description

Short description.

Managed by

¢ Administrator only (default) means that this

CPE will be used for your direct customers
and is accessible only to your administrators.
Select a PortaBilling® reseller to assign this
CPE for use by a particular reseller.

Type

Select one of the available device types (e.g. Cisco
ATA, Sipura, etc.).

Profile

Select one of the defined CPE profiles.

MAC Address

MAC Address of the CPE.

Ports

This section provides information about the number
of IP device ports (phone lines) and accounts they
are assigned to:

Total — The total number of CPE ports.
Free — The number of free (not assigned to
an account) ports of an CPE.

Account — Shows the account the CPE port
is currently assigned to.

Release Port — Click to release the CPE port
from the account it is currently assigned to.

Ports

Number of the CPE ports (phone lines).

ASCII Key

The key which is used to encrypt the configuration
information.
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Inventory ID An ID which allows you to identify this device in the
external system (e.g. your warehouse management

application).

SIM Card Inventory

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

This flexible tool enables the MVNOs and LTE service providers to bulk
upload SIM cards via the administrator web interface and therefore, easily
manage them.

The SIM card inventory is used for adding, viewing, removing and
assigning SIM cards to accounts. Its convenient search function makes it
possible to quickly find the desired record by simply inputting a key word.

FREEE SIM Card Inventory

» | @ Add | ® Close | @ upload Objects o) Logout | Bl Log
Managed By Status IMSI iccio MSISDN
ANY v ANY A Search
Delete fr ' ¢ x Imsi Managed By Description MSISDN IcciD Status Delete
elete Tomnventen 102020123450389  Administrator Only 44009911245 44008911245  1948130521458340000 In Use
Applyto @ All 134040143453789  Administrator Only 44009911246 44009911246  1949173541458740000 In Use
Selected 162020123056787 i Only 1 7 1707176521058700000 Free E
FirstN 162020123456789 only 1 7 1849176521458740000 Free  [%]
162020123497789 Administrator Only 12079990007 1949177921498740000 Free E
Laeely | 163030133456780 Oonly 1 7 1040176531458740000 Free lE‘
163131133456781 Administrator Only 13165551117 1141176531458740000  Free lz‘
Column Description
IMSI This is the unique International Mobile Subscriber
Identity of the card.
Managed By This shows who can perform actions with the given
SIM card.
Description A short description of a given SIM card.
MSISDN The mobile number of a given SIM card. This is
actually the account ID of the linked account.
ICCID The SIM card’s unique serial number which can be
found on the back of the card.
Status This column displays the status of the SIM card.
e In Use — Shows that the SIM card is being
used by an account.
e Free — Shows that the SIM card is available.
Delete Click the ¥ Delete icon to remove a SIM card from
the inventory. Note that only SIM cards having the
status Free can be deleted.

There is the Delete from Inventory section at the left hand side of the

page.
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Field Description
Apply to e All — Select this option to remove all filtered
SIM cards from the inventory.

e Selected — Select this option to remove SIM
cards that have their check boxes selected.

e First N ... — Select this option and specify
the number of SIM cards desired to be
removed from the inventory. The system will
delete the SIM cards from the list, beginning
from the top and going down.

Note that only SIM cards having the status Free can
be deleted.
Search

Filter SIM cards by Managed by or Status list options.

When you enter a value in a search field — IMSI, ICCID or MSISDN —a

SIM card with a search string in its IMSI, ICCID or MSISDN field,
respectively, will be displayed.

Importing Numbers to the SIM Card
Inventory

You can upload SIM cards from a .csv file. The structure of the .csv file
must be as shown in the following table:

Field Man Format Description
da
tory

Action Yes Text. There are | This defines the action
four possible applied to the given SIM
defined values: card: “+” or add for

o + adding a SIM card to the

e 2dd inventory; “-” or remove

. . for removing a SIM card
from the inventory.

® remove

IMSI Yes Maximum 15 The unique international
numerical mobile subscriber identity
characters of the card.

ICCID Maximum 19 A SIM card’s unique serial
numerical number that can be found
characters on the back of the SIM

card.

KI 32 hexadecimal | Authentication key used
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characters during card authentication
on the mobile network
and for communication
encryption between a SIM
card and a mobile

network.

OPC 32 hexadecimal

characters

The operator key
associated with and stored
on this SIM card.

AMF The authentication code
added to the SIM

authentication request.

4 hexadecimal
characters

Maximum 255
text characters

Description Short description about a

given SIM card.

HLR Maximum 255

text characters

Home location
register name.

NOTE: The first row in the file is skipped since it usually contains column titles only,
not actual data.

A ] B C D E [ F ] G [ v ]
1_|Action IMSI ICCID KI OPC AMF_Description |HLR
2 |+ 162020123456789.  19491765214568740000 00112233445566778899AABBCCDDEEFF  01D47545168EAFE2C39C075829A7B61F | 8463 12065550007 123475
3 |+ 163030133456780  1040176531458740000 00113333445566778800DDBBCCEEEEFF 01E47545168EDFE3C30C075830D7B61F | 8363 13065550007 133675
a |+ 163131133456781  11411765314568740000 1111333344556677881 IDDBBCCAAAAFF | 11A47545168ADFA3C3LC175831D7B61F | 8263 13165551117 133775
5 |+ 162020123056787 1707176521058700000 00112233005566778877/AABBCCDDBBFF 01D07505168BAFB2C37C075827A7B61F | 8063 12065550007 123075
6 |+ 134040143453789  1949173541458740000 00114433445533778899EEBBCCDDEEFF 01D47545138EEFEAC39C075849E7B31F | 8433 14035550007 143475
7 |+ 102020123450389  1949130521458340000 00112233445500338899AABBFFDDEEFF  01D43545108EAFE2F39F035829A3B01F | 8403 12005550003 123435
8 |+ 162020123497789  1949177921498740000 00112233449977778899CCBBDDDDEEFF 01D47949178ECFE2D39D079829C7B71F | 8473 12079990007 123479
9
10
1
12

How to upload SIM card data from a .csv file

To upload SIM card data from a .csv file, click the & Upload icon on the
toolbar. In the SIM Card Inventory Upload dialog box, specify a file
location (use the Browse button to select a file in the explorer dialog

box), and then click Upload. Upon upload, the status of these SIM cards
becomes Free.

SIM Card Inventory

[ Add | ® Close | & Upload

] Logout

B Log

any

lanaged By
1
v

Status
MIEEE

IMSI

iccio

MSISDN

Search
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SIM Card Inventory

» @ Add | @ Close | & Upload Objects P Logout | B Log
Managed By Status. IMsi icein MSISDN
ANY v | [any v Search
x Imsi Managed By Description MSISDN ICCID Status  Delete

Upload SIM Cards

File | choose Fie | sim2.csv

Upload Cancel

SIM Card Inventory

» | @ Add | ® Close | & Upload Objects ] Logout | B Log
Managed By Status Imsi IcciD MSISDN
v v lwe v Search
x MSI Managed By Description MSISDN iccin Status  Delete
Delete from Inventory

102020123450389  Administrator Only 12005550003 1949130521456340000 Free  [%]
Applyto @ Al 134040143453780 i Only 14035550007 1040173541458740000 Free  [¥]
Selected 162020123056787 Administrator Only 12065550007 1707176521056700000 Free  [X]
(i) 162020123456780  Administrator Only 12065550007 1949176521456740000 Free [
162020123497789  Administrator Only 12079990007 1940177921496740000 Free  [X]

Apply
163030133456780  Administrator Only 13065550007 1040176531458740000 Free  [%]
163131133456781 Administrator Only 13165551117 1141176531456740000 Free  [X]

DID Inventory

DID inventory allows you to keep track of phone numbers (DIDs) that
you purchase from various telco partners for distribution to your
customers or resellers. In order to see the DID numbers currently
available in the database, choose DID Inventory in the Management
section of the admin interface, specify the search filters, and click Search.
The Search bar allows you to define the following criteria for DID
numbers:

e DIDs that match a specific phone number pattern, e.g. enter

1800% to find all 1-800 numbers

e DIDs that are provisioned to a particular reseller

e DIDs that are provisioned to a particular customer

e DIDs that belong to a particular DID group

e DIDs that belong to a particular pricing batch(to search for

unallocated DIDs, choose NONE (Unassigned DIDs)
e DIDs that belong to a specific vendor batch

e DIDs that have a specific status:
o Frozen — DID numbers kept for later use;
o In Use — there is an account using this DID;
o Free — this DID number is not being used by any account.
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Hint: Often a business will request a phone number that can be “spelled
out” so customers can remember it easily (for instance 1-866-SIP-VOIP).
You can search for such easy-to-remember phone numbers by entering

&’

the letter string in the DID Number field. For example, in order to
search for all 1-800 numbers containing VOIP in them, enter 1800%VOIP.

DID Inventory
- ® Close | [&] DID Upload | & VendorBatches | "z DID Groups | “z DID Pricing M) Logout | B Log
DID Humber Reseller Customer Vendor Batch Group Pricing Batch Country Status Search  »4anced
Y . aNY . ANy - ENY . ANy . ANy - ANY o Search

» | e Save | [d Save&Close | ® Close | & DID Upload | d= Vendor Batches | i DID Groups | iz DID Pricing

DID Inventory

I Logout | B Leg

7 Assign Pricing Batch
o

DID Humber Reseller Customer Vendor Batch Group Pricing Batch Country Status | Search oo
e  em e S = S © B[S ] Seach
_) Assign Vendor Batch Edit x DD Number Group Countty e e e Status Description Del
=Lhs area Revenue  pricngBatch  Cost  Cost  Vendor Batch
UNITED STATES OF AMERICA John Doe DID Supplier
*) Assign Group [E] @ 12126254783 3.20USD 500USD 2.99USD Free for 61 days United States of America
o 1Doe batch Incoming US
T (Tolr MO Tow UNITED STATES OF ANERICA John Doe DID Supplier
[E] 1 12124254788 329UsD 500USD 2.99USD Free for 61 days Unied States of America

JDoe bateh Incoming US

M &N X

LI T S ¥
Column Description

Edit Click the [£] Edit icon to edit the description of a
particular DID number.

DID Number | Phone number.

Group Name of the group this DID number belongs to.

Country / Area | The country and atrea that this number belongs to. It
is either auto-populated upon a DID upload or auto-
filled when a DID number is provisioned on-demand
from DIDWW or DIDX.

Recurring A monthly amount charged to a customer for using

Revenue this DID.

Customer / The name of the customer or the reseller currently

Reseller using this DID.

Pricing Batch | Name of the pricing batch this DID is assigned to (if

empty, the DID is unallocated).

Activation Cost

A one-time cost paid to a vendor for the DID
number activation.

Recurring Cost

A monthly amount charged by a vendor for the
provisioned DID number.

Vendor The name of the vendor providing this DID.
Vendor Batch Name of the vendor batch this DID belongs to.
Status In this column you can see the DID status.

e Frozen — When uploaded to DID inventory
DID numbers are frozen by default. To
unfreeze a DID number, assign it to a pricing
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batch or release it to the DID pool.

¢ In Use — Shows whether the DID is being
used by an account.

e Free — Shows whether the DID is available.
For DIDs previously used but again available,
the date when they became available is

displayed.

Advanced Search

The Advanced Search link next to the Search button allows you to
specify complex search conditions.

The Advanced Search mode allows you to search for DID numbers by
one or more search conditions. Use this method to search DID numbers
by:
e Area —The area a DID number belongs to.
e DID Number Description — The comments about a particular
DID number.

e Vendor Batch Description — The comments about a particular
vendor batch.

To enter the advanced search mode, click the Advanced Search link and
specify the search condition. To add another condition, click the 1 Add a
New Search Condition icon.

The search conditions for DID numbers are the same as those for
customer search. Please refer to the Advanced Search section for details.

Vendor Batches

When you receive a set of phone numbers from a vendor, they will be
registered in PortaBilling® as a vendor DID batch. Vendor batches allow
you to keep track of which phone numbers were purchased from which
vendors. (Every number uploaded into the DID inventory must reside in
a certain vendor batch). That is why after you’ve received the DID
numbers from your vendor the first thing you should do is create a DID
batch for vendor. The vendor batch also contains various administration
parameters, e.g. a description of which country and city these numbers are
from.

DID Inventory

DID Humber Reseller Cwstomer Vendor Batch Group Pricing Batch Country Status Search  svanced

Ay - ANY' L EY T T L A T Searcn

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 353



Portal4Billing® Networking

DID Inventory - Vendor DID Batches

» [ Add | @ Save | (g Save & Close | @ Close | &] DID Upload | 7z DID Pricing M) Logout | B Log
Vendor Search
ANY - Search
Edit Hame * vendor Description Dbz ey
iame ndor e
[l ncoming cansdi DID supplier v  BC Humbers |

To add a new vendor batch, click #& Vendor Batches, and then click [
Add. When you are done entering data, click the Il Save icon to save this
row. Now you can upload the DID numbers file to the system.

Pricing Batches

After the DIDs have been entered into the system (you’ve already created
a DID batch for a vendor and uploaded them), you can create pricing
batches and allocate some of the numbers to them. A pricing batch
contains numbers to be provided to an end user by a particular reseller or
your administrators.

When creating an owner DID batch you are notified about two types of
batches:

e A free batch used for grouping DIDs or for online web signup.
DID numbers stored in free batches are also free. When a DID
number is assigned to a customer or a reseller from this batch, no
charges apply.

e A batch with the DID markup that contains additional charges to
be applied to your customers for DID usage. A customer will be
charged for every provisioned DID according to the pricing
parameters defined within the pricing batch this DID belongs to.

NOTE: When provisioning DID numbers to resellers, make sure resellers have pricing
batches with the DID markup assigned to them. Resellers are charged according to
pricing parameters defined within their pricing batches.

DID Inventory
» & Close | [&] DID Upload | § Vendor Batches | iz DID Groups | 7z DID Pricing o] Logout | B Log
DID Humber Reseller Customer Vendor Batch m Group Pricing Batch Country Status Search 4 -nceq
ENY - ENY - mi - RBNY - BANY - RBNY - Search
L]

Search

Search

i . " . . * . DIDs
Edit Name Applied To Pricing Parameters Description Tt el

Europe Custemer - FREE B
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DID Pricing Parameters

DIDs Use already Inventoried
® Add On-Demand from External Vendor
Vendar: DIDww w7
Pricing Parametsrs
* Currency b
Additional Activation Fes: 10 usp
Additional Recurring Fes: 2.00000 usD
Recurring Fea Markup: 5 %
Round the Final Charge Amount:  CO000 000 ==
| Save | | Cancel |

Pricing batches reflect a DID markup specific for either an administrator
or a reseller. An administrator does not see any pricing batches created by
resellers because those contain resellers’ markups.

To add a new pricing batch, first select "= Pricing Batches on the
toolbar, then click 3 Add on the toolbar.

Column Description
Name A unique name for a batch.
Applied To Designates whether this batch will be used to charge
either your customers or the resellers.
Pricin
Paan e DIDs — Specify availability of the

DID numbers that will be assigned to
this batch:

o Use already Inventoried — Select
this for the batch if they contain DID
numbers previously uploaded to the
DID inventory.

o Add On-Demand from External
Vendor — Select this for the batch if
the DID numbers will be provided

from an external vendor.

o Vendor — Select the vendor providing
DID numbers for this batch.

e Pricing Parameters — Define the
DID markup using the following

parameter S:

o Free DIDs — The pricing batch will
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not contain pricing parameters and
will serve internal purposes (e.g. for
grouping DID numbers).

NOTE: This option is only available if the
pricing batch is applied to the customer.

o Currency — Select the currency used
to charge for DID usage.

o Additional Activation Fee — Specify
a configurable fixed amount that is
charged upon allocation of a new
number in addition to a DID
provider’s activation fee.

o Additional Recurring Fee — Specify
a configurable fixed amount that is
always included in the recurring
(monthly) charge.

o Recurring Fee Markup — Specify a
markup that will be included in the
recurring amount charged to the
customer in addition to the actual
DID cost (charged by a DID vendor).

o Round the Final Charge Amount —
Specify the rounding pattern in order
to obtain “marketable” figures. This
will specify the last “pre-set” digits in
the figure.

Description Optional comments about this batch.

When you are done entering the data, click the Il Save icon.

DID Groups

To easily manage a large number of DIDs, you may use DID Groups —a
tool that allows arranging DID numbers into categories (for example, by
geographic location).

DID Inventory

[ & Close | [&] DID Upload | § Vendor Batches | “= DID Groups | 7= DID Pricing o) Logout | B Log

DID Number Reseller Customer Vemdor Batch Group Pricing Batch Country Status Search  savanced

Ny L+ ENY - mwl - ENY - ENY L Ny Y — Search
u

4
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] Logout | B Log

. N . DIDs
Edit Name Description Total D€

North American DIDs =

To add a new DID Group, click #& DID Groups, and then click ] Add
on the toolbar. Type a DID group name and a description for the group
(optional). Click the bl Save icon.

Note that separating DID numbers into groups is an optional step which
is solely intended to make DID number management more flexible and
convenient.

Managing DID Numbers in the DID Inventory

You can upload DID numbers from a .csv file. The structure of the .csv

file should be as shown in the following table:

Field Man Format Description
da
tory
DID Yes Number or text | Phone numbet.
Number
Vendor Yes Text Name of the vendor batch
Batch this DID belongs to.
NOTE: The vendor batch must
only be associated with vendors
that have on-demand DID
provisioning disabled.
Descripti Text Description of a particular
on DID number.
Activation Number A one-time cost paid to a
Cost vendor for the DID number
activation.
Recurring Number A monthly amount charged
Cost by a vendor for the
provisioned DID number.
Release YYYY-MM-DD | The date that this number
Date HH:MM:SS was released from the
Must be earlier | customer it was previously
than the upload | assigned to
date and time
FREE Y/N When a DID number is
assigned to a customer or a
reseller from this batch, no
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charges apply
Country Two-letter The country that this
country code number belongs to.
(ISO 3166-1
alpha-2);
“--“ for “Not
Applicable”
Area Text The area that this number
belongs to.

NOTE: The field order is important! The first row in the file is skipped, since it usually
contains column titles and not actual data.

A [ B [ ¢ ] D | E I F e[ H T 1 T4

| 1 |DID Number Vendor Batch |Description Activation Cost Recurring Cost Release Date FREE Country Area
| 2 | 18005551150 X-Tel Premium Tall Free 10 52015-12-01 00:00:00 N us New York
| 3 | 18005551151 X-Tel Premium Toll Free 10 5 us New York
| 4 | 18005551152 X-Tel Premium Tall Free 10 5 us New York
| 5 | 18005551153 X-Tel Premium Toll Free 7 5 Y -
| 6 | 18005551154 X-Tel Premium Toll Free 7 5 Y -
| 7 | 18005551155 X-Tel Premium Toll Free 7 5 Y

8
How to upload a DID file

To upload a DID file, click the ® DID Upload icon on the toolbar. In
the DID Inventory Upload dialog box, specify the file location (you can
use the Browse button to select a file in the explorer dialog box), and

DID Inventory
» | ® Close | & DIDUpload | 4= VendorBatches | i= DID Groups | #= DID Pricing *l) Logout | B Log
DID Humber Reseller Customer Vendor Batch Group Pricing Batch Country Status Search  xq2ncad
| ANYI - Y - ENY - ENY . ENY Y — Search
L]
£ DID Inventory
[ & Close | [4] DIDUpload | § VendorBatches | “z DID Groups | = DID Pricing *[) Logout | B Log
DID Number Reseller Customer Vendor Batch Group Pricing Batch Country Status Search | s 4anced
ANY | ANy - ANy - ANy - ANY | ANY E T — Search

DID Inventory Upload
File DID_upload.csv

Upon upload, the status of DIDs is Frozen. When they are frozen, they
are stored in the DID inventory and are therefore unavailable for usage.
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To use DID numbers, perform one of the actions described in the
sections below.

How to update vendor costs for DID numbers

When your DID supplier changes their pricing strategy, you can easily
adjust the vendor costs associated with DID numbers in the DID
inventory. Update the fees for the respective DIDs in the .csv file, click
the @ DID Upload button on the toolbar and select the Modify data of
existing DIDs option in the DID Inventory upload dialog window.
Upon upload, the updated DID costs override the previous costs for all
DID numbers regardless of their status (Free, In Use, etc.) and the pricing
batches they are assigned to. DID fees (calculated as the sum of vendor
costs and DID markup) are also modified automatically. Therefore,
customers who use the DID numbers are automatically charged these
updated fees.

NOTE: DID activation fees are not recalculated.

How to download DID numbers

To analyze the DID inventory and / or modify the parameters for
existing DIDs, you can now download them from the DID inventory. To
start the download, click the @ DID Download button on the toolbar on
the DID Inventory page.

0 BREEBEREEA DID Inventory
» | i save | & save s Clase | close | [8) DID Download | &) DID Upioad | g Vendor Batches | fa DID Groups | # DID Pricing ) Logout B oo

Use the downloaded file to update the DID activation and periodic costs
and then upload it back to the DID inventory or use it as a tool for
analysis.

Managing DID Number Assignment

On the main page of the DID inventory you can view DID numbers that
match certain criteria (e.g. all numbers in a specific vendor batch). You
can then perform number assighment for some of these numbers. This
includes:

e Reassigning a vendor batch for some numbers (this may be
required if you decide to change the way you organize your
vendor batches, or if some DID numbers are now provided by a
different vendor)

e Assigning numbers to a pricing batch, or returning them to the
pool of available DIDs

e Adding DID numbers to a particular DID group

e Assigning DID numbers to a particular customer

e Releasing DID numbers to the pool of available DIDs

e Deleting DIDs from the DID inventory
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These operations may be applied to all numbers matching the original

search, only to the first N DIDs among them, or only to those you

manually select.

ERZNZNe

DID Inventory

» | save [ @ saveadiose [ ® Close | @ DID Upload | & Vendor Batches

= DID Groups

= DID Pricn

9

01D Humber
Assign Vendor Batch
Assign Group

Assign Pri
ToNE_(C:

Assign DID to Customer

Pool Management

Delete from Inventory

AppyTo @ Al
Selected
FirstN

Reseller Customer Vendor Batch

e Bl BiE
Count
Edit x  DID Number Group. o
CANADA
[3 £ 1604123575 North American DIDs

~ DA
[5] [ 1604123576 North American DIDs

CANADA
[E] £ 1604123577 North American DIDs

CANADA
[E] [ 1604123578 North American DIDs

= - cANADA
[5] 7 1604123579 North American DIDs

CANADA
[3] 1) 1604123580 North American DIDs

- canADA
[5] £ 16045559922 North American DIDs

Group.

Pricing Batch

Country status.

- North Ameri, Residencial €. ANY o e

Pricing Batch

Recurring Customer /Reseller Activation Recurring  Vend:
Area  Ren Cost

Cost  Vendor Batch

DID Supplier
1000 USD 200 USD

Search | sqvanced

~ [Sawen ] Searen

Status.

Free for 64 days Canada

DID Supplier
1000 USD 200USD

Free for 64 days Canada

DID Supplie
1000 USD 200USD

Free for 64 days Canada

DID Supplier
1000 USD 200USD

Free for 64 days Canada

DID Supplier
1000 USD 200USD

Free for 64 days Canada

DID Supplier
1000 USD 200USD

Free for 64 days Canada

Residential Senice

GlobalNet
0.00USD 200 USD
BCDIDS

Frozen Canada

[E I R e R 7 R R ™ R
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Hint: If you would like to assign the first N unassigned numbers from a
vendor batch to a pricing batch, specify the vendor batch and nonE
(Unassigned DIDs) in the Pricing Batch list, and click Search. Then
select an assign operation and the First N numbers option in the Apply
To section. Specify the quantity of numbers that will be assigned.

If you just select DIDs from a vendor batch and then assign a quantity of
DID numbers to a pricing batch, you might inadvertently reassign
numbers that are already in another pricing batch. To avoid such a
situation, use the Selected option; this will allow you to apply changes to
specific numbers within the vendor batch.

Click Apply to submit the changes.

If you still wish to reassign DID numbers from their current pricing
batches to other pricing batches, please refer to the section below.

DID Number Reassignment to Pricing
Batches

Using DID Inventory you can effectively manage DID numbers that you
provide to your customers by assigning them to pricing batches.

Depending on a DID number status (i.e. in use or free) two options for
number reassignment are possible:

e Free (notin use) DID numbers can be reassigned to different
types of pricing batches. For example, if you defined a 5%
markup for a pool of DID numbers (12045550000 —
12045550010) and now wish to provide numbers 12045550000 —
12045550005 free of charge, simply assign these numbers to the
free pricing batch.
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e DID numbers that are assigned to customers can be reassigned to
pricing batches of the same type (i.e. to free pricing batches or
pricing batches with DID markup). For example, if you assigned
DID 12045550009 to John Doe from the pricing batch that has a
$2 additional activation fee and a $5 additional monthly recurring
fee and now you wish to introduce another pricing scheme to
charge him $3 monthly for DID usage, simply assign the number
to the new pricing batch with the corresponding additional
recurring markup.

DID Pool Management

The DID pool is the tool that allows you to control the DID numbers
that will be provisioned by your resellers. It contains the numbers that are:
e not frozen,
e not assigned to pricing batches, and
e not used as an account ID, account alias, or an access number,

To allow resellers to use DID numbers, release them to the pool of
available DIDs.

ﬂ Resellers can browse the DID pool and allocate DID numbers only if
they have pricing batches with the DID markup assigned to them.

If you need to prevent a particular DID number from being used by your
resellers, withdraw it from the DID pool. Once withdrawn, a DID
number acquires the Frozen status.

DID number release to the DID pool

Any DID number can be released to the DID pool with the Release
DIDs to the Pool option.

Once back in the DID pool, DID numbers are unassigned from
customers and pricing batches; therefore no charges are incurred for the
customer and / or (sub)reseller and these released DID numbers are
visible again to all resellers and available for provisioning.

If a DID number has been previously used as an account, account alias or
access number, the corresponding account, account alias or access
number is not removed, so a user can continue using their accounts.

In order to provision released DID numbers to another customer’s

accounts, account aliases or as other access numbers, the former accounts
must be renamed.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 351



Porta 4 Billing®

Networking

Resellers can release any DID numbers that are managed by them. To
release a DID number to the DID pool, the reseller must use the Release
DIDs to the Pool option.

1) Logout

1604123504

-3

[E] [ 1604123505

] =] [ 1604123506

@ Release DIDs to the Pool

~) Delete from Inventory 5 B teoa122510

ApplyTo () Al
@ Selected
o) FirstN

+ | i Save | [l Save&Close | ® Close ID Groups | =
DID Humber Customer

any -

© Assign Group Edit x DID Number Group

Group

- Residenvial DID: y ANY

Gountry Recurring
Are

Revenue

CANADA

IADA
1274USD

CANADA

1274USD

CANADA

Pricing Batch Country Status search

Advanced

e Search

Customer / Reseller
Pricing Batch
ABC Shuttle Ltd,

status

Activation Recurring
Cost Cost

12.00USD 7.04 USD Free for 64 days Canada
Residential DIDs for customers

David Weilsh
12.00 USD 7.04 USD Freeforb4 days Canada
Residential DIDs for customers
David Weilsh
12.00 USD 7.04 USD Freefor 4 days Canada
Residential DIDs for customers
ABC Shuttle Ltd.

12.00 USD 7.04USD Freefor64 days Canada
Residential DID for customers

Description Del

Please note that if a reseller un-assigns a DID number from a pricing
batch, this number is not released back to the DID pool. The reseller still
owns this number and still bears the charges for its usage.

DID Inventory

") Delste from Inventory [E] 11 1604123810

ApplyTo () Al
© Selected

© FirstN

» | @ save | @ savemciose | ® close | % DID Groups | i DID Pricing ») Logout
DID Number ‘Customer Group Pricing Batch ‘Country Status
e L . Rasidencial DID:, ANY L -
h Count Customer / Reselle:
) Assign Group Edit x DID Number Group ESEEY] Reentri Lafomar zefer cene e Status Description Del
Area  Revenue Pricing Batch Cost Cost
[E] 121 1604123504 B jacX. Shaftlo Lic 12.00USD 7.04 USD Free for 64 days Canada
) 2 £ ree for lays Can
©' Assign Pricing Batch Residential DIDs for customers
WONE (Cies= Dids' Dricing Sardy] po— e
“““E TR T 1604123505 1274U8D =~ 1200USD 7.04USD Free for 64 days Canada
~/ |Residential DIDs for customers E a Residential DIDs for customers "
= CANADA David Weilsh
. [E] @ 1604123508 12.74USD 1200 USD 7.04 USD Free for 64 days Canada
) Release DIDs to the Pool Residential DIDs for customers
CANADA ABC Shutlle Lid

12.00USD 7.04 USD Free for 64 days Canada
Residential DIDs for customers

EI = = o

DID Inventory

Apply

* Icl Save&Close | & Close | i= DID Groups | = DID Pricing * Logout
DID Humber Customer Group Pricing Batch Country Status | Search oo
g <[ < e T L . Searcn
Country Customer [ Reseller
o) Assign Group Edit x  DIDNumber Group s ! [Activabioa Rccarrma [ e Description Del
= venue Pricing Batch Cost  Cost
CANADA ABC Shuttle Ltd
(©) Assign Pricing Batch [3 1 1504123504 1200 USD 7.04USD Frozen Canada
o 75
CANADA
[E ] 1604123508 12.74USD 12.00 USD 7.04USD Free for 4 days Canada
Residential DIDs for customers
[E) £ 1604123508 CANADA 1 74 ygp 224D 12.00USD 7.04USD Free for 64 days Ganat
ree for 64 days Canada
) Release DIDs to the Pool Residential DIDs for customers
Delete from Inventc CANADA ABC Shutfle Ltd.
R [E 7 1604123510 1200 USD 7.04USD Free for 64 daye Canada
Residential DIDs for customers
AoplyTo ) Al
Selected
) FirstN

DID Number Withdrawal from the Pool

An administrator can withdraw a DID number from the pool unless a
reseller has assigned a pricing batch to this DID number on the reseller

self-care interface.
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To withdraw a DID number from the pool, use the Withdraw DIDs

from the pool option.

@ B HREEDEQME®

DID Inventory

» | @ save | i) save&Close | ® Close | & DID Download | & DID Upload | é Vendor Batches | = DID Groups | #= DID Pricing | 40 Objects

DID Number Reseller Customer Vendor Bateh Group.

X DID Number Group Ci“"‘" Recuring Vendor
AV
099USD

0425622155 Ukraine (Chemigiv)
Incoming Ukraine

2.99USD

TATA
0425652156  Ukraine (Chemigiv) 999USD 099 USD

VolP Reseller TaTA
604USD 0.98USD
Incoming_Ukraine Incoming Ukraine
VolP Reseller A
990USD 099 USD
Incoming_Ukraine

0445652155 Ukraine (Kyiv) 2.90UsD

0445652156  Ukraine (Kyiv) 604USD

Delets from Inventory,

ApplyTo O Al
© Selected
FirstN

Aeply

Pricing Batch Country Status  Search
A v [ v [ ] [ v [ v [y vimv v |[ssah

F
Incoming Ukraine

F
Incoming Ukraine

Advanced
Search

Calls to Ukrsine.

Callsto Ukraine.

Calls to Ukraine.

M XM

Calls to Ukraine.

Completely Free of Charge DID Numbers

Using the DID inventory tool you can provide virtual DID numbers for
internal use to customers (e.g. for SIP calls among accounts within your
network). Since these DIDs are virtual, they are, as a rule, provisioned free

of charge and incur no charges.

To simplify the management of virtual DIDs they are uploaded to the
DID inventory as completely free of charge. These DID numbers have
no costs or charges associated with them and are therefore free of charge

for every entity they are provisioned to.

To upload DID numbers as completely free of charge, do the following:

1.

Add the additional Free of Charge column to the .csv file with
the list of DID numbers and type Y next to the required DIDs. If
any activation and recurring fees are defined for DID numbers,

they will be ignored during the DID upload.

2. Upload the DID numbers to the DID inventory.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

& Internal DIDs = =R =
A \ B [ ¢ ] D | E ] F c |
| 1 |Number DID Vendor batch Description Activation fee Periodic fee release date Free of Charge
| 2 | 87899917300 Virtual 10 5/ 2015-07-1500:00:00 |Y
| 3 | 8r899817301 Virtual 10 5| 2015-07-1500:00:00 Y
| 4 | 87899917302 Virtual 10 5 2015-07-15 00:00:00 [Y
| 5 | 87899917303 Virtual 10 5 2015-07-15 00:00:00 |Y
| 6 | 87899917304 Virtual 10 5/ 2015-07-1500:00:00 |Y
| 7 | 87899917305 Virtual 10 5 2015-07-15 00:00:00 |Y L
| 8 | 8r899917306 Virtual 10 5| 2015-07-1500:00:00 |Y i
| 9 | 87899817307 Virtual 10 5 2015-07-15 00:00:00 [Y
| 10| 87899917308 Virtual 10 5 2015-07-15 00:00:00 [Y
| 11 | 87899817309 Virtual 10 5/ 2015-07-1500:00:00 |Y
| 12 | 87899917310 Virtual 10 5 2015-07-15 00:00:00 |Y
| 13| 87899917311 Virtual 10 5 2015-07-15 00:00:00 [Y
| 14 | 87899917312 Virtual 10 5 2015-07-15 00:00:00 |Y -
| 15 | 87899817313 Virtual 10 5| 2015-07-1500:00:00 |Y
| 18 | 87899817314 Virtual 10 5 2015-07-15 00:00:00 [Y
17 -
4 < » »[\ Internal DIDs / [« Ik &
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3. Upon upload, recurring costs will not be displayed for marked
DID numbers.

DID Inventol

» | il Save | [l Save&Cose | ® Close | &) DID Upload | &= Vendor Batches = ng *l Logout | B Log
D0 Number Reseller Customer Vendor Bateh Group Pricing Batch Country Stats
e - o o o L Bl -
. Count urring Customer | Reseler Activation|neourng]  Vendor
©) Assign Vendor Batch Edt x DDMNumber Group ~ Recurring Actvation| Recurring] Status Description Del
Area Revenue  pricingBatch  Cost | Cost |vendoratch
UNITED STATES OF AUERICA DID Suppler
s B [3 [ 12085559026 Free DIDs = Frozen North America B
s
NONT (Clesz DIDs
UNITED STATES OF AUERICA DID Supplier
T, [3 [ 12085559928 Free DIDs — Frozen North America B
VONE (Clear 5Da’ Pricing Saic
UNITED STATES OF AUERICA DID Supplier
North America
S [=] (7] 12065559929 Free DIDs = Frozen K]
NONE (Cieaz DiDs UNITED STATES OF AUERICA DID Supplier
_ [3 [ 12085550021 FreeDIDs Frozen North America E]
© Fool Management DIDs

he Too

Releaze DIDs co

elete from Inventory.
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Geo / Risk Profiles

Here you can create GEO / Risk profiles for your services.

The profile divides the list of all the countries in the world into three
zones: No Restrictions (normal locations), Suspicious (unusual
locations) and High-risk (restricted locations).

For example, I'TSP, selling residential VoIP calling via a communication
client on a smart phone will list the United Kingdom, France and Spain in
the No Restriction column (since they actively advertise their product in
these countries and most of their customers are there). In this case, the
majority of countries in the world will be listed in the Suspicious column.
Finally, those countries from which the service provider sees an increased
amount of hacking attempts will be listed in the High-risk column.

To add a new profile, click  Add on the toolbar.

Add / Edit a Geo / Risk Profile

A prompt with a brief zone description appears when you move your

mouse pointer over the "= icon.
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Add Geo/Risk Profile

[ & Save | [ Save &Close | @ Close *) Logout
Name Business Customers © Description
Managed By Administrator Only -
Mo Restrictions @ Suspicious & High-risk @
Calls are not restricted when they originate from the @ Redirect the cal to screening IVR after s v calls | | @ Immedately redirect the cal to screening VR
countries listed below. N N
© Reject calls without any further (@ Switch the Account to quarantine state, bypass the
actions screening IVR
©) Reject calls without any further actions
[ Select All [ Select Al [ Selectll
UKRAINE TURKEY -
LITIED S (E T TURKMENISTAN
Al UUKRE M TURKS AND CAICOS ISLANDS
UNITED STATES OF AMERICA TUVALU

UGANDA

UNITED STATES MINOR OUTLY NG ISLANDS
URUGUAY

UZBEKISTAN

VANUATU

VATICAN CITY

VENEZUELA

VIETNAM

VIRGIN ISLANDS, BRITISH
VIRGIN ISLANDS, U.S.

WALLIS AND FUTUNA ISLANDS
WESTERN SAHARA

YEMEN

ZANBlA

ZIMBABWE

4 [

Note: Use Drag&Drop to move destinations around. Keep Crl key pressed to select two or more destinations.

By default, the No Restrictions column contains all the available
countries plus the following categories:
e Not Applicable — This category is used for private or indefinite
IP addresses.
e Internal Network — This category is used for handling private
subnets. Please refer to the Fine-Tune Fraud Protection Settings for
Private Networks section of the Fraud Protection Configuration
handbook for the detailed configuration.

e Satellite Provider — This category is used for IP addresses from
Satellite ISPs that provide Internet service to multiple countries.

e Anonymous Proxy — This category is used for IP addresses that
are used as anonymizers or VPN services (e.g. Tor exit nodes,
public proxies, etc.).

e Europe — This category is used for applying the same rules for all
European counties.

e Asia / Pacific Region — This category is used for applying the
same rules for all countries that belong to the Asia / Pacific
region.

To move a country to a different column, simply drag and drop it there.
You can also select two or more countries by pressing and holding down
the <ctrl> key or select all the countries in a zone by using the

[ selectAl | Select All icon.
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NOTE: In one of the three columns, the Other Country entry must be selected. This
Z takes the place of any other country not listed in the other two columns. In the other
two columns explicitly list the countries that require special handling.

Column Description
Name Type a unique name for the profile.
Description Type an extended description of this
profile.
Managed by Define whether this geo / risk profile will
be used by an administrator or one of your
resellers:

e Administrator only
(default) means that this
Geo / Risk profile will be
applied to your direct
customers, and is
accessible only to your
administrators.

e Sclect a PortaBilling®
reseller to assign this Geo
/ Risk profile for use by a
particular reseller.

No Restrictions Specity a country (or countries) where

users intend to use the setrvice. Setrvice

usage is permitted without restrictions. By

default, all countries are listed in this

column.
Suspicious Specity countries where it would be
unusual for a customer to use the service.
High-risk Specity high-risk countries here. Any usage

attempt from these countries will be
treated as potential hacking threats.

Redirect the call to This defines how many calls a customer
screening IVR after ... can make without screening from the
calls countries present in the list below. The

possible values are 3, 5 and 10. After that,
any attempt to make an outgoing call from
a country listed here will be screened, and
the caller must provide additional
credentials to prove that he / she is indeed
a legitimate user.

Reject calls without any | This immediately rejects calls that originate
further actions from countries present in the list below.
The account’s status remains unchanged
and calls originating from trusted countries
will come through without restrictions.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 358



Portal4Billing® Fraud Protection

Immediately redirect This immediately redirects calls originating

the call to screening from countries present in the list below to

IVR the screening IVR. The account’s status is
changed to Screened.

Switch the Account to This immediately rejects calls originating

quarantine state, bypass | from countries present in the list below.

the screening IVR The account’s status is changed to
Quarantined.

Fraud Traffic Profiles

The fraud traffic profile is an effective tool for detecting toll fraud. Toll
fraud is a term used to describe when organizations are billed for long-
distance calls made fraudulently through their phone systems.

The fraud traffic profile allows service providers to monitor traffic sent
through their networks and receive alerts whenever a toll fraud calling
pattern is detected.

Fraud Traffic Profiles

[ 3 [ Add | ® Close | (1) Alert History b Logout | B Leog

Name Description Delete
Premium-price international calls K]

How to add a new fraud traffic profile
To add a new fraud traffic profile, click [l Add on the toolbar.

Add Fraud Traffic Profile

[ 3 el save | [l Save&Close | @ Close B Logout

Name * Premium-price international calls Description 1o rec
Destination Group Set” Premium-price inter calls v =

On the top of the page, you can find the following information:

Field Description
Name Type a unique name for the fraud traffic profile.
Destination | Choose a complete destination group set that includes
Group Set destinations you would like to monitor for fraudulent
usage patterns.
Description | Type a short description of the fraud traffic profile.
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How to edit a fraud traffic profile

To edit a fraud traffic profile, click on its name.

» Add | i Save | [ Save&Close | ® Close »[) Logout | B Log

Name Premium-price international calls_ N Description |To receive alerts when an unusual
. § . mount of traffic is sent to premium-
Destination Group Set | Premiun-price inter calls v rate numbers.
4

Edit [ pestination Group” Accumulation Period  Notification Threshold*  Delete
somalia v || aay v |50 minute(s) %]
[E] Gambia day 50 min/day B

In the main table you can find information about the fraud traffic profile

thresholds:

Field Description
Destination For each destination group in the set, the administrator
Group configures a threshold that defines the call duration

during a time span that is considered normal (for
example, 50 minutes per day). Choose a destination
group from the list.

Accumulation | This defines the time span during which the call

Period duration is measured. The possible values are a day or
an hout.

Notification This defines the call duration in minutes per a defined

Threshold time span considered normal. Whenever the duration
of calls exceeds the set threshold, an alert is sent to the
administrator.

How to view the alert history
To view the alert history click Alert History on the toolbar.

On the Alert History page, an administrator can view the generated
alerts. To locate a specific alert, the administrator can filter the alerts by
customer, customer class, destination group and time interval.

Alert History

» | @ close vl Logout

®' Customer David Weilsh

Customer Class | A
Destination Group | Premium-price inter calls EA
Time Interval Last month v
& From Now - 30 day(s) YYYY-MM-DD HH24:M1:5S
B To Now YYYY-MM-DD HH24:MI:SS

search

¥ Date/Time Period Fraud Traffic Profile Destination Group Set Destination Group Threshold Actual minutes Customer
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Spending Plans

A spending plan defines the amount of money per day that a customer
can spend on services. PortaBilling tracks the customet's daily charges and
once the spending limit is reached, this customer's services are
automatically suspended. However, customers whose spending limit has
been reached can still make calls to emergency numbers. Regular service
usage is reinstated on the following day when the spending plan is

renewed.

This allows service providers to minimize their losses from fraudulent

events.

» | @ Add | ® Close

Spending Plans

M Logout | B Log

E}
E}
E]

200 uso A8G shutte Lia 20000000 a0% =
200 USD per cay uso sgmimstatorony 20000000 o0%

300 USD per day usp Administrator Oy 300.00000 9%

How to add a spending plan

To add a spending plan, click the [ Add icon on the toolbar.

How to edit a spending plan

To edit a spending plan, click the E Edit icon next to its name.

Field

Description

Name

Type a unique name for the spending plan.

Currency

Choose a currency for the spending plan. A spending
plan can only be assigned to customers or customer
classes using the same currency.

Managed by

Defines whether this spending plan will be used by an
administrator or one of your resellers:
¢ Administrator only (default) means that this
spending plan will be applied to your direct
customers and is only accessible to your
administrators.
e Sclect a PortaBilling® reseller to assign this
spending plan to be used by a particular reseller.

Spending
Limit

This defines the amount of money per day that a
customer can spend on services.

Warning
Threshold

(Vo)

Specifies a warning threshold (in percent) for receiving
notifications when the limit is reached.
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Route Categories

This page allows you to define new categories into which you can divide
your available routes. To create a new category, click B Add on the
toolbar.

Route Categories

Ny
Tay o Edit Hame * Description Delete
L
Econamy Cheap routes, average quality
h i

Route Categories

» | [@ Add | [ Save | o Save&Close | ® Close ) Logout | B Log
Edit Hame * Description Delete
\ I |
|E| Economy Cheep routes, averege quality E
Column Description
Name Name of the route category. This is the name you will

see in the select menu when assigning a route
category for the rate.

Description A description of this route category.
Delete Click the ¥ Delete icon to remove this route
category.

If you do not wish to define any custom route categories, the Default
route category is always available.

Routing Plans

A routing plan is a combination of route categories in a specific order. It
defines which categories of vendors will be available for termination and
in what sequence.

NOTE: In order to use the selection codes you must enable the Dialing Rules on the
Edit Customer page and check "Routing plan selection enabled."

Routing Plans
o) Logout | B Log

Name

| search)

Selection Code Description Route Categories Included Delete
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» | [ Add | @ Save | @) Save&Close | ® Close

Add Routing Plan

v Logout

Name

Route Categories *
Override Routes *
Destination Group Set *
Selection Code

Description

Premium

Enabled v
Enabled v

USA & Canada v

Edit Order

Included Route Categories | Routing Override | Profit Guarantee | Routing Filter

Route Category

Description Delete

Column Description

Name Name of the routing plan.

Route Enable this option to define which categories of

Categories vendors will be available for termination and in what
sequence.

Override This option enables the LCR override functionality.

Routes You can define a list of connections for a destination
group in the desired routing order, and calls will be
routed according to this sequence before (or instead
of) applying “normal” LCR routing.

Destination Routing can be overridden for individual groups (e.g.

Group Set USA & Canada, Asia, Western Europe) within this

set. Once chosen during routing plan creation, the
destination group set cannot be changed later on.

Selection Code

The code your customers will dial before the
destination number to select this routing plan.

NOTE: The number not including the selection code must be
at least six digits.

Description

Your designation of the intended purpose for this
routing plan.

After a routing plan has been created, you can specify which route
categories will be included in it. To add a new route category, click 21 Add
on the toolbar, then click the Il Save icon to save this row.

BB A @

[ 3 [® Add | [& Save | [ Save & Close | & Close

Edit Routing Plan "Premium’

bl Logout

Included Route Categories

Name * Premium
Route Categories *
Override Routes *
Destination Group Set *
Selection Code 007

Description Utilize the best routes available

Routing Override Routing Filter

Profit Guarantee ‘

Edit Order Route Category
53 [w] Premium

[5] [74 ][] sood quality

Delete
™
™

Description
o]

Routes with the monitored guality
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Edit Routing Plan "Premium'

[ 3 [@ Add | [@ Save | [ Save & Close | & Close ¢l Logout | B Log

Submitted infarmation will nottake effectimmediately. Please wait a minute while the system
propagates it to the billing engine.

Name * Premiu m
Route Categories *

Override Routes =

Destination Group Set *

Selection Code 007

Description Utilize the best routes available

Included Route Categories | Routing Override | Profit Guarantee ‘ Routing Filter |

Edit Order Rowte Category  Description Delete
IE‘ 99["] Premium Premium routes E‘
[E] [74 ] cood quality Rotes with the manitorad quality ™

You can change the route category order by choosing an Order number.
Remember that if a route category is not included in the routing plan, a
customer with this routing plan will not have access to such routes.
Click the bel Save icon to make your changes take effect.

Please note that a larger value in the Order column pushes the given
route category towards the top of the routing list (i.e. 99 is the first route
category which will be tried).

Routing Override tab

On this tab you can define custom routing per destination group.

Field Description

Destination A destination group with custom defined routing.

Group

Routing Shows how the routing is configured for this
particular destination group.

Delete Click the [¥| Delete icon to remove the custom
defined routing for a particular destination group.

Add Route This allows you to add routes and arrange them in
the desired order.

Add %-share This allows you to add routes and assign percentage

Pool values to them.

The system then uses these percentage values when
creating a routing list during the call.

The routing list for each specific call is built
according to the specified routes. The routes are
selected from the pool according to the following
settings:

e Choose One — Only the first route
will be used for all calls, the other
routes will be ignored;

e Re-Arrange All — All pool routes will
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be added to the routing list according
to the assigned percentage values,
thereby reducing the number of failed
calls.

A common example is percentage-based routing: for instance, when
sending out calls to UK-Proper 20% of the traffic should go to carrier A,
and 80% to carrier B.

o Add Routing Plan
> [l Save | [zl Save & Close | ® Close Objects Pl Logout
Name * Retail Customers
Route Categories * Enabled -
Override Routes * Enabled -
Destination Group Set * Retzil -
Selection Code
Description Retail, calls to UK: 20% to GlobalNet, 80% to X-Telecom
n

Included Route Categories | Routing Override ‘ Profit Guarantee | Routing Filter

Click "Save” to enable adding routing records
Edit Destination Group Routing Delete

Edit Routing Plan 'Retail Customers’

Add | @ Save | [g Save & Close | ® Close Objects Pl Logout | B Log
L]
L]
u Name * Retail Customers
L] Route Categories * Enabled
: ‘Override Routes * Enzbled
| | Destination Group Set * | 2ec=il
L] Selection Code
: Description Retail, calls to UK: 20% to GlobalNet, 80% to X-Telecom
L]
: Included Route Categories | Routing Override | Profit Guarantee | Routing Filter
L]
. Edit Destination Group Routing Delete
L
L]

Edit Routing Override |
» | i Save | [l Save & Close | ® Close

Destination Group UK-Proper R ( LR BB ] o'
@' - Mna)L | Add %-share Pool
#

Route: Delete

%-share pool @
1 : - K
© choose One @ Re-arrange All
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Edit Routing Override B
el Save | [o) Save & Close | @ Close | 4 Objects
Destination Group UK-Proper .
Add Route Add %-share Pool
# Route Delete
. Select connection X
%-shal
g cho| | Connestion (%]

= Vendor GlobalNet (2 Items)

Vietnam Premium (3.8.7.6)
Europe Premium (5.6.7.8)

 Vendor Internal (2 Items)
= Vendor X-Telecom (1 Ttem)
Termination to UK (1.2.3.4)

S LCR (1 Ttem)

LCR

0
@
i
2

cancel |

v

Edit Routing Override

Dei\nation Group UK-Proper ™
-
| Imn Route | | Add %-share Pool |

oi Route Delete:

) %-share pool

-
-
. |
© Choose One @ Re-arrange Al
-
-

~80% Connection Termination to UK (70.68.127.187) [ %] E|
to vendor X-Telecom

-20% Connection Europe Premium (5.6.7.8) El

v to vendor GlobalNet

ing Plan 'Retail Customers'

Submitted information will not take effectimmediately. Please wait a minute while the system
propagates it to the billing engine.

Name * Retsil Customers
Route Categories * Enabled
Override Routes * Enabled

Destination Group Set * | Rec=il

Selection Code
Description Retail, calls to UK: 20% to GlobalNet, 80% to X-Telecom

Included Route Categories | Routing Override | Profit Guarantee | Routing Filter ‘
Edit Destination Group Routing Delete
|E| UK Proper #1: Termination to UK (X-Telecom) - 80% E

Europe Premium (GlobalNet) - 20%

The administrator can create a list of connections for a destination group
in the desired routing order, and the call will be routed according to this
sequence before (or instead of) applying “normal” LCR routing. An entry
in the override list can be a percentage-share connection pool, where each
connection has a chance to be the first route proportionate to the
assigned percentage value.

Profit Guarantee tab

On this tab you can specify how the system chooses routes for call
termination, in order to maximize your profits.
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Add Routing Plan
» | @ save | @ Save&Close | ® Close | 4 Objects 1) Logout

Name *

Route Categorie:
Override Routes. *  Disabled
Selection Code

Description

Included Route Categories | Profit Guarantee | Routing Filter

Choose only routes which guarantee profit Send real-time alerts about calls with losses

© Minimum Required Per-minute Profit o1 usp vetween rauteswitn
© Maximum Allowed Per-minute Loss usD cost diference under
- a— Overload Handicap 0.1 USDimin

usDimin

© Minimum Required Relative Profit s %
WMaximum Allowed Relative Loss %
Replace the actual Gustomer Tariff with another one for revenue calculations
Taift RoutingMazgit y
Note: This option will override the Customers tarifl. Please use with caution
ifm may cause losses or inability to complete call

If you switch off the “profit guarantee” in PortaBilling®, it is possible
that your carrier will charge you more than you have charged your
customer. (Sometimes these situations can arise even with “profit
guarantee” switched on, e.g. when a random surcharge was not triggered,
or if you charged your customer for just a few seconds, but were charged
by a vendor for a full minute, due to different time rounding increments).

6’()/‘ Please note that the Profit Guarantee functionality only calculates the
approximate profit you could earn, by comparing the price per minute
used to charge the customer with the termination cost of each vendor.

A PPM (Profit Per Minute) control parameter is included in the Adaptive
Routing feature. PPM is based on statistics for already completed calls. It
calculates the amounts actually charged by considering all special rating
elements which are applied to calls, such as fixed and relative surcharges,
rounding intervals, and so on. As a result, it provides accurate profit
figures that will help you to maximize profits in the future. For
information about how to set up the PPM control parameter, see the
“Routing Criteria” section.

When the Profit Guarantee functionality is activated, “unsuccessful”
vendors will be removed by the billing engine from the routing list during

A real-time route calculation. This differs from when you specify the PPM
control parameter on the Routing Criteria page. The latter only moves
problematic vendors to the “penalty box”, i.e. the very bottom of the
routing list. This ensures that the system will first try to terminate the call
via other carriers (with good call quality). However, if they all fail or
become unavailable, the “penalized” carrier will have a chance to
terminate the call.

Field Description
Choose Only When calculating a routing list for a customer with
Routes Which | this routing plan, compare the price used to charge
Guarantee the customer with the termination cost of each
Profit vendor. If the vendor’s costs are higher than the
customer’s rate, exclude the vendor from the list (see
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note below).
Minimum Allows you to create a more aggressive profit
Required Per- guarantee route selection: the vendor’s cost per

minute Profit

minute must be lower than the customet’s rate by at
least the amount specified. (Amounts are specified in
your base currency).

Maximum
Allowed Pet-
minute Loss

If your policy for this service doesn’t include a
minimum per-minute profit and in addition, you
tolerate a certain amount of loss (e.g. while providing
premium service to very important customers), then
specify the limit for that loss here.

Combination of
Absolute and
Relative Profit

You can specify that a route must satisty both
conditions, i.e. both absolute and relative profit, or
at least one.

Parameters ¢ OR — A route must satisfy at least one
condition.
e AND - A route must satisfy both
conditions.
Minimum In some cases, specifying the amount of profit per
Required minute does not yield the desired results, e.g. for

Relative Profit

risky destinations such as Somalia you would like to
get at least $0.10 per minute, yet $0.10 on calls to the
US is simply not feasible, since you charge your
customers only $0.05/minute. In this case, you can
use a relative threshold, so that for expensive
destinations the profit must be high, while for low-
cost destinations a small profit is acceptable.

Maximum
Allowed
Relative Loss

Similar to the above parameter, this one allows you
to specify the relative limit for per-minute loss.

Replace the
actual
Customer Tariff
with another
one for revenue
calculations

Select this option to use a special tariff instead
of a real customer tariff exclusively in order to
compare carriers’ prices against it. Only carriers
having prices lower than or equal to those
specified in this tariff will be selected for
routing. (A regular customer tariff will be excluded
from the profit guarantee calculation and is used
solely to charge the customer.)

For more information, please see the Routing
Margin Tariffsubchapter in Routing Plans
chapter of the PortaBilling Administrator Guide.

Note that this option disabled by default. To enable this
feature, on the configuration server web interface, go
Admin->Routing and set the ProfitGuaranteeTariff
option to Yes.
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Tariff

Select the routing margin tariff against which the
vendor tariff will be compared.

The routing margin tariff must be previously created
as ‘applied to customer.” It can be combined as
usual with other profit-guarantee settings.

Note that if a certain destination is not present ofr is
prohibited in the routing margin tariff, the price
from the regular customer tariff is used for profit
guarantee calculation.

Send Real-time
Alerts about

Calls with
Losses

Turn this option on in order to receive real-time
email alerts whenever a customer (with this routing
plan assigned) makes a call on which you lose
money.

Round-robin
between Routes

Defines the maximum acceptable price difference
between two vendors when their order in the routing

with Cost list (determined by cost) randomly changes to

Difference provide load-balancing. There is a higher probability

under of such a “swap” when the difference in price
between them is minimal, and this quickly decreases
as the cost difference approaches the threshold
value.

Overload When the number of concurrent calls on a

Handicap connection to a vendor surpasses the desired limit,

this connection’s cost may be increased during the
route sorting to push this connection further down
the routing list and therefore re-distribute the call
load to other vendors via the load-balancing feature.
Overload handicap specifies the maximum value that
the adjusted connection cost may be increased. In
other words, it defines the largest tolerable decrease
in revenue (since more expensive vendors would be
used) in exchange for better connection utilization
and improved call quality.

PortaBilling® allows at least two different price per minute values for
rating (potentially, you can have an unlimited set of different prices
applied within the same call when you use a rating formula). For
comparison purposes, however, only one specific value should be used.
PortaBilling® uses the value of the Price_Next parameter for profit
guarantee calculations. In order for the profit guarantee to work properly
when you use rate formulas to charge your customers, make sure that you
populate Price_Next in the customer’s rates with a meaningful value.
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Routing Filter tab

On this tab you can apply filters to call media features (such as a specific
codec, T.38 fax, or the ability to guarantee delivery of the correct CLI to
the recipient of the call), as requested by the calling party.

Edit Routing Plan 'Premium’

[ el save | [gl Save & Close | @ Close Objects ¢l Logout | B Log
Name * Premium
Route Categories * Enabled
Override Routes * Enabled
Destination Group Set * Volume Discouncts
Selection Code 07
Description Use only the cheapest routes availzble

Included Route Categories | Routing Override | Profit Guarantee ‘ Routing Filter L

Codec Name Capabiity Requirement

= Other (4 Items)

Unknown mediaicodec

<

DTWF information (RFC2833)

=

Comfort Noise codec for & kHz audio

=

Redundant Audio Data

=

= CelB (1 Ttem)

CelB video codec

S|
®

© DVI4 (5 Ttems)
= 6.711 (4 Items)

G.711 PCMA codec 8 kHz

[

G.711 PCMU codec 8 kHz

=

G.711.1 PCMA-WB codec 16 kHz

<

G.711.1 PCMU-WB codec 16 kHz

=)
€

& G.718 (1 Ttem) -

SetCapabilty ~  SetRequirement ~

Guaranteed Caller Id transport
Enforce codec order

Column Description
Codec Name | Name of the call media feature (such as a specific codec
or T.38 fax capability).
Capability This parameter allows you to specify an end-user
device’s capabilities or prohibit the use of call media
features for incoming calls. The following options are
available:

e Supported — This means that you are
sure this IP device supports this feature
and are therefore allowing it.

e Not supported — This means that this
IP device is unable to support this
particular feature (e.g. G.711 codec).
Your administrator may decide to
prohibit it. For example, if you want to
ensure good sound quality for
customers with limited bandwidth,
prohibit the G.711 codec by marking it
“not supported.” In this case, even if
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this codec is available according to the
request received from the carrier, it will
be removed from the codec list that is
sent to the end-user device in the SIP
call initiation request, and thus will not
be used.

Requirement | This parameter describes the filters applied to call
media features requested by the calling party. The
following options are available:

e Required — This means that the other
party must have this feature supported
in order for the call to be completed.
For instance, if the “G.729 codec”
feature is marked “required” for an
account making a phone call, only those
vendors specifically marked “guaranteed
to support G.729” will be placed in the
routing list.

e Suppressed — This means that
PortaSwitch will prevent the use of this
particular feature (e.g. G.722 codec) and
will therefore not show the information
about this codec in the SIP request
when sending an outgoing call to a
remote party.

e Not required — This means that
PortaSwitch does not do any special
processing for this feature. It will be
included in the outgoing SIP request
and may be used if the remote party
supports it. This is the default value for
all features.

Guaranteed Caller Id transport — When this option is selected calls are
routed to only those carriers that are capable of delivering caller ID
information to the called party.

Enforce codec order — Only the codec order defined within the service
policy assigned to the connection is used, regardless of the codec order
provided by the caller or by the terminating side.

Test Dialplan

This page allows users to test a dial plan for a specific telephone number
or for certain destinations at any moment in time.
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» | ® close

Test Dialplan

Phone Number

186655566448

Date and Time
YYYY-MM.DD HH24:M1:5S

Transport (@]

Service Type P Routing Plan Routing Mode

Messaging Service ¥ | [Any ¥ | [All Available Routes ¥ | |Generic Routing

Transport Protocol: SIP | Transport Protocol: SMPP

# Route CLD Route To

1 186655566448 sip: SIP-UA

Connection

2 186655566448 sip 192 168 1528:9775 SMS transmissiom

pppppp

usD
0.00000 |
0.15000

©  Preference Huntstop Destination

Rout
Category
M Default 5 N
Default 5 N

Penalization Country Description Tariff Vendor

Not Applicable Default Im internal plus Internal Vendor

1866  Not Applicable North America Toll-Free  SMS basic Z-Telecom

You can use the following search parameters:

Field Description

Phone Type either a full number or prefix into this field to

Number see how the resulting route list searches for it.

Service Type | The type of service the system uses to search for
routes.

Transport Filter the list of routes by type of transport protocol

Protocol used for message delivery (SIP or SMPP). Select Any

(only for to view the routing results for both of the transport

Messaging Service) | protocols on separate tabs.

Routing Plan | Select a routing plan to use for a dial plan test. The
system will offer different sets of routes depending on
the routing plan. Select All Available Routes to test a
dial plan using all the available routes, regardless of
their route category.

Routing Mode | You may select either Generic Routing (to see all the
routes outside of the network) or a specific node (to
see the routes available when a call is handled by this
node).

Apply Clear this check box to see the resulting list of routes

Penalties regardless of the currently applied adaptive routing

(only for 1 oice penalties.

Calls)

HLR Lookup | Enable this option to test the message routing
using the MCC / MNC destination pait. Enter

(only for the destination number in the E.164 format

Messaging services)

(the actual phone number) and then click
Search.

NOTE: HLR lookup is only done if the
HLRNumberLookup module is configured on the
Configuration server.

Date and
Time

The search can be performed in real time: click
the i Stopwatch icon or click the YYYY-MM-DD
link to set a date using the calendar.
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As a result, you will see the routes that will be tried and the routes that are
ignored. The ignored routes are displayed as dimmed; point to a dimmed
route with the mouse cursor to see a tool tip and explanation.

All routes are displayed in the form of the following table:

Column Description
Cul# Sequential number of this route.
Route CLD | Translated called station ID (DNIS), as it will be sent to
the vendor using this specific route.
Route To The node (or remote gateway IP) where the call will be
routed. Click the link to open the connection page.
Connection | Description of the vendor connection.
Penalization | Shows whether the connection is penalized or not.

Route Route category for this route. See the Route Categories
Category section for more info.
Preference Routing preference for this destination. See the Ca//

Routing section of the PortaBilling Administrator Guide
for more info.

Huntstop If one of the routes has huntstop enabled, then all of
the routes having a lower preference will be ignored.
You will see them as dimmed. To see why a route is
ignored, point to it with the mouse cursor and the
explanation appears in a tool tip.

Price Next interval price for the given destination (per
minute).

Destination | Matching destination from the corresponding tariff.

Country Country where the tested destination is located.

Description | Destination description.

Tariff The tariff used to bill this call. Click the link to open the
tariff page.

Vendor Call terminating vendor.

Routing Criteria

This page allows you to predefine the quality requirements to be applied
to your vendors. PortaBilling® will continually measure the quality
parameters and adjust the routing if these fall below the specified
thresholds. Any vendor who fails to satisfy your quality requirements will
go to the “penalty box” — the very bottom of the routing list. This means
that the system will first try to terminate calls using other carriers (with a
good quality rating). However, if all of them fail or are unavailable, the
“penalized” carrier will have a chance to terminate the call. For more
information about adaptive routing, see the PortaBilling Administrator
Guide.
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Add / Edit Routing Criteria

To add new routing criterion, click B Add on the toolbar. An existing
routing criterion can be edited by clicking on its name in the list.

Routing Criteria

» | @ Add | & Close P Logout | B Log

Search
—

Hame Description Delete
Wew criteria Quality of service criteria

Add Routing Criteria

» | [d Save | ® Close ) Logout
Name * Sampling Interval * minutes
Description * | Superfiet SLAs ination Group Set * | SuperlNec %
Criteria Defaults
Minimum Calls * Penalty Time, min * Threshold  ASR,%  Min. PDD, ms Low PDD Calls,% Max. PDD, ms High PDD Calls,% ALOC, sec  Profit per Minute, USD
Warning 35 | [ [ | [130 | [0.00500 |
ety ] ‘ | [ | [ouion i
Field Description
Name The logical name of the routing criterion for use
within PortaBilling®.
Description A description of the routing criteria.
Sampling Quality measurements will be computed for all calls
Interval within this interval. Smaller intervals will make the

system “quicker” to notice any change in a vendot’s
quality, but there is also a higher chance that a short-
term problem on the vendor’s side (which can be
fixed in a matter of minutes) will penalize his route
for a relatively long period of time.

Destination Select a destination group set from the list; later you
Group Set can define the routing criteria for individual groups
of this set.

Using the Criteria Defaults table, specify the initial default values to be
applied to routing criteria for specific destinations which you will create

later on.

Field Description
Minimum The minimum required amount of calls via a given
Calls connection within the sampling interval in order for

the statistics to be considered representative. If the
number of calls is below the specified value, the
quality parameters will not be matched against the
threshold, and no routing adjustments will be made.
Penalty Time | The time interval for which a connection will be
“penalized” (put at the very bottom of the routing
list) if a given vendor does not meet the quality
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| criteria.

The following threshold parameters require two values that define the warning and
penalty thresholds, respectively. The warning threshold specifies when an alert will be
sent to the administrator (but no changes in the routing will be done). The penalty
threshold defines when the route should be penalized if the quality statistics are outside
the threshold value.

ASR Average Success Rate: the number of successfully
connected calls divided by the total number of call
attempts.

Min PDD, ms | Defines the minimum acceptable PDD (Post-Dial
Delay), i.e. the time interval between the moment a
connection request is sent to the vendor and the
moment ring-back is received. Too low a PDD is
suspicious, and in this case the vendor is probably
doing “false ringing” to hide the long time it actually
takes him to route the call.

Low PDD Maximum acceptable percentage of calls with a PDD
calls, % below the specified value.

Max PDD, ms | Defines the maximum acceptable PDD. Too high a
PDD has a strong negative impact on your business,
since during the delay time the end user hears only
silence, and generally assumes that there is a problem
with the service.

High PDD Maximum acceptable percentage of calls with a PDD
calls, % above the specified value.

ALOQC, sec Average length of call.

Profit per Profit per Minute (expressed in the monetary units of
Minute your base currency): the aggregated profit, i.e. the

difference between the actual charged amounts in
your customers’ and vendors’ CDRs.
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Click the sl Save button to save your progress when done.

Defining Routing Criteria for Individual
Destination Groups

After the Criteria Defaults settings have been saved, click [ Add on the
toolbar to define routing criteria for the specific destination group. An
existing routing critetion can be edited by clicking the [5] Edit icon on the
row containing the details.
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Add Routing Criteria

» | i save | ® Close Objects #l Logout
Name * X-Telacom Mobile Sampling Interval * 15 minutes
Description *  Termination to X-Telecon Destination Group Set* X-Telecom -

Criteria Defaults
Minimum Calls * Penalty Time, min® Threshold  ASR,%  Min.PDD, ms Low PDD Calls,% Max. PDD, ms High PDD Calls% ALOC,sec Profit per Minute, USD

Warning 60 10 20 350 0.015
100 30 100 3000
Penalty 50 15 50 250 0.01

Click the Destination Groups column header link to choose one of the
groups defined in the Destination Group Set from a searchable list
inside the dialog box.

NOTE: The destination prefix defined within a selected destination group should
match the one defined in the vendor tariff rate.

When adding new criteria — all the fields are initially “default” — the values
you have defined as Criteria Defaults will be used. This allows you to
quickly define criteria for multiple destination groups with minimum
effort. If you wish to override the default value, simply enter a new value
in the field. If you wish to exclude a certain quality metric from the criteria
(e.g. Low PDD Calls, in the example below), clear the check box next to
1t.

il
- [#] Add | [ Save | gl Save & Close | ® Close Objects M) Logout | B Log
=
]
. Hame * X-Telecom Mobile Sampling Interval * 15 minutes
™ Description*  Termination to X-Telacom Destination Group Set* X-Telecom
n
Criteria Defaults
i
Mgiimum Calls * Penalty Time, min* Threshold  ASR,%  Min.PDD,ms Low PDD Calis,% Max. PDD, ms High PDD Calls,% ALOC, sec Profit per Minute, USD
™ Warning 60 10 20 250 0.01500
& 20 100 2000
Penalty 50 15 50 250 0.01000

Please add a criteria definition for at least one destination group
LowPDD  Max.PDD,  High POD

Edit Desfinafion Group* Minimum Calls TP2Y TiMe; |\ ehold  ASR,%  Min. PDD, ms ALOC, sec  Profit per Minute, USD| Delete
min calls % ms calls %
Warning default ] 50 250 0.012
UK Mobile default 20 default default [*
P Penalty default = 70 300 default
[]

Edit Routing Criteria "X-Telecom Mobile'

= [ Add | [ Save | [zl Save & Close | ® Close Objects ¢l Logout | B Log
[]
L] Name * X-Telecom Mobila Sampling Interval * is minutes
]
- Description® Termination to X-Telecom Destination Group Set* X-Telecom
L} Criteria Defaults
O Minimum Calls © Penalty Time, min* Threshold  ASR,%  Min. PDD, ms Low PDD Calls,% Max. PDD, ms High PDD Calls,% ALOC,sec Profit per Minute, USD
]
Warning 60 10 30 350 0.01500
u 100 30 100 3000
| ] Penalty 50 15 50 250 0.01000
]
= Penalty Time LowPDD  Max.PDD, High PDD
Egi¢ Destination Group™ Minimum Calls " |Threshold ~ ASR,%  Min. PDD, ms Sl 2 ALOC, sec  Profit per Minute, USD| Delete
mi Calls % ms Calls %
[}
V ‘Warning
Penalty
[=] uk mobite 100 20 60150 100 —i— 3000 50/70 3501300  0.01200/0.01000 ‘ ™

When the criteria have been saved, the quality parameters are presented as
follows:

e Parameter values, which override the default ones, are shown in

black.

e Default values applying to these criteria are shown in grey.
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e For quality metrics that are switched off, dashes (—) are displayed
instead of values.

Tracking Connection Status

When the value of a parameter reaches the predetermined threshold, the
administrator receives an email alert about the latest connection threats.
Morteover, the administrator can track the current connection status on
the Tracking page. This status is represented by different colors, as
follows:
e @ Grey — The number of calls is not enough to apply filtering
differentiation.
o @ Green — The route meets the quality requirements.
o O Yellow — the route is active, but some of its quality parameters
are outside the warning thresholds.
e @ Blocked — this route is currently being penalized.

NOTE: The penalized route will be on the “penalty row” for a certain period of time,
specified in the Penalty Time box and then will be unblocked automatically.
Alternately, you can click the Unblock Now button to unblock the penalized route
manually.

o @ Red - the route was manually unblocked; this status will
remain unchanged till the next time interval for which the
statistics will be computed.

» | | Save | [ Save&Close | @ Close | il Load | 2 Refresh | <T] Objects *l Logout | B Log
Description  X-Telecam Mobils - Type Calls to Vendor via SIP
Service Type Voice Calls Routing Critefia ~ ¥-Telecom HMcbile -
Active
General Info ‘ Connection Load | Routing Filter | Tracking

Status Destination Group Humber of Calls Threshold ASR, % Min. PDD Max. PDD ALOC Profit per Minute Blocked From Blocked Till Unblock Now

@ Inalland Mobile 115 500 68140 015 8/70 3791250 0.03/0.01

@ UK Mobile 302 1000 7350 o 570 412300 0.021001

IVR Applications

This page allows users to quickly and conveniently define how
PortaSwitch® should process calls to special IVR applications.

[n} IVR Applications

Applications Search
ANY v Search

Edit Name * Application Type * Access Numbers Description Delete
[3] Access Numbers for C: C 800 ™
E Additional Authorization Pass-Through IVR 0003999%

[3] ANI Callback Callback calling 18882326698 ™
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These are the numbers that your customers would dial from the PSTN
network or their IP phone to access a specific IVR application; for
instance, *98 for voicemail, 12125551234 to access a prepaid calling card
IVR, or 18005559876 to access the audio conferencing facility.

Column Description
Name This column shows the access number name.
Application | This column shows which application is to be used to
Type process the call.
Access This column shows the actual phone numbers to be
Numbers dialed by the user.
Description | A description of the IVR application.

To register a new IVR application in PortaBilling®, click 1 Add on the
toolbar. To configure the IVR application, click on its name. To delete the
IVR application, click the 1 Delete icon next to it.

Access Numbers tab

An IVR application can contain one or several access numbers. Using the
PortaBilling® web interface, administrators can choose the most
convenient way to associate access numbers with a particular IVR
application:
1. If you provide service with one access number (e.g. *98 for
balance info), add it by using the Add button.
2.

Edit IVR Application '‘Balance Information USA'

> Add | @ Save | [@ Save&Close | @ Close | (] Clone vl Logout | B Log

Name Balance Information USA Description

Application Type  Balance information

)

Access Numbers -lVR Settings
[&] Quick Upload
Edit Access Number * Description Delete
@ ——i> [ Balance Information for American customers [¥

5. If you provide service with multiple access numbers (e.g.
prepaid card calling with toll-free access number and local
access numbers in every state), type in or paste the list of
access numbers by using Quick Upload.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 389



Porta 4 Billing® Routing

BB @ Edit IVR Application 'US Calling Cards'
@ Add | [d Save | o Save&Close | @ Close | [El Clone

*l] Logout | B Log

Name US Calling Cards Description

Application Type Prepaid card calling

Access Numbers | Routing | IVR Settings

&) Quick Upload -

Edit Access Number*

Access Numbers Quick Upload
Access Numbers

18005551234
12055550001
12095550001
13035550001
13085550001
13165550001
14055550001
14235550001
14355550001
15025550001
15095550001
18075550001

Note: Use a comma, a semicolon, a space or & new line to separate values

| Mext

Cancel |

6. Itis also possible to pick available DID numbers from the DID
Inventory simply by clicking on the Access Number link.

[~ ®  Edit IVR Application 'Balance Information USA'
i Save | [l Save&Close | ® Close | [ Clone v Logout | B Log

Name * Balance Information USA Description

Application Type Balance information

Access Numbers -IVR Settings

@ Quick Upload

Edit Access Number * Description Delete

K| @ Balance Information for American customers &
DID Inventory
» | ® close

o

L DID Number Allocated To Pricing Batch Country Area Search
Unallocated v | [any v |[any v Search
Pages: 12 Total 2 1-80 of 83
DID Number Pricing Batch Country  Area  Activation Fee Recurring Fee Free since Description
12035556203 Incoming 0.12UsD 0.40 USD 2015-08-25 US&Canada
16041225007 Basic SIP Service 0.00 USD 0.00 USD 2015-08-26
16041225009 Incoming 0.00 USD 0.00 USD 2015-03-16
16041225505 Incoming 5.99 USD 0.99 USD 2015-08-26 Gold

NOTE: The system lists only the DID numbers that have the Free status.

Routing tab

The administrator can also assign incoming calls on a particular access
number to a chosen subset of available Media Servers. The list of available
servers — or groups of servers — can be prioritized so calls will first be
handled by the server at the top of the list and then in descending order
based on availability. A typical case scenario is when Media Servers are
installed in multiple geographic locations and it is desirable to handle calls
arriving from local telco partners on the Media Servers in a specific
region. This will improve call quality by reducing network delay between
the telco’s originating gateway and the Media Server.

© 2000—-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

390



Porta 4 Billing® Routing

Edit IVR Application 'Prepaid Cards'
» | [@ Add | [@ Save | [d Save&Close | @ Close | [ Clone

*l Logout | B Log

Name * Prepaid Cards Description

Application Type Prepaid card calling

Access Numbers | Routing | IVR Settings

Set Routing Manual —
Add Node Add Nodes Pool
Node Delete
=] Media Server (193,28 87.123) [
[ Media Server Il (192.56.78.11) [

Some IVR applications (e.g. Conferencing) do not support multi-node
routing. Instead, you can route incoming calls made to these access
numbers to a single PortaSIP® Media Setver.

IVR Applications

» el Save | [l Save & Close | & Close | 2 Reset to Default o) Logout | B Log

Access Number 999878012
Voice Application Conferaning

Routing | Instance Parameters

Set Routing Manual -

Route To PortaUM - 193,28,87.66 (193.28.8; v

Column Description
Set Routing | Here you can select which PortaSIP® Media Servers
incoming calls on this access number will be routed to:
e Automatic — Calls will automatically be

routed to randomly sorted PortaSIP®
Media Servers.

e Manual — Set custom routing

configuration.
Add Node Add PortaSIP® Media Servers to the list and sort them
(Only for to route calls sequentially. For example, if your Media
multi-node Servers are installed in multiple geographic locations,
routing) then it would be desirable to first route calls that arrive

from local service providers to the Media Servers
located in the same region. This configuration will
improve call quality by reducing network delay between

the service provider’s originating gateway and the
PortaSIP® Media Server.
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Add Nodes | Add a pool of PortaSIP® Media Servers so that they
Pool (Only for | can receive calls interchangeably. For example, if you
munlti-node add a pool with two Media Servers to the routing list,
routing) then each server has a 50% chance of receiving a call.
Route To Select a single PortaSIP® Media Server for where calls
(Only for single- | made to access numbers that do not support multi-node
node routing) routing can be routed.

IVR Settings tab

On the IVR Settings tab you can view a list of all options for the selected
access number and modify them.

Edit IVR Application '‘Balance Information USA'

» | @ Save | [ Save&Close | ® Close | D ResettoDefault | [ Clone vl Logout | B Log

Name " Balance Information USA Description

Application Type Balance information

Option Value

Use Early Media

AN Translation Rule

Use Account Information Provided by PortaSIP

Brand Prompts

Credit Accounts Balance Announcement backward compativility M
Announce Credit Limit

There is a helpful tool-tip for each option. Just point your mouse to the
M desired option to invoke it.

Find a detailed description of all the options in the PortaSIP® Media
Applications guide.

Voice Applications Settings

This page shows the list of voice applications and allows you to modify
the options for the voice application you select. There is also the option
of adding new instances (voice applications) for Web callback, SMS
callback and Email callback.

IVR Applications

> Add | g Save | [ Save&Close | [ Voice Applications Settings | @ Close ») Logout | B Log
= Applications search
any 1 v Search
5
Edit Name * ! Application Type * Access Numbers Description Delete
¥
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| & B 3] Edit Voice Applications Settings
» | @ Save | [ Save&Close | > ResettoDefault | ® Close ] Logout | B Log

Voice Applicati Option Value
=Global Conference Options Maximum Allowed Conference Session Time 240
| WEB Gallback Trigger Conference Access Code Length 5
(295MS Callback Trigger Maximum People in Conferences 64
Maximum People in a Conference s

(] Email Callback Trigger

=] Global IVR Options

=] Account Self-Care

5] Cne's Own Voice Mailbox Access

(=] Voicemail/Auto Attendant

To add a new instance for the desired callback application, click on it and
then click the ©@ Add a new instance button. Enter a name for the new
application in the dialog box and then click OK.

(5] Edit Voice Applications Settings @ Americ/Vancouver demo Help
& Save | [ Save&Close Reset to Default | @ Close » Logout
Voice Applicati Option Value

=] Global Conference Options Maximum Allowed Conference Session Time 240

WEB Callback Triager Conference Access Code Length 5

453 SMS Callback Triger LT T T A e ) 64
JAddanewmstance  mmm m m—w - Please enter a new application's name: 2
Cheap FM35
=] Free SMS
| Email Callback Trigaer | OK || Cancel |

=] Global IVR Options

Edit Voice Applications Settings

» | i Save | [ Save&Close | D ResettoDefault | @ Close vl Logout | B Log
Voice Applicati Option Value
=7 Global Conference Options Callback Access Number
] WEB Callback Trioaer Callback Engine (deprecated. in one of the future releases) PUM v
# = SMS Callback Trigger Callback Engine Host (deprecated, will be removed in ene of the future releases)

© Add a new instance Authenticate Account Command P

R Registration Command R

7Chean swS Change Service Password Command cp

=J=hean 2 Check Balance Command ce
(27 Emall Callback Tigger Inbound Provider Csoft v
=] Global IVR Ontions Outbound Provider Csoft v
=] Account Selt-Care. Send SMS Login
=] One's Own Voice Mailbox Access Send SMS Password
=] VoicemailiAuto Attendant Send SMS URL

Company Name Template

If you want to add an instance using the same options as those in the
existing one, use the Clone button. Right-mouse click on the instance you
would like to clone and then click ® Clone.

NOTE: While cloning a callback instance, the unique voice application fields are not
cloned and are set to their default values. The unique field for Web callback is
Callback WEB Page Address, for Email Callback it is Callback Email Address and for
SMS callback it is Callback Access Number.
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» | id Save | [zl Save&Close | D ResettoDefault | ® Close

Edit Voice Applications Settings

»I) Logout | B Log

Voice A

[£] Slobal Conference Options

() WEB Callback Trigger
() Acd a new instance.

=] Callback
] WEB Callback

=] Account Selt-Gare

[£] One's Own Voice Mailbox Access

=] Yoicemail/Auto Attendant

Option Value
Callback Access Number
Callback Engine (deprecated, in one of the future releases) PUM v
Callback Engine Host (deprecated, will be removed in one of the future releases)
Authenticate Account Command P
Registration Cemmand R
Change Service Password Command cp
Check Balance Command CB
Inbound Provider Csoft v
Outbeund Provider Csoft -
Send SMS Login
Send SMS Password
Send SMS URL

Company Name Template

Company WEB Site Template

Field

Description

Global Conference Options

Maximum Allowed
Conference Session
Time

This enables you to specify the maximum allowed
conference session time (in minutes) which users can
specify when they create a permanently active
conference. By default: 240 minutes.

Conference Access

This enables you to specify the length of the

Code Length conference access code. By default: 11 digits.
Maximum People in | This enables you to specify the maximum number of
Conferences people who can attend conferences in parallel. By

default: 64 people.

Maximum People in
a Conference

This enables you to specify the maximum number of
people in a single conference. By default: 8 people.

Web Callback Trigger

Callback WEB Page
Address

Type an address of the web page that will be provided
to end users for initiating callback calls in this
format: https://<host>:8901
where
® host is either a domain name or an IP address
of the web server (the admin interface
hostname)
e 38901 is the port where the WEB callback
operates.

You can also specify a regular expression for an HTTP
referrer which initiates a WEB callback. For example,
if you type "https:\\/\\/.* in this field, then a//
requests will be processed by this instance.

Note: The Callback WEB Page Address option must be
unigue for each web callback instance

Callback Engine

Select a type of callback engine.

Callback Engine
Host

If the Cisco gateway is set as a callback engine, then
specify its network location in this field.

The Second
Number to Connect

For simple mode, the phone number to which the
second call should connect.
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Use Account ID as
ANI

If this check box is selected, then the account ID is
presented as the CLI for call legs A and B.

Account ID
Translation Rule

Apply translation rules to the username used for
authentication. For instance, for calls from Prague,
Czech Republic, ANI numbers are delivered as
02123456. If you provide services in multiple
countries, you will probably enter a Czech account in
billing as 4202123456. When the server receives
02123456, it must add a 42 to the beginning of the
username and use 4202123456 for authentication.
Similarly, for calls originating from London the server
would append 44, etc.

ANI Translation
Rule

This allows the CLI number to be modified during the
call.

Send Authorization

When enabled, an authorization request will be sent
along with authentication. It allows you to:

e check if the caller has sufficient balance
to initiate a call leg (i.e., user will not be
called back if the balance is
insufficient),

e block some destinations for callback
calls in the account’s tariff (mark
destinations as forbidden in the
appropriate tariff rates),

e usec 2 Minimum Sufficient Time
option.

Minimum Sufficient
Time, sec

Specify the minimum amount of seconds a user needs
for leg A in order to use the callback service
(applicable when Send Authorization is set to Yes
and Minimum Sufficient Time > 0).

Destination Allows a dialed number to be modified.
Translation Rule
Second Dialed Allows a second dialed number to be modified.

Number Translation
Rule

Minimum Card

Minimum length of a card number.

Length By default: 11.

Maximum Card Maximum length of a card number.

Length By default: 11.

Maximum Login Maximum number of attempts for a user to enter a
Attempts card number. By default: 3.
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Internal Account

Specifies an ‘internal’ account.

You can allow / deny certain destinations in this
account’s tariff as the initial callback will be authorized
with this internal account.

Note: The Media Server uses the application access
number to send an accounting request for failed calls.

Languages This enables you to select (a) language(s) to be used
for voice prompts. Click the [#! Wizard icon to open
the language selection dialog box.

Conf Language List | If this check box is selected, the language list defined

Is Preferred on this page has a higher preference than the account’s

preferred language.

Brand Prompts

IVR prompts can be customized per Access Number.
Specity the directory where the custom prompt files
are located. The Media Server will look for them in
that folder first and if found, use them. Otherwise, it
will use default files.

(For example, put customized English prompts under
the directory /porta_var/psmsc/customfiles/
prompts/brands/my_company/en

and specify “my_company” in this field.)

Play Welcome If enabled, the IVR will play the welcome message to a
Message user once an access number is reached.

Restriction for When account balance is less than product breakage
Calling with Low and disconnect is defined, IVR plays the “you have
Balance insufficient funds” voice prompt and disconnects the

call. If no outgoing calls are defined, the IVR
prompts for the destination number but gives a busy
tone and drops the call immediately after dialing it.
The none option disables this feature.

Announce Balance

If enabled, the IVR will announce the current balance
for the user before prompting for the phone number
he wishes to reach.
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Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid
customers (those who have a credit
limit of O or less), announce “available
funds” (calculated as credit limit minus
balance) and announce the current
balance for others (postpaid
customers);

e Balance — Always announce balance
(this is the classic mode, ideal for
typical postpaid customers).

Note that the third mode (Backward compatibility)
is enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements, there
are balance announcement examples for different IVR
configurations.

Announce Credit
Limit

If enabled, the IVR will announce the credit limit as
well as the account balance (applicable when Credit
Accounts Balance Announcement is set to
“balance” or “funds / balance”).

Access Code

Specifies an access code to be used for this instance.

LegA CLD Prefix

Leg A (callback to a user’s number) access code prefix.
Allows billing leg A with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegA CLD Prefix is LEG_A and the Access
Number is 12125551234, then the Access Code should be
LEG_A12125551234.

LegB CLD Prefix

Leg B (user’s call to destination) access code prefix.
Allows billing leg B with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegB CLD Prefix is LEG_B and the Access
Number is 12125551234, then the Access Code should be
LEG_B12125551234.

Expected Connect
Time, sec

The “authorized” time for call leg B will be decreased
by the specified value.
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Special Charge if By enabling this, you can charge users differently for
LegB Fails calls with failed leg B (e.g. incomplete call is not

charged). Just add a new Services and Rating entry
to the product’s Services and Rating list, set its
access code to “CALLBACK_FAIL” and associate it

with a special tariff.

Strict Authorization

When enabled, call leg A will be disconnected if caller
doesn’t have sufficient funds to place call leg B.

Announce Time

When user inputs the destination, IVR announces the
maximum call duration allowed to this destination and
then connects the call.

Use Announcement
Tariff

It is possible to use different tariffs for the
announcement of the maximum call duration allowed
and for rating this call.

The first (transparent) tariff should be associated with
the “ANNOUNCE+DNIS” access code in the
product’s Services and Rating list.

The second tariff should be associated with an actual
access code.

Thus, the user hears the time announced according to
the first tariff, while the call is actually authorized and
rated according to the second tariff.

Seconds Rounding
Mode

This option defines the way the seconds portion of
“available time” is announced to a customet:
e none — There is no rounding, so the
time is announced including seconds,
e.g. “Five minutes and 49 seconds.”
e up — The time is rounded up to the
nearest minute, so 5:49 will be
announced as “Six minutes.”

Play Pre-ring MOH

By default, the calling party hears a ringtone while
waiting until the remote party answers. You may want
to replace this ringtone with music on hold (MOH).

Select this option to allow IVR to play a special ringing
MOH when the call has been placed but the ring
signal has not yet been received.

Music on Hold
Class

Specity a pre-ring MOH class here.
Note: Ringtone files for custom MOH should be placed under
/porta_var/porta-um/prompts/moh/OPTION_VALUE/

(e.g. for the MOH class “my-ringtone” the path will be
/porta_var/porta-um/prompts/moh/my-ringtone/).
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Disconnection
Warning Interval,
sec

This feature announces the remaining time in

seconds or simply plays a “beeping” sound. This “time
left” warning is played when a specified number of
seconds is left before the call is disconnected.

Repeat Every, sec

This feature allows you to provide multiple warnings
before call is disconnected because of insufficient
funds. In this case IVR repeats the warning every
specified number of seconds until the end of the call.

These warnings help your customers to estimate
whether there is enough time to finish their
conversation or not, or if necessary, to top up their
balance.

Type of
Disconnection
Warning

Choose one of the following types of “time left”
warnings:
e beep — play “beeping” sound.
e voice — announce the remaining time
in seconds.

Disconnect Call
Before, sec

The call can be disconnected before an account’s
balance is actually depleted. Specify in seconds (till the
calculated end of the call) when to disconnect the call.

Maximum Dial

Maximum number of dial attempts within one session.

Attempts By default: 3.
SMS Callback Trigger

Callback Access Specify a phone number that sends data to the callback

Number trigger. The phone number should be established by
the SMS provider. This phone number is used to find
the correct SMS callback instance.
Note: The Callback Access Number option must be unique
for each SMS callback instance.

Callback Engine Select a type of callback engine — either a PortaSIP®
Media Server or a Cisco gateway.

Callback Engine If a Cisco gateway is set as a callback engine, then

Host specify its IP address in this field.

Authenticate Specify the command name for establishing callback

Account Command

using CLI, CLLD and authentication data. Users will
send this command via SMS. Default: P

Registration
Command

Specity the registration command name. Users will
send this command via SMS. Default: R

Change Service
Password Command

Specify the command name for changing the account’s
password. Users will send this command via SMS.
Default: CP

Check Balance
Command

Specify a name for the command for checking the user
balance. Users will send this command via SMS.
Default: CB

Inbound Provider

Select an SMS provider for incoming SMS messages.
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Outbound Provider

Select an SMS provider for outgoing SMS messages.

Send SMS Login Specify login used for relaying SMS messages using the
service of the corresponding SMS provider.

Send SMS Password | Specify a password used for relaying SMS messages
using the service of the corresponding SMS provider.

Send SMS URL Specify a URL for sending SMS messages. It is

obtained from the corresponding SMS provider.

Company Name

Specity a “Company Name” template.

Template

Company WEB Site | Specify a “Corporate web site” template.

Template

Check Balance SMS | Specify a template for SMS messages sent to the user
Template upon receiving a “Balance info” request.
Recharging Account | Specify a template for SMS messages sent to the user
SMS Template upon receiving a “Recharging account” request.
Registration SMS Specity a template for SMS messages sent to the user
Template upon receiving a “Registration” request.

Use Account ID as
ANI

If this check box is selected, Account ID is presented
as the CLI for A-leg and the B-leg of the calls.

Account ID
Translation Rule

Apply translation rules to the username used for
authentication. For instance, for calls from Prague,
Czech Republic, ANI numbers are delivered as
02123456. If you provide services in multiple
countries, you will probably enter a Czech account in
billing as 4202123456. Now when the server receives
02123456, it must add 42 to the beginning of the
username, then use 4202123456 for authentication.
Similarly, for calls from London the server could
append 44, and so on.

ANI Translation
Rule

This allows to modify the CLI number.

Send Authorization

When enabled, an authorization request will be sent
along with authentication. It allows you to:

e Check if the caller has sufficient
balance to initiate a call leg (i.e., user
will not be called back if the balance is
insufficient).

e Block some destinations for callback
calls in the account’s tariff (mark
destinations as forbidden in the
appropriate tariff rates).

e Use a Minimum Sufficient Time
option.
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Minimum Sufficient
Time, sec

Specify the minimum amount of seconds a user needs
for leg A in order to use the callback service
(applicable when Send Authorization is set to Yes
and Minimum Sufficient Time > 0).

Destination Allows to modify the dialed number.
Translation Rule
Second Dialed Allows to modify the second dialed number.

Number Translation
Rule

Template Account

Specity the account ID here to use its configuration
properties as a template for all auto registered
accounts.

Languages This enables you to select language(s) to be used for
voice prompts. Click the [#] Wizard icon to open the
language selection dialog box.

Conf Language List | If this check box is selected, the language list defined

Is Preferred on this page has a higher preference than the account’s

preferred language.

Brand Prompts

IVR prompts can be customized per access number.

Specify the directory where custom prompt files are
located. The Media Server will look for the prompts in
that folder first and if found — use them. Otherwise, it
will use default files.

For example, put customized English prompts under
the directory /porta_var/psmsc/customfiles/
prompts/brands/my_company/en

and specify “my_company” in this field.

Play Welcome If enabled, the IVR will play the welcome message to
Message the user once an access number is reached.
Restriction for e When account balance is less than
Calling with Low product breakage and disconnect is
Balance

selected, IVR plays the “you have
insufficient funds” voice prompt and
disconnects the call.

e When account balance is less than
product breakage and no outgoing
calls is selected, IVR prompts for the
destination number but gives a busy
tone and drops the call immediately
after dialing it.

e Option none disables this feature.

Announce Balance

If enabled, the IVR will announce the current balance
for the user before prompting for the phone number
he wishes to reach.
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Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid
customers (those who have a credit
limit of O or less), announce “available
funds” (calculated as credit limit minus
balance) and announce the current
balance for others (postpaid
customers).

e Balance — Always announce balance
(this is the classic mode, ideal for
typical postpaid customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements, there
are balance announcement examples for different IVR
configurations.

Announce Credit
Limit

If enabled, the IVR will announce the credit limit as
well as the account balance (applicable when Credit
Accounts Balance Announcement is set to
“balance” or “funds / balance”).

Access Code

Specifies an Access Code to be used for this instance.

LegA CLD Prefix

Leg A (callback to a user’s number) access code prefix.
Allows billing leg A with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegA CLD Prefix is LEG_A and the Access
Number is 12125551234, then the Access Code should be
LEG_A12125551234.

LegB CLD Prefix

Leg B (user’s call to destination) access code prefix.
Allows billing leg B with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegB CLD Prefix is LEG_B and the Access
Number is 12125551234, then the Access Code should be
LEG_B12125551234.

Expected Connect
Time, sec

The “authorized” time for call leg B will be decreased
by the specified value.
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Special Charge if By enabling this, you can charge users differently for
LegB Fails calls with failed leg B (e.g. incomplete call is not

charged). Just add a new Services and Rating entry
to the product’s Services and Rating list, set its
access code to “CALLBACK_FAIL” and associate it

with a special tariff.

Strict Authorization

When enabled, call leg A will be disconnected if caller
doesn’t have sufficient funds to place call leg B.

Announce Time

When user inputs the destination, IVR announces the
maximum call duration allowed to this destination and
then connects the call.

Use Announcement
Tariff

It is possible to use different tariffs for the
announcement of the maximum call duration allowed
and for rating this call.

The first (transparent) tariff should be associated with
the “ANNOUNCE+DNIS” access code in the
product’s Services and Rating list.

The second tariff should be associated with an actual
access code.

Thus, the user hears the time announced according to
the first tariff, while the call is actually authorized and
rated according to the second tariff.

Seconds Rounding
Mode

This option defines the way the seconds portion of
“available time” is announced to a customet:
e none — there is no rounding, so the
time is announced including seconds,
e.g. “Five minutes and 49 seconds.”
e up — the time is rounded up to the
nearest minute, so 5:49 will be
announced as “Six minutes.”

Play Pre-ring MOH

By default, the calling party hears a ringtone while
waiting until the remote party answers. You may want
to replace this ringtone with music on hold (MOH).

Select this option to allow IVR to play a special ringing
MOH when the call has been placed but the ring
signal has not yet been received.

Music on Hold
Class

Specify a Pre-ring MOH class here.
NOTE: Ringtone files for custom MOH should be placed under
/porta_var/porta-um/prompts/moh/OPTION_VALUE/

(e.g. for the MOH class “"my-ringtone” the path will be
/porta_var/porta-um/prompts/moh/my-ringtone/).
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Disconnection
Warning Interval,
sec

This feature announces the remaining time in

seconds or simply plays a “beeping” sound. This “time
left” warning is played when a specified number of
seconds is left before the call is disconnected.

Repeat Every, sec

This feature allows you to provide multiple warnings
before call is disconnected because of insufficient
funds. In this case IVR repeats the warning every
specified number of seconds until the end of the call.
These warnings help your customers to estimate
whether there is enough time to finish their
conversation or not, or if necessary, to top up their
balance.

Type of
Disconnection
Warning

Choose one of the following types of “time left”
warnings:
e beep — Play “beeping” sound.
e voice — Announce the remaining time
in seconds.

Disconnect Call
Before, sec

The call can be disconnected before an account’s
balance is actually depleted. Specify in seconds (till the
calculated end of the call) when to disconnect the call.

Maximum Dial

Maximum number of dial attempts within one session.

Attempts By default: 3.
Email Callback Trigger
Callback Email Receiving email address. This address is aliased in the
Address system to a special script which initiates email callback.
Note: The Callback Email Address option must be unique for
each email callback instance.
Callback Engine Select a type of callback engine.
Callback Engine If the Cisco gateway is set as a callback engine, then
Host specify a network location for it in this field.

Use Account ID as
ANI

If this check box is selected, account ID is presented
as the CLI for A-leg and the B-leg of the calls.

Account ID
Translation Rule

Apply translation rules to the username used for
authentication. For instance, for calls from Prague,
Czech Republic, ANI numbers are delivered as
02123456. If you provide services in multiple
countries, you will probably enter a Czech account in
billing as 4202123456. Now when the server receives
02123456, it must add 42 to the beginning of the
username, then use 4202123456 for authentication.
Similarly, for calls from London the server could
append 44, and so on.
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Send Authorization

When enabled, an authorization request will be sent
along with authentication. It allows you to:

e Check if the caller has sufficient
balance to initiate a call leg (i.e., user
will not be called back if the balance is
insufficient).

e Block some destinations for callback
calls in the account’s tariff (mark
destinations as forbidden in the
appropriate tariff rates).

e Use a Minimum Sufficient Time
option.

Minimum Sufficient
Time, sec

Specify the minimum amount of seconds a user needs
for leg A in order to use the callback service
(applicable when Send Authorization is set to Yes
and Minimum Sufficient Time > 0).

Destination Allows to modify the dialed number.
Translation Rule
Second Dialed Allows to modify the second dialed number.

Number Translation
Rule

Languages This enables you to select language(s) to be used for
voice prompts. Click the [#] Wizard icon to open the
language selection dialog box.

Conf Language List | If this check box is selected, the language list defined

Is Preferred on this page has a higher preference than the account’s

preferred language.

Brand Prompts

IVR prompts can be customized per access number.
Specity the directory where custom prompt files are
located. The Media Server will look for the prompts in
that folder first and if found — use them. Otherwise, it
will use default files. (For example, put customized
English prompts under the directory
/potta_var/psmsc/customfiles/
prompts/brands/my_company/en

and specify “my_company” in this field).

Play Welcome
Message

If enabled, the IVR will play the welcome message to
the user once an access number is reached.
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Restriction for
Calling with Low
Balance

e When account balance is less than
product breakage and disconnect is
defined, IVR plays the “you have
insufficient funds” voice prompt and
disconnects the call.

e When account balance is less than
product breakage and no outgoing
calls are defined, IVR prompts for the
destination number but gives a busy
tone and drops the call immediately
after dialing it.

e Option none disables this feature.

Announce Balance

If enabled, the IVR will announce the current balance
for the user before prompting for the phone number
he wishes to reach.

Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid
customers (those who have a credit
limit of O or less), announce “available
funds” (calculated as credit limit minus
balance) and announce the current
balance for others (postpaid
customers).

e Balance — Always announce balance
(this is the classic mode, ideal for
typical postpaid customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements,, there
are balance announcement examples for different IVR
configurations.

Announce Credit
Limit

If enabled, the IVR will announce the credit limit as
well as the account balance (applicable when Credit
Accounts Balance Announcement is set to
“balance” or “funds / balance”).

Access Code

Specifies an access code to be used for this instance.
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LegA CLD Prefix

Leg A (callback to a user’s number) access code prefix.
Allows billing leg A with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegA CLD Prefix is LEG_A and the Access
Number is 12125551234, then the Access Code should be
LEG_A12125551234.

LegB CLD Prefix

Leg B (user’s call to destination) access code prefix.
Allows billing leg B with different tariff. A separate
Services and Rating entry with the appropriate
access code and tariff should exist in the product’s
Services and Rating list.

NOTE: Access code must contain DNIS after the Prefix. For
example, if the LegB CLD Prefix is LEG_B and the Access
Number is 12125551234, then the Access Code should be
LEG_B12125551234.

Expected Connect

The “authorized” time for call leg B will be decreased

Time, sec by the specified value.
Special Charge if By enabling this, you can charge users differently for
LegB Fails calls with failed leg B (e.g. incomplete call is not

charged). Just add a new Services and Rating entry
to the product’s Services and Rating list, set its
access code to “CALLBACK_FAIL” and associate it

with a special tariff.

Strict Authorization

When enabled, call leg A will be disconnected if caller
doesn’t have sufficient funds to place call leg B.

Announce Time

When user inputs the destination, IVR announces the
maximum call duration allowed to this destination and
then connects the call.

Use Announcement
Tariff

It is possible to use different tariffs for the
announcement of the maximum call duration allowed
and for rating this call.

The first (transparent) tariff should be associated with
the “ANNOUNCE+DNIS” access code in the
product’s Services and Rating list.

The second tariff should be associated with an actual
access code.

Thus, the user hears the time announced according to
the first tariff, while the call is actually authorized and
rated according to the second tariff.
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Seconds Rounding
Mode

This option defines the way the seconds portion of
“available time” is announced to a customet:
e none — There is no rounding, so the
time is announced including seconds,
e.g. “Five minutes and 49 seconds.”
e up — The time is rounded up to the
nearest minute, so 5:49 will be
announced as “Six minutes.”

Play Pre-ring MOH

By default, the calling party hears a ringtone while
waiting until the remote party answers. You may want
to replace this ringtone with music on hold (MOH).
Check this option to allow IVR to play a special
ringing MOH when the call has been placed but the
ring signal has not yet been received.

Music on Hold

Specify a Pre-ring MOH class here.

Class
NOTE: Ringtone files for custom MOH should be placed under
/porta_var/porta-um/prompts/moh/OPTION_VALUE/
(e.g. for the MOH class “my-ringtone” the path will be
/porta_var/porta-um/prompts/moh/my-ringtone/).
Disconnection This feature announces the remaining time in
Warning Interval, seconds or simply plays a “beeping” sound. This “time
sec left” warning is played when a specified number of

seconds is left before the call is disconnected.

Repeat Every, sec

This feature allows you to provide multiple warnings
before call is disconnected because of insufficient
funds. In this case IVR repeats the warning every
specified number of seconds until the end of the call.

These warnings help your customers to estimate
whether there is enough time to finish their
conversation or not, or if necessary, to top up their
balance.

Type of
Disconnection
Warning

Choose one of the following types of “time left”
warnings:
e beep — Play “beeping” sound;
e voice — Announce the remaining time
in seconds.

Disconnect Call
Before, sec

The call can be disconnected before an account’s
balance is actually depleted. Specify in seconds (till the
calculated end of the call) when to disconnect the call.

Maximum Dial
Attempts

Maximum number of dial attempts within one session.
By default: 3.

Global I1'R Options
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Confirm by Pound If this option is enabled, the IVR suggests
confirmation of multi-digit input by pressing the ‘#’
key.
Default Prompt Specity a default timeout for all voice prompts in

Timeout, sec

seconds.

Initial Pause, sec

Specify an initial delay in seconds before the first
playback.

Target Host for Specify a target host / IP for all outgoing calls from

Outgoing Calls the Media Server. If it is not specified then all
outgoing calls will go to the Switching Server that
initiated the incoming call leg.

Send Start This option is used for outgoing calls in all IVR

Accounting applications.

Account Self-Care

Use as Voicemail

Permits access to the account self-care IVR when
account dials own account numbet.

Languages

This enables you to select language(s) to be used as

voice prompts. Click the Wizard icon to open the
language selection dialog box.

Follow Me Timeout,
sec

Specifies how long the IP phone will ring before the
call goes to a follow-me number.

Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid
customers (those who have a credit
limit of 0 or less), announce “available
funds” (calculated as credit limit minus
balance) and announce the current
balance for others (postpaid
customers).

e Balance — Always announce balance
(this is the classic mode, ideal for
typical postpaid customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
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Announce Credit
Limit

If enabled, the balance announced to the end user will
be followed by an announcement of the credit limit.

This allows you to separate cases where credit limits
are assigned only as a precaution (and so the end user
should not really know about them) from cases where
they are an integral part of the service (e.g. loyal
customers are rewarded with an increased credit limit
the longer they stay with you).

One’s Own Voice Mailbox Access

Allow to Check
Account Balance

Select this check box to allow end users to check
current balance from voice mailbox.

Allow to Place an

Select this check box to allow end users to make

Outgoing Call outgoing calls from voice mailbox.
Announce Credit If enabled, the balance announced to the end user will
Limit be followed by an announcement of the credit limit.

This allows you to separate cases where credit limits
are assigned only as a precaution (and so the end user
should not really know about them) from cases where
they are an integral part of the service (e.g. loyal
customers are rewarded with an increased credit limit
the longer they stay with you).

Credit Accounts
Balance
Announcement

You can configure your IVR applications to announce
the current balance for credit accounts in one of two
modes:

e Funds / balance — For prepaid
customers (those who have a credit
limit of 0 or less), announce “available
funds” (calculated as credit limit minus
balance) and announce the current
balance for others (postpaid
customers).

e Balance — Always announce balance
(this is the classic mode, ideal for
typical postpaid customers).

Note that a third “Backward compatibility” mode is
enabled by default. It preserves the announcements
exactly the way they worked in releases prior to MR35.
In APPENDIX B. Balance Announcements, there
are balance announcement examples for different IVR
configurations.

No Trash Folder in
IVR

When selected, messages deleted via IVR will be
deleted completely, regardless of self-care settings.
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Suppress When end users make outgoing calls from their voice
Announcements mailboxes, the IVR will suppress IVR announcements

and only play the dial tone. The IVR application
permits only one attempt to enter the phone number.

Play Notification

Select this check box to play a notification during
voicemail access when a mailbox is full.

Brand Prompts

IVR prompts can be customized per access number.
Specity the directory where the custom prompt files
are located. The Media Server will look for the
prompts in that folder first and if found — use them.
Otherwise, it will use the default files. (For example,
put customized English prompts under the directory
/potta_var/psmsc/customfiles/
prompts/brands/my_company/en

and specify “my_company” in this field).

Access Code

This allows you to apply a special rating to outgoing
calls made by customers from their voice mailboxes.

For example, if an administrator specifies the
VOICEMALIL access code in the application settings,
then PortaBilling® will use a rating entry with this very
access code from the account’s product to authorize
outgoing calls from users’ voice mailboxes.

Voicemail/ Auto Attendant

Media Server
Domain

The Media Server Domain corresponding to the
current billing environment. This option specifies the
email domain and hostname/IP of the Media Server.

Minimum Duration,
sec

Specity the minimum length for a voice message in
seconds. If the recorded voice message is shorter than
or equal to the specified value then the message will be
dropped. A zero value disables this check.

Brand Prompts

IVR prompts can be customized per Access Number.
Specity the directory where the custom prompt files
are located. The Media Server will look for the
prompts in that folder first and if found — use them.
Otherwise, it will use the default files. (For example,
put customized English prompts under the directory
/potta_var/psmsc/customfiles/
prompts/brands/my_company/en

and specify “my_company” in this field).

Record Timeout, sec

Specify in seconds a default timeout for recording
voicemail and greetings.

Silence Detection

If this check box is selected, then silence is detected
during voicemail recording (G711 codecs only).

Silence Seconds, sec

Specify how many seconds of silence will result in
canceling voicemail recording.
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Connections
Definitions
Network
VoIP network — one or more VoIP entities that belong to a single
operator.
Connection
Point of change of network ownership. Defined as a set of
physical and logical parameters i.e. IP, Port, Timeslot, Call Type,
Call Direction, etc.
Operator A l Operator B
Cost A | Revenue B
Cost A = Revenue B
Operator

Network owner. Responsible for internetworking and wholesale
in its network.

A connection defines the point where a call travels between the networks
of two operators, one of whom is a PortaBilling® owner. At this point,
we will create an xDR for the vendor (the other operator) describing our
costs. Also, if this was an outgoing call, we will create xDRs for both the
account and the customet.

You can access connection information directly from the main menu. In
this case, all connections defined in the system will be displayed.

Connection Management

Access
Description Vendor Service Type Type Gatewayllode 3 port Codeffech  Vendor Authorization Tarifr Active Delete
Prefix

atbinet arbinet wiceCals  Gallstovendora P 2456 Ahinet ]
clonaet clonae wiceCalls GallstoNendora P 716128180 clobalNet CE

Alternatively, you can access a list of connections for a particular vendor.
To do so, click the 73] Connections icon next to the vendor name in the
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vendor list, or click [ Connections on the toolbar on the vendor info

page.

> | @ add [ ® close

Vendor Management

> Logout | B Log

Search
I
xRs  Name  Conmections Currency Balan: Email Delete
[B] arbinet 2 usp 000000
[O] iBasis 2z usD 000000
0] Sip-to-Gin calls 3 usp 251665
(O] vonone 1 wsp 000000
[B] %Telecom 1 us>  0.00000

» | @ Add | ® Close P Lagout | B Log
Service Type Type Search
ATy ~| I |(s=arch
Description Service Type Type Gatewayllode 1P Port Access Code/Tech Prefix Vendor Authorization Tariff Active Delete
Atbinet!  Volce Calls  Calls ta Vendor via SIF 3456 ainet @ [¥]
Arbinet2 Voice Calls Calls toVendor via SIP 9.6.7.3 Arbinet O IE‘

To edit a connection, simply click on the connection description in the

table. To add a new connection, first go to the list of connections for a
specific vendor, then click & Add.

> [ save | [zl Save & Close | ® Close | [l Load

Description ‘Termination to X-Telecom Type Calls to Vendor via SIP

Service Type Voice Calls Routing Criteria | none v

Active Ca

General Info | Connection Load | Routing Filter

Remote Gateway ID

Remote IP 216.75.20.45 UpF ¥
Remote IP Port

CLD Tech Prefix L]
RTP Proxying optimal v
Tarift Termination to x-Telecom v
Caller |dentity Do Not Supply v
Service Policy pefault v
Vendor Authorization | none v
Translate CLD <be not translate the number (tr ¥
Translate CLI <D0 not translate the number (tr ¥

Additional Settings

Field

Description

Description

A logical description of the connection.

Service Type

The type of service this connection is used to transport
(voice calls, Internet connectivity, etc.)

NOTE: While services are used to represent and bill your
customers’ activities to them, you use service types to define a
connection, since in this case it is important to know what actual
(physical) service was provided.

The type of this connection. The available types depend
on the service type chosen above. For the Voice Calls
service, the applicable types are:

e Calls from Vendor via PSTN —
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Vendor-related expenses for delivering
calls from your customers to your
network (e.g. toll-free lines) via a PSTN
trunk to your gateway.

e (Calls from Vendor via SIP — Vendot-
related expenses for delivering calls from
your customers to your network (e.g.
foreign DIDs) via VolP to your SIP
server.

e Calls to Vendor via PSTN — Your
expenses for terminating calls on a
vendot’s network via a PSTN trunk on
your gateway.

e Calls to Vendor via SIP — Your
expenses for terminating calls on a
vendor’s network by sending them over
an IP network to his gateway or proxy.

Active When this check box is selected, this connection is

included in the routing.

Therefore, this check box is available only for Voice
Calls and Messaging Service connection types. (Other
connection types are used only for billing purposes and
not for routing.)

The following field is only available for “Calls to 1V endor via SIP” and “Calls to
Vendor via PSTIN” connections:

Routing Defines what routing criteria will be applied to this
Criteria connection.

Other available fields on the Add Connection page vary depending on
the service type and type of connection chosen.

General Info tab

Calls to/from Vendor via PSTN connections with Voice Calls
service type

Add Connection for 'X-Telecom' Vendor

[ el save | gl Save & Close | ® Close ) Logout | B Log

Description  x-Telecom - Type Calls to Vendor via PSTN -
Service
Type

Active

General Info | Connection Load

Node PortaSip -

Voice Calls -|® Routing Criteria Hone -

Remote Gateway 1D

Port

Tarift Terminzsion to X-Telecom <
Senvice Policy Default -
Translate CLD Nozth Rmerica, 10 digit dial 4

Translate CLI North America, 10 digit dial 4
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Field Description
Node Name of the node used for this connection.
Port Only on PSTN-related connections. The specified port

for PSTN origination or termination. The port can be
set using wildcards:

e _ — Match any symbol.
e % — Match any sequence of symbols .
e The wildcard symbols * and ? should not

be used
Tariff The tariff used to calculate the cost of terminating calls
via this connection.
Translate Select one of the following options:
CLD e Do not translate — The number is not

converted from / to a vendot-specific
format and is treated as defined in E.164
format.

e Create a new translation rule —
Launches Dialing Rules Wizard for
creating a new translation rule.

¢ Apply an existing translation rule —
Select the existing translation rule from
the list. You can click the t# Wizard
icon at the right to launch the Dialing
Rules Wizard and view parameters
specified for this rule.

If the translation rule is explicitly defined, it will convert
a number from / to a vendor-specific format into /
from the unified format used in billing. This is only
applicable if the node that routes the call retrieves the
routing information from PortaBilling® (e.g. PortaSIP®

or MVTS).
The following fields are only available for “Calls from 1 endor via PSTN”
connections:
CLD Specifies the access number the customer dialed in
(DNIS) order to reach your network.
Info Digits Info Digits is ISDN Originating Line Information sent
by the gateway.

If call cost depends on OLI, select the corresponding
Info Digits value from the list.

Please note that the gateway should be configured to
support OLL
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For more information please refer to the OLI-Based
Billing section of the PortaBilling Administrator Guide.

The following fields are only available for “Calls to 1 endor via PSTIN connections:
Remote A distinctive name for the remote gateway. This is used
Gateway ID | when it is not possible to determine the identity of the
remote party (and thus the connection / vendor that the
call goes to) by its IP address alone. This ID will then be
used to identify the connection, based on additional
information available in the accounting record.

The value in this field should take one of the following

forms:

e A domain name (translated into the
actual IP address using a DNS query at
the time the call is routed). This must be
a fully qualified domain name, i.e. it
should contain at least two names
separated by a dot, for instance
mytelecom.net. All other restrictions
related to the domain name (e.g.
permitted characters) apply as well. The
resource record types used in DNS
queries are: A, CNAME, SRV.

e Another custom name that helps to
identify the connection. Given in
uppercase without any dots.

Service Specifies a predefined set of options which are applied

Policy to calls going through this connection.

Note that the options may be overridden by those
defined for the caller or called account (depending on
the connection type).

Translate Select one of the following options:

CLI e Do not translate — The number is not
converted from / to a vendor-specific
format and is treated as defined in E.164
format.

o Create a new translation rule —
Launches Dialing Rules Wizard for
creating a new translation rule.

¢ Apply an existing translation rule —
Select the existing translation rule from
the list. You can click the [#] Wizard
icon at the right to launch the Dialing
Rules Wizard and view parameters
specified for this rule.
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If the translation rule is explicitly defined, it will
translate the CLI (ANI) to / from a vendor-specific
format when routing a call to / from the vendot’s
network. This is only applicable if the node that routes
the call retrieves the routing information from
PortaBilling® (e.g. PortaSIP® or MVTS).

Calls to/from Vendor via SIP connections with Voice Calls
service type

Edit Connection "AKTelecom-FROM" for 'AKTelecom’ Vendor

Description  AKTalacom-FROM = Type Calls from Vendorvia SIP
Voice Calls

Active

General Info | Connection Load | Routing Filter

Node
Remote IP
RTP Prosying
Tarift

Caller 1dentity

Senice Policy et
Rate MaichMode  Defaulc

S8R Access Code  INCOMING

Info Digits payphone using coin control .
Vendor Authorization None

Translate CLD <Do nov translater

Tech Prefix

Transtate CLI <Do nov translate, the Vendo

Field

Description

Remote IP

The IP of the remote gateway, e.g. 23.45.67.89. If a
connection has an empty Remote IP attribute, calls
going to any IP address (not explicitly defined in some
other connection) will be regarded as going via this
connection. If there are multiple connections with an
unknown IP address, then the Remote Gateway ID
and CLD Tech Prefix can be used to help identify a
specific connection.

RTP
Proxying

Describes the NAT traversal capabilities of the remote
gateway (the default value is set to Optimal):

e Direct — RTP stream should be sent
directly to this node; RTP proxy should
not be used.

e Optimal — This node is capable of
NAT traversal; no RTP proxying is
required unless specifically requested.

e OnNat — This node is not capable of
NAT traversal; engage RTP proxy if the
other party is behind NAT.

e Always — When sending a call to this
node, always engage RTP proxy, so that
no media stream goes to it directly.

a17



Porta|Billing® Routing

Tariff The tariff used to calculate the cost of terminating calls

via this connection.

Vendor Defines which username / password should be used

Authorization | for authorization of calls via this connection.

Translate Select one of the following options:

CLD e Do not translate— The number is not
converted from / to a vendot-specific
format and is treated as defined in
E.164 format.

e Create a new translation rule —
Launches Dialing Rules Wizard for
creating a new translation rule.
e Apply an existing translation rule —
Select the existing translation rule from
the list. You can click the [# Wizard
icon at the right to launch the Dialing
Rules Wizard and view parameters
specified for this rule.
If the translation rule is explicitly defined, it will
convert a number from / to a vendor-specific format
into / from the unified format used in billing. This is
only applicable if the node that routes the call retrieves
the routing information from PortaBilling® (e.g.
PortaSIP® or MVTS).
Translate Select one of the following options:
CLI e Do not translate — The number is not

converted from / to a vendot-specific
format and is treated as defined in
E.164 format.

o Create a new translation rule —
Launches Dialing Rules Wizard for
creating a new translation rule.

e Apply an existing translation rule —
Select the existing translation rule from

the list. You can click the ] Wizard
icon at the right to launch the Dialing
Rules Wizard and view parameters
specified for this rule.

If the translation rule is explicitly defined, it will
translate the CLI (ANI) to / from a vendot-specific
format when routing a call to / from the vendot’s
network. This is only applicable if the node that routes
the call retrieves the routing information from
PortaBilling® (e.g. PortaSIP® or MVTS).
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Service
Policy

This specifies a predefined set of options that are
applied to calls going through this connection.

Note that options may be overridden by those defined
for the caller or called account (depending on the
connection type).

The following fields are only available for “Calls to 1 endor via SIP” connections:

Remote IP
Port

The port to connect to on the remote end. The default
port for the chosen protocol (5060 for SIP, 1720 for
H323) is used where no value is provided.

Remote
Gateway ID

A distinctive name for the remote gateway. This is used
when it is not possible to determine the identity of the
remote party (and thus the connection / vendor that
the call goes to) by its IP address alone. This ID will
then be used to identify the connection, based on
additional information available in the accounting
record.

The value in this field should take one of the following
forms:

e A domain name (translated into the
actual IP address using a DNS query at
the time the call is routed). This must
be a fully qualified domain name, i.e. it
should contain at least two names
separated by a dot, for instance
mytelecom.net. All other restrictions
related to the domain name (e.g.
permitted characters) apply as well.

e The special matching keywords s1p-
URI, INTERNAL Of SIP-UA used
internally in routing.

e Another custom name that helps to identify the
connection. Given in uppercase without any
dots.

CLD Tech
Prefix

If you have several connections with the same IP
address (e.g. the same carrier offers you routes of
different quality) and these can only be distinguished
using the tech-prefix in the destination number, enter
that tech-prefix here. This also automatically modifies
the translation rules for this connection, such that the
tech-prefix is appended to the number when a call is
routed there, and removed from it when CDRs are
being processed.

Caller
Identity

Describes how outgoing calls for which the caller has
requested privacy are to be displayed to the vendor.

e Do not Supply — PortaSwitch® will
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remove all information about the caller
from the call initiation info sent to the
vendot.

e Supply — The outgoing call initiation
request will contain special privacy
headers which will contain the
information about real CLI number.

Additional
Settings

Additional settings for some call scenarios, for example
routing based on Point of Presence.

The following fields are only available for “Calls from Vendor via SIP” connections:

Node

Name of the node used for this connection.

Caller
Identity

Describes how the system processes the calls for which
the caller has requested privacy.
¢ Do not Accept — Special privacy
headers will not be processed.
e Accept — The information about real
CLI number will be retrieved from the
special privacy headers.

S&R Access
Code

This parameter allows you to use different rate plans
for the same service, based on where the call originates
from. Define Assign Access Code for the
authorization of the call in order to allow the
appropriate entry specified in the product’s Services
and Rating tab to be selected. This field is mandatory
and by default, is set to TNCOMING.'

Info Digits

If call cost depends on OLI, select the corresponding
Info Digits value from the list.

For more information please refer to the OLI-Based
Billing section of the PortaBilling Administrator Guide.

Rate Match
Mode

This parameter allows you to rate calls either based on
their destination or the callet’s numbet.

e Default — Rating based on the
destination numbert.

e Calling number — Allows the use of
the caller’s number to calculate the
billing charges (e.g. for charging the
owner of a toll-free number for
incoming calls).

Connection Load tab

Field

Description

Capacity

Specifies the maximum number of simultaneous calls
the connection can support. If Limit Utilization by
Capacity is active, when the number of simultaneous
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calls established via the connection reaches its specified
limit, this connection will become excluded from all
further routing attempts. Otherwise, this parameter is
only used to correctly scale the load graph for the

connection.
The following fields are only available for “Calls to 1 endor via SIP/ PSTN”
connections:
Limit Select this check box to enable load-balancing based on
Utilization utilization of this connection and to limit the number of
By Capacity | simultaneous calls routed through it.
Start Start performing load-balancing using other connections
Utilization (that would normally assume a lower position in the
Balancing routing list) when the number of simultaneous calls
After reaches this threshold.

Routing Filter tab

For “Calls to Vendor via SIP” connections, the routing filter allows you to
define the capabilities of the remote party (such as the gateway of a
carrier) and your preferences for using them.

& [+ ~] & Edit Connection 'X-Telecom Mobile’ for 'X-Telecom’ Vendor <

[ [ Ssave | [gl Save &Close | @ Close Load *[ Logout | B Log
Description  [#-Telecom Mobile  |=  Type Calls to Vendor via SIP
?;;‘:Ee voice Calls Routing Criteria
Active

General Info | Connection Load | Routing Filter | Tracking |
Codec Name Capahilty
= Other (4 Ttems) &
Unknawn mediacodec
DTMF information (RFC2833) -
Comiort Moise codec for 8 kHz audio
Redundart Audio Data
= CelB (1 Item)
Celf videa codec
= DVI4 (5 Ttems)
D4 cadec & kHz
DYid ot 16 kHz
D14 codec 11.025 kHz
DVI4 coses 22.08 kHz
VDV - DYM varisble rate version
E G.711 (4 Items)
G711 PCMA codec 8 kHz v
Set Capabilty ~
[¥] Guaranteed Caller Id transport
Column Description

Codec Name | Name of the call media feature (such as a specific codec
or T.38 fax capability).

Capability This parameter allows you to specify remote party
capabilities or prohibit the use of a call media feature
for the connection. The following options are available:

e Supported — This means that you are
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sure that this equipment supports this
feature and are therefore allowing it.
Not supported — This means that this
equipment is unable to support this
particular feature (e.g. G.723 codec).
Your administrator may decide to
prohibit it. For example, although you
do not know whether a vendot’s
gateway supports the G.722 codec, by
marking it “not supported” you will
ensure that even if the originating codec
end-point appears available, it will be
removed from the codec list that is sent
to the cartier in the SIP call initiation
request, and thus will not be used.

Guaranteed Caller Id transport — Select this option for carriers that are
capable of delivering caller ID information.

For “Calls from V'endor via SIP” connections, the routing filter allows you to
filter call media features on incoming calls.

l~l & Edit Connection ‘Premium Numbers' for "X-Telecom' Vendor

+ | i Save | [dl Save &Close | & Close Load

°l Logout | B Log

Prerniurn Hurnbers - Type Calls from Vendor via SIP

Service
Type

Active

Waice Calls

General Info | Connection Load | Routing Filter

Codec Name
= Other {4 Items)

Unknown mesiafcodes

DTMF information (RFC2833)

Cormtart Noise codec for 8 kHz aucio

Rectundart Auic Data
B CelB (1 Item)
Celf videa coder:

5 DVI4 (5 Items)
Dvld codec 8 kHz
Dld codes 16 kHz
Dvid codlec 1.025 kHz

D¥14 codec 2205 kHz

DI - D4 variable rate version

= G.711 {4 Items)

Recuiremert

Set Reqirement ~

[ Guaranteed Caller Id transport

Column Description
Codec Name | Name of the call media feature (such as a specific codec
or T.38 fax capability).
Requitement | This parameter describes the filters applied to call

media features. The following options are available:

Suppressed — This means that
PortaSwitch will prevent the use of this
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particular feature (e.g. G.722 codec) and
will remove the information about this
codec from SIP requests received from
a remote party.

e Not required — This means that
PortaSwitch does not do any special
processing for this feature. It will be
preserved in the incoming SIP request
and may be used if the other party
supports it. This is the default value for
all features.

Enforce codec order (available for Calls from Vendor via SIP
connections) — When this option is selected during the connection
establishment, codecs are used in an order defined by the service policy
assigned to this connection.

Connection Load

PortaBilling® automatically updates load graphs based on the number of
calls going through a connection. To access the load graph for a specific
connection, open the connection details page and click the liflil Load icon
on the toolbar.
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Graphs

The default timeframe for all graphs is 30 hours. The dates above the
graph are the boundary timeframe for the current graph. If the graph is
shown in more than one color, a legend for color use will be displayed
below the graph. If there are two graphs, captions will be provided on the
left. The use of navigation is explained in the table below.

Icon Description

Q Zoom Out. Click the icon or the top part of the graph to see a
50% longer time interval.

Q Zoom In. Click the icon or the bottom part of the graph to see
a 50% shorter time interval and a more detailed graph.

¢ Back in time. Click the icon or the left part of the graph to
move back in time by 50% of the current timeframe.

$ Forward in time. Click the icon or the right part of the graph
to move forward in time by 50% of the current timeframe.

Reports

The middle portion of the report page is a one-year calendar.

PortaBilling® keeps reports for one year, after which they are removed
from the system. The current month is displayed in the bottom right-hand
corner of the calendar.

Look at the following diagram of a calendar:
I 4 5

po viis
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e} # Mo Tu¥e ThPr SaSu L]

12 3

MW o456 78010
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==
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=
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B
=
B
i
s}
=

1. If present, this arrow notifies the user that a report for this month
is available for download by clicking the month link.

2. Three-letter abbreviation for the month, followed by the year.

3. If present, this arrow notifies the user that two semi-monthly
reports are available for download by clicking the links on the
right.
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4. Click this icon to download statistics for the first half of the
month.

5. Click this icon to download statistics for the second half of the
month.

6. The number of the week in the current year. No report was
generated for this week, so there is no link.

7. Same as 0, but here a report has been generated and may be
downloaded by clicking the link.

8. The day of the month. No report has been generated, so the link
is inactive.

9. Days with linked reports are bolded and underscored. Click to
download the report.

If a report is available, the corresponding link is bolded and underscored.

NOTE: Links are not displayed if reports have not been configured.

System Load

The System Load graph provides a general overview of the billing system
status in terms of the number of call attempts per minute and the total
volume of calls per day.

System Load

S — 4 @A D S——
o

calls/minute

Wad 06: 00
O Billable Calls B Zero duration calls

E— G QQ o O ——
u

«
K
«
K
K
«
K
«

eeeee

O Billable Calls (min)

The Calls/minute graph at the top shows the number of calls, and is
broken down into “Billable” and “Zetro Duration” calls.

The Daily minutes graph shows the total call volume (in minutes) that
passes through your system per day.

Database

The Database Load graph shows the load (in number of queries) and the
number of active threads on the master and slave databases. This
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information may be useful in the event that database interactions seem
slow, or for other debugging scenarios.

Database Load

> P Logout

Sun Oct 03 04:08:40 2010 ¥on Oct 04 04:08:40 2010

& @Q o

Master

40
20
2 Loa - Rl el s ollieenlle . .

Sun 06: 00 Sun 12:08 Sun 18:00 Mon 08: 00

40

Slave

Sun 06: 00 Sun 12:08 Sun 18:00 Mon 08:00
E Number of queries M Mumber of connections

The Vendor ASR reports page gives the user easy access to downloads
of all ASR reports that have been defined for a vendor. Reports for the
desired vendor may be found by selecting the vendor from a list on the
left side of the page, or by entering the vendor’s name in the search field
and clicking the Search button. The wildcard symbol ‘%’ may also be
used for the search.

Download Options
The default report download format is .csv. Select the check box next to

the '@ ZIP icon to download zipped .csv files.

Vendor ASR reports

Internal vendor

2 58 7 8 31011
312 13 14 15 16 17 18

20 11 12 13 14 15 16 17
211319 20 21 22 23 24
22 25 26 27 28 29 30 3

62345678
7 910111213 14 15

25 15 16 17 18 18 20 21
26 22 23 24 25 26 27 28
27 29 30

0 2 3 4567 8
910 11 12 13 14 15

29 13 14 15 16 17 168 18
30 20 20 22 23 24 25 26
M 27 26 29 30 3

[ 3 & Close Custom Query o] Logout
Downioad Optons g
bt ®
Asia Telecom
SR Jan 2009 Feb 2009 Mar 2009 Apr 2009
Aley #MoTuWe ThErSaSu # MoTuWeThErSaSu # MoTuWeThFrSaSu # Mo TuWe Th Fr Sa Su
iDasis 1 1.2 34 5 1 9 114 1.2 34 5

15 6 7 8 2101112
16 13 14 15 16 17 13 19

ATET 4132021 2232425 8161718192021 22 121617 18192021 22 172021 22 23 24 25 26

MyTS 526 27 28 29 30 92324 25 26 27 28 13 25 24 35 26 27 26 20 1B 27 28 29 30

Wi testvendor 14 el

Vv testvendor May 2009 Jun 2009 Jul 2009 Aug 2009

XTelecom # Mo TuWe Th Ex SaSu  # Mo TuW¥e Th Er SaSu  # Mo Tu¥e Th Er SaSu  # Mo Tu We Th Er Sa Su
18 123 231234587 21 123435 3 12

timbahwe 19 4 5 6 7 & 910 24 & 94011121314 28 & T & 901112 32 3 4 5 B 7T & 9

3310 11 12 13 14 15 16
3417 18 18 20 21 22 23
35 24 25 26 27 28 29 30
36 3

Sep 2009 Oct 2009 » Moy 2009 » Dec 2009
# Mo TuWe Th Fr 5a5u # Mo Tu%We ThFr 5a Su & Mo Tu¥We Th Fr 5a Su  # Mo TuWe Th Fr 5a Su
36 123 4356 4 123 4 4 1 4 123 4456
31 7 8 810111213 41 5 B 7 8 91011 45 2 3 4 5 6 7 6 50 I 8 910111213

38 14 15 16 17 18 19 20
3921 22 23 24 25 26 27
40 28 29 30

421213141516 17 18
431920 21 22 23 24 25
44 26 27 28 29 30 A

46 910 11 12 13 14 15
AT 16 17 18 19 20 21 22

5114 15 16 17 13 19 20

www.portaone.com
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A B © E G |

1 |Destination _|Coumry Description Calls Billable Calls ASKE % Duration; min:sec ALOCQ
2 247 Ascension lsland 2 0 0 0:00
3 |Mot Matched Unable to match in tat 285 1.0.3921560627 45095 11:37
4 |SUBTOTAL 257 1 0.389105056365759 11:37
5 355 ALBAMIA Froper 1 1] n] 0:00
6 |SUBTOTAL 1 1] n] 0:00
7 54 ARGENTINA Froper 2 1] n] 0:00
g 541 ARGENTINA 1 1] n] 0:00
9 5411 ARGENTIMA Buenos Aires 4 3 i) 2313
10 |[SUBTOTAL 7 3 42.8571428571429 2313
11 374 ARMENIA Froper 2 3 10.3445275862068 11
12 |[SUBTOTAL 2 3 10.3445275862068 11
13 B1 AUSTRALIA Froper 7 2 28.5714285714286 8:26
14 BE11 AUSTRALIA Mobile 1 1 100 0:35
15 65129 AUSTRALLA Sydney 1 1] 0 0:00
16 |SUBTOTAL =] 3 33.3333333333333 am
17 43 AUSTRIA Proper 17 B 35.29411768470583 72:05:00
18 431 AUSTRIA “ienna =] 1 12.05.2005 14:25
13 43650 AUSTRIA Muobile 1 1 0:04

20 |SUBTOTAL 25 8 30.7692307532308 86:34:00 v

w + » nl\Sample / [« i] >
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Custom Query

The Custom Query utility, which can be accessed by clicking

the &l Custom Query button, enables you to view ASR and

cost / revenue information for all calls going from selected customet(s) to
selected vendor(s). This query can also be filtered by destination and a
precise time interval. The Split selector allows the report to be divided
into hourly and daily intervals.

Select a customer or vendor, or a destination (which may be specified
exactly), or use a wildcard. (For example, all calls to England may be
specified as “44%” in the destination field.) A date and time range for the
search must be specified. To initiate the query, click the Show results
button.

Custom Query

> ) Logout
“endor Arbinet
Customer | AL v
Service Voice Calls ~]

Destination |%

& From 2009-06-30 VHMMDD (00100500 |HH24MESS
& To 2008-12-30 VEVEMHDD (00100100 | HHZ4MTSS ™
Split Ho split v
Interval Vendor(s) | . - y
A Customar(sy Calls Eillable Calls Duration, min:sec ASR, % ALOC, minisec CostRevenue, USD
2008-06-30 D0:00:00 - 2008-12-30 00:00:00 Arbinet 21692 20380 0:00 34.07 0.00 252
ALL 21682 20380 000 94,07 0o 94.24

The results table contains two rows, one each for the customer and the
vendort.

e C(Calls.

e Billable Calls.

e Duration, min:sec.

e ASR (Average Success Rate).

e ALOC (Average Length of Call), min:sec.

e Cost / Revenue, in the PortaBilling® ownet’s currency.
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The Custom Query utility is a tool for monitoring various parameters of
your current call flow. It should not be used to obtain billing statistics for
a particular vendor (use the xDR statistics for the corresponding vendor),
and should never be used to obtain information such as “total minutes
for a particular customer.” Since this report operates with the vendor’s
xDR, it will provide figures according to the vendor’s time rounding, not
the customer’s. This can make a significant difference (e.g. your vendor
uses 1 second rounding, while customers are billed on a per-minute basis).

Cost /| Revenue Reports

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

The Cost / Revenue reports page allows users to easily download all
Cost / Revenue reports that have been generated in the system. Reports
are grouped by the following call types:

e By customer and destination, subtotal per country (default).
e By customer and destination, subtotal per customer.

e By vendor and destination, subtotal per country.

e By vendor and destination, subtotal per vendor.

e By destination.

The active selection is highlighted in green.

Cost/Revenue reports

| ® Close *lf) Logout
Download Options [ [7]
By customer and destination.
subtotal per country
By customer and destination Lact 12 months M)
NG e A L Jan 2011 Feb 2011 Mar 2011 Apr 2011
By vendor and destination, subtotal #MoTuVe ThFr SaSu # Mo TuWe ThFr SaSu # Mo TulWe ThFr Sa Su  # Mo TuWe Th Fr Sa Su
Der country 52 12 5 1234358 9 1234568 13 IEE
By vendar and destination, subtotal 134567 89 67 8 91011213 10 7 & 910111213 14 4 5 6 7 8 310
pervendor 2101 121314 1516 T 141516 17 1619 20 11 14 15 16 17 1818 20 15 11 12 13 14 15 16 17
3171819202122 23 821222324 352627 1221222324 2526 27 16 16 19 20 21 22 23 24
gesealan 424252627 282930 928 13 26 28 30 17 25 26 27 26 23 30
53
May 2011 Jun 2011 » Jul 2011 » fug 2011
#MoTuWe Th¥r SaSu # Mo TuWe ThFrSaSu # Mo TuWe Th Er SaSu  # Mo TuWe Th Fx Sa Su
17 1 2 12345 2% 123 M 1234567
18 2 3 4 56 78 236 7 8 9101112 27 4 5 6 7 8 910 32 & 210111213 14
19 91011121314 15 241314 15 16 171819 28 1112 13 14 1516 17 3315 1617 1813 20 21
0161718192021 22 252021222524 2526 2915192021 222324 M4 2223 4 2526 27 26
212324 2526 27 28 29 26 27 28 29 30 3025 26 27 28 2930 31 35 29 30
22 30 31
> Sep 2011 » Oct 2011 » Nov 2011 Dec 2011
#MoTuWe Th¥r 5aSu # Mo TuW¥e ThFr$aSu  # Mo Tu¥e Th Fr §a5u  # Mo Tu¥e Th Fr 5a Su
35 1234 39 12 M 123456 8 123 4
3 5 6 7 8 3101 40 3 4 56 7 89 4 7 8 3WA11213 49 5 6 7 8 910 M
371213 14 15 16 17 18 41 10 11 1213 14 15 16 46 14 15 16 17 18 19 20 50 12 13 14 15 16 17 18
38192021 22332425 421718192021 2223 47212233 24252627 51192021 2223 20 25
39 26 27 28 28 30 2425627262930 #2wp:H0m 52 26 27 23 23 30 3
“ 3 L
w
[}
n
C D E F G H [ J K=
1 Caumri _|Des:r\ptian Calls Gross margin USD Rated sec.Rated min. Total Cost USD Total Revenue USD
2 UNITED STATES llinois el 0.02236 BB 38 0.01430 0.03666
3 UNITED STATES California n 1.65841 4691 43 1.10124 275965
4 |UNITED STATES  Texas 2 0.21031 613 39 013965 034996
5 UNITED STATES  Mew York ] 0.20831 621 13 0.13832 0.34663
E UMNITED STATES llinois 32 0.8041 783 58 017030 097440
7 |UNITED STATES  llinois a2 0.4879 1358 24 0.31200 0.79390
8 UNITED STATES  MNew Jersey 122 0.10215 288 a7 0.06783 0.16998
9 UNITED STATES Massachusetts 24 0.05207 124 123 0.03458 0.08665
10 UMITED STATES Kentucky 42 0158623 466 21 010374 025997
11 UNITED STATES ~ Connecticut 28 0.02002 9 25 0.01330 0.03332
12 UNITED STATES | South Caroling 12 0.38057 132 32 0.25270 063327
13 UNITED STATES Arkansas 74 238757 131 23 1.68536 397293
14 UNMITED STATES MNew Jersey 41 0.04407 131 47 0.02926 0.07333 ™
W 4 v nly Sample / I< 1 J>l
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Custom Reports

The Custom Reports section allows you to manage and execute custom
report queries.

Custom Reports

» | B Add | ® close |  Schedule P Logout | B Log
Type Search
v ~[ | Csearch ]
Hame Type Description Realm  User Execute Delete
Mew Guery  Accounts Receivable with Aging admin vampyre E

On the initial Custom Reports page, you can view already existing
rei orts. To execute one of them and see the result immediately, click the

Execute icon for a particular report. Click the ® Schedule button
on the toolbar to see information about scheduled report execution.

Custom Report Queue

» | idl Save | [d Save&Close | @ Close *l Logout | B Log

Edit Query Hame VVVV-:I::—rI‘JII :‘t‘iﬁz:Mi aw  Periodic Last Run Status  Realm User Suspend Delete

E Accounts Receivahle with Aging 06.02.2010 01:00 AW 04.02.2010 01:42 Ph - admin vampyre L] IE‘
E Accounts Receivahle with Aging 06.02.2010 01:00 AW 04.02.2010 01:47 Ph - admin vampyre L] IE‘
E Accounts Receivable with Aging 04.03.2010 02:00 AWM 28.01.2010 07:02 PM - admin varmpyre L] Iz‘
E Accounts Receivable with Aging 13.08.2010 05:23 PM 13.08.2010 05:23 PM Completed admin vampyre Iz‘
E Accumulated Costs by Destination 14.08.201012:21 PM Daily 13.08.2010 12:21 PM-admm redRat E

To create a new treportt, click ] Add and choose the type of the report
(one of the pre-defined types). Click el Save to proceed in defining the
report.

Add Custom Report

» el save | ® Close M) Logout

Type Most Popular Destinations

Description
This report displays ten the most popular destinations in which calls

were made for specified customer in the specified time fimit

Input Parameters:
From, To, Customer, Wax. lines

Output Fields:
Country, Destination, Calls, Minutes, Cost

Defautt ordering:
Minutes, Country, Destination, Cost, Calls
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B & @ Add Custom Report
» | & Save | [ Save & Close | ® Close ™ Logout
Name John Dee's Most Popular Destinations ~ Timezone Zurope/Prague -

Report Type Most Popular Destinations

Query Info | Input Parameters | Output Data

Send Report To Owner admin@portsone.com Description

Send Copy To This report displays ten the most popular
destinations in which calls were made for specified
customer in the specified time fimit

Input Parameters:
Description From, To, Customer, Max. lines

Output Fields:
Country, Destination, Calls, Minutes, Cost

Default ordering:
Winutes, Country, Destination, Cost, Calls

Type in a descriptive name for the new report. This is the name that will
be displayed on the Custom Reports page. Choose the time zone that
will be applied to the date ranges of the report execution. This time zone
will be applied to the date(s) in the report execution results and will also
appear in the filename with the result report. Keep in mind that the user’s
time zone will be applied to all the execution dates (Start Time, Last Run
and Completion Time).

S N If the time zone for the report execution coincides with the user’s time
zone, you can simply set the time zone to Auto. In that case, the report
will be executed in the user’s time zone.

You can also create a new custom report as a clone of an existing one. For
this, open the report you want to clone and click the [E Clone button.
The cloned report inherits all of the parameters from the original report
and can then be customized as desired.

Edit Custom Report "Cost/Revenue report”

» el save | [l Save & Close | @ Close | Bt Execute | [E Clone M Logout | B Log

Name Cost/Revenue report °  Timezone Eurcpe/Trague -

Report Type Cost/Revenue Statistics

Query Info

Input Parameters | Output Data | Schedule | Reports | Hotepad |

SendReport To Owner  [[] |admin@portacne.com Description
Send Copy To Typically used to find each customer traffic through
vendors per destination, ASR, ALOC and cost for
Cost / revenue statcistics for any period of time

corporate customers.
Input Parameters:
Description Service, Customer Class, Customer, From, To

Output Fields:
Service, Customer Class, Customer Name,
Customer Registration, Destination, Country,
Destination Description, Vendor Name, All
Transactions, Successful Transactions, Used
Quantity, Unit, Cost, Revenue, Gross Margin,
Currency, ASR, ALOC

Defautt ordering:
Customer Class, Customer Name, Destiation,
Service, Customer Registration

On the Edit Custom Report page, you can alter various parameters of
this report. Click the E! Execute button on the toolbar to run the report
and immediately see the result in your web browser.
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Query Info tab

Field Description
Send Report To If this check box is selected, after every query
Owner execution the user who executes the report

will receive a copy of the report result by
email. (Make sure you have defined your email
address in the user settings.)

Send Copy To Send a copy of the report result to another
email address.
Description General description of this report.

Input Parameters tab

The contents of this tab are based on a particular report, and allow you to
manage report parameters, e.g. for “Most popular destinations” you are
able to specify the date range and customers.
For input parameters which contain date / time values, thete ate two
methods of entering values:
e You can type in a specific value, e.g. “01-Jan-2007"; this value will
always stay the same for any report execution.
® You can specify a moment in time as an offset from the scheduled
report execution date. For instance, you can set up the
“Customer’s most popular destinations” report to run every night
at 5 am, and specify that it should cover an interval from 21 hours
to 10 hours prior to the report time. As a result, you will always
receive a report that includes calls made by the customer during
business hours on the previous day. Parameters may also be
populated automatically with a date after the actual report time:
for instance, every Monday you can run a report to obtain a list of
invoices that will become overdue during the next seven days.

Output Formats tab

This tab includes two separate areas: Output Format, where you can
define how the values of columns should be presented in the report, and
Data Sorting, where you define how the report data should be sorted.

Column Description
Column Name of the report column.
Visible Whether this column should be included in

the report. If you uncheck this option, the
given column will simply be skipped in the
report result.

Format Formatting of the column data (e.g. whether
the total number of minutes should be
displayed as 380 or 380:00).
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Post Processing This field functions like the post-processing
Rule rules in templates (for more details, see the
PortaBilling Templates Guide). It allows you to
modify the actual value extracted from the
database before it is shown in the report. For
instance, if the value in the database gives the
total number of seconds, you can divide it by
00 to display the value in minutes to the user.
Suppress Dup If activated, duplicate column values in
adjacent rows will not be displayed — see the
example below.

The Suppress Duplicates option allows you to make your reports more
readable by removing excess information. Compare the two datasheets
below, in which the same data is shown, but where the right one has
Suppress Duplicates enabled for certain columns.

& Microsoft Excel - Book1 !:HE\E\‘ & Microsoft Excel - Book1 E\@Ef
i) File Edit View Insert Format Tools Data Window Help 9] File Edit View Insert Format Tools Data Window Help
B -8 X F -8 X
i i [ arial 10 -|B I U= - EHEEAHa\ o xB 7 U EE i- M
Al - A Country A2 - A CIECH REFUBLIC
A | B | E [ o [ e~ ] A [ E [ € Lo _Epy
| Countr Destination Description Minutes 1 | Countr Destination _Description Minutes
2 |CZIECH REPUBLIC 420 Proper 16703:00 I (CZECH REPUBLIC 420 Proper 1670300
3 |CZIECH REPUEBLIC 420801 Mobile B393:30 3 420601 Mobile £893:30
4 |CZIECH REPUELIC 420602 Mabile 4295:00 4 420602 429500
4 |CZECH REPUBLIC 420603 Mobile 14823:00 5 420603 14823:00
B |CZECH REPUBLIC 420804 Mobile 8924:00 B 420604 8924:00
7 |CZIECH REPUBLIC 420609 Premium A57:00 7 420609 Premium 457:00
a8
: 5
10 10
11 K 11 -
M+ » n\Sheetl / Shest2 { Sheetd / [¢ > 4« » w\sheet1 [ sheetz / sheets / [< >
Ready Ready Sum=420
Column Description
Column Name of the report column.
Sort Specifies the sorting mode for this column:
e ¥ FromAtoZ_Datais
sorted in ascending order (i.e.
Andrew will be at the top of
the list, and Zack at the
bottom).
o ¥l FromZtoA- Data is
sorted in descending order (i.e.
Zack will be at the top of the
list, and Andrew at the
bottom).
e — Dash — This column is not
used for data sorting at all.
Up / Down If there are multiple columns used in sorting,
their order is very important. Here you can
arrange the sequence of the sort columns. For
instance, if you want to sort data first by
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country name and then by the number of
minutes, use the [*] and [=l arrows to move the
Country column above the Minutes column.

Schedule tab

This tab allows you to schedule automatic report execution (single time or
periodic) in the future, and to see when a report was last generated. Click
the 1 Add button on the toolbar to add a new entry.

Edit query "First Dial MP countries”

[ [ Add | [ Save | [g] Save & Close | @ Close | B Execute ® Logout | B Log

First Dizl MP countries "

Report Type Most Popular Countries

Europe/Kiev 3

Name

Query Info | Input Parameters | Output Data | Schedule

Reports | Notepad ‘

B Start Time *

N YYYY-MM-DD HH2&MESS

Periodic

Last Run Status ~ Suspend Delete

|E| 2010-08-15 18:08:00
IE‘ 2010-08-18 00:00:00
|E| 2010-08-26 00:00:00

Weekly
Maonthly

2010-08-15 18:08:10 Completed

(= [+ [+

Column

Description

Start Time

Date and time when the report should be
produced.

Periodic

Specifies whether the report should only be
produced once, or generated every day, week
or month.

Last Run

The date when the report was last executed (if

applicable).

Status

Current status of the report:

e Waiting — Report execution
has not started yet, and is
scheduled for the future.
Completed — The report was
to be executed only once, and
this has already been done.
Running — The report is being
currently produced.

Suspend

Allows you to temporarily disable report
execution (but not delete the entry from the
report schedule). This may be convenient if
you are leaving for vacation and would like to
avoid having reports piling up in your inbox
during your absence.

NOTE: Start Time specifies only the “preferred” start time for the report. Report
execution will not start earlier than the specified time, but it may start later if there
are some other conflicting tasks at the specified time. For instance, if two reports are
scheduled to be executed at 06:00, only one of them will start at that time, while the
other will start only after the first one has finished.
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Reports tab

This tab allows you to browse results for the ten previous report
executions. Thus, if you did not save the original result, you do not have
to run the reports over again. Click the ] View icon to see the
corresponding file.

Edit query "First Dial MP countries"

[ 3 el Save | [l Save & Close | 3 Close | ) Execute o) Logout | B Log
Name First Dial MP cauntries - i Europe/Kiev v

Report Type NMost Popular Countries

| Query Info | Input Parameters ‘ Output Data | Schedule ‘ Reports | Notepad ‘

Start Time Completion Time  View
2010-08-1518:08:10 2010-08-1518:08:11 @
2010-08-1518:06:10 2010-08-15 18:06:11
2010-08-1518:05:10 2010-08-1518:05:10

Report results for "First Dial MP countries”, "2010-08-15 18:18:11"

* | ® Close | ¥ Download

pil t Most Popular Countries -
eport Type P Description

Currency: usD

T = - This report displays ten the most popular countries in which calls were
A DR made for specified custamer in the specified time lmit

Input Values: From To Customer
This report chooses the customer's or account's CDRs and sums
2010-08-14 00:00:00 2010-08-15 18:18:03 MNew Custarmer
CDR charged_amount, COR. charged_time and simuitansously counts
the guantity of calls for each separste country. The result listis sorted in
accordance wih sorting method on OutpLt Formats Tab

InpLt Parameters: Customer, From date, To date

Output Fields: Courtry, Calls, Minutes, Cost
Defautt ordering (descent) by Country

Country Calls Minutes Cost
Total 0

Traffic Usage Trending Report

The Traffic Usage Trending report allows you to view selected
customers’ daily voice minutes per destination group set. This report
evaluates historic data to indicate whether a customer’s voice traffic has
gone up, down or remained constant. When the report is configured and
generated you will find the following indicators:
e Green indicator color demonstrates an increase of Total Minutes
over Average Minutes.
e Red indicator color indicates a decrease of Total Minutes over
Average Minutes.
e Blue indicator color indicates that there was no significant change
between the Average Minutes and the Total Minutes.

List of input fields:

Name Mandatory Range of Description
Values
Reseller Y Existing Whether to generate
Resellers report for direct
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customer / subcustomer
or specific reseller.

Customer / N Direct Shows a report for one
Subcustomer customers and or mote customers
subcustomers. depending on what is
“All” by default | selected.
From Y Date The date of comparison
used.
To Y Date A specific date used for
comparison.
Number of Weeks | Y Numeric, Number of weeks that
“4” by default should be used to

calculate Average
Minutes.

Destination Group | N

The names of

The choice of one or

values from “1”
to “100”

Sets the existing more destination group
destination sets. If no destination
group sets group set is required,

select “blank.”

Variance Y Percentage ratio, | Defines which variance

is significant for
demonstrating trending
changes. (For example,
if the Variance is 10%,
the difference in
minutes between two
compared days that is
greater than 10%
signifies a change in
traffic, negative or
positive. If the values
stay within 10% then it
is considered to be

unchanged.
List of output fields:
Column Description
Reseller Resellet’s name.
Customers The name of the corresponding customer.
Date Date in the specified format.
Total Minutes Total daily minutes per customer.
Indicator e Green if Total Minutes value is
greater than Average Minutes.
e Red if less.
e Blue if Total Minutes and
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Average Minutes values are within
the predefined Variance.

Average Minutes

Average minutes per customer based on
dividing the minutes by the number of
weeks (4 by default). For example: to
determine the billing for October 30th,
PortaBilling® looks up the total minutes
for October 30th, the 23rd, the 16th and
the 9th (based the Number of Weeks
option). Then the system estimates the
average mean for this data, which becomes
the value for Average Minutes.

Variance

Difference between the two days compared.

How it works

For example, you need to know the statistics for December 2012 and
compare them with those from December 2011. In the Input
Parameters tab, specify the reseller and the customer / subcustomer, put
January 1st 2012 into the From field and January 1st 2013 into the To
field. Let’s use a Variance of 10% and for the Number of Weeks use 4
(the default). This way the minutes for each day of week will be calculated
over the previous 4 week’s corresponding days. Then select one or several
destination group sets. If several are selected, then the report will show
how much traffic went through each of the destinations in each
destination group set. In the Output data tab select all of the check
boxes in the Visible column, so that all available information will be
included in the report. Click Save and then click Execute.

To evaluate the Average Minutes and generate a report, the system will
look up the avarage value of minutes for January 1st 2013, December
25th 2012, December 18th 2012 and December 4th 2012. The same
action will be applied to January 1st 2012: the system will look up and
calculate the Average Minutes for January 1st 2012, December 25th
2011, December 18th 2011 and December 4th 2011.

The two values will be compared and depending on the Variance, the

appropriate indicator will be applied.
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Report results for "DDD", "2012-09-28 16:17:15"

& Close | ¥ Download | ) Objects

Type: Traffic Lisage Tranding e
EuropePrague 4

- - The mport ahows At usage lindng by customen
cpar Values Bessiier Cusiomers From To Varianee, % Number of Weeks Destmation Croup 5805 oyt Parameters:

MNone A8 20120101 08-00:00 20130101 H:00:00 10 4

Distpist Fiekda.
Rasaber, Customes, Date, Total mutes, SCAtor Average minues.
‘Wariance, Destration group set 1, Destnation grovp st 2, Destination

Customera{asc, Dalealasc)
Reselier Customers Date  Totsl Minutes Indicator Avarage Minutes Varance

Hone ABCIHIBCOM 24092012 760 + 678

Kane EasyCall 18-08-2012 540 . 455 m2

[ EasyCall sooesntz 20 [ L 44

Hone EasyCall zrosz0z ers [ am 100

Hong Hnat 7-08-2012 =0 * L2

Hone rnet 082012 480 s a0 0

Cost /| Revenue Statistics’ Advanced Report

The Advanced report shows more cost / revenue report details. It allows
the grouping of data by customer name and account billing mode or
shows details for a specific customer site. It also shows additional
customer information (e.g. tax code, contract number, etc.) and uses that

to group data in the report.

List of input parameters

Name Mandatory Range of Description
Values
Service N List of Services. | Shows the report for
“All” by default. | one or all services.
Customer N Customers. Shows the report for
“All” by default. | one or all customers.
Customer Site N Sites for a Shows the report for all
selected customer accounts or
customer accounts of a specific
customer site.
From Y Date Starting date of the
period.
To Y Date Ending date of the
period.
Vendor N Vendors. “All” | Shows the report for
by default. one or all vendors.
Country N List of countries. | Shows the report for
“All” by default. | calls made to a specific
counttry.
Destination N Categories of Shows the report for a
Description destinations of a | category of destinations
specific country. | (e.g. mobile numbers, or
“All” by default. | numbers for some
region.)
Account Billing N Types of Shows the report for
Model accounts. accounts of a specific
billing model.
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Output data tab

Column

Description

Service

Type of service.

Customer Name

The name of the corresponding customer.

Customer Registration

The unique ID of the customer record used

in the database.

Customer Site

The name of the corresponding customer site.

Billing Model Account billing model.
Destination Destinations dialed.
Country The name of the corresponding country.

Destination Description

Description of destinations dialed.

Vendor Name

The name of the corresponding vendor.

All Transactions

The total number of session initiation
attempts.

Successful transactions

The total number of successful sessions.

Used quantity Total amount of traffic consumed.
Unit Measurement unit of quantity used.
Cost The cost amount.

Revenue The revenue amount.

Gross Margin

The gross margin amount.

Currency The currency value.
ASR The value of ASR.
ALLOC The value of average call length.

CDRs for all Subcustomers of a Reseller

Report

The report provides information about CDRs produced within a specified
period for all subcustomers of a reseller. With this report, you will have
comprehensive information about charges applied to all reseller’s

subcustomers in one place.

List of input parameters

Name Mandatory Range of Description
Values

Reseller Y A particular Shows the report for all
reseller from the | subcustomers of the
existing resellers | selected reseller.
list.

Date From Y Date Starting date of the

period.
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Date To

Date Ending date of the

period.

Output data tab

Column

Description

Customer Name

The name of a resellet’s subcustomet.

Account ID

The account ID (or phone number).

From

The calling party’s number. There might be
situations when a calling party’s number is
suppressed for incoming calls.

To

Destinations dialed.

Country

The name of the corresponding country.

Description

Description of the transaction made.

Connect Time

The timestamp indicating when a charge was
made.

Charged Time, hour:min:sec

The time period a subcustomer is charged for.

Charged Amount

The amount charged for a service.

Service Name

Type of service.

Service Unit

Measurement unit of quantity used.

Currency

The currency value.

Vendor xDRs

The Vendor xDRs page allows users to easily download xDRs that have
been defined for a vendor. xDRs for the desired vendor may be found by
selecting the vendor from the list on the left side of the page, or by
entering the vendor’s name in the search field and clicking the Search
button. The wildcard symbol ‘%%’ may also be used.

Vendor xDRs

Internet ALcess Vendor
MYTS

HTelecom
WiFivendor

3% 6 7 8 9101112
37 13 14 15 16 17 18 19
38 20 21 22 23 24 25 26
39 27 28 28 30

Jan 2011

# Mo TuWe Th Fr Sa Su
52 12
13456783
210 11 12 13 14 15 16
317 18 13 20 21 22 23
4324 25 26 27 28 29 30
531

May 2011
# Mo TuWe Th Fr Sa Su
17 1
18 2 34567 8
19 910 11 12 13 14 15
20 16 17 18 19 20 21 22
2123 24 25 26 27 28 20
22 30 31

0 4 5 67 8 810
411112 13 14 15 16 17
42 168 18 20 21 22 23 24
43 25 26 27 26 29 30 31

Feb 2011
# Mo TuWe Th Er Sa Su
5 123458
6 7 8 910111213
71415 16 17 18 13 20
8212223 24 25 26 27
9 28

Jun 2011
# Mo Tu We Th Fr Sa Su
22 12345
23 8 7 8 9101112
24 13 14 15 16 17 13 19
25 20 21 22 23 24 25 26
26 27 28 29 30

» | & Close | B Unresolved xDRs *l Logout
% Download Options ()
Arbinet Last 12 months v
Begemot
LR Sep 2010 Oct 2010 Nov 2010 Dec 2010
iBasis # Mo TuWe Th Er SaSu  # Mo TuWe ThEr 5aSu  # Mo Tu¥e ThFr SaSu  # Mo TuWe Th Ex Sa Su
Internal Vendar 35 12345 39 123 # 1234567 4 IEEEE

45 8 910111213 14
46 15 16 17 16 19 20 21
1222324252627 %
48 28 30

Mar 2011
# Mo Tu¥e Th Fr Sa Su
9 1234358
10 7 8 910111213
1114 15 16 17 16 19 20
12 21 22 23 24 25 26 27

13 28 28 30 A

Jul 2011
# Mo Tu¥e Th Fr Sa Su
26 AEE

27 4 5 6 7 8 910
28 11 12 13 14 15 16 17
29 181920 21 22 23 24

49 6 7 8 9101112
50 13 14 15 16 17 18 19
5120 21 22 23 24 25 26
52 27 28 29 30 31

Apr 2011
# Mo TuWe Th Fr Sa Su
13 AEE
114567 8 310
15 11 12 13 14 15 18 17
16 16 19 20 21 22 23 24
17 25 26 27 26 28 30

Aug 2011
# Mo TuWe Th Fr Sa Su
1234587
32 & 91011 1213 14
33 15 18 17 18 19 20 21
3422 23 24 25 26 27 28
35 29 30 31

© 2000-2016 PortaOne, Inc. All rights Reserved.

www.portaone.com

440



ing® Statistics

Unresolved xDRs

The Unresolved xDRs page is accessible from the Vendor xDRs. It
allows users to easily download all available xDRs for calls which were not
identified as crossing any connection to a vendor. The xDR report
periodicity can be set up on the My Company page -> the Report Info
tab -> Reconciliation Period.

"Unresolved xDRs" reports

Pl Logout
Download Options (3] i}
< [Lase 12 months v
Nov 2009 Dec 2009 Jan 2010 Feb 2010
# Mo TuWe Th Er $a Su  # Mo Tu'¥e Th Ex SaSu  # Mo TuWe Th Ex SaSu  # Mo TuWe Th Er Sa Su
a4 149 123 4 56 53 1.2 3 51 2 3 45 6 7

4 2 3 4 56 7 8
46 91011 12 13 14 15
4716 17 1819 20 21 22
48 23 24 25 26 27 28 29

0 7 6 810111213
§1 14 15 18 17 18 19 20
52 21 222324 252627
53 26 29 30

14 56 7 8 910
21112 13 14 15 16 17
31819 20 21 22 23 24
4252627 282930

6 8 8101112 13 14
715 18 17 18 19 20 21
B 2223 24 252627 28

48 30

Mar 2010 Apr 2010 May 2010 » Jun 2010
# Mo Tu¥e Th Er Sa Su  # Mo TuWe ThEr Sa Su # Mo Tu¥We Th Fr SaSu  # Mo TuWe Th Er Sa Su
91 2 3 4 56 7 13 12 3 4 17 1.2 22 12 3 4 5 6

10 8 91011 1213 14
11 15 16 17 16 18 20 21
12 22 23 24 25 26 27 28

1 5 6 7 8 91011
15 12 13 14 15 16 17 18
16 19 20 21 22 23 24 25

1 3 4 56 7 & 3
1910 11 12 13 14 15 16
20 17 18 19 20 21 22 23

23 7 8 810711213
24 14 15 18 17 18 18 20
25 21 22 23 24 25 26 27

13 29 30 3 AT 26 27 28 29 30 2124 25 26 27 28 29 30 26 28 29 30
22 3
» Jul 2010 > Aug 2010 > Sep 2010 Oct 2010
#MoTuWe ThEr S5aSu # MoTuW¥e ThEr SaSu # Mo Tu¥We ThFr 5aSu  # Mo TuWe Th Fr Sa Su
26 123 4 30 138 12 3 45 3 1.2 3

21 5 6 7 & 91011
28 12 13 14 15 16 17 18
29 19 20 21 22 23 24 25
30 26 27 28 29 30 31

M 234567 8
32 910111213 14 15
33 16 17 18 189 20 21 22
34 23 24 25 28 27 28 29
35 30

6 6 7 8 91011 12
37 13 14 15 16 17 18 19
3820 21 72 23 24 25 26
39 27 25 29 30

40 4 5 6 7 8 910
411 12 13 14 15 16 17
42 18 13 20 21 22 23 24
43 25 26 27 28 29 30 31

Customer xDRs

The Customer xDRs page allows users to easily download xDRs that
have been defined for a customer. xDRs for the desired customer may be
found by selecting from the list of existing customers on the left side of
the page, or by entering the customer’s name in the search field and
clicking the Search button. The wildcard symbol “/%’ may also be used.

Customer xDRs

*] Logout

Download Options () 7] XDRTypes Invoice @  Debit )
Last 12 months o
EasyCall Nov 2013 Dec 2013 Jan 2014 Feb 2014
EasyCall Ltd #MoTuWe THFrSaSu 4 MoTuWe THErSaSu Mo TuWe ThFrSaSu 4 Mo Tu We Th Fr Sa Su
EasyCall PBX 4 123 48 11 12345 5§ 2

45 4 5 6 7 8 910 49 2 3 4 5 6 78 267 8 910112 6 3 4567 89

46 11 12 13 14 15 16 17
47 18 1920 21 22 23 24
48 25 26 27 26 29 30

Mar 2014

# Mo Tu We Th Fr 52 S5
9 13
0 34567839
1110 11 12 13 14 15 16
12 17 18 19 20 21 22 23
13 24 25 26 27 26 29 30
14 31

» Jul 2014

# Mo Tu We Th Fr Sa Su
7 123458
% 7 8 910 111213
29 14 15 16 17 18 19 20
30212223 24 25 26 21
312862930 A

50 910 1112 13 14 15
5116 17 18 19 20 21 22
5223 24 25 26 27 26 29
130 31

Apr 2014
# Mo Tu W TH Fr 52 S
14 123456
15 7 8 910 1112 13
16 14 15 16 17 18 19 20
17212223 24 25 26 27
18 28 29 30

» Aug 2014
# Mo Tu We Th Fr Sa Su
3 AEE

32 45678 910
33 1112 13 14 15 16 17
3418 19 20 21 22 23 24
352526 27 28 29 30 A

313 14 15 16 17 18 19
4202122232425 26
527 2629 30 31

May 2014
# Mo Tu We TH Fr Sa S
1% 123 4
19 5 6 7 8 9100
20 12 13 14 15 16 17 18
1920212232425
22 26 27 26 29 30 3

» Sep 2014

# Mo Tu We Th Fr 5aSu
%6 1234567
37 8 910 111213 14
38 15 16 17 18 19 20 21
3922320252627 8
40 29 30

710 1 12 13 14 15 16
817 1819 20 21 22 23
924252627 28

» Jun 2014
# Mo Tu We Th Fr S Su
2 1
232345678
24 910 11 1213 14 15
25 16 17 18 19 20 21 22
2623 24252627 2829
27 30

Oct 2014
# Mo Tu We Th Fr Sa Su
40 123 45
46 7 8 9101112
4213 14 15 16 17 18 19
BN 2BNBB
44 27 26 29 30 31
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Site-based Reports

In addition to the standard customer xDR report it is possible to obtain
site-based reports. These reports can be downloaded by customers

and administrators in .csv and .pdf formats. Fields shown in the report
can be configured separately for .csv and .pdf files.

This solution was implemented as an extensible framework that allows for
quickly adding more support for different file formats and adjusting their
content according to customer needs.

It provides a convenient reporting tool for companies that have several
functional departments (e.g. the support department and the sales
department) and that pay for the services independently.

Customer xDRs

¢l Logout

Type

Standard Customer xDRs Report v

EasyCall Ltd, Download Options () XDRTypes Inwoice 3)  Dehit O

EasyCall Ltd. 4 [Last 12 momths (v
» Oct 2013 > Nov 2013 > Dec 2013 » Jan 2014
# Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr 5a Su # Mo TuWe Th Fr 5a Su
40 12 3 456 # 1.2 3 48 101 AEEEE

HM T 8 91011213 45 4 5 6 T & 910 49 2 3 4 5 6 7T & 2 6 7 8 9101112
4214151617 181920 46 11 1213 14 151617 50 910 11 12 13 14 15 3 13 14 15 16 17 18 19
43 21 2223242526327 47181920321 222324 511617 181820 21 32 420 21 22 23 24 25 26

4028 29 30 31 48 25 26 27 28 29 30 522324252627 2829 527 26 2330 11
1303

+Feb 2014 * Mar 2014 * Apr 2014 > May 2014

# Mo Tu Ve Th Fr Sa Su # Yo Tu We Th Fr Sa Su # Yo TuWe Th Fr Sa Su # Mo TuWe Th Fr Sa Su

5 1.2 9 1.2 14 12 3 456 18 1.2 3 4

63456789 103456783 1575310411213 19 5 6 7 & 3101

TA0 11 1213 14 1516 11 10 11 12 13 14 15 16 16 14 15 16 17 15 13 20 20 12 13 14 15 16 17 18

8171819 20 21 22 23 1217 18 19 20 21 22 23 7T 21 22 23 24 25 26 27 21 19 20 21 22 23 24 25

9 24 25 26 27 28 13 24 25 26 27 26 28 30 18 28 29 30 22 26 27 28 28 30 31
14 3

» Jun 2014 * Jul 2014 * AUQ 2014 Sep 2014

# Mo TuWe Th Fr 5a 5u  # Mo Tu¥e Th Fr §a S5u & Mo TuWe Th Fr 5a Su  # Ko Tu Ve Th Fr 5a Su
22 127 1234356 N 123 3 123 43567
23 2 34 5 6 7 8 287 6 91011243 32 4 5 6 7 8 910 3T 8 910 111213 14
24 910 M 12131415 2014 151617 1519 20 33 1 1213 14 151617 381516 17 1519 20 21
251617 131920 21 22 30 21 22 23 24 25 26 27 3418 19 20 21 22 23 24 39 22 23 24 25 26 27 28
262324252627 2629 31 28 29 30 31 35 2536 27 28 29 30 M 40 29 30

27T 30

Types of Report:

e Standard Customer xDRs Report — Report generated for a
customer’s accounts.

¢ Distributor Commission Report — Report generated for a
distributor.

e Site Based Report (.csv and .pdf) — Report generated for a
customer site’s accounts.

CDR Mediation

On this page you can view xDR collections that have already been
imported or are still in process of being imported. An xDR collection is a
set of xDRs that can contain processed data from multiple source files.
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How xDR collections are arranged is defined during the xDR import
configuration.

The search panel on the top of the page allows you to filter xDR

collections using multiple criteria.

Field

Description

view:

Status Select the status of the xDR collections you want to

e In Queue — The collections added to the
import queue by the xDR Rating utility.

e Processing — The collections being
processed by PortaBilling®.

e Processed — The collections already
processed by PortaBilling®.

e ANY-

Collections of all types.

Date Filter xDR collections by when they were added to
the import queue by the xDR Rating utility.

For last month
For last week
For 24 hours

Specific — Select this value to enter
the required start and end dates.

were added.

date navigator.

From Enter the start date of when the xDR collections

This option is available when Specific is selected
from the Date list.

Click the Calendar icon to select the date in the

were added.

date navigator.

till Enter the end date of when the xDR collections

This option is available when Specific is selected
from the Date list.

Click the Calendar icon to select the date in the
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With rejected Select this check box to view only those collections
CDRs only that have rejected xDRs within.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

The main part of the page contains a table with xDR collections’

parameters.

Field

Description

xDRs

Click the xDRs icon to review xDRs from a
particular collection.

CDR Collection

The name of the xDR collection.

Status

The status of the collection:
e In Queue — The collection is added to the
import queue by the xDR Rating utility.
e Processing — The collection is being
processed by PortaBilling®.

e Processed — The collection was already
processed by PortaBilling®.

Added

The date and time of when the collection was
added to the import queue.

Processed

e Tor the collection already processed: The
date and time that the collection processing
was completed.

e Tor the collection being processed: The

collection import progression displayed as a
progress bar.

Total Records

The total number of xDRs in the collection.

Imported

The number of the collection’s xDRs that were
imported.

Skipped

The number of the collection’s records that were
skipped at the extraction stage. These are xDRs
that the Extraction utility hasn’t been able to parse.

Rejected

The number of the collection’s records that were
rejected at the rating stage.

Click the Re-process rejected CDRs button to
launch the reprocessing of rejected xDRs.

CDRs of Collection

On this page you can review xDRs from a particular collection and see
their real-time status. Multiple selection parameters are available. From
this page you can launch the reprocessing of the rejected xDRs.
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CDRs of 'cdr20151225_1306_20391331_0002' collection
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There is a search panel at the left-hand

by which you want to filter the xDRs.

side of the page. Enter the criteria

Field Description
Status This block describes xDR collection status-specific
filters.
Imported Select this check box to view imported xDRs.
In Queue Select this check box to view xDRs that are
awaiting import.
Rejected Select this check box to view rejected xDRs.

Account charge
error

Select this check box to view xDRs that were
rejected because PortaBilling® was not able to
charge the account (e.g. the account was not
found or rates were not defined, etc.).

Vendor charge
error

Select this check box to view xDRs that were
rejected because PortaBilling® was not able to
calculate the cost of the consumed service (e.g. the
vendor was not found or the vendor tariff was not
defined, etc.).

Radius response
timeout

Select this check box to view xDRs that were
rejected because PortaBilling® did not send any
response message to the xDR Rating on time (e.g.
because of network issues).

Other Radius
error

Select this check box to view xDRs that were
rejected because of any other issues with RADIUS
requests or responses.

Connect Time

This block describes the time period during which
the service session was established (e.g. when a
voice call was established or a message sent).

From

Enter when the Connect Time period starts.

Click the Calendar icon to select a date in the
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date navigator.

till Enter when the Connect Time period ends.
Click the Calendar icon to select a date in the
date navigator.

Other This block describes other available search filters.

Billing ID Enter the account’s name for which you want to
view xDRs.

Vendor Select the vendor for which you want to view
xDRs.

Service Select the type of service for which you want to
view xDRs.

CLD Enter the call destination for which you want to

view xDRs.

The main part of the page contains a table with a list of xDRs and their

parameters.
Field Description

Details Click the icon to inspect the xDR — both how it
looks in the source file and in the parsed format.
See CDR details dialog box.

BE Log Click the icon to view the BE log for this session.

Billing ID The name of the account that was charged for the
service.

CLI The session initiator (e.g. a caller ID for Voice
services, €tc.).

CLD The session receiving party (e.g. a called ID for
Voice services, etc.).

Service The consumed service.

Connect Time

A date and time for when the session was
established (e.g. when the voice call was made or
the message sent, etc.).

Used Service

The amount of the consumed service (e.g. the
duration of the voice call).

Customer
Charges

How much the end user was charged for this
session.

Vendor Cost

Your costs associated with this session (i.e. how
much you owe the vendor).

Vendor

The vendor associated with the consumed service.

Status

The status of the xDR.
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CDR details dialog box

700111 11198700111 00098700001 Voice 2015-11-2514:15:00 11 6.64 017
700003 Giiaaaa 0.85
‘CDR details
700221 033
o027 CDR source - collection5.csv, record 13
P-UA" "Voice", "01010101' 15:00.000 UTC
(700010
(700009 Parsed CDR o
(700010 User-Name: 11198700111
700228 Acct-Session-ld: 01010101 0.30
700226 Acct-Session-Time: 60 025
h323-conf-id: GFAEE382 D71CAEDT A23AL1FE 75BCOCEA
[356479 015
Called-Station-ld. 00098700001
700010
h323-connect-time Wed Nov 25 2015 14:15:00 GMT+0200 (EET)
700010 n323-remote-address: SIP-UA
(700113 PortaOne-Service-Type: Voice 055
700226 11198700226 00098700006 Voice 2015-11-25 14:15:00 14 492 0.23
700222 11198700222 00098700002 Voice 2015-11-2514:15:00 16 1032 083
700224 11198700224 00098700004 Voice 2015-11-25 14:15:00 16 463 073
. . .
Field Description
CDR source The xDR the way it looks in the source file.
Parsed CDR The xDR the way it looks in the parsed format.

How to reprocess rejected xDRs

To launch the reprocessing of rejected xDRs, complete the following:
1. Adjust the PortaBilling® settings, if required: add missing rates,
accounts, vendors, etc.
2. Click the Re-process rejected CDRs button on the top right-
hand side of the page.

Invoices

The Invoices page lets the administrator view all invoices generated by
the system or all invoices under review in the current environment. To
view specific type of invoices select one of the options in the Invoice
Status list.

Invoices

» | ® close | [] Invoice Recalcul # Download Al Objects b Logout
Invoice Stalus | Generated Inveices -
Search for invoices entering /avoice No. OR selecting Cuslormer and Dale range
Invaice Mo
Customer ) ALL
@
[E From 2013-05-21 WPY-hib-DID
B To 2013-10-21 Y -hib-DD
Include Yoid Invoices
Search |
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Generated Invoices

To view all invoices generated by the system in the current environment
select Generated Invoices in the Invoice Status list. The desired invoice
can be found by its number. Groups of invoices can be searched by
selecting a customer and a date range.

Invoices

> | ® close %) Download All > Logout

Invoice Status  Generated Invoices -

Search for invoices entering Invoice No. OR selecting Gustomer and Date range

Invoice No
Customer © AL
@ Eom 2015-05-09 YYYY-MH-DD
@ o 2015-07-09 YYYY-MH-DD

Include Void Invoices

Deliveredto Payments!  Outstanding
View o Date  Customer ierede Period Period Total Duebate | ITENSl OUSandNg gy pecrests Void
[B] 40 2015.07.09 ST 201507-00-2015-07-09 45.00USD 20150710  0.00USD 4500USD  Unpaid : @
[ 30 20150709 AL 2015-07-09-2015-07-08 1500USD 20150710 1500USD  Paidinfull  Paid X
[B] 3 20150601 JohnDoe 2015.0430-2015.0530 5399USD 20150601 000USD 5399USD  Overdue =
9] 37 20150501 20 2015-04-30-2015-0530 2716 USD 20150601 27.16USD  Paidinfull  Paid &)
[B] 35 20150501 Jane Roe 2016.0630-2015-0530 3500USD 20150601 3500USD  Padinfull  Paid &)
[ 35 20150601 Cals. Lig 2015-04-30-2015-0530 10.00USD 201506-01  10.00USD NA  Donotpay &
(9] 34 2015001 EaCal 2015-04-30-2015-05-30 15121 USD 2015-06-02  0.00USD 15121USD  Overdue ®
(0] 33 20150508 STMCAE. 5 515.0505-2015-0526 10.00USD 20150520 1000 USD NA  Donotpay E|

How to download all displayed invoices

invoices in just one click.

How to recalculate an invoice / recrecate a .pdf file for invoice

To recalculate an invoice or to recreate a .pdf file for it, click the Invoice
Recalculation button. On the Invoice Recalculation page, select the
required invoice, specify the action and then click Save.

Field Description
View Click the (2] View icon to download invoice in the
.pdf file format.
No. The invoice number,
Date The invoice generation date.
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Delivered to
Customer

This indicates whether the invoice has been delivered
to the customet.

° Not Delivered — The invoice has not
been delivered to the customer and is open to
changes — it can be recreated. Click the icon to
lock the invoice against changes.

° Delivered — The invoice has been
delivered to the customer and is now locked
against changes. Click this icon to allow
changes.

An invoice is considered delivered when the customer
receives an email with the invoice attached, or clicks
the @ View icon in the Invoice section of the
customer self-care interface.

Period

This shows the billing period start and end dates.

Period Total

This represents the current billing period’s charges.

Due date

This represents the date by which payment must be
received.

Payments/
Adjustments

This shows payments / adjustments made for the
invoice.

Outstanding
Balance

This represents the remaining amount the customer
must pay to cover the current invoice in full.

Status

This shows the invoice payment status. Detailed
description of invoice payment statuses can be found
in the PortaBilling® Administrator Guide.

Re-create

Click the ¢ Re-create icon to re-create the invoice.
This will not affect any changes except layout
attributes, customer and / or company info and .pdf
file renewal. Invoice re-creation is useful when you
have made some changes to a particular invoice
template, or if certain customer or company
attributes have been changed.

Void

Click the IE‘ Void icon to void the invoice and create
it anew.

Fields below are applicable only for invoices under review:

Field

Description

Payments

This shows customer unallocated payments, i.e.
payments that the customer “overpaid” sometime in
the past. Unallocated payments are used to correct the
paid / unpaid status of future invoices.
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Adjust

Click the "%/ Adjust icon to adjust the balance on the
invoice. You will be redirected to the Balance
Adjustments tab for the customer. There you insert
the amount of the balance adjustment and update the
date for the transaction if necessary.

Approve

Click the &3 Approve icon to approve the invoice.

If you open Invoices page from the Edit customer page, you can also
see a section that contains aggregates of invoiced amounts.

@ 5
+ [ ® Close [ (3 Invoice On Demand | ¥} Download | 4 Obiects D Logout
As of 0910772015
Last Payment received on  80.00 Total Outstanding Balance ~ 150.00
2610212015 Overdue Balance 135.00
Delivered . ;
View| No. Date o Period Period Due date Payments/ | Outstanding | g0 | Re.create Adjust Void
Total Adjustments | Balance
Customer
B 2 osom015 OutOFTum Invoice 1500USD  Due upon receipt 0.00USD  1500USD  Unpaid 2 5]
B 33 2s0s2015 2610512015 - 2710512015 10.00 USD 2000512015 0.00USD 1000 USD Overdue ]
B 1 ze02201 250022015 - 260212015 000USD 010312015 0.00USD NA  Donotpay E]
B 1 2810212015 2610212015 - 2710212015 650.00 USD 0110342015 550.00USD  100.00 USD Overdue ]
@ 7 2mo201s Out-OFTurn Invaice 35.00 USD 2800212015 10.00USD 25.00USD Overdue ]
B & 2s022015 1010212015 - 1110212015 025 USD 270212015 0.25UsD NA  Donotpay % =]
B o 2s022015 1110212015 - 1210212015 18.06 USD 270212015 18.06 USD NA  Donotpay % =]
B 10 2s022015 1610212015 - 1710212015 -0.01UsD 270212015 0.00UsD NA  Donotpay % =]
=) 3 100212015 09/02/2015 - 1010212015 25000 USD 1110242015 250.00 USD Paidinfull Paid =@
=) 1 0510212015 OUt-OFTurn Invaice 1500.00 USD 0510242015 1500.00 USD Paidinfull Paid =@
Page 1 of 2 » C Displaying 1- 10 of 11
1R49-0-BRANCH € 2001 Inc Al i 22 Credits and links
Field Description

Last Payment
received on

Read-only field, visible only when at least one
payment is received from the customer.

Displays the amount of the last payment received and
the date of its receipt.

Total

Balance

Outstanding

Displays what a customer must pay to fully cover all
unpaid and partially paid invoices.

For example, a customer receives 3 invoices for the
amounts of $50, $35 and $40 and makes a payment
of $20.

The customer’s outstanding balance is now:

$50 + $35 + $40 - $20 = $105.

Read-only field.
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Overdue Displays a customer’s total overdue invoiced debt.
Balance

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

For example, a customer receives 4 invoices for the
amounts of:

$30 due date 2015-01-01,

$15 due date 2015-02-01,

$20 due date 2015-03-01,

$25 due date 2015-04-01,

and makes a payment of $10.

Then on 2015-02-15, the customet’s overdue balance
is: $30 + $15 - $10 = $35.

Read-only field, visible only if at least one invoice isn’t
fully paid by the due date.

There is one additional action available from this page:

Field

Description

Adjust

Click the [*2] Adjust icon to adjust an invoice amount
and leave the invoice unchanged.

The adjustment transaction is only reflected in the
invoice for the current billing period.

If an adjustment is made to an invoice issued several
billing periods ago, all subsequent invoices are also
left unchanged.

Invoice Recalculation

Administrators can use the Invoice Recalculation page to recalculate
invoices generated in the system since a certain date and for a specific
customer (or customers). This may need to be done if calculations for a
certain period were based on incorrect data (wrong rates, errors in tariffs,

and so on).

Invoice Recalculation

&l Invoices Issued After 2015-07-03 “YYYY-MM-DD
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Fill in the required information or perform one of the following

operations:
Field Description

Invoices Click on this link to open a calendar in a new browser

Issued After | window, from which you can select the desired date.
Alternatively, you can type the date in the box next to
the link, using the required date format.

Recreate Select this option to only recreate .pdf files,

PDF file for representing invoices. This is used when there was a

invoices mistake in the invoice template (e.g. an incorrect text, a
wrong company logo or another graphic design issue).
This will generate new .pdf files according to the
current template settings, so the new .pdf files may
look different, but no figures (e.g. total or sub-totals) in
the original invoice will be affected.

Recalculate Select this option to fully recalculate invoices —

invoices recalculate the amount of charges, payments, refunds,

etc. for the given period, calculate a new invoice total
and produce a new set of .pdf files.

Void invoices
in 'Closed’
state

This check box appears only if your choice is to
recalculate invoices. Select it to void closed invoices
and create them anew.

Available
Customers
and Selected
for Invoice
Recalculation

In the Available Customers box, select a customer (or
customers) for whom you wish to recalculate invoices.
To choose all customers at once, select the line All
available customers on top. Then click the Include-
> button. The customers selected will appear in the
Selected for Invoice Recalculation box.

After you have made your choice, click Save. You will receive
confirmation that the recalculation has been successfully scheduled. The
system will perform it during the next statistics calculation period and
send you a confirmation email upon completion.

To check if an invoice has been recalculated, go to the Invoices page and

click on the @ View icon before the invoice number.
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NOTE: During recalculation, xDR statistics for the relevant customers are also
updated.

Invoices Review

To view all under review invoices select Invoices Under Review in the
Invoice Status list. On this page you can review invoices before sending
them to customers so if any errors are detected they can be fixed before
the customer receives the invoice. You can search for all invoices for a
certain customer class by selecting it from the Customer Class list. To
see all the invoices that are under review select ANY in the Customer
Class list. You can review the invoices of a particular customer by typing
their name in the Search field.

Invoices Review

» | ® dose | [dl ProcessNow | [l Processin Off-Peak P Logout
Invoice Status | Invoices under Review M
Customer Class Search
Ay v Search
View No. Customer Period Period Total Due Date Payments Ouistanding Balance | Adjust =~ Recalculate  Approve
=) 13 EasvCall Ltd. 2016-02-02 - 20160203 0.00UsD 2016-02.03 0.00uUsD Paid in full

To approve an invoice select the Approve check box or click the
Approval button at the bottom of the page and select the Select all check
box to approve all the invoices. To recalculate an invoice select the
Recalculate check box or you can recalculate all the invoices by clicking
the Regeneration button and selecting Select all check box. If you need
to make a balance adjustment for a certain invoice, then click the
Adjust button. Upon clicking the 5] Adjust button you will be redirected
to the Balance Adjustments tab for the customer. There you insert the
amount of the balance adjustment and update the date for the transaction
if necessary. The bl Process Now button allows you to send approved
invoices to customers / regenerate invoices immediately. The el Process
in Off-Peak button allows you to schedule delivery of approved invoices
to customers / regenerate selected invoices for off-peak.
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Trace Session

The trace session utility allows you to determine the characteristics of a
specific call when you know the h323-conf-id or the destination
number, which may be specified exactly, or by using a wildcard. (For
example, all calls to England may be specified as “44%" in the destination
field). A date range for the search must be specified; however, it is highly
recommended to set it to the smallest range necessary, in order to reduce
waiting time and server load. Ideally, the search page should contain one
day only.

To initiate a query, click the Search Sessions button. If no results appeatr,
try broadening the query. When the results appear, locate the desired call
within the result set. If there are too many results, they will be divided
across pages, although in this case it is advisable to narrow the query.

H323.contd
© Destination Number 18667478647
Senice -
Time Interval -
@ From YOTMMOD 06:26:04 | HRAMISS
B YYTMMOD 06i26:04 | HAZAMISS
Time Zone -
Voice Calls
e PR T Country Description v ConnectTime  DisconnectTime Duration, min:sec ~ Amount AccountiAliss Customer Vendor  Disconnect tReason
16045551118 18667478647 UNITED STATES OF AMERICA 2D15.06-18 232508 201506-18 2325111 00: 001100 16045551115-010000 PortaDemo
[B] [E] 12126325615 18667478547 UNITED STATES OF AMERICA 201508418 07:20:27 2015.06-18 07:20:29 002 000733 12128325818 JohnDoe PortaDemo | Normal calldearing
[B [E] 18667222222 18667478547 UNITED STATES OF AMERICA 0150812070242 201506-120702:43 001 000367 18667222222 W_calls PortaDemo |Normal call dearing
[B] [E] 19015555555 18667478547 UNITED STATES OF AERICA 21508-12070215 01598-1207:0218 002 000733 19018555555 W_Calls PortaDemo |Normal cal dearing
[B [E] 18667222222 18667478647 UNITED STATES OF AMERICA 20150812 06:55:19 2015-08-1206:55:21 002 000733 18667222222 W_Calls PortaDemo | Normal call clearing
[B [E] 19015555555 18667478647 UNITED STATES OF AMERICA 20150812 06:55:03 2015-08-1206:55:06 002 000733 19015555555 W_Calls PortaDemo | Normal call clearing
[© [E] 18667222222 18667478647 UNITED STATES OF AMERICA 20150812 06:50:50 2015-08-1206:50:53 003 001100 18667222222 W_Calls PortaDemo | Normal call clearing
2] [E] 19015555555 18667478647 UNITED STATES OF AMERICA 201508-12 06:50:39 2015-08-12 06:50:42 0:03 001100 19015556555 W_Calls PortaDemo |Normal call clearing|

The result listing shows the origination number, the number dialed, the
destination location, connect and disconnect times, duration, account and
customer (in the case of product usage), vendor (in the case of normal
vendor termination), and the call status while disconnecting, which is
color-coded according to the table below. Click the @' View icon to go to
a detailed page describing the call.

Possible reasons for disconnect:

Reason Color Reason Color
Normal completed call Calling side error
|Normal uncompleted callH | ‘Called side error “ I
|Ca]l progress code H | ‘Network error l_

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 455


javascript:tracecall('1A9EE054 0C404EFD 53E640E5 635AD739','vf')�

Porta|Billing® Help Desk

Trace Session Detail

The Trace Session Results page shows additional call details, such as the
h323-conf-id for the call and the setup time, as well as a detailed
breakdown of the charges applied to each entity (accounts, resellers, and
vendors).

You may view the connection details for a particular vendor by clicking
! .
the [ZI] Connection icon.

Trace Session Results

H323.confid 75627506 410311E5 BDEADDOC 29E9476D SetupTime, sec 2779
Duration, sec 2

AccountiAlias Customer Vendor user

e 126325616 JohnDoe: Portabemo demo.

Europe/Prague  EuropelPrague  AmericalVancouver AmericalVancouver

ConnectTime  2015-05-18 14:20:27 2015-08-18 16:20:27 2015-08-18 16:20:27 2015-08-18 07:20:27 2015-08-18 07:20:27

Disconnect Time 2015-05-15 14:20:29 2015-08-18 16:20:29 2015-08-18 16:20:29 2015-08-18 07:20:28 2015-08-18 07:20:29

» ACCOUNTS

AccountiAlias  CLiani)  CLD(dnis) Country Description  Setup Time, sec Duration, min:sec USD  History
12126325616 12126325816 18667478647 wildcard destination .79 002 0.00000 +2x1@o0 [T

» RESELLERS

Reseller  CLiam)  CLD(anis) Country Description  Setup Time, sec Duration, min:s 0 History
» VENDORS

Co. Vendor  Clfan)  CLD(dnis) Country Description  Setup Time, sec Duration, min:sec Chargedamount History  Disconnect Reason

PoriaDemo 12126325316 18667472647 UNITED STATES OF AMERICA 2779 002 000733USD  +2x1@0.22 [ermeIESiBeEHg

Error Report

You are provided with ability to submit error reports which will be send
to correspondent mailing list set up by system administrator. Click the

[El Error Report icon on the to go to the Error Report page.

6 B8 Error Report
» | ® Cose ‘Submit *D Logout

Accountlias 12126325816
To 13667478647
From 12126325616
Date/Time  2015-08-18 14:20:27

Comments®  Supposedly bad sound

In order to submit the report, fill in the Comments field describing the
error details and click the ¥l Submit button.

Active Sessions

The Active Sessions page shows calls that are currently in progress or
have been completed recently. It indicates the time the call started, the
elapsed call duration, and who is making the call, and describes which

gateways the call is going through.
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NOTE: To enable the Active Session feature, activate the send_start_acct option for
the PortaSIP instances on the Configuration Server.

Since the total number of simultaneous calls in your system can be quite
large, you can display only a certain subset of all calls, by setting a filter
for:

e Account — The account ID (or phone number) of the caller /
called party.

e Customer — Name of the customer who is using a service.

e Vendor — Carrier to whom the call has been terminated.

e Node — Element of your network (PortaSIP® server, gateway,
etc.) the call is going through (e.g. you would like to see all calls
originating on your Cisco AS5300 gateway in New York).

e Service Type — The physical service provided to the user .

e Sessions — The type of session. If the ANY option is selected
then sessions of all types are displayed (e.g. for an on-net call both
outgoing and incoming calls are displayed). If the Initial Only
option is selected then only the original sessions are displayed (e.g.
for an on-net call only outgoing is displayed).

Active Sessions

Displayed 2 sessions b
Voice Calls
%w :ZDD’:);:“":DW EaS:z:’:j‘d ZDWG—D::’;'!:@E AT In F'r:;‘zss DDD:I::; “ZDD‘l;:‘HD“ “ZDD‘lEILDD‘HDE TE1BBBAC FFWDD:?;‘;:;:BEQEFEEAE?G L] \NETH\:EHW SIF'—l::\':::mal @
EJ')12EIEI‘\E|[I1‘\[I1 = 8PDI‘IESH:’_) gg‘\ZEI[I1EIEI‘\‘\EI2
@ 12001001102 Easy CallLtd, 2016-05-17 01:48:17 In Progress 00:00:05 12001001101 12001001102 5A4954B0 BCD3BA20 S0F40BB6 00F49BB6 I Internal Vendor Callsto media server &
B3 12001001101 2 B porasie > B 12001001102
Displayed 2 sessions
Field Description

Check box By selecting this check box for a particular call,
you can group several active calls into a single
group for further operations (e.g. remove them
from the active call registry)

View Click this button to see BE log of the certain
active session.

Account Account ID of the call originator.

Customer Customer who originated the call.

Start Time The time when the call was connected.

Status The current status of the session.

Duration The total call duration.

CLI Calling station ID (ANI) for the originator.
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CLD Called station ID (DNIS) — the destination
number.
H323-conf-id This shows the H323-conf-id of calls, messages

or Internet sessions that are currently in
progress. The H323-conf-id is required to
locate a particular billing engine log.

Click the it Copy to Clipboard icon to copy an
H323-conf-id to the clipboard.

Vendor Carrier used for call termination.

Connection Specific connection for this vendor.
Disconnect the Click this button to disconnect the current call.
session

The line below these fields shows a schematic call flow diagram.

Sometimes a call displayed in the active calls registry may have already
been disconnected (the most common reason for this being that one of
your gateways was rebooted and calls were cut off, although billing never
received accounting records about this). In this case, you are able to clean
up such “stalled” calls from the web.

NOTE: A cleanup operation only affects billing’s internal registry of active calls, and
will not disconnect a call that is still in progress.

If you want to delete such calls, just mark all of them (using the check box
in the column on the far right) and click the Remove sessions button.

BE Log Viewer

The Log Viewer page allows you to see a list of all sessions (voice calls,
Internet access, etc.) processed by the billing engine, and to examine a
detailed processing log for each of them, if required.

BE Log Viewer

» | @ Close *I Logout

Browse Sessions | Trace a Session ‘

For | The specifisd time period [v]
[E Erom |z011-08-30 FHVV-MM-DD [14:10:10 | HH2HMISS

[i:: Q] 2011-08-21 FYVY-MM-DD |14:10:10 | HH24ML:SS

Shaw
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BE Log Viewer

[ ® Close

*l Logout

Browse Sessions | Trace a Session ‘

For | The specified time period [~]

[ From [2011-07-30 VAVE-M-DD (14114144 | HH24:MLiSS

B To  [z011-08-31 VHVE-MMDD (14114144 | HH24:MLSS
Start-Time End-Time H323-Conf-ID

2011-08-29 04:41:37 2011-08-20 04:41:37 10BA49F4 CFOD11EN BCIENOOC 29DADB43

CLi{ani)
999100

CLD{dnis)
901140369086006

2011-08-2904:41:19 2011-08-29 04:41:19 10864026 CFOD11E0 BOIEDOIDC 29DADB49
2011-08-29 01:40:14 2011-08-28 01:40:14 10BA3G4E CFOD11EQ BCIEDNOC 28DADBAS

999100
944100

01140369086096
a01140755854205

2011-08-29 01:39:56 2011-08-29 01:39:56 10B62A7TS CFODT1E0 BCIEDODC J9DADB4Y
2011-08-2900:24:35 2011-08-29 00:24:35 10B6208C CFODT1ED BC3EDOOC 29DADBAY

999100
999100

01140755854206
901140755854205

User-Hame
984100
999100
944100
999100
999100

BE Log Viewer

) Logout

Browse Sessions | Trace a Session

8 From FYY-MM-OD
B YVYY-MM-DD

H323-ConfID: 6F403EBA 11E511E1 B&32000C 28DADB4A
CallD: 60c120e1-efd3aecl@192.168.224.122 Show SIP logfrom [193.28.87.71]
[iv]

Log level: 5 - Debug

N -2 TR ‘ [EHLESL ‘ Calling-Station-Id: 16045550003

Nov 21 13:52:46 [0]: Processing request (BE wer:nrZ4-testing,cluster:3ZZ)...

Hov 21 13:52:46 [3]: Attribuces:
HE TP eSS 1193.28.87.71"
Uszer-Name 116045550003
Called-Station-Id 112000999666
Calling-§tarion-Td 116045550003

h3zi-conf-id
call-id
Digest-Username
Digest-Realn
Digest-Nonce
Digest-URI
Digest-Method
Digest-Alyorithn
Digest-Response
h3Zi-remore-address
h323-session-protocol

'6F408EBA 11ES11E]1 BS32000C 29DADE4S'
'60c120el-ef93aectBl9Z. 166, 224. 122"
116045550003

1193.28.87.71"
'003354853069658ackafde53ed2dalo6504d"
'51p: 120009996660193. 28, 67. 71"

| INWITE

fjregen
'047bb4165583d78c73d6a52haefIBEaS!
1182.166.224. 122"

'sipwa!

H323-Conf-ID |6F408ERA 11ES11EL BE32000C 23DADR4S

HH24:MI1:55

HHz4:MI:55

Session timeframe, start: 2011-11-21 15:52:46
Session timeframe, end: 2011-11-21 15:53:41

Type: Authorize: INVITE NAS-IP-Address: 183.28.87 .71 User-Name: 16045550003 Called-Station-ld: 12000899666

Expand All Collapse All

Browse Sessions tab

Field

Description

Type of Events
or all events:

Sessions — Show only billable

sessions.

All Events — Show all events
including the following
requests: SUBSCRIBE /
PUBLISH / MESSAGE /
REGISTER / DIALPLAN.

Select whether to show only billable sessions

For

Display all sessions in a recent time period.

From, To

Choose a specific time period.

Trace a Session tab

Field

Description

H323-Conf-ID

The H323-Conf-ID of a call.

Including

Select this check box to see sub-sessions

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Subsessions related to a specific call or an internet session
in one billing engine log.
From, To Choose a specific time period.

If you do not know the H323-Conf-ID for a call you have just made, you
can use the right side of the form to display all call attempts made within a
certain interval (this will also include failed call attempts, which makes it
extremely useful for troubleshooting problems when you are unable to
make outgoing calls, e.g. due to an authorization failure).

You will see a list of call attempts, with the call initiation time, H323-
Conf-ID and CLI / CLD for each; click on the underlined H323-Conf-ID
to see the billing engine log for it.

SIP Log Viewer

You can view PortaSIP® call and message logs on the SIP Log Viewer
page. You need to know the Call-ID of the specific call or message in
order to view its log.

If you do not know the Call-ID (e.g. you just made a phone call or sent a
message from a SIP phone and it failed), you can create another search
query by specifying one or more parameters. All call and message
attempts that match the defined search criteria will be displayed on a
separate tab so you can locate the Call-ID of “your” call or message.

SIP Log Viewer

»> ® Close

Search query

® Find by Call-ID(s)
Find by other criteria
< Time interval

CcallD: " 0naqyDZy5-4IJRXqLE9LgA. . @

Log with call diagram
Output format: ®) Log with call diagram (in a new browser tab)
Only text log

Caling-Station-ID
Caller's IP address
Caller's User Agent

Called-Station-ID Search

SIP Log Viewer

Search |voice calls ¥ | by calliD: * )
® calHDi(s)

Cther criteria outout . ® Calldiagram

utput format:

# Time interval = Call diagram in a new browser tab
Textlog
Sender
Callers IP address.
Caller's User Agent

Recipient
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Search query tab

Field Description

Search by e Sclect Voice Calls from the list to
search for call logs.

e Seclect Messaging Services from the
list to search for message logs.
Call-ID This allows you to search for logs by the SIP
Call-ID header (the typical format is
XXXXX@some.domain of Xxxx@IP). The SIP
Call-ID header serves as a unique identifier of
a call or a message.
merge with Click the & Add icon to add another Call-ID
(for example, to trace callback calls when one
logical call consists of several independent SIP
calls. These calls will be merged into a single
call log).

The number of Call-IDs that can be added in
the search query is limited to 5.

Output format
e (Call diagram — This shows logs in the
form of a diagram in a separate SIP

log tab on the SIP Log Viewer page.
e Call diagram in a new browser tab
— This shows logs in the form of a
diagram in a separate browser tab.
e Textlog — This shows logs as raw
text.
Other criteria If a Call-ID is unknown, a call or message log
can be found by using other search criteria.

The available options are:

e Time interval — This displays
logs for all call and message
attempts performed within the
specified time interval.

e Sender — This filters logs by
originating phone number
(ANI number).

e Caller’s IP address — This
filters logs by originating IP
address.

e Caller’s User Agent — This
option is only available when
you search for call logs. It
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filters calls made from a SIP
phone or dialer application
according to brand.

e Recipient — This filters logs
by destination phone number.

NOTE: If the originating or dialed nhumbers were
specified in a local format that is different from E.164
format (e.g. 02065550236), these numbers must be
entered in the same format to trace the call.
Alternatively, you can use the % pattern to substitute
unknown symbols (e.g. %2065550236, 206555% or
%206555%).

Click the & Add icon to add another value
for the selected criterion. The number of
values for each criterion is limited to 5.

Note that it is possible to configure which search parameters can be used.
For more information please refer to the ... configure search parameter list for
the SIP Log 1 iewer? subsection of the How 7o .. section of the PortaSwitch

Configuration Server Web Reference Guide.
Call flow diagram

SIP Log Viewer

Search query | SIPLog1

Porta SIP node: 193.28.87.209
Call4D: OnaqyDZy5-41JRXq169L
H323.ConfD: 529A7BAG 7346115 BT5E4280 6734358F

Hide panel
Log level: [¢ - sinple v
=3 D:183,29.87.209:5070 Y seooroni/13669
b2oe/15655
ForcasTe

SEnszos (DRHIS3.28.7.2090508
=3

e ERE
Dace / Time Zoicer A
= Forcasilling

SIP ﬁlessage flow diagram (the first part of the log)
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SIP Log Viewer

vl Logout

- 51P Log 10

Porta SIP node{s): 193.28.87.25
CallD: 2-7033@192.168.192.120
H323-ConfD: BEEFD960 A1EE27AB 22B6E24B 22029860

Hide pane|
Loglevel: [ - simple ¥
UTR:152.163.152.120:5068 DDP:153.28.57.25:5080 UDP:153.23.87.167:5560 i
STPe/Lamme edoeerei/11320 immata/31058 Ban
=Y PortasTe Portamtliing

@-—r Authorizstion Tequest —>
@< Zuth reguest sccegted —-

<= {AJ 1) 202 Aecepted ——-@

! @--> Accounting (stop/] ————->

2016-04-1%

0330192.162.192.1201151503| RECETVED message from UDP:192.168.192.120:5066 at UDF:193.28.87.25:5080:

OFTICNS, INVITE, REFER, CANCEL, BYE, NOTIFY, MESSAGE
text/plain;charsst=us-g

places, path

SIFp/Linux

*[] Logout

Query | SIPLog10 B | SIPLog11

Porta SIP node(s): 193.28.57.25

CalliD: BFCBWoWdXVG3YCiJDgcZBw.
H323-Conf-ID: NQOT FOUND
Hide panel

.- 115|545 SENDING measage to UDF:193.228.87.25:5060 from UDP:193.28.287.167:5961:

---52c87bE3b03aat0e; rport

.168.224.162:5061>
1r>

GE, NOTIFY
plain;charset=uti-g

Helle, werld!

NOTE: For messages delivered via the SIP protocol, message logs are split into two
parts. The first part of the log includes information related to message delivery from
the sender to the IMGate and message authorization in the billing engine. The second
part of the log includes information related to message delivery from the IMGate to
the recipient.

The second part of the log has a different Call-ID. It is provided in the first part of the
log as the Outgoing message call-id header field.

For logs shown in the form of a diagram you can choose the level of
details:

e 0 - simple — SIP messages to / from UAs, AAA requests, RTP
Proxy commands.
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e 1 - extended — All SIP messages, AAA requests, RTP Proxy
commands.

e 2 - whole — All messages from sip.log with corresponding Call-ID.

To submit a log with all the relevant details to the PortaOne®’s support
ticketing system first click the Send logs to RT icon on the toolbar and
then specify the relevant trouble ticket number and comment (available
for Call diagram and for Call diagram in a new browser tab).

To download a log, click the Download icon on the toolbar.

Internode call logs

These logs are shown on a single diagram. Thus, you can view all SIP
requests and responses, all PortaSIP® nodes involved and an entire call
flow in one place. By default, the SIP Log Viewer displays a single
diagram, however, there is the option of seeing all of the call history for
each node separately. To do this, click on the Separate log for each SIP
node link.

SIP Log Viewer

Porta SIP node{s): 192168190 210 192168180219
Callin: TI668E42- 161020152 168 64 27

MIZLContdD:  JHIEEFDD &0 24568 ERADCOEA ESB0IR8D

Account Info for Help Desk Staff

The Account Info page is provided for Help Desk staff responsible for
answering questions from account holders. The interface requires the
account holder to give the Help Desk an account ID or a batch and
control number. The Help Desk operator can also browse xDRs for this

account by selecting the Browse xDRs @ icon.
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o4 Accounts of Retail Customer 'EasyCall Ltd.'
> | ® Close ) Logout
Account ID Customer Batch crl & SIP Status: Advanced
EasyCall Ltd, Y [+] search
xDRs AccountID Idle, days Currency Balance CreditLimit Type Product Batch UM Status SIP
[©] 7770000 USD 1000000 Debit EasvCall  EasyCall
[©] 7770001 UsD  10.00000 Debit EasvCall  EasyCall
@] 7770002 USD 1000000 Debit EasvCall  EasyCall
@] 7770003 USD  10.00000 Debit EasvCall  EasvCall
[08] 7770004 USD  10.00000 Debit EasvCall  EasyCall
(9] 7770008 USD  10.00000 Debit EasvCall  EasyCall
@ 7770006 usD 10.00000 Dehit EasyCall EasyCall
[©] 7770007 USD  10.00000 Debit EasvCall  EasyCall
[©] 7770008 USD 1000000 Debit EasvCall  EasyCall

Once specified, clicking on Account ID will take the user to the Account
Info for that account.

2t Account Info / Retail Customer 'EasyCall Ltd'
[ i save | [l save & Close | ® Close | B xDRs | &l E-Paymentslog | B3 Terminate Number Porting P Logout | B Log
° Account ID 35070712231 4 Balance 0.07000USD

Blocked Blocked |

Life Cycle | Subscriptions ‘ ¥olume Discounts | Notepad ‘ Service Configuration | Phone Book

Account Info | Products ‘ Balance Adjustments | Web Self-Care | Subscriber ‘ Aliases | Additional Info | Call Barring ‘ Fraud Prevention | Custom Fields

Customer EasyCall Lid Credit Limit 100.00000 uso
Type Credit Opening Balance 0.00000 USD
Service Password U2Fsdavky180)5f Auto Refunds 0.00000 USD
E-hlail
CustomerSite | Hene v | UserAgent —
Batch 1111 v Gontact

Registered -
Control Nurnber 5

Expires

Some account details on the Account Info page are read-only. This
interface is similar to the one accessible via the customer’s accounts. Help
Desk staff have the ability to modify preferences like Web Password,
Service Password, Account Balance, Time Zone, Redirect Number,
Blocked Status and Preferred Language. When making changes, Help
Desk staff should also provide a comment detailing the reason for these
changes (for example, “user unable to call due to network outage, credited
$5”). Changes may be confirmed by clicking il Save or el Save&Close.

Number Porting

There is an option to port numbers from / to PortaBilling®. The
PortaBilling® administrator may monitor all requests from his system (the
Port-in tab) and to his system (Port-out tab) by clicking the Number
Porting button on the Account Info page.
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Account Info

[ 3 ® Close Number Porting Objects B Logout
AccountID ® Customer Batch crl# SIP Status Tt
I o ¥ || Show Accounts | Search
.

Number Porting

Account ID

Porting Number

Desired Due Date

Status.

Cancel
Request

NEW — Number porting request has been

created.

NOTE: The request has not yet been sent to

F 2015676324 201-706-5879 2015-04-26 11:12:00 PROCESSING x
171 2015678324 201-704-4892 2015-04-16 12:31:00 PROCESSING x
E' 2015678424 201-696-0158 2015-04-16 12:31:00 PROCESSING x
171 2016778524 209-400-0478 2015-05-26 10:02:00 PROCESSING x
F 2036678424 209-397-7895 2015-04-10 08:08:00 PROCESSING x
Field Description
Account ID The primary identification for this account.
Porting Number | A number that must be ported to PortaBilling®
from another telecom (Port-In tab) or from the
PortaBilling® system to another telecom (Port-
Out tab).
Desired Due The date by which the customer’s request must be
Date completed.
Status The status of the number porting process.

the number porting company.

PROCESSING — Number porting request
has been sent; waiting for confirmation or

cancelation.

RESOLUTION_REQUIRED - Request
is not complete; additional information is

required.

CONFIRMED - Number porting is
confirmed by all involved entities.
ERROR - External error towards
PortaBilling® has been detected.

INTERNAL_ERROR - Internal error
towards PortaBilling® has been detected.

CANCELLED - Number porting request

has been cancelled by the owner of the
requested number.

FINISHED — Number porting has been

successfully completed.

Cancel Request

Click the ¥ Cancel Request icon to cancel the
number porting request.
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View downloaded .csv (comma-separated
values) files in Windows

To view downloaded .csv (comma-separated values) files in Windows,
please do the following to match PortaBilling® default list separator:
Control Panel = Region and Language = Formats = Additional
Settings... = List Separator .

b
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APPENDIX A. xDR Browser

To easily view the xDR history for a particular entity you can use the xDR
browser. It is not directly accessible from the main menu, since it needs
to be accessed in the context of a specific customer / account etc.

Let’s assume that you want to view the xDR history for a particular

customer. To go to the xDR view page click the @ View icon on the
Customer Management page.

The browser is also accessible from the Edit Customer page by clicking
the xDRs button.

@ Edit Customer 'EasyCall Ltd'
e Save | ) Save & Close | ® Close | [E] xDRs | {{i} Batches | & Sites | (S} Accounts | & E-PaymentslLog | [] Invoices "

» Logout
[ Out-Of-Turn Invoice ‘ B Terminate | 1

Customer ID EasyCall Ltd Customer Class Defzult customer class

Balance Control Postpaid
Balance 2482 74584 USD
Current Credit Limit 2000.00000 USD

Life Cycle | Taxation ‘ Abbreviated Dialin ‘ Sllhscl;tions ‘ Volume Discounts | Trouble Tickets | Notepad | Service Configuration ‘ Permitted SIP Proxies

Address Info Balance Adjustments | Web giclf-Care ‘ Additional Info ‘ Payment Info | Auto-Payments ‘ Extensions | Huntgroups
L
(]
Company Name I Contact
MrMs .. [ ] Phone
First Name l Fax
]
M.l I Alt. Phone
Last Name » Alt. Contact
Address I E-Mail
= BCC
i Description
ProvinceiState -
Postal Code I
[]
City '
Country/Region a

xDR History for Customer "EasyCall Ltd."

[ % Close | ¥ Download | 4f5] Objects

) Logout
B From Date 2013-05-21 YYYY-MMDD 07:22:15 | HHZEMLSS
[ ToDate 2013-05-23 YYYY-MVM-DD 00:00:00 | HH24:MI:SS
Service a1 -
Show xDRs For Customer and Credit Accounts w

Show Unsuccessful Attempts [7]

Show xDRs

On the xDR History page you can make an extensible search via:
e A date and time range by clicking the & icon.
e A certain service type.

e The required accounts type (for customers only).
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If you want the information about the CDR_Failed to be included in the

results list, select Show Unsuccessful Attempts.

To initiate a query, click the Show xDRs button. The result page will
contain a summary displayed on the top of the page and a table listing all
of the calls and charges from a specified time period.

XDR History for Customer "IP Centrex customer’

» @® Cclose | [¥] Download | [E] xDRs

Revert | 4] Objects

Customer

From Date

To Date

Show xDRs For

IP Centrex customer
2016-01-27 13:39:00
2016-01-27 12:49.00
Customer and Credit Accounts

Total Transactions
Usage Charges
Usage Credits
Total

2

0.00250 USD
0.00000 USD
0.00250 USD
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Service (s) Voice Calls

Voice Calls

? View More Info Account From  To  Country Description ¥  DatelTime Charged Time, min:sec  Amount, USD Hidden Revert [ Play
[B] [@ 12125558877 244 ges 2016-01-27 13:39:07 0:05 0.00083
B ) 7 13:39:07 0:05 0.00167

Call redirected to Extension 666 via Huntgroup 32222 Call duration 0:4 min

Subtotal I

Value Update Time 0:10 0.00250

2016-01-27 13:39:11
2016-01-27 13:39:11

Called Extension Id
Caller Extension Id

666
44q

To browse for additional information about a call, with your mouse
cursor point at the Iﬂ More Info icon next to the required xDR. A dialog
window displaying the following information appears:

e The extension number to which the call was redirected.

e Via — The extension or huntgroup number that dispatched the
cal.

e Call duration — The time during which the owner of the account
to be billed was speaking.

e Caller Extension ID — The extension number where the call
originated from.

e Called Extension ID — The extension number that accepted the
call.

e Calling Party Identity — The actual caller identity from where
the call originated.

This information is available for the following IP Centrex calls:
e (Calls to voicemail (direct and missed calls).
e TForwarded / follow-me calls.
e (Call pick-up.
e Transferred calls (via blind and attended transfer).

Revert xDRs

If you want to reverse any type of transaction (voice calls, credits /
adjustments, etc.), complete the following steps:
1. Select the xDRs you want to reverse.

2. Click the [ Revert button.
3. In the Revert dialog box define the following:

an
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Transaction amount to be reversed (only if you have
selected the sole xDR in step 1).
Comment (for example, the reason for reversing this

amount; keep in mind that this comment is visible to the

customer).

Whether to hide the original and correction xDRs from
the end user.

4. Click Revert.

Note that the Amount field in the Revert dialog box is inactive if you
select multiple xDRs in step 1 — the transaction amount in this case is
always equal to the sum of all selected xDRs amounts.

® Close | ¥ Download

P Logout

Customer
From Date
ToDate
Show xDRs For
Service (s)

Voice Calls

2view "TT Aot from

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

12121234567 12121234567

B E 55 b E DR 6 b E R 6D B B 6

12121234567 12121234567

Subtotal

SmartCalls, Ltd.
2015-02-12 09:16:00
2015-02-13 00:30:33

Total Transactions.
Usage Charges
Usage Credits

Customer and Credit Accourts Total
Voice Calls
T Country Description ©  DatelTime
9134567343 India 0150212093409
9134567343 India D15021200:3222
9134567343 India D1502120931:24
8134567343 India 0150212092815
9134567343 India D 1502-1209:27:57
9134567343 india 1502120927205
9134567343 India D1502:1209:26:26
9134567343 india 015:02.1209:25:33
9134567343 India 2150212092508
9134567343 india 2150212092419
9134567343 India 150212092595
9134567343 India D1502-120925:11
9134567343 India 1502-120920:41
9134567343 India D1502:1209:18:38
9134567343 India Wi502120918:21
9134567343 India D1502120918:51
9134567343 India 1502120917:44

7
17.45334 USD
0.00000 USD
17.45334 USD

Charged Time,

17223
043
048
043
015
025
033
015
017
039
025
019
030
045
015
030
015

24:56.

Amount. iggen Revert

1216833 B
050167
0513
050167
017500
020167
0.38500
07500
0.19833
045500
0.29167
022167
035000
052500
047500
0.35000
047500

1745334

for Customer

*) Logout

Customer SmartCali, Ltd.
From Date 2015-02-12 09:46:00
ToDate 2015-02-12 093500
Show XDRs For  Customer and Credit Accounts
Senice (s) Voice Calls
Voice Calls
2 o v
view MOrE pccount From To  Country Description
12121234567 12121234567 9134567343 India
12121234567 12121234567 9134567343 India
12121234567 12121234567 9138567343 india

) © [ @ 0 [0 B Rl [ B @ B kB b B B

Subtotal

I S

12121
12120 Amount” 5.28501
1212¢  Comment

1p1p  Hide original and correcton XDRs from end-user[[]
12121

12125 0uv0r sesereonsns asaverees e
12121234567 12121234567 9134567343 India
12121234567 12121234567 9134567343 India
12121234567 12121234567 9134567343 India
12121234567 12121234567 9134567343 India
12121234567 12121234567 9134567343 India
12121234567 12121234567 9134567343 India
12121234567 12121234567 9134567343 India

Total Transactions.
Usage Charges
Usage Credits
Total

DaterTime
2015-02-1209:3409
2015-02-120932:22

2015-02-120931:24

824 =ound quaii]

2015-02-1209:23:46

2015-02-120923:11

2015-02-1209:20:41

2015-02-1209:19:38

2015-02-1209:19:21

2015-02-12 09:18:51

2015-02-1209:17:44

17
17.45334 USD
0.00000 USD
17.45334 USD

Charged Time,
min:sec

17:23
043
044

usD

025
019
030

045
030
015

24:56

Amount,
usp
12.16833

050167

051333,

7500
9167
8500

05500
029167
022167
0.35000
052500
047500
0.35000
047500

17.45334

In case you want to reverse a transaction as if it never happened, use the
Hide original and correction xDRs from end-user option in step 3.
Therefore, both the original and correction xDRs will be given
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the & Hidden xDR icon in the Hidden column and end users will
neither see these xDRs in their invoices, nor on self-care interfaces or in
statistics.

This option is only available when the reverse transaction amount is equal
to the original transaction(s) amount and all of the transaction xDRs are
included in the open billing period or an invoice that is under review.

Note that you must be very careful when applying Hide original and
correction xDRs from end user — once an xDR becomes hidden, it’s
not possible to reverse it. So if you reverse a transaction by mistake and
mark it as hidden, you can only correct this by manually charging for the
transaction amount or by importing an analogous xDR.

If you want to view information (charged quantity and amounts due) for
all of the services, click the Show Totals by Setvices button.

xDR History for Customer "EasyCall Ltd."

[ % Close | ¥ Download | 5] xDRs Objects ] Logout

Customer EasyCall Ltd. Credits 30.00000 USD
From Date 2013-07-11 04:56:02 Payments / Refunds 0.00000 USD
To Date 2013-07-12 05:26:06 Subscriptions Charged 0.00000 USD
Total Sessions 10 Taxes 0.00000 USD
Total Transactions 10 Services Charged 1.41000 USD

Total 31.41000 USD
Show Totals by Senvices
[
Credits 1
User Account DeScription Comment ¥ Date/Time Amount, USD  Hidden Revert
|I| Balance amusmentlmanual Charge Manual charge 2013-07-12 04:55:57 50.00000 No
U]
|I| Balance adjustmsn]Manual Credit Manual credit 2013-07-12 04:16: 14 -20.00000 No
Subtotal = 30.00000
Voice Calls .
| ¥ Charged 4 ount,
? View Account From To Country Description Date/Time Time, s | Hidden Revert Play
min:sec
8] 1212456762678 12124567ﬁsﬁl= 4420136985214 Calls between IP phones 2013-07-12 04:38:35 112 0.50000
n
@ 4420136985214 12124567686'r 4420136985214 Incoming from Anywhere 2013-07-12 04:38:35 142 012000
(O] 1420136985214 242013698523 1212456762678 Calls between IP phones 2013-07-1204:35:25 108 057500
@ 1212456768678 44201369652l 1212456768678 Incoming from Anywhere 2013-07-12 04:35:26 1.09 011500
Subtotal 442 141000

& & [

[ 3 ® Close | ¥] Download | [E] xDRs Objects

xDR History for Customer 'EasyCall Ltd.’

) Logout

Hide Totals by Senvices

¥ Service
Broadband (megabyte)
Conferencing (second)

Data Senvice [KB] (byte)

Data Senvice [MB] (byte)
Dial-up (second)

LTE (kilobyte)

Messaging Service (message)
Quantity Based (pcs.)

Voice Calls (second) 366
‘Wi-Fi (second) 0

Charged Quantity

oo o oeoc oo

Total

Amount, USD
0.00000
0.00000
0.00000
0.00000
0.00000
0.00000
0.00000
0.00000
1.41000
0.00000

Customer EasyCall Ltd. Credits 30.00000USD
From Date 2013-07-11 04.56:02 Payments / Refunds 0.00000USD
To Date 2013-07-12 05:26:06 Subscriptions Charged 0.00000 USD
Total Sessions 10 Taxes 0.00000 USD
Total Transactions 10 Senices Charged 1.41000 USD

31.41000 USD
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A call session with several rating periods produces multiple xDR records,
each linked to the applicable discount level / rate. This makes it very easy
for both administrators and end users to check the accuracy of all
transactions billed. To view xDRs records for the same session, click on

the (3] plus sign:

XDR History for Account '12124656768677'

» | ® Close | ¥l Download | [E] xDRs | [E) Services Usage Details | 4E] Objects

Account 12124656768677 Credits 0.00000 USD
From Date 2013-05-22 05:02:33 Payments / Refunds 0.00000 USD
To Date 2013-05-23 05:07.04 Subscriptions Charged  0.00000 USD
Charged by “On-net product Senices Charged 159166 USD
Type Credit Total 1.50166 USD
Total Sessions 5)

Total Transactions &

Show Totals by Semvices

Voice Calls

2 View From To Country Description *  DetefTime BT FmELh

min:sec usp  Revert Play
@ 44236985217 12124656768677 2013-05-23 05:00:38 0:25 0.20833
B a4z36985217 1224656768677 2013-05-23 04:59:57 034 028333
@ 1212465676E677 44236985217 2013-05-23 04:57:52 059 0.49167
1B 12124656768677 44236885217 20130523 04:43:42 2:00 050000
Bubtotal 41 159166

\

xDR History for Account '12124656768677' AmericajVancouver | demoroot | [7] Help

® Close | ¥ Download | [E] xDRs | [E] Services Usage Details | 4f Objects

Account 12124656763677 Credits 0.00000 USD
From Date 2013-05-22 05:02:33 Payments / Refunds 0.00000 USD
To Date 2013-05-23 05:07:04 Subscriptions Charged  0.00000 USD
Charged by On-net product Senvices Charged 1.59166 USD
Type Credit Total 1.59166 USD
Total Sessions 5

Total Transactions &

Show Totals by Services

Voice Calls
Session XDRs list X
Account From To Cauntry Description DateiTime  Charged Time, m  Amount, USD Revert
1212465676... 1212465676 44236985217 2013-05-23 0... 1:00 0.50000
1212465676 1212465676 44236985217 2013-05-23 0. 1:00 0.00000
g @ 12124656768677 44236985217 2013-05-23 04:43:42 2:00 0.50000
Subtotal an 1.59166

APPENDIX B. Audio File Formats Supported
by Music on Hold Feature

The Music on Hold feature supports the following file formats:

8svx, aif, aifc, aiff, aiffc, al, amb, au, avr, caf, cdda, cdr, cvs, cvsd, cvu, dat,
dvms, £32, t4, 164, {8, fap, flac, fssd, gsm, hcom, htk, ima, ircam, la, Ipc,
Ipc10, lu, mat, mat4, mat5, maud, mp2, mp3, nist, ogg, paf, prc, pvf, raw,
s1, 5106, s2, s24, s3, s32, s4, s8, sb, sd2, sds, sf, sl, smp, snd, sndfile, sndr,
sndt, sou, sox, sph, sw, txw, ul, ul6, u2, u24, u3, u32, u4, u8, ub, ul, uw,
vms, voc, vorbis, vox, w0, wav, wavpcm, wve, xa, Xi.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 474



Porta [ Billing® Appendices

Please note that the uploaded media file should have an appropriate
filename extension.
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